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Abstract. Program equivalence is the heart of reasoning about and
proving properties of programs. To assert noninterference, for example,
a program is shown to be equivalent to itself up to the confidential-
ity level of an observer. A powerful enabler for such proofs are logical
relations, which, guided by the type structure, prescribe when two pro-
grams are indistinguishable. Logical relations enjoy ample exploration in
functional languages, including languages with general recursion and a
higher-order store—yet logical relations for session types only exist for
terminating languages. This paper scales logical relations to general re-
cursive session types. It develops a logical relation for progress-sensitive
equivalence for intuitionistic linear logic session types, tackling the chal-
lenges non-termination and concurrency pose. In particular, the relation
only equates a diverging program with another diverging one and ac-
counts for nondeterminism of scheduling. The logical relation has two
distinguishing characteristics: it is (i) indexed with an intuitionistic lin-
ear sequent, validating cut reductions and affording biorthogonal closure,
and (ii) bound by an observation index, stratifying the logical relation
in the presence of recursion. Biorthogonal closure validates the logical
relation, proving that the induced equivalence is sound and complete
with regard to closure of weak bisimilarity under parallel composition.
Soundness guarantees that the equivalence has enough discriminatory
power, completeness ensures that it is maximally permissive. The logical
relation is then put to test on the example of noninterference.

Keywords: Logical relations - Biorthogonality - Step-indexing - Intu-
itionistic linear logic session types - Progress-sensitive noninterference.

1 Introduction

Whether two programs are equivalent is at the heart of many program ver-
ification p roblems, s uch a s p roofs o f p arametricity, c ompiler ¢ orrectness, and
noninterference. This paper develops a logical relation to reason about program
equivalence of session-typed processes and proves soundness and completeness of
the relation via a biorthogonality argument.
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Message-passing concurrency. Rooted in process calculi [28, 44, 45|, message-
passing concurrency enjoys widespread adoption, including languages such as
Erlang, Go, and Rust. A program in this setting amounts to a number of pro-
cesses connected by channels, which compute by exchanging messages along
these channels. Messages can even amount to channels themselves, giving rise
to so-called higher-order channels, as present in the 7-calculus [46,57]. This fea-
ture is equally empowering as daunting because it changes the process topology
dynamically. Originally untyped, the m-caluclus [46] has gradually been enriched
with types [57] to prescribe the kinds of messages that can be exchanged over a
channel. More advanced type systems [33,34,36,37] additionally assert correct-
ness properties, such as deadlock freedom and data race freedom.

To prescribe not only the types of exchanged messages but also the protocol
underlying the exchange, session types [29,30] were introduced. Session types
rely on a linear treatment of channels to model the state transitions induced by
a protocol. This foundation manifests in a correspondence between linear logic
and the session-typed m-calculus [12,66], resulting in two families of session type
languages: intuitionistic linear logic session types (ILLST) [12,13,63,64] and
classical linear logic session types (CLLST) [38,40,41,66]. Due to their logical
foundation well-typed ILLST/CLLST processes not only are protocol-compliant
(a.k.a., preservation), but also free of data races and deadlocks (a.k.a., progress).

This paper studies logical relations for ILLST-typed processes. ILLST reject
linear negation and distinguish the provider from the client side of a channel.
Run-time configurations of processes thus give raise to a rooted tree, with a child
node as the provider and the parent node as the client.

Program equivalence. Today’s predominant techniques for reasoning about pro-
gram equivalence of stateful programs are Kripke logical relations (KLRs) [3,21,
31,48,52,61] and bisimulations [39,56,59,60]. KLRs tend to be used for sequen-
tial, ML-like languages, bisimulations for concurrent process calculi. KLRs are
phrased by structural induction on types, bisimulations by coinduction. Hur et
al. [32] note that KLRs and bisimulations have mutually disjoint strengths and
weaknesses. Whereas KLRS naturally support higher-order features, but strug-
gle with recursive types, bisimulations naturally support recursion, but strug-
gle with higher-order features. To support recursive types KLRs employ step-
indexing [1,2,4], complicating proofs with step arithmetic [10] and challenging
transitivity of the logical relation [32].

This paper scales logical relations to session-typed concurrency in the pres-
ence of general recursive types, contributing a recursive session logical relation
(RSLR) for intuitionistic linear logic session types (ILLST). In contrast to KLRs,
which index the logical relation with the type of the considered expression,
RSLRs index the logical relation with an intuitionistic linear sequent, denoting
the types of the free channels along which the considered process configuration
exchanges messages with the outside world. The usual term interpretation clause

(e1;e2) € E[r] iff ...
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for expressions e; and es and a type 7 in KLRs thus takes the form
(D1;D9) € E[A IF A] ifF ...

in RSLRs, for configurations D; and D; with the types of free channels denoted
by the sequent A |- A. This generalization is necessitated by the underlying
computational model (message-passing concurrency) and the goal to accommo-
date various program verification problems, including noninterference. The use
of a sequent as an index makes explicit the duality of session types, allowing a
type to be associated with two interpretations: as a provider of a session of that
type and a client. For example, as a provider of a session &{left: A, right: B}, two
related configurations may assume to receive related messages, i.e., either they
both receive left or right. As a client of such a session, conversely, related con-
figurations must assert to either both send left or right. The latter condition,
crucial for establishing noninterference, is lost when only indexing the logical
relation with one type (i.e., the type of the provider). Duality is also central
to enforcing a resource semantics for channels. For example, as a provider of a
session A ® B, promising to send a channel of type A, related configurations
must give up access to the sent channel, whereas a client of such a session will
become its owner. Thanks to the validity of semantic cut (Lem. 2), the usual,
single-type-index interpretation falls out for free as a special case.

To accommodate general recursive types, RSLRs use an observation index to
stratify the logical relation. An observation index m is associated with the free
channels in (Dy;Ds) € E[A I A]™ and bounds the number of messages that
D; and D, exchange along those channels. The index is thus associated with an
externally observable event, symmetrically bounding both configurations. In con-
trast KLRs employ a step index [2,4,20], which is tied to the internal computation
or unfolding steps of one of the two terms, making the relation asymmetric.

We establish several metatheoretic properties of RSLRs. In particular, we
show that RSLRs entail an equivalence relation, whose proof of transitivity
(Lem. 5) benefits from the extensionality of the observation index. Given the pos-
sibility of divergence, the equivalence is progress-sensitive [26] in that it equates
a divergent program only with another diverging one. We also show that RSLRs
are sound and complete (Thm. 1) with regard to closure of weak bisimilarity
under parallel composition, using a biorthogonality argument a la Pitts [51]. The
duality of session types establishes a natural connection to biorthogonality. To
put the RSLR to test, we employ it to verify progress-sensitive noninterference.

Contributions. In summary, this paper makes the following contributions:

— Recursive session logical relation (RSLR), a binary logical relation for progress-
sensitive equivalence of ILLST processes with general recursion, featuring an
intuitionistic linear sequent and observation indez, to capture duality and to
support general recursion without compromising extensionality, resp.

— Closure of the RSLR under parallel composition, a.k.a., semantic cut (Lem. 2).

— RSLR induces an equivalence relation, including transitivity (Lem. 5).

— Soundness and completeness of the RSLR with regard to weak asynchronous
bisimilarity, a.k.a., adequacy (Lem. 6).
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— Biorthogonal (T T-) closure of the induced equivalence relation (Thm. 1), guar-
anteeing that the equivalence has enough discriminatory power (soundness),
while being maximally permissive (completeness).

— Small case study applying the RSLR to progress-sensitive noninterference.

Technical report. The complete formalization and all proofs are available in [5].

2 Background

This section familiarizes with intuitionistic linear logic session types (ILLST).

ILLST type system. Our development is based on a variant of ILLST lan-
guages [12,13,63,64] that supports general recursive types [6,64]. We refer to
this language as SESSION.

SESSION’s connectives are drawn from intuitionistic linear logic and obey the
following grammar

A,B = ®{l:Aptoer | &{l:Aticr, | AQB|A—B|1]Y,

where L ranges over finite, non-empty sets of labels denoted by ¢ and k, the
primitive values in SESSION. Type variable Y is a fixed point whose definition
Y = Ais collected in a global signature 3. General recursive types are supported
through this definition mechanism. They must be contractive [23], demanding
a message exchange before recurring, and equi-recursive [16], avoiding explicit
(un)fold messages and relating types up to their unfolding.

Process terms are typed using the intuitionistic sequent

ks P:xA

to be read as “process P provides a session of type A along channel variable
x, given the typing of sessions offered along channel variables in {2 and given
the type and process definitions in X 7. {2 is a linear context, consisting of as-
sumptions y;:B;, indicating for each channel variable y; its session type B;. The
signature X' contains global type and process definitions and facilitates recursive
type and process definitions. Bound channel variables are substituted with chan-
nels that are created at run-time upon process spawning. When the distinction
is clear from the context we refer to either as "channels" for brevity.

ILLST rejects linear negation, allowing the singleton right-hand side of the
sequent to be interpreted as the type of the providing process, which, conversely,
is the client of the sessions in {2. Channels can thus be typed with the type of the
providing process, rather than typing the two channel endpoints dually, as done
in classical linear logic session types (CLLST) [40,41,66]. To express the duality
in behavior the ILLST type system is given as sequent calculus, comprising both
a right and a left rule per connective. Right rules define a communication from
the point of view of the provider, left rules from the point of view of the client.
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Fig. 1 summarizes the typing rules. Cut reduction in the sequent calculus
invites a computational, bottom-up reading of the rules, where the type of the
conclusion denotes the protocol state of the provider before the message exchange
and the type of the premise the protocol state after the message exchange. The
polarity of type moreover determines the direction of communication: for positive
connectives, the provider sends and the client receives, for negative connectives,
the provider receives and the client sends. We review each rule in turn next.

ks P:xAg kel OR
Rbxaxk;Pix®{l:A}ecr

2,0: Ak bs Qr:y:C VkeL oL
2,0:.® {é : Ag}geL Fx case:lc(f = QZ)IZEL s y:C

2 Fs Qk:: x:Ax Vk € L R QA bs P:yC kel
Ntxcasex(f = Qu)ecr : v:&{l: Av}oer 2,2:8{0: As}tocr bx xk; P y:C

&L

2Fts P:x:B R 2,z2A,2:BFx P ::yC
2,z AFxssendzx; P x:A® B 2, r:ARQ BtFx z<+recvax; P ::y:.C

®L

2,2:AFs P x:B R Q,v:BFs P:yC I
2Fts z<«recvay; P::x:A—oB 2,2:A,2:A — Btxsendza; P::y:C

4+ ny: C
1R rQuy 1L
‘Fxclosex::z:1 R,x:1Fywaitz;Q y:C

N(FX=P:zAcX O, Ay 07,2 A 29, 0:AFx Q ::y:C

SPAWN
.Ql, .QQ |—2 (.ZE < X[’y} < Ql);Q o y:C
Z:C+ Fy = Fude yre o i y:CeXx
Y=CeX 2:C,y:C kv = 2:C,y":C
D:FWD
z:Y b5 Fy[y] = y:C
Y=Ac¢XY NFxs PuxA Y=A¢c¢XY Q. x:Akbs P z:C

TVARR TVARL

RFks PuxY 2,2 bs P z:C

- A contr ks 37 sig 5 ks PuxA by 57 sig
-z () sig ' FsY = A, X' sig > FxQFsX=P: z:A, X sig

Fig. 1: Process term typing rules and signature checking rules of SESSION.

The additive connectives ®{l:A¢}rcr, and &{l:A¢}icr, denote labelled choices
of sessions Ay, where the labels ¢ range over the finite, non-empty set L. The two
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connectives differ in who sends a label and thus makes a choice. For &{¢:A;}sc 1,
the provider chooses, for &{¢:A}scr, the client chooses, giving the connectives
the names internal choice and external choice, resp. The duality of behavior
of a provider and client is conveyed by the process terms of the right and left
rules, resp. For example, a provider of an internal choice (rule ®R) executes the
process term z.k; P to send the label k along its providing channel z, after which
it will continue with P of type Ay. Conversely, a client of an internal choice (rule
@L) executes the process term casex (¢ = Qy)ecy to receive any label k € L
along z, after which it will continue with the chosen branch Qj of type Ay.

The multiplicative connectives A ® B (tensor) and A — B (lolli) allow
channels themselves to be sent over channels, changing the process topology at
run-time. These connectives endow SESSION with higher-order channels, making
channels first-class values. Again, the two connectives differ in who sends a chan-
nel: for A® B, the provider sends, for A — B, the client sends. Due to linearity,
absence of weakening specifically, the sender loses access to the sent channel in
its continuation; as can be seen in the premises of rules ® R and — L. We use
< to denote variable binding. For example, the process term z < recvz; P in
the conclusion of rule ® L binds the received channel to y, with scope P.

The unit of ®, 1, allows a process to terminate. Here, the provider sends a
close message, close z, along its providing channel z (rule 1R), awaited by the
client. Due to absence of weakening, rule 1R demands that the typing context (2
be empty, ensuring that no channels become orphans. Consequently, the client
continuation @ loses access to x after receipt of the close message (rule 1L).

Rule SPAWN types a process that spawns another process using the process
definition X. The invocation x < X[y] <= 21 binds the newly spawned process
to = and gives it the argument channels 2;. After the invocation, the process
continues with executing @), now with z:A4 in its context. For the invocation to
succeed, a corresponding process definition 21 - X = P :: 2/: A must exist in the
signature Y. The definition associates a name X with the process term P and
indicates the names and types of argument channels 2] and the name and type
of the providing channel x’:A. To account for the difference in variable names,
the programmer must provide a corresponding mapping 27, z:A Ik~ :: 2], 2":A
as part of the invocation, assigning to each variable in the definition 27,2":A a
corresponding variable of the same type in the invocation (21, z:A.

Rule D:FWD allows a process to delegate requests to its singleton child z
by passing any messages received along y to z and vice versa. The rule uses a
forwarder definition z:C' + Fy = Fudg, . : y':C, for the type definition
Y = C, both to be present in the signature X. A corresponding forwarder
Fwdc . of type C is defined by structural induction on the type of every
user-provided type definition, amounting to an identity expansion, and can be
automatically generated. In combination with rule D:FWD, we get a coinductive
definition (see [5] for details). The programmer can use the syntactic sugar y < z
instead, which can be expanded into the corresponding forwarder.

Rules TVARE and TVAR, allow us to unfold type definitions. The rules insist
that a corresponding definition exists in the global signature Y = A € X.
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Rules X, Y5, and Y5 type check the signature itself. Rule X5 type checks
type definitions, requiring the type be contractive (IFx A contr) and thus not a
type variable itself [23]. Rule X3 type checks the body P of a process definition
X, whose existence is assumed when spawning the process in rule SPAWN.

We illustrate the typing rules on a simple PIN-based authentication example,
shown in Fig. 2. Fig. 2 introduces two recursive type definitions, pin and ver, as
well as two process definitions, Verifier and Pin. A verifier expects to receive
a PIN channel from its client, which it validates. If validation is successful, the
verifier sends the message succ, otherwise the message fail to the client. In either
case, the verifier also returns the PIN channel. The PIN itself is encoded as an
internal choice of labels tok;, with one being the correct security token.

ver = pin —o ®{succ:pin ® ver, fail:pin ® ver} pin = ®{tok;:pin, ..., tok,:pin}
- Verifier :: z:ver = (u + recvz w:pin = x: @ {succ : pin ® ver, fail:pin ® ver}
case u (tok; = z.succ; send ux; x < Verifier < -
| tok;z; = x.fail; send u x;  + Verifier + -))

-+ Pin = wipin = (u.tok;; u < Pin < )

Fig. 2: Example: PIN-based authentication.

ILLST configuration typing At runtime, SESSION programs become config-
urations of processes, forming rooted trees and obeying the following grammar:

C,D,F,T == proc(z,,6(P))C | msg(M)C | -
M n=1xzo.k | sendzgz, | closey,

Configurations consist of a set of processes of the form proc(y,,0(P)) and a set of
messages of the form msg(M). Every spawn results in a process proc(yq, ) (P)),
every send in a message msg(M), making SESSION’s dynamics asynchronous.
The metavariable y, in proc(yq, S(P)) denotes the process’ providing channel
and the metavariable P the process’ source code. Run-time channels y, can be
distinguished from channel variables y by their generation subscript «, whose
meaning we clarify in § 2. The substitution é maps variables to channels; S(P)
yields the term with all free channel variables substituted by channels.

The configuration typing rules of SESSION are given in Fig. 3, using the
judgment Ag IF C :: A. We allow configurations to have free channels, which
amount to Ay and A for the given judgment. The channels in A comprise the
channels for which there exist providing processes in the configuration C, the
channels in Ay comprise the channels for which there exist client processes in
the configuration C. It may be surprising that we refer to these channels as free,
given that they occur in C. Would linearity not imply that they occur “exactly
once”, and thus must be bound? It is more fruitful to think of channels as shared
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resources, like memory locations, shared among processes. ILLST then ensures
that at most two processes, a provider and a client, share a channel at any point
in time, where each "owns" one endpoint of (i.e., a reference to) the channel.
The careful accounting of “resources” is visible in the configuration typing rules.
For example, rule proc insists that for all the channel endpoints used by process

proc(z,,0(P)) there exists either a provider in the sub-configuration C, making
the channel bound, or the endpoint is free and occurs in Aj.

AglFC i A A6 IFC1 it xa:A

TatAlF iz A empy Sl emp2 AO,A6 IFCCy:: Axg:A comp
AplFC: A AG, A xot A8 025,02, 2:A 20,2Fs P:ax:A
= roc
Ao, AG IF C proc(za, d(P)) :: 24:A P
Agl-C i A A(),AFM:: To:A
7 msg
Ag, Ay Ik C msg(M) :: zq:A
kel kel
mgRr mer,

Yat+1: Ak F Yok 2 Yo: ® {C:Ac}ecr Ta:&{l: Agtocr b ok it mag1:Ag

meRr
28: A, Yat1:B Fsend zg Yo Yo:AQ B

m_.j, mipr
z2p:A, 20 A — Bt sendzg o i Tat1:B -k close yo :: Ya:l

Fig. 3: Configuration typing rules of SESSION.

ILLST asynchronous dynamics SESSION’s asynchronous dynamics is given
in Fig. 4. Tt is phrased as multiset rewriting rules [14]. Multiset rewriting rules
express the dynamics as state transitions between configurations C ~ C’ and
are local in that they only mention the parts of a configuration they rewrite.

Being asynchronous, the dynamics implements sends by spawning off a mes-
sage msg(M) that carries the sent message M. In rule ®qnq, for example, the
provider proc(y,,send z yo; P) generates the message msg(send z3 y, ), indi-
cating that the channel xg is sent over channel y,. In rule ®,, the client then
consumes the message when receiving the channel. To preserve the invariant stip-
ulated by typing that at most two processes share a channel at any point in time,
a new providing channel must be generated for the continuation of the provider.
This new channel must be linked to the old providing channel, otherwise proper
sequencing of messages would be violated.

An elegant way to achieve proper sequencing are channel generations. Rather
than creating an entirely fresh channel name for each send, we keep the name
of a channel constant but increment its generation, provided as a subscript to
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the channel name. For example, the provider proc(ya,sendzg y,; P) in rule
®snd Steps to its continuation proc(ya+1, [Ya+1/Ya)P), creating a new generation
a + 1 of its providing channel y,. The receiving client process proc(u,, w
recv y,; P) will then increment the channel generation of the carrier channel y,
upon receipt in its continuation proc(u,, [z5/w|[ya+1/Ya]P) (see rule @y ). Like
bound variables, bound channels are subject to a-variance and capture-avoiding
substitution, as usual [57], with the understanding that only the name y of a
channel y, can be renamed, but not its generation.

SPAWN proc(ya, (z + X[y] + A1);Q) — (21FX=P:ua':Be)X)
proc(zo, ¥ ([zo/x])P)) proc(ya, [zo/x]Q) (21 Ik~ : A1, w0 fresh)
D:FWD proc(ya, Fy[y]) (@' :CFFy =Fudgyeqy ny :CEX)
pI‘OC(ya,FWdC yagmﬁ) (mlvy/ Iy 3757?!(1)

lend proc(ya, closey,) — msg(closeya)

lrev msg(close y, ) proc(zg, wait y.; Q) — proc(zg, Q)

@snd  Proc(Ya, Ya-k; P) — proc(Yati, [Yat1/yalP) msg(ya.k)

Prev  mMsSg(Ya.k) proc(uy,caseya(f = Pi)ecr) — proc(uy, [Yot+1/Ya]Pr)

&ad  Proc(ya,zs.k; P) — msg(zs.k) proc(ya, [rs+1/28]P)

&wv  Proc(ya,caseya(l = Pr)ecr) msg(ya.k) — Proc(yYati, [Ya+1/yalPr)

®snd  Proc(ya,send zs ya; P) — proc(ya+1, [Yat1/ya|P) msg(send zs ya)

®rev  msg(send zg yo) proc(u,, w < recv yo; P) — proc(uy, [2s/w][Ya+1/ya]P)
—oind  Proc(ya,send xg u,; P) — msg(send z3 u,) proc(ya, [uy+1/uy]P)

—orey  Proc(ya,w < recvya; P) msg(send x5 ya) — Proc(Ya+1, [Ts/w][Yat1/yalP)

Fig.4: Asynchronous dynamics of SESSION.

3 Recursive session logical relation (RSLR)

This section develops a logical relation for ILLST with general recursive types
(§3.1) and shows that the logical relation is closed under parallel composition
(§ 3.2), amounts to an equivalence relation (§ 3.3), and adequate, i.e., a weak
asynchronous bisimilarity (§3.4). The logical relation is shown to have enough
discriminatory power (soundness), while being maximally permissive (complete-
ness) via a biorthogonality argument (Thm. 1).

3.1 Logical relation

Logical relations have been developed for session types [11,17-19,27,49, 50, 54|,
both in unary and binary forms, but without considering general recursion. We
contribute a logical relation for ILLST with support of general recursive types.
In devising the resulting recursive session logical relation (RSLR), we had to
tackle the following challenges:
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— Well-foundedness: Recursive types mandate use of a measure like step-indexing
or later modalities 2,4,20] to keep the logical relation well-founded. Our logical
relation makes use of a more extensional notion, an observation index, which
bounds the number of messages exchanged with the outside world along the
free channels of a configuration. The observation index facilitates proofs of
various results shown in this section.

— Non-termination: In the presence of general recursive types, divergence is a
possible outcome. Our logical relation is progress-sensitive [26] with regard to
divergence; it equates a divergent program only with another diverging one.

— Nondeterminism: Although ILLST are confluent, processes run concurrently.
As a result, the logical relation has to account for the relatedness of messages
that may not be sent in the same order due to nondeterministic scheduling.

A logical relation for message-passing concurrency. It may be helpful
to pause a moment and ask what a logical relation for session-typed processes
should amount to. Logical relations for functional languages relate terms by
defining their equality at their type when evaluated to values. This can be
phrased in terms of two mutually recursive relations, a value interpretation V[r]
and a term interpretation £[7], defined by structural induction on the type 7.
The former defines equality of values by inducting over a type, with values at
ground type forming the base cases, and the latter steps the terms until they
reach a value, demanding that these must be related by the value interpreta-
tion. In imperative languages, logical relations are enriched with Kripke possible
worlds to model dynamically evolving shapes of storage [3,21,31,48,52,61].

To answer our question, it is helpful to remind ourselves that logical relations
are a means to prove observational equivalence [47], which equates two programs,
if the same observations can be made about them. In a pure functional setting,
the observables are the values to which the terms evaluate. In an imperative
setting, the observables can additionally comprise the values of locations in the
store. The observables in a message-passing concurrent setting are the messages
that a configuration of processes exchanges with the outside world.

A logical relation for session-typed processes thus relates pairs of process
configurations (D1;Ds), such that A IF Dy :: z4:A and A |k Dy i1 x4:A, de-
manding that the same messages can be observed along the free channels A and
Zq:A. Fig. 5 shows the resulting logical relation for well-typed process configura-
tions in SESSION, which is indexed with an intuitionistic linear sequent Al- A,
comprising the free channels. We find it convenient to distinguish a value inter-
pretation V from a term interpretation £. As expected, the term interpretation
steps the configurations until they reach a “value”. But what does it mean for
a configuration to be a value in a message-passing concurrent setting? It means
that a configuration is ready to send or receive along any of the free channels
in AU {z4:A}. For any such channel, the term interpretation invokes the value
interpretation, which demands that the exchanged messages be related, and then
invokes the term interpretation for the configurations resulting after the message
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exchange. The mutually recursive relations are defined by clauses of the form
(D1;Ds) € V[AIF A] iff  ...(D}; DY) € E[A" IF AT].

In a terminating setting, the relations are defined multiset induction over the
structure of types of the free channels [17] such that A’ IF A’ < Ak A. To sup-
port general recursive types, we will augment the relations with an observation
index, as discussed shortly, yielding an inductive definition.

The sequent A I+ A singles out the typing A of the providing free channel of
the configurations D; and D,. If the providing free channel is not observable, we
write . We use the metavariable K to stand for either z,:A or simply . The
ability to mark some free channels as unobservable becomes important when we
apply the logical relation to noninterference in §4.

The transition from the value to the term interpretation amounts to an ob-
servation of a message exchange along a free channel in A I K. The exchange
will advance the protocol state of the concerned process, and as a result tran-
sition the sequent to A’ IF K’, describing the post-state of the configurations
(Dy; D)) after the message exchange. The logical relation comprises two value
interpretation clauses for each connective, one for the communications occurring
on the right along K, and one for those occurring on the left along A.

Assume and assert—a pas de deux. A key characteristic of logical relations
is extensionality. In a functional context this means that relatedness has to be
shown for values of types in positive positions, but values of types in negative
positions can be assumed to be related. This idea translates equally to a message-
passing concurrent setting, embodied by the logical relation shown in Fig. 5 as:

— Positive types: assert sending of related messages when communicating on the
right; assume receipt of related messages when communicating on the left.

— Negative types: assume receipt of related messages when communicating on
the right; assert sending of related messages when communicating on the left.

At base types (1, @, and &), relatedness of messages means that the same
messages are being exchanged. For example, clause (2) in Fig. 5 for @-right
asserts existence of messages msg(y,.k1) and msg(y,.k2) in Dy and D, resp.,
such that k1 = k2. Conversely, clause (3) in Fig. 5 for &-right assumes receipt
of messages msg(y,.k1) and msg(y,.k2) to be added to D; and Dy in the post-
states, resp., such that k; = ko, for arbitrary &y and k.

For higher-order types (® and —o) relatedness means that future observa-
tions to be made along the exchanged channels must be related. For example,
clause (10) in Fig. 5 for —o-left asserts existence of a message msg(sendzg y,)
and of subtrees 7; and 75 in D; and D, resp. The subtrees 77 and 7 are
rooted at the sent channel zg and will be transferred (and thus lost) together
with the sent channel. The clause comprises two invocations of the term relation,
(T1; Tz2) € E[A" IF x:A], asserting that future observations to be made along the
sent channel g are related, and (D7;D5) € E[A”, ya+1:B IF K], asserting that
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(1) (D13 Ds) € V[ I ya:1] 751
(2) (D1;Ds) €
VIA I yo: & {L:Ac}eer] 5}

(3)(D1;D2) €
V[AIF ya:&{l:Ac}eer]yt?

(4) (D1;D2) €
VA, A" Ik yo:A® B!
(5) (D1; D) €

V[AIF yo:A — B]yit!
(6) (D1;D2) € V[A,ya:l IF K]

(7)(D1;D2) €

V[[A,ya : EB{Z Ag}gej I+ K]]m+1

(8) (D1;D2) €

V[[A Ya: &{Z Ae}zg} \F K]]erl

Yo

(9) (D1;D2) €
V[A, ya:A® B - K]jt!

(10) (D1;D2) €

V[A', A" ya:A — B IF K]7H

(11) (D1; Do) € E[]A IF K™

(12) (D1;D2) € E[A I+ K]°

iff D1 = msg(closeya,)and Dy =

iff 3.’4}1,]{:2 € I.k1 = ko and
D1 = Dimsg(ya.k1) and
Dy = Domsg(yaq.k2) and
(D1;D3) € EJA I yog1:Ar, ™
iff Vkl, ko € I.if k1 = ko then

(D1msg(ya.-k1); D2msg(ya-k2)) €
ElIA I+ ya+1:Ak1]]m

iff 3z s.t.
D:1 = Dy Timsg(send x5 yo ) and
Dy = DyTomsg(send 25 Yo ) and
(T1;T2) € E[A" I+ x5:A]™ and
(D1; D) € E[A"IF yayr:B]™
iff Veggdom(A, ya:A —o B).
(D1msg(send 3 Yo ); Domsg(send 23 yo)) €
ElA, z5:A Ik yat1:B]™

iff (msg(close yo)D1; msg(close yo)D2) €
E[AF K™
iff Vk1, ko € I.if k1 = ko then
(msg(ya.k1)D1; msg(ya.k2)D2) €
EHA, ya+1:Ak1 I+ Kﬂm

iff k1, ke € [.k1 = ko and
D1 = msg(ya.k1)Diand
D> = msg(ya.k2)Dj and
( /1,'D/2) € g[[A,ya+1iAk1 I+ K]]m

iff Vegdom(A,ya:A® B, K).
(msg(sendz g yo)D1; msg(sendzs ya)D2) €
E[A,z5:A, Yat1:B IF K™

iff g s.t.
Dy = Timsg(sendzg y.) DY and
Dy = Tomsg(sendxgs yo ) D5 and
(T1;T2) € E[A I+ zg:A]™ and
(DY DY) € E[A", yas1:B b K]™
iff (D13 D) € Tree(A IF K) and
V71,6, Dll if D1 —"T1:61 Dll then
37>, D4 such that Dy —*72 DS, and Ty C 1% and
Vya € Out(A IF K).
if yo € T1.then (D};D5) € V[AIF K] and
Vya € In(A - K).
if yo € O1.then (D};D5) € V[A IF K]t

iff (D13 Ds) € Tree(A I K)

msg(close y.)

Fig. 5: Recursive session logical relation (RSLR) for ILLST. (Clauses (1)-(10) are
only defined for well-typed configurations, a condition we elided for concision.)
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the continuations D} and D} are related. * The channel endpoint x4 is existen-
tially quantified and occurs either bound or free in both D; and D,. Conversely,
clause (5) in Fig. 5 for —o-right assumes receipt of a message msg(sendzs y,)
that carries a universally quantified free channel zg, different from the free chan-
nels available in the pre-state (Vzg ¢ dom(A,ys:A — B)). The sequent is
enlarged with the received channel xzz for the invocation of the term relation
(Dimsg(send x5y, ); Domsg(send 23 y,)) € E[A, 25:A IF yat1:B].

The duality of ILLST, established by “cutting” the left and right rule of a
connective, translates equally to our logical relation, allowing us to compose
related configurations in parallel, such that the assumptions made by one pair
of configurations are discharged by the other. We prove this result in § 3.2 and
exploit it connect our development to biorthogonality in §3.5.

Syntactic well-typedness. The value and term interpretations of our logical
relation relate pairs of process configurations only if both are syntactically well-
typed. The predicate (D1;D3) € Tree(A Ik K) stipulates this requirement and is
defined as D; € Tree(A Ik K) and Dy € Tree(A I- K), with D; € Tree(A IF K)
defined as A I+ D; :: K (see [5] for details). For concision, we elide appeals
to the Tree() predicate in the value interpretation (clauses (1)-(10) in Fig. 5).
Syntactic typing ensures that configurations form rooted trees, a property our
proof of semantic cut (Lem. 2 in §3.2) relies upon.

Well-foundedness. In the presence of general recursive types, it is no longer
sound to define the logical relation by multiset induction over the structure of
types in its sequent A I+ K. To restore well-foundedness a measure like step-
indexing [2,4]| can be employed. Step-indexing is typically tied to the number
of type unfolding or computation steps by which one of the two programs is
bound. A more natural and symmetric measure for our setting is the number
of observations that can be made along the free channels A IF K of the logical
relation. We thus bound the value and term interpretation of our logical relation
by this number and attach the resulting observation index as the superscript m
to the sequent A IF K, yielding clauses of the form

(D1;Dy) € V[AIF K™Y iff ... (D}; D)) € E[A" IF K']™

The observation index gets decremented whenever the value interpretation “ob-
serves” a message exchange. If m = 0, well-typed configurations are trivially
related, as expressed by clause (12) in Fig. 5.

Non-termination and nondeterminism. It is now time to take a closer look
at the definition of the term interpretation of our logical relation. Its definition
is challenged by the possibility of divergence and nondeterminism of scheduling.
For the former, a progress-sensitive statement of equivalence demands that the

3 We will momentarily explain the superscript and subscripts of these invocations.
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relation relates a divergent program only with another diverging one. For the
latter, the term interpretation has to account for the possibility that two configu-
rations may not simultaneously be ready to send or receive along a free channel
in A IF K. To address these challenges, the term interpretation is phrased as
follows (we are repeating clause (11) in Fig. 5):

(Dy;Dy) € E[AIF K]+ iff

(D1;D3) € Tree(A Ik K)andV 11,01, D).if D1 —*T1€1 D] then
375, D), such that Dy —*72 D) and?; C 15 and

VYo € Out(A - K).if y, € 17. then (D}; D)) € V[A IF K7
andVy, € In(A Ik K).if y, € O;.then (D}; D)) € V[A |- K]t

The term interpretation uses the transition Dy —*71:91 D}, amounting to the
iterated application of the rewriting rules defined in Fig. 4. The star expresses
that zero to multiple steps can be taken. The superscript 77 denotes the set of
channels in A IF K for which there exist messages in D} to be sent along these
channels. The superscript @; denotes set of channels in A IF K for which there
exist processes in D] waiting to receive along these channels.

To ensure progress-sensitivity, the term interpretation asserts, that, when-
ever D can step, so can Dy. This correspondence is expressed by the condition
17 C 15, ensuring that the messages ready to be sent to the outside world in
D} are at least the ones ready to be sent in Dj. An analogous condition for
incoming messages is omitted due to asynchrony of the dynamics where the re-
ceipt of a message is not observable. The existentially quantified D) is justified
by nondeterminism of scheduling, allowing the term interpretation to choose an
appropriate way of stepping Ds to catch up with Dj.

The set Out(A IF K) includes all channels whose types in A, K indicate a
send. This includes channels in 73 for which the messages are ready to be sent.
Similarly, the set In(A IF K') includes all channels whose types in A, K indicate
a receive, including those in @, for which the processes are ready to receive.

To resolve the issue of simultaneity, the term interpretation makes use of two
focus channels ranging over the sets 77 and @;. These are added as a subscript
_; _ to the value interpretation, where -;y, indicates that y, € 77 and yq,;-
that y, € ©;1. The term interpretation invokes the value interpretation for all
the channels in 77 and @1, thus ensuring that any messages ready to be sent in
D) and D) and any processes waiting to receive in D will be “observed” by the
value interpretation. Non-productive configurations are trivially accommodated
by the term interpretation, by allowing the sets 77 and ©; to be empty.

Example. We revisit the Verifier example (Fig. 2) to showcase the design of
our logical relation. Consider the configuration D = proc(zo, [zo/x]Verifier), in
which the channel z( instantiates the channel variable x in the Verifier process.
We outline the first few steps required to establish that D is self-related at ob-
servation index 3, i.e., (D;D) € & Ik zo:ver]®. By Fig. 4, we observe that D
cannot take any internal steps, that no outgoing message exists in the configura-
tion, and that the only channel on which D is ready to receive is zo. Hence, the
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only possible transition for D is D +—%:=zo} D. It follows that the only value
relation invoked by this term interpretation is (D; D) € V[- I zg:ver]3 ., which
we can rewrite as (D; D) € V[ IF zo:pin — &{succ:pin@ver, fail:pin@ver}]3 . by
unfolding the type ver; the latter now matches clause (5) in Fig. 5. To establish
this value relation, it remains to show that for an arbitrary ug # z,, we can
derive (Dmsg(send ug x(); DPmsg(send ug z¢)) € EJug:pin I+ zo: & {succ:pin @
ver, fail:pin @ ver}]?, which again invokes the term interpretation via clause (11).
The remaining steps follow similarly.

A reader may wonder why the logical relation seems oblivious to recursive
type unfoldings. This is because the relation is indexed by the number of external
observations and is therefore invariant under such unfoldings. In particular, for
the example above, (D;D) € E[A I+ zg:ver]® and (D;D) € E[A I+ zg:pin —o
@®{succ:pin ® ver, fail:pin @ ver}]3, are equivalent: the value interpretation with
focus on channel zq is only triggered when the process is waiting to receive a
message along xg. After consumption of the message, the recursive invocation of
the term interpretation in clause (5) will then happen at index 2.

3.2 Semantic cut: closure under parallel composition

The use of an observation index rather than a step index by the RSLR is fun-
damental in proving various metatheoretic properties in the remainder of this
section. It allows us to keep the observation index constant in the term interpre-
tation, while stepping the configurations internally, p ermitting d isagreement in
the number of internal messages exchanged. As a result, internal steps cannot
depend on the observation index, facilitating proof of the following lemma:

Lemma 1 (Moving existential over universal quantifier).

If

\V/TIL.VTh@l,,D/l. IfDl —*T1:01 Dll, then
375, DS such that Dy —*T2 D) and 1y C 15 and
Vi, € Out(A I+ K).if z, € 77. then
(D};Dh) € V[A IF K] and
Vi, € In(AlF K).if 2, € ©;.then
(D DY) € VIA I K],
then
VTl,@l,'Dll.ifpl ¥ 71501 Dll, then
375, D} such that Dy —*72 DS and Yy C 15 and
Vz, € Out(AlF K).if z, € 77. then
Vm.(D}; D) € V[AIF K]+ and
Vo, € In(AlF K).if 2, € ©;.then
Vm. (D}; Dy) € V[AIF K] th.

Proof. The full proof is available in [5]. The proof relies on confluence and back-
wards closure.

With this lemma in hand, we can now prove that the logical relation is closed
under parallel composition.
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Lemma 2 (Semantic cut). Vm.(D1;D2) € E[A, ua:T I+ K™ iff for oll T1
and Ty if Vm. (T1; T2) € E[A" Ik un:T]|™ then Vk. (TiD1; TaD2) € E[A, A I- K]F.

Proof. The full proof is available in [5]. The proof relies on Lem. 1.

The semantic cut lemma is analogous to the syntactic cut-elimination theo-
rem, with T serving as the analog of the cut formula. Consider the left-to-right
direction. For internal steps in 7;D; invoked by the term interpretation that do
not involve the channel u, : T, we can perform corresponding internal steps in
T1 or Dy. Using the fact that 77 and D; are related to 7> and Ds, resp., we
can construct the next step(s) of 73D2 as required by the term interpretation.
For internal steps in 7;D; along the channel u, : T, we use the fact that Ty
is ready to send a message along u, and Dj is ready to receive along wu, (or
vice versa). Here, we take advantage of the duality in the value interpretation
for the provider and client of each connective to show that the assertions made
by the sender are sufficient to establish the assumptions of the receiver. With
this, we invoke the definition of value interpretations to transition to a new term
interpretation involving subformula(s) of type T in the sequent and apply the
inductive hypothesis. This step is analogous to internal cut reductions in the cut-
elimination proof. For any communication in 7;D; along its external channel,
we use the fact that either 71 or D; can perform the same communication. Using
their respective value interpretations and the inductive hypothesis, we establish
the value interpretation for 7; Dy and 72D,. This step corresponds to external
cut reductions in the cut-elimination proof.

3.3 Logical equivalence

To prove that the RSLR induces an equivalence relation, we introduce the nota-
tion Al-D; :: K= Al- Dy :: K, defined below, where (C1;Cs) € Forest(A’ I- A)
stands for A’ IFC; it A and A’ IF Cy :: A:

Definition 1 (Logical equivalence).

— We define the relation A - Dy : K = Al Dy :: K as (D1;Ds) € Tree(A Ik K)
and Ym. (D1;D3) € E[A IF K™ and Vm.(Ds2; Dy) € E[A IF K]™.

— We define the relation A 4 C1[|F; 4 K = A +H Co[|Fe 4 K as (i) IK’
such that K IF F; : K' = K I Fo = K’ and (11) 3A" such that (C1;Cs) €
Forest(A’ IF A) and VT1 € Cy1, andVTy € Cy with (T1;T2) € Tree(A] IF K”),
we have AL Ty o K" = A} IF Ty K.

Next, we show that the relation = is reflexive, symmetric, and transitive.

Lemma 3 (Reflexivity). For all configurations A I+ D :: z4:T, we have
(AFD:ay:T)=(AlFD iz T).

Proof. The full proof is available in [5].

Lemma 4 (Symmetry). For all configurations Dy and Da, we have (A |+ Dy ::
2a:T) = (A Dy i xa:T), iff (Al D2 i xo:T) = (AlF D1 i xo:T),
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Proof. The proof is straightforward by Def. 1.

Lemma 5 (Transitivity). For all configurations Dy, Do, and D3, we have

if (AlF Dy i xa:T) = (Al Dy i zo:T), and
(AlF Dy i xo:T) = (A kD3 iz 2o:T)
then (AIF Dy i 20:T) = (A F D3 i xo:T).

Proof. The full proof is available in [5].

3.4 Adequacy

To show that the RSLR is adequate, we prove that configurations related by
the logical relation are bisimilar and vice versa. To facilitate this proof, we first
give the definition of weak asynchronous bisimilarity [57] (Def. 2). The definition
relies on a standard labeled transition system displayed in Fig. 6, which rephrases
our dynamics in Fig. 4. We define weak transitions as

(1) = is the reflexive and transitive closure of —,

(2) = is =5,

Definition 2 (Weak asynchronous bisimilarity). Asynchronous bisimilar-
ity, written Dy =, D, is the largest symmetric relation such that whenever
Dy =5 Dy, we have

—(7 — step) if D1 = D} then ID}. Dy = D} and D} ~, D),

—(output) if Dy =% D} then ID)}. Dy 2L DY and D)~ D).

—(leftinput) for all ¢ & fn(D1), if Dy —22% D! then IDY. Dy =5 D} and D, ~,

msg(z,.q) D),
—(rightinput) for all ¢ & n(Dy), if Dy R2ad, D) then 3Dy. Dy = D} and
D} ~, Dymsg(7q-q).
where msg(x4.q) is defined as msg(close x,,) if ¢ = close, msg(z,.k) if ¢ = k,
and msg(send z5 o) if ¢ = z5. Here, fn(Dy) is the set of free channels in the
configuration D1 .

Our adequacy theorem (Lem. 6) shows that RSLRs are sound and complete
with regard to asynchronous bisimilarity.

Lemma 6 (Adequacy). For all (D1;Ds3) € Tree(A I+ K), we have Dy =, Dy
iff Ym.(D1;Dg) € E[A IF K™ and Vm.(Dg; Dy) € E[AIF K]™.

Proof. The full proof is available in [5].
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Internal transition = defined as:

Dy 5 D} iff D1 — D,

Actions 222 s Lyad, ong BYed defined as below when y € fn(D1):
(1) Dimsg(close yo) Do Vo close
D1D-
(2) D1 msg(ya.k)D2 KN
D1D-
(3) D1 msg(send 23 yo ) Do RELLN
D1D,
(4) Dyproc(zs, wait ya; P)Ds Lyaclose,
msg(close y. ) D1proc(zs, wait yo; P) D2
(5) Dyiproc(zs, caseya (£ = Pp)ecr) D2 Lvak,
msg(ya.k)Diproc(zs, case yo (£ = Pi)ecr)D2
Lyax
(6) Dy proc(zs, w < recv yo)Da L LALN
msg(send 3 ya ) D1 proc(zs, w < recv ya) D2
(7) D1 proc(ya, caseya (£ = Pr)ecr)D2 EZLN
D; proc(ya, caseya (£ = Pi)ecr) Damsg(ya.k)
Rya zg

(8) Diproc(ya,w + recvyq) D2
D1proc(ya,w < recv yo)D2 msg(send x5 ya)

Fig. 6: Labeled transition system for SESSION.

3.5 Biorthogonality

Our main result, biorthogonal closure of = (Thm. 1), relies upon various defini-
tions, including an orthogonality operation T [9,43,51] (Def. 5), which we give
next. We follow the development of Pitts [51].

We first define the program relations PRel(A I K) and environment relations
ERel(AlF K) (Def. 4), reliant upon a session-typed environment (Def. 3):

Definition 3 (Session-typed environment). A session-typed environment
with the sequent A b K, is of the form C[ |.F, such that for some A" and K', we
have A" IFC :: A and K I+ F :: K'.

Definition 4 (Program- and environment- relations). A session program-
relation is a binary relation between session-typed programs, i.e., open configura-
tions of the form A+ D :: K. Given the sequent A+ K, we write PRel(A I+ K)
for the set of all program relations that relate programs A =D :: K.
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A session environment-relation is a binary relation between session-typed en-
vironments. Given the sequent Al K, we write ERel(A I+ K) for the set of all
environment relations that relate environments C[ | F with the sequent Al- K.

We can now define the orthogonality operation T [43,51].

Definition 5 (The (_)" operation). Given sequent A I+ K and program
relation r € PRel(A - K), we define v’ € ERel(A - K) by

(C1[ 1F1,Ca[ | F2) € T iff
V(D17D2> (S T'(Clpl]:l , 62D2]:2),

and given s €ERel(A - K), we define sT € PRel(A IF K) by

(D1, Do) € s iff
v(cl[ ].7:17C2[ ]]:2) € 8.(C1D1.F1 S CQDQ.FQ).

By definition, the T operation is inflationary and idempotent [51].

Finally, we state our main result that the logical equivalence relation = in-
duced by our RSLR (Def. 1) is sound and complete with regard to closure of
weak bisimilarity under parallel composition.

Theorem 1 (T T-closure). Consider (D1, Ds)eTree(A Ik K), we have

(AIFD; : K)=(AlFDy:: K) iff

VCi1,Ca, Fi, Fo.if (A-HCi[]F1 4 K) = (AHC] | F2 1K)
thenC1 D1 F1 ~a CoDaJFs.

Proof. The full proof is available in [5].

The main purpose of Thm. 1 is to validate the logical equivalence induced by
our logical relation, ensuring that it has enough discriminatory power (sound-
ness) while being maximally permissive (completeness). To do that, Thm. 1 uses
biorthogonal closure. As detailed in [51], to prove that a relation r is T T-closed,
ie., r =T, it is enough to show that for some witness relation s, we have
r =s'. Thm. 1 instantiates the program-relation r and environment-relation s
(Def. 5) with the logical equivalences (Def. 1) induced by our logical relation:
it defines (Dy,Ds) € r as the program relation (A I Dy : K) = (A IF Ds :: K),
and shows that if we define the witness relation (Ci[]F1,Cq[ ]F2) € s as the
environment relation (A 4 Ci[]F1 4 K) = (A H C3[ ]F2 4 K), then we can
prove r = s' . In particular, the theorem proves that related programs cannot be
discriminated by related environments (r C s') and that programs that cannot
be discriminated by related environments are related (s’ C 7). Thm. 1 is stated
in terms of the definitions of the relations r and s, and Def. 5, i.e., the left side is
equivalent to (D1, Ds) € r, by the definition of r, and the right side is equivalent
to (D1,Dy) € s' by Def. 5 and s.
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Thm. 1 thus establishes that our logical relation is compositional and exten-
sional (behavioral). It shows that our logical relation includes exactly the pro-
grams whose compositions with related environments are observationally equiva-
lent. Soundness ensures that related environments are not very strong and do not
have too much discriminatory power with respect to the observable behavior — re-
lated environments cannot distinguish between the related programs. Complete-
ness guarantees that related environments are not very weak and have enough
discriminatory power — if related environments cannot distinguish between two
programs, the programs are indeed related. This aligns with the assert-assume
pas de deux described in § 3.1, ensuring that the assumptions made by related
programs are exactly those asserted by the related environments and the asser-
tions of the programs are exactly those assumed by the environments.

4 Noninterference

This section applies the RSLR to noninterference, phrased as an equivalence up
to the secrecy level £ of an observer, EE%’ given a security lattice ¥y (§4.2).
The section then illustrates the up-to equivalence =-° on an example (§4.3) and

concludes with its metatheoretic properties (§4.4), including T T-closure.

4.1 Attacker model

Our attacker model is parametric in the secrecy level £ € ¥, of an attacker and
a program P, given prior annotation of the free channels of P with secrecy levels
c € ¥y. It assumes

that the attacker knows the source code of P;

— that the attacker can only observe the messages sent along the free channels
of P with secrecy level ¢ C &;

that an attacker cannot measure the passing of time;

— that an attacker is oblivious of channel names;

a nondeterministic scheduler.

4.2 Up-to equivalence

To prove noninterference, we introduce an equivalence relation up to the secrecy
level £ of an observer, Eg"', defined in Def. 8 below. This relation is reminiscent
of logical equivalence = (Def. 1), but expects free channels to be annotated with
secrecy levels and allows ignoring those channels with secrecy level C £.

We first define two auxiliary notions: (i) downward projections on context
of free channels I' | £ and on the providing free channel z,:T[c] | £ (Def. 6), as
well as (ii) the predicates H-Provider® and H-Client® (Def. 7). Since channels
are now annotated with secrecy levels, we use the metavariables I and K* to
range over the linear typing context and providing channel, resp.
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Definition 6 (Typing context projections). Downward projection on se-
curity linear contexts I' and providing channels K° is defined as follows:

def

Dao TV E=T V& za:Tc]ifcCE

NaaT[deE e ifclZ ¢
e &

o Tl Ve Eaa:Td ifcC¢
zo T e E [T] ifelZ ¢

The projections are used to keep only the free channels that are observable to an
attacker. We close the nonobservable channels off by composing the configura-
tion with high-confidentiality clients (H-Client®) and providers (H-Provider?®),
which may differ for each configuration. These high-confidentiality clients and
providers are connected to the configurations through nonobservable channels,
making the messages they exchange with the configurations nonobservable to
the attacker as well.

Definition 7 (High provider and High client).
- € H-Provider®(-)

B € H-Provider®(I', z,:A[c]) iff
eitherc Z ¢and B = BT and B’ ¢ H-Provider* (I") and
T € Tree(- IF zq:A),
or ¢ C £and B € H-Provider®(I')

T € H-Client* (z4:A[c]) iff
eithercZ £and T € Tree(za:AIF_ :1),0r
orcC andBB =-

Finally, we can state the relation E?O. Like = (Def. 1), Eg"’ is phrased in terms

of the term interpretation of the RSLR, but restricts observations to those free
channels that are observable. The remaining free channels will be composed in
parallel with arbitrary ILLST-typed configurations.

Definition 8 (Logical equivalence up to observer level). We define the
relation (I I+ Dy :: 24:A1[c1]) Eg% (I3 IF Dy i yg:Asgfes]) as

Dy € Tree(|I1] IF 24:A41) and Dy € Tree(| 13| I yg:Az) and
N =y =1 and z4: 41 [a1]Y€ = yp:Aa]c2]d = K° and
VB e H-ProviderE(Fl).VBg € H-Providerg(Fg).

VT: € H-Client* (z,:4,[c1]). VT3 € H-Client® (y: As[c)).
Vm. (31D1ﬂ7BQD275) € g[HF| |F |[{S|]]m'7 and
Vm.(B2DoT2, BiD1Th) € E[|T| IF [K(]™.

Def. 8 makes use of an erasure operation | | to drop the secrecy annotations,
to match the sequent of the logical relation whose free channels lack secrecy
annotations. As a result, =2° can be used for configurations that type check
using an information flow control (IFC) type system as well as “plain-vanilla”
ILLST-typed configurations, facilitating semantic typing [15,42,62] for progress-
sensitive noninterference (PSNI).
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4.3 Case study: progress-sensitive noninterference (PSNTI)

To illustrate Eg%, we instantiate it on a simplistic example, in the spirit of
an insecure version of the Verifier encountered earlier (Fig. 2), shown below.
Assuming that our security lattice (¥y) is guest C alice, and that the attacker
level is guest, the below process leaks to an attacker y whether authentication
was successful or not by either sending the label s or f, resp.

pin = &{tok;:1, toks:1} bit = &{zero:1, one:1}

y:bit[guest] F X :: z:pinjalice] = (case x (tok1 = y.zero; wait y; close
| tok2 = y.one; wait y; close x))

To prove that this process is secure, we would have to show that for any substi-
tution that instantiates free variables 2 and y with free channels z, and yg

ys : bit[guest] IF proc(zq, X) :: z4:pin[alice]
ys : bit[guest] IF proc(zy, X) :: z4:pin[alice]

:lpo
—guest

We compose the process with the following high-secrecy clients 77 and 72, send-
ing different tokens along the high-secrecy channel z,,:pin[alice],

Ti = proc(z,, £o.tok; wait z,; close z,)
T2 = proc(zy, to.toks; wait z,; close z,),

leaving us left to show that for all m:

(proc(zq, X) proc(z,, z.tok1; wait z,; close z,);
proc(zq, X) proc(zy,, £q.toks; wait z,; close z,))) € E[yg:bit = _:1]™

Obviously this does not hold true, confirming that process X is insecure. Consider
a variant of X that sends the bit zero in either case. This variant would be
accepted by our logical relation, as it should because it is secure.

Alternatively, we could employ an information flow control (IFC) type sys-
tem [55,58,65] to verify whether process X is secure. Such type systems label
observables (e.g., output, locations, channels) with secrecy levels drawn from a
given security lattice ¥y to prevent “flows from high to low”. Next, we sketch
such an IFC type system as a refinement of SESSION. The full refinement type
system is included in [5]. It is based on existing work [17,18], and thus we only
summarize its main characteristics and discuss the typing rules relevant for the
example.

To type process terms, we use the judgment

U;I'kyx PQc:: x: Ald)].

The new elements, compared to SESSION’s judgment (see § 2), is the security
lattice ¥ and the possible worlds annotations @c and [d] [8], to denote a process’
running secrecy and maximal secrecy, resp. I' is a linear typing context, like
A, but where types now have maximal secrecy annotations. The idea is that a
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process’ mazimal secrecy indicates the maximal level of secret information the
process may ever obtain, whereas a process’ running secrecy denotes the highest
level of secret information the process has obtained so far.
To constrain the propagation of information, the following invariants are

presupposed on the typing judgment ¥;I' by PQc:: x : A[d]

(i) Vy:Bld| e "W IFd ©d

(ii) TIFeC d
ensuring that the maximal secrecy of a child node is capped by the maximal
secrecy of its parent and that the running secrecy of a process is less than or
equal to its maximal secrecy, resp. Additionally, the type system ensures that
1. no channel of high secrecy is sent along one with lower secrecy; and
2. a process does not send any message along a low-secrecy channel after receipt

of high secrecy information.
The first condition prevents direct flows and is enforced by requiring that the
maximal secrecy level of a carrier channel and the channels sent over it match.
The second condition is met by ensuring that a process’ running secrecy is a
sound approximation of the level of secret information a process has obtained
so far. To this end, the type system increases the running secrecy of a process
upon receipt to at least the maximal secrecy of the sending process and, corre-
spondingly, guards sends by making sure that the running secrecy of the sending
process is at most the maximal secrecy of the receiving process.

This working can be seen in the typing rules for external choice:

U:I'tx QrQc i y: Ag[c] Vk e L

&R
U, I'tx (casey (£ = Qo)rer)@Qdy =2 y:&{l : Ac}eer|c]

Uikd Ce ;I x:Ag[c] Fx PQd; :: y:C[c] kel
U I z:&{l: Ag}eer[d Fs (2°.k; P)Qd; :: y:C[c]

&L

The right rule increases the provider’s running secrecy from d; to its maximal
secrecy c after receipt of the label k. The left rule guards the send by the premise
¥ IF d; € ¢, demanding that the provider’s running secrecy dy is less than
or equal to the maximal secrecy c of the recipient. It is precisely this guard
that prevents process X to type check using the refinement IFC type system.
This guard also prevents the variant of X, which sends the bit zero in either
case, to type check, which is accepted by our logical relation. This outcome
is expected because type systems have the benefit of automatic verification,
foregoing completeness. Our logical relation thus amounts to a semantic logical
relation [15,42,62] for PSNI, as it only requires configurations to be ILLST-
typed, but not IFC-typed. The fact that IFC-typed processes are non-interfering
is proved as the fundamental theorem of the logical relation, see [5].

4.4 Metatheoretic properties of up-to equivalence

Unsurprisingly, =7° has analogous properties to =, except for reflexivity, which
only holds for IFC-typed configurations, as demonstrated by our X process in
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§4.3. We provide a selection of the most important properties of 2?0, the com-
plete listing is given in [5].

Definition 9 (Bisimulation with secrecy annotated sequent). For D; €
Tree(| 11| IF 24:41), D2 € Tree(|In| IF ys:A2) we define I |+ Dy i z4:A1[c1] A5
FQ I+ DQ s yg:AQ[CQ] as

I =151 ¢ and yg:Asfca] | € = 241 A1[c1] ¥ € and
VB, € H-Provider®(I").YB, € H-Provider® ().
VT € H-CLient® (z4:41[c1]). VT2 € H-Client® (y5:Az[c]).
BiD:1Ti =a BaDaTs.

Lemma 7 (Adequacy). ForallDy € Tree(|I1| IF z4:A1) and Dy € Tree(| 13| IF
yg:Asz), we have (I IF D1 :: z4:A41[c1]) Eg(’ (Ip IF Dy i yg:Asges]) aff (Ih IF Dy
l’aZAl[Cl]) %g (FQ I DQ o yﬁ:AQ[CQ]),

Proof. The full proof is available in [5].

Theorem 2 (T T-closure). Consider Dy € Tree(|I1] IF |x4:A1[c1]|) and Dy €
Tree(| 2] IF |yg:Az[ca]|) and a given observer level & € Wy. We have

(I IF Dy za:Arfca]) EE,O (I2 I Dy yg:Azfcs]) iff
VCy,Ca, Fi, Fo.

if (Fl - 61[ ]]:1 - Ia:A1[Cl]) 53/0 (FQ - CQ[ }fQ = yﬁ1A2[CQ])
then VB; € H—Providerg(Fl).VBz S H—Providerg(Fg).

VT € H-CLient®(z4:A1[c1]). VT2 € H-Client® (ys:Azca)).
BiCiD1F1Th =a BaCaDaF2T2

Proof. The full proof is available in [5].

Completeness ensures that the logical relation relates all secure programs, while
IFC type systems, by nature, reject infinitely many secure programs. Our logical
relation thus becomes generally applicable. For example, we may conceive a more
permissive IFC refinement type system that accepts more secure programs. All
we would have to do in this case is prove the fundamental theorem for that
new refinement type system, guaranteeing that well-typed programs are self-
related by our logical relation and thus non-interfering. We conclude this section
by noting that all the results presented here are corollaries of the results in
Section 3.

5 Related work and discussion

Logical relations for session types. The application of logical relations to session
types has focused predominantly on unary logical relations for proving termina-
tion [19,49,50,54], except for a binary logical relation for parametricity [11] and
noninterference [17,18,27]. Our RSLR shares its foundation in linear logic with
this line of work, but contributes significantly through its support of general
recursive types.
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Caires et al. [11] show parametricity for a terminating language and restrict
observations to the single offering channel of a configuration, i.e., observations
are only made at the root. Thanks to the validity of semantic cut, a single-type-
indexed logical relation, such as the authors’, falls out as a special case of our
RSLR. However, more fine-grained program equivalences, such as noninterfer-
ence, demand distinguishing the two roles a process configuration may assume.
To the best of our understanding, our account of duality ultimately also enabled
biorthogonal closure to prove the logical equivalence sound and complete.

Among prior work on logical relations for ILLST, the work by Derakhshan et
al. [17] is most closely related to ours. The authors contribute an IFC session type
system and develop a logical relation to show noninterference. The refinement
type system that we use in our case study (§4.3) is based on that IFC system,
extended with secrecy-polymorphic processes [18]. Besides the authors’ confine-
ment to a terminating language, sidestepping the intricacies of non-termination
and nondeterminism, the authors’ metatheoretic results are significantly more
limited than ours. In particular, the logical relation is dependent on IFC typing,
and thus only amounts to a syntactic logical relation for noninterference. More-
over, their development lacks metatheoretic results about the entailed program
equivalence, i.e., that it is sound with respect to bisimilarity. There are several
nuances in the design of our logical relation that enable us to show such results in
a more general setting, which also allows for non-termination: Unlike [17], which
only considers closed configurations, i.e., it cannot relate two programs without
their clients and providers, our logical relation is defined over open configurations
and thus allows for connection to biorthogonality. Furthermore, our term inter-
pretation carefully uses the universal and existential quantifiers and thus enables
the proof of transitivity for the logical relation, which is not proven in [17]. Our
logical relation also handles non-termination via focus channels and the obser-
vation index. These features enable defining the logical relation for equivalence
in a general context, proving that it is both sound and complete with respect to
asynchronous bisimilarity by establishing a connection to biorthogonality, and
then instantiating it in various settings, such as noninterference.

Also noteworthy is the work by Rocha and Caires [53,54]. The authors con-
tribute CLASS, a calculus based on classical linear logic session types enriched
with memory cells, acting as mutexes to share affine data between processes.
Unlike more liberal support of sharing [6-8], the authors adopt the propositions-
as-types paradigm to ensure deadlock freedom and strong normalization. These
guarantees are realized by stratifying resources into nested hierarchies. Interest-
ing in relation to our work, is CLASS’ metatheory: to prove strong normalization,
the authors develop a unary logical relation, defined to be T T-closed reliant on
Girard’s orthogonality [24]. Besides being binary to express program equivalence
and admitting open configurations, our logical relation is not defined to be T T-
closed, but the logical equivalence induced by our relation shown to be T T-closed
(Thm. 1). As discussed in § 3.5, the proof of admissibility of TT closure serves
a validation of the equivalence, guaranteeing that its discriminatory power is
strong enough (soundness) while being maximally permissive (completeness).
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Relationship to logical relations for stateful languages. Logical relations have
been scaled to accommodate state using Kripke logical relations (KLRs) [52].
KLRs are indexed by a possible world W, providing a semantic model of the
heap. Invariants can then be imposed that must be preserved by any future
worlds W’. KRLs can be combined with step indexing [2,4] to address circu-
larity arising from higher-order stores [3,21,22] and to express state transition
systems. For example, Gregersen et al. [25] use the KLR supported in Iris [35]
to prove noninterference for a functional language with a higher-order store,
recursive types, and impredicative polymorphism. The authors also adopt se-
mantic typing [15,42,62], admitting syntactically ill-typed programs, if shown
to inhabit the logical relation. Besides the difference in language, the authors
consider termination-insensitive noninterference, whereas we consider progress-
sensitive noninterference. Like KLRs, our RSLR is situated in a stateful setting
because channels, like locations, are subject to concurrent mutation. However,
our RSLR is rooted in ILLST, which guarantees race freedom, stratifies the store
(the configuration of processes), and prescribes state transitions. When squint-
ing one’s eyes, the sequent A IF K of the logical relation seems reminiscent of a
possible world, since it provides the semantic typing of the free channels. How-
ever, linearity would not comport well with the usual monotonicity requirement
of logical relations. We would like to investigate this connection as future work.

6 Concluding remarks

We have contributed a recursive session logical relation (RSLR) for progress-
sensitive equivalence of programs. The RSLR is rooted in intuitionistic linear
logic session types, inheriting from it a strong foundation in linear logic, ensur-
ing that channel endpoints are treated as resources. A novel aspect of the RSLR
is its use of an observation index to keep the logical relation well-defined in the
presence of general recursive types. This shift, from a step index / unfolding in-
dex associated with internal computation steps to an index only associated with
external observations, facilitates statement and proof of metatheoretic proper-
ties of the logical relation: closure under parallel composition, soundness and
completeness with regard to weak asynchronous bisimilarity, and biorthogonal
closure of the logical equivalence relation induced by the RSLR. A biorthogo-
nality argument arises naturally from the duality inherent to session types. In
future work, we would like to explore these connections more deeply, possibly
connecting to Kripke logical relations and game semantics.
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