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Who?



  

Introspection

What?



  

Why?

Because state-of-the-art 
snapshotting isn't good 
enough.

(1) High IO overhead
(2) High latency to file mutations



  

File-level mutations

create delete modify



  

Goals

Low IO Overhead
Low Latency
Scalability



  

1: Storage

● Efficient snapshotting techniques
● Focus: low IO overhead implementation
● Fast branching storage systems



  

1: Storage

● Efficient snapshotting techniques
● Focus: low IO overhead implementation
● Fast branching file systems
● File versioning

Simplifying Assumption:

Understanding doesn't matter



  

2: Smart Disk

● Semantic-based prefetching
● Semantic-based layout/reordering
● “File-aware block level storage”
● Efficient inference



  

2: Smart Disk

● Semantic-based prefetching
● Semantic-based layout/reordering
● “File-aware block level storage”
● Efficient inference

Simplifying Assumption:

Omniscience doesn't matter



  

3: Virtual Machine Introspection

● Infer file-level mutations
● Use only disk block writes
● Good: Low latency event notification
● Bad: Performance overhead

● Slow IO
● Single VMM system considered → not cloud



  

3: Virtual Machine Introspection

● Infer file-level mutations
● Use only disk block writes
● Good: Low latency event notification
● Bad: Performance overhead

● Slow IO
● Single VMM system considered → not cloud

Simplifying Assumption:

Performance doesn't matter



  

What do we want?

Performance of storage
Semantic understanding of smart disks

Virtual expertise of VMI



  

Idea: Cloud VMI

● Built into the cloud fabric
● Centralized/external...

● Log monitoring
● Software auditing
● Configuration auditing
● Virus scanning

● No internal agents or guest modifications



  

Idea: Cloud VMI

● Built into the cloud fabric
● Centralized/external...

● Log monitoring
● Software auditing
● Configuration auditing
● Virus scanning

● No internal agents or guest modifications

Simplifying Assumption:

Privacy doesn't matter



  

(1) Fidelity better than state-
of-the-art snapshotting

(2) Applications working with 
snapshotting can work on a 
stream of file-level mutations



  

Cloud VMI

● Low Overhead: asynchronous by design
● Low Latency: near-real-time file-level 

mutation inference
● No guest modifications
● VM instances → near-real-time data sources



  

Demo with Questions?

wolf@cs.cmu.edu

Technical Report: CMU-CS-12-103



  

File-Level Mutation Stream Δ



  

We're going whole stack...



  

The Inference Engine



  

KVM 
+ 

QEMU
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