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Randomized also : uses n
bits

How do we supply this ? Can we derandomize

Healgonlhn#
Cryptography : Randomness crucial
- One-time pad
- Semantic security↳Enqdml ± m①k→

K secret key

XIII ml lot of
randomness

Can you get by
with fewer

random bits ?

Shannon : No
→ Bypass this

lower bound?

-

computational vs Information- theoreticsecurity
Information leaks in a way that a

computationally bounded adversary 6ns 't

detect it .
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"



computationalIndistrhguishabi.li#
D

, & DL on { o, in

178 Pz are stalwartly
close :

D , ,Dz are
E-close tf tf tests F. 20,131 lo , I

→ 1×15 ,

=D IIE =D He
⇐ (Diaz) : = max over

all TJ
of dbore
deff

Exercise : Dev CD, ,Dz)
= I l ID, - Dalla

ftp.#ff$=tz.Eeo.iP "
" """

Ii OECD Dc ) E fo ,
I]
-
← Computational Indistinguishably :
Restrict test T to complexity Ccn)

↳ fine complexity
↳ circuit size

Di Ye
,
e)
D2 it t Tests T of

complexity Cay

IEED
,

ETH - D - fern a ill EE



DefyDist D
: said to be CC , et pseudorandom

if Dff, uniform
Dist

(randomized)
claim Iff algorithm

A- with "complexity '
' CCH

voir n random bits is fed a

ra pseudorandom shy form a CC, e ) - pseudorandom
dist .
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then its ace. prob deviates by at

most E .
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Computationally seek San ,
( like neo . " , oreven O(log
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So if stat 040g n)
then randomized poly time also

gonged det polyhie also
Has.Ra¥ss:
- n

-
-SH

G :{ out → so , iz
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G - very hard
to compute

tf cans complexity T , Pr [THIS state
X-40,45

Intuitively , output of G is e) - pseudorandom
① first s bits are

random (x is random
'

② (x, g Cx) )→
(x, b)

Link between hardness & pseudorandomus



Great
,
but there's a small problem .

Glad = Cx , g Cx ))
→

hard , so how
can
G compute it .

Two possible avenues ,

① Allow G more time than
the tests it

"fools
"

.

Cole for derandomizahon
Not ok for cryptographic uses )

② Twist the PRG construction

to create some asymmetry
that gets

• an edge compared
to tests it has

A

fool .
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h : loaf→ soul
hard to predict
Afa from



hcx) looks random

Given Ttx ) to
a

brsay
Glx) -- # ht easy to compute

GG=CaGd,h
↳ permutation on 3%1
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qIEi↳ Easygoing,
easy
↳ Hard to invert
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K l→ h (x) easy

Thx) 1→ had hard
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Example :S of one-way pom

cordate# hard-core predicate

• Atx) -- xem.IN (RSA
exponentiation )

thx) : least-significant . Sittig

⇐ IN )
• TG ) = grkmodp (p prime )

( inverting = discrete log )

thx) : most significant - bit G)

halfp, lxl : I 's
xefo > PI)

xE{o , . - ;P
-2) O XSPIZ

Comment : lsblx) is not hardcore
fur Cxtsgxmadp)
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Appends① :
G takes more hire than

test it fools

Dn - ③q④ g :{ onFlail

More bits ?

T#÷÷÷'s:
( ok, ti, gtu

Loose windows go that they
have

small intersection
i.

. Design
' Error-correctingcode


