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Online age-verification prompts increasingly common across the Internet, especially on social media
and adult-content websites. As of January 2026, twenty-five U.S. states have active laws that require
some websites to perform “strong” age verification on users to ensure that all visitors to sites containing
“material harmful to minors” are over-age – and eleven more states have a bill announced or introduced.
For the affected websites, these new laws mean that the previous common approach of self-attesting one’s
age by checking a box is no longer sufficient. Instead, users must verify their age by using IDs, AI facial
analysis, or other “commercially reasonable” options.

However, the new approaches to age verification come with costs. Users may find them privacy-invasive,
insecure, or inconvenient, and some users may even turn away from a website entirely if prompted with
one of these new methods. But how many users will find these concerns overwhelming? Do users prefer
one method or another? Do they believe the methods will be effective? These questions are of practical
importance to websites that must now use age verification or will be required to do so soon. They are also
relevant to determining whether specific age verification requirements are “adequately tailored” to their
goal, legally balancing the incidental costs of age verification against restrictions on accessing content.

Our team at Carnegie Mellon University ran a study to find the answers to these questions. Our
study recruited 1,635 participants to watch romantic movie clips and take a short research survey to be
entered into a raffle. Participants were randomly assigned to age verify using one of seven approaches (five
age assurance methods, one of which had three variants). Completion results varied significantly by age
assurance method. We highlight some of the most important results in the bullets below. See Section 1
for our study methods and Section 2 for more results.2

• When prompted to age verify with a government-issued ID, only 22-28% of users completed
the process. Adding a liveness check (requiring users to blink, move their head, or smile to verify
that the uploaded ID corresponds to the person completing verification) reduced completion to 17%.
AI-based facial analysis had a 52% completion rate, and an email-based approach in which we stated
we would look up financial documents based on email had an 86% completion rate. In comparison, a
self-attestation “checkbox” approach had a 99% completion rate. More details in Section 2.1.

• The majority of participants were at least somewhat uncomfortable with all non-checkbox
forms of age assurance, even among those who completed age assurance in our experiment.
Among age assurance completers, 53-80% of users were at least somewhat uncomfortable with the
approach; among age assurance non-completers, this rose to 83-93%. More details in Section 2.2.

• Participants did not think any age assurance method was very effective. Participants agreed
the checkbox was ineffective (only 8.3% said this method was even somewhat effective), but all methods
had at most 40.5% of participants say it was at least “somewhat effective.” More details in Section 2.3.

• Participants found most Gov-ID conditions to be significantly less convenient than other
methods. The checkbox, email verification, and AI facial analysis verification were perceived to be
more convenient than ID-based alternatives; the checkbox was ranked as significantly more convenient
than all alternatives. More details in Section 2.4.

1Corresponding author: Sarah Scheffler, sscheffl@cmu.edu, assistant professor at CMU CyLab
2These results are preliminary and await final peer review.
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1 What we did
Our primary goal was to empirically measure what fraction of people would complete age assurance when
presented with different forms of assurance – and why. To measure this, we conducted a two-part study:

• Part 1: Deceptive Web Experiment. The first part of the study measured how many users would
complete various methods of age assurance in a real-world setting. We measured how many people
completed age assurance for each of seven age assurance conditions.

• Part 2: Follow-Up Survey. The second part of the study involved a follow-up survey, where we
asked more detailed questions about the user’s attitudes and past behaviors regarding age assurance.

The full study flow, from the experiment to the survey, is shown in Figure 1.

Figure 1. Study flow: Users were recruited via advertisements on multiple platforms. Those who clicked on the
ads went to a website that presented study info, obtained their consent, and then presented them with an age
verification notice (part 1). Those who age verified were directed to part 2 of the study where they were debriefed
and took a survey. Those who did not age verify were redirected to part 2 or emailed to return and do part 2.

1.1 Age assurance methods evaluated
We evaluated five age assurance methods: (1) Checkbox Self-Attestation, (2) Government-Issued
ID (Gov-ID), (3) Gov-ID and Liveness Check (included a “video selfie” liveness check in addition to
an ID check), (4) AI Facial Age Estimation, and (5) Email Age Estimation (in which we informed
users we would use their email to check the email’s registration source, employer information, linked
financial activities, educational records, and behavior patterns).

For the Gov-ID method, we included three variants: (i) Simple Reassurance (in which we additionally
stated a purpose restriction on the data use), (ii) Compound Reassurance (in which we stated a
purpose restriction and a promise on deletion of identifying information), and (iii) No Reassurance (in
which we asked for an ID upload with no additional text).

In total we had seven conditions: three Gov-ID conditions plus the four other primary conditions. The
text for all conditions can be found in Table 1, and screenshots of the Gov-ID interface are in Figure 4.

1.2 Study methods
The full study flow is shown in Figure 1. The study was approved by CMU’s Institutional Review Board.

Recruitment. Study participants were recruited via ads posted on Meta, Reddit, and TrafficJunky
(an advertising company that serves ads on adult entertainment websites) in November and December
2025. We recruited participants using ads asking users to “Watch Romantic Clips (18+) & Take A Short
Research Survey” and be entered into a raffle to win up to $210. One of our ads is shown in Figure 2.

Part 1: Deceptive Web Experiment. In order to measure what people would actually do when
asked to age verify, we designed the study so that study participants would think that the age verification
was only incidental to the study. The study website interface is shown in Figure 3.
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Table 1. Age Assurance Conditions and Corresponding Prompts

Assurance Method Opening Prompt
Checkbox Self-Attestation “I certify that I am 18 years of age or older and am legally permitted

to view R-rated content.”
Government-Issued ID, No Reassurance (NR) “Please upload a government-issued ID. Accepted documents include:

U.S. driver’s license, passport, state ID, or permanent resident card.”
Government-Issued ID, Simple Reassurance (SR) (+) “Your data will be used only for age verification.”
Government-Issued ID, Compound Reassurance
(CR)

(+) “Your data will be used only for age verification.
We will delete your identifying information after access has been
granted.”

Government-Issued ID and Liveness Check (+) “Please upload a government-issued ID and complete a liveness
check to verify your identity matches your ID. ”

AI Facial Age Estimation “Please upload a photo of your face. We will use AI to estimate your
age.”

Email Age Estimation “You must provide a valid email address, which we will check to
determine if it is likely associated with someone aged 18 or older
based on usage.
Our verification process analyzes the email’s registration source, as-
sociated employer information, and linked financial activities such as
mortgages, credit cards, educational records, and consumer behavior
patterns.”

All “Government-Issued ID” conditions begin with “Please upload a photo of your government-issued ID” followed by statement after (+).
Screenshots of an AgeGuardian ID verification interface are in Figure 4.

Figure 2. One ad we used to recruit study participants

In this deceptive experiment, we informed participants that our research team at CMU had partnered
with “AgeGuardian” to verify age before proceeding with the study. AgeGuardian screenshots are shown
in Figure 4. In reality, AgeGuardian was a website built and controlled by the researchers for this study
that did not actually collect photos or any personally-identifiable information.

Each participant was randomly assigned to one of seven age assurance conditions (see Table 1). Upon
starting the study, the participant would be shown an embedded AgeGuardian interface for their age
assurance method. For each condition, we measured how many people completed the the mock age
assurance, versus how many people left by clicking “Exit Study,” closing the tab, or timing out. We
discuss results in Section 2.
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Figure 3. The study interface, shown here, was designed so that study participants would think that the age
verification was only incidental to the study

Figure 4. “AgeGuardian” interface shown to study participants in the Gov-ID with No Reassurance condition. The
experiment measured what fraction of users completed this process for seven age assurance method conditions

Part 2: Survey. After age verification was either completed or rejected, participants were directed to a
survey. To make sure we could collect responses from all participants, not just those who completed the
age assurance process, we sent an email invitation to complete the survey to participants who quit in
Part 1.

In the survey we asked participants questions about their attitudes toward age assurance, including
whether they were comfortable with the age assurance method used, how convenient it is, how effective
they think it is, and their past experience with it. We collected responses to attitude questions on five-point
Likert scales along with free-text responses. We discuss results in Section 2.
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