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Abstract. Program equivalence is the fulcrum for reasoning about and
proving properties of programs. To assert noninterference, for example,
a program is shown to be equivalent to itself up to the confidential-
ity level of an observer. A powerful enabler for such proofs are logical
relations, which, guided by the type structure, prescribe when two pro-
grams are indistinguishable. Logical relations enjoy ample exploration in
functional languages, including languages with general recursion and a
higher-order store—yet logical relations for session types only exist for
terminating languages. This paper scales logical relations to general re-
cursive session types. It develops a logical relation for progress-sensitive
equivalence for intuitionistic linear logic session types, tackling the chal-
lenges non-termination and concurrency pose. In particular, the relation
only equates a diverging program with another diverging one and ac-
counts for nondeterminism of scheduling. The logical relation has two
distinguishing characteristics: it is (i) indexed with an intuitionistic lin-
ear sequent, validating cut reductions and affording biorthogonal closure,
and (ii) bound by an observation index, stratifying the logical relation
in the presence of recursion. Biorthogonal closure validates the logical
relation, proving that the induced equivalence is sound and complete
with regard to closure of weak bisimilarity under parallel composition.
Soundness guarantees that the equivalence has enough discriminatory
power, completeness ensures that it is maximally permissive. The logical
relation is then put to test on the example of noninterference.

Keywords: Logical relations · biorthogonality · step-indexing · intu-
itionistic linear logic session types · progress-sensitive noninterference.

1 Introduction

Whether two programs are equivalent is at the heart of many program ver-
ification problems, such as proofs of parametricity, compiler correctness, and
noninterference. This paper develops a logical relation to reason about program
equivalence of session-typed processes and proves soundness and completeness of
the relation via a biorthogonality argument.

Message-passing concurrency. Rooted in process calculi [25, 41, 42], message-
passing concurrency enjoys widespread adoption, including languages such as
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Erlang, Go, and Rust. A program in this setting amounts to a number of pro-
cesses connected by channels, which compute by exchanging messages along
these channels. Messages can even amount to channels themselves, giving rise
to so-called higher-order channels, as present in the π-calculus [43,53]. This fea-
ture is equally empowering as daunting because it changes the process topology
dynamically. Originally untyped, the π-caluclus [43] has gradually been enriched
with types [53] to prescribe the kinds of messages that can be exchanged over a
channel. More advanced type systems [30, 31, 33, 34] additionally assert correct-
ness properties, such as deadlock freedom and data race freedom.

To prescribe not only the types of exchanged messages but also the protocol
underlying the exchange, session types [26, 27] were introduced. Session types
rely on a linear treatment of channels to model the state transitions induced by
a protocol. This foundation manifests in a correspondence between linear logic
and the session-typed π-calculus [10,62], resulting in two families of session type
languages: intuitionistic linear logic session types (ILLST) [10, 11, 59, 60] and
classical linear logic session types (CLLST) [35, 37, 38, 62]. Due to their logical
foundation well-typed ILLST/CLLST processes not only are protocol-compliant
(a.k.a., preservation), but also free of data races and deadlocks (a.k.a., progress).

This paper studies logical relations for ILLST-typed processes. ILLST reject
linear negation and distinguish the provider from the client side of a channel.
Run-time configurations of processes thus give raise to a rooted tree, with a child
node as the provider and the parent node as the client.

Program equivalence. Today’s predominant techniques for reasoning about pro-
gram equivalence of stateful programs are Kripke logical relations (KLRs) [3,19,
28,45,49,57] and bisimulations [36,52,55,56]. KLRs tend to be used for sequen-
tial, ML-like languages, bisimulations for concurrent process calculi. KLRs are
phrased by structural induction on types, bisimulations by coinduction. Hur et
al. [29] note that KLRs and bisimulations have mutually disjoint strengths and
weaknesses. Whereas KLRS naturally support higher-order features, but struggle
with recursive types, bisimulations naturally support recursion, but struggle with
higher-order features. To support recursive types KLRs employ step-indexing
[1,2,4], complicating proofs with step arithmetic [8] and challenging transitivity
of the logical relation [29].

This paper scales logical relations to session-typed concurrency in the pres-
ence of general recursive types, contributing a recursive session logical relation
(RSLR) for intuitionistic linear logic session types (ILLST). In contrast to KLRs,
which index the logical relation with the type of the considered expression,
RSLRs index the logical relation with an intuitionistic linear sequent, denoting
the types of the free channels along which the considered process configuration
exchanges messages with the outside world. The usual term interpretation clause

(e1; e2) ∈ EJτK iff . . .

for expressions e1 and e2 and a type τ in KLRs thus takes the form

(D1;D2) ∈ EJ∆ ⊩ AK iff . . .
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in RSLRs, for configurations D1 and D1 with the types of free channels denoted
by the sequent ∆ ⊩ A. This generalization is necessitated by the underlying
computational model (message-passing concurrency) and the goal to accommo-
date various program verification problems, including noninterference. The use
of a sequent as an index makes explicit the duality of session types, allowing a
type to be associated with two interpretations: as a provider of a session of that
type and a client. For example, as a provider of a session &{left :A, right :B}, two
related configurations may assume to receive related messages, i.e., either they
both receive left or right . As a client of such a session, conversely, related con-
figurations must assert to either both send left or right . The latter condition,
crucial for establishing noninterference, is lost when only indexing the logical
relation with one type (i.e., the type of the provider). Duality is also central
to enforcing a resource semantics for channels. For example, as a provider of a
session A ⊗ B, promising to send a channel of type A, related configurations
must give up access to the sent channel, whereas a client of such a session will
become its owner. Thanks to the validity of semantic cut (Lem. 2), the usual,
single-type-index interpretation falls out for free as a special case.

To accommodate general recursive types, RSLRs use an observation index to
stratify the logical relation. An observation index m is associated with the free
channels in (D1;D2) ∈ EJ∆ ⊩ AKm and bounds the number of messages that
D1 and D2 exchange along those channels. The index is thus associated with an
externally observable event, symmetrically bounding both configurations. In con-
trast KLRs employ a step index [2,4,18], which is tied to the internal computation
or unfolding steps of one of the two terms, making the relation asymmetric.

We establish several metatheoretic properties of RSLRs. In particular, we
show that RSLRs entail an equivalence relation, whose proof of transitivity
(Lem. 5) benefits from the extensionality of the observation index. Given the pos-
sibility of divergence, the equivalence is progress-sensitive [23] in that it equates
a divergent program only with another diverging one. We also show that RSLRs
are sound and complete (Thm. 1) with regard to closure of weak bisimilarity
under parallel composition, using a biorthogonality argument à la Pitts [48]. The
duality of session types establishes a natural connection to biorthogonality. To
put the RSLR to test, we employ it to verify progress-sensitive noninterference.

Contributions. In summary, this paper makes the following contributions:
– Recursive session logical relation (RSLR), a binary logical relation for progress-

sensitive equivalence of ILLST processes with general recursion, featuring an
intuitionistic linear sequent and observation index, to capture duality and to
support general recursion without compromising extensionality, resp.

– Closure of the RSLR under parallel composition, a.k.a., semantic cut (Lem. 2).
– RSLR induces an equivalence relation, including transitivity (Lem. 5).
– Soundness and completeness of the RSLR with regard to weak asynchronous

bisimilarity, a.k.a., adequacy (Lem. 6).
– Biorthogonal (⊤⊤-) closure of the induced equivalence relation (Thm. 1), guar-

anteeing that the equivalence has enough discriminatory power (soundness),
while being maximally permissive (completeness).
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– Small case study applying the RSLR to progress-sensitive noninterference.
The appendix includes the complete formalization and all the proofs.

2 Background

This section familiarizes with intuitionistic linear logic session types (ILLST).

ILLST type system. Our development is based on a variant of ILLST lan-
guages [10, 11, 59, 60] that supports general recursive types [5, 60]. We refer to
this language as SESSION.

SESSION’s connectives are drawn from intuitionistic linear logic and obey the
following grammar

A,B ::= ⊕{ℓ:Aℓ}ℓ∈L | &{ℓ:Aℓ}ℓ∈L | A⊗B | A⊸ B | 1 | Y,

where L ranges over finite, non-empty sets of labels denoted by ℓ and k, the
primitive values in SESSION. Type variable Y is a fixed point whose definition
Y = A is collected in a global signature Σ. General recursive types are supported
through this definition mechanism. They must be contractive [21], demanding
a message exchange before recurring, and equi-recursive [14], avoiding explicit
(un)fold messages and relating types up to their unfolding.

Process terms are typed using the intuitionistic sequent

Ω ⊢Σ P :: x:A

to be read as “process P provides a session of type A along channel variable
x, given the typing of sessions offered along channel variables in Ω and given
the type and process definitions in Σ”. Ω is a linear context, consisting of as-
sumptions yi:Bi, indicating for each channel variable yi its session type Bi. The
signature Σ contains global type and process definitions and facilitates recursive
type and process definitions. Bound channel variables are substituted with chan-
nels that are created at run-time upon process spawning. When the distinction
is clear from the context we refer to either as "channels" for brevity.

ILLST rejects linear negation, allowing the singleton right-hand side of the
sequent to be interpreted as the type of the providing process, which, conversely,
is the client of the sessions in Ω. Channels can thus be typed with the type of the
providing process, rather than typing the two channel endpoints dually, as done
in classical linear logic session types (CLLST) [37,38,62]. To express the duality
in behavior the ILLST type system is given as sequent calculus, comprising both
a right and a left rule per connective. Right rules define a communication from
the point of view of the provider, left rules from the point of view of the client.

Fig. 1 summarizes the typing rules. Cut reduction in the sequent calculus
invites a computational, bottom-up reading of the rules, where the type of the
conclusion denotes the protocol state of the provider before the message exchange
and the type of the premise the protocol state after the message exchange. The
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Ω ⊢Σ P :: x:Ak k ∈ L
Ω ⊢Σ x.k;P :: x:⊕ {ℓ:Aℓ}ℓ∈L

⊕R
Ω, x:Ak ⊢Σ Qk :: y:C ∀k ∈ L

Ω, x:⊕ {ℓ : Aℓ}ℓ∈L ⊢Σ casex(ℓ⇒ Qℓ)ℓ∈L :: y:C
⊕L

Ω ⊢Σ Qk :: x:Ak ∀k ∈ L
Ω ⊢Σ casex(ℓ⇒ Qℓ)ℓ∈I :: x:&{ℓ : Aℓ}ℓ∈L

&R
Ω, x:Ak ⊢Σ P :: y:C k ∈ L

Ω, x:&{ℓ : Aℓ}ℓ∈I ⊢Σ x.k;P :: y:C
&L

Ω ⊢Σ P :: x:B

Ω, z:A ⊢Σ send z x;P :: x:A⊗B
⊗R

Ω, z:A, x:B ⊢Σ P :: y:C

Ω, x:A⊗B ⊢Σ z ← recv x;P :: y:C
⊗L

Ω, z:A ⊢Σ P :: x:B

Ω ⊢Σ z ← recv x;P :: x:A⊸ B
⊸ R

Ω, x:B ⊢Σ P :: y:C

Ω, z:A, x:A⊸ B ⊢Σ send z x;P :: y:C
⊸ L

· ⊢Σ close x :: x : 1
1R

Ω ⊢Σ Q :: y : C

Ω, x : 1 ⊢Σ waitx;Q :: y : C
1L

Ω′1 ⊢ X = P :: x′:A ∈ Σ Ω1, x:A ⊩ γ :: Ω′1, x
′:A Ω2, x:A ⊢Σ Q :: y:C

Ω1, Ω2 ⊢Σ (x← X[γ]← Ω1);Q :: y:C
Spawn

z′:C ⊢ FY = FwdC,y′←z′ :: y
′:C ∈ Σ

Y = C ∈ Σ z:C, y:C ⊩ γ :: z′:C, y′:C

z:Y ⊢Σ FY [γ] :: y:C
D-Fwd

Y = A ∈ Σ Ω ⊢Σ P :: x:A

Ω ⊢Σ P :: x:Y
TVarR

Y = A ∈ Σ Ω, x:A ⊢Σ P :: z:C

Ω, x:Y ⊢Σ P :: z:C
TVarL

⊩Σ (·) sig
Σ1

⊩Σ A contr ⊩Σ Σ′ sig

⊩Σ Y = A,Σ′ sig
Σ2

Ω ⊢Σ P :: x:A ⊩Σ Σ′ sig

⊩Σ Ω ⊢Σ X = P :: x:A,Σ′ sig
Σ3

Fig. 1: Process term typing rules and signature checking rules of SESSION.

polarity of type moreover determines the direction of communication: for positive
connectives, the provider sends and the client receives, for negative connectives,
the provider receives and the client sends. We review each rule in turn next.

The additive connectives ⊕{ℓ:Aℓ}ℓ∈L and &{ℓ:Aℓ}ℓ∈L denote labelled choices
of sessions Aℓ, where the labels ℓ range over the finite, non-empty set L. The two
connectives differ in who sends a label and thus makes a choice. For ⊕{ℓ:Aℓ}ℓ∈L,
the provider chooses, for &{ℓ:Aℓ}ℓ∈L, the client chooses, giving the connectives
the names internal choice and external choice, resp. The duality of behavior
of a provider and client is conveyed by the process terms of the right and left
rules, resp. For example, a provider of an internal choice (rule ⊕R) executes the
process term x.k;P to send the label k along its providing channel x, after which
it will continue with P of type Ak. Conversely, a client of an internal choice (rule
⊕L) executes the process term casex(ℓ ⇒ Qℓ)ℓ∈L to receive any label k ∈ L
along x, after which it will continue with the chosen branch Qk of type Ak.

The multiplicative connectives A ⊗ B (tensor) and A ⊸ B (lolli) allow
channels themselves to be sent over channels, changing the process topology at
run-time. These connectives endow SESSION with higher-order channels, making
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channels first-class values. Again, the two connectives differ in who sends a chan-
nel: for A⊗B, the provider sends, for A⊸ B, the client sends. Due to linearity,
absence of weakening specifically, the sender loses access to the sent channel in
its continuation; as can be seen in the premises of rules ⊗R and ⊸ L. We use
← to denote variable binding. For example, the process term z ← recv x;P in
the conclusion of rule ⊗L binds the received channel to y, with scope P .

The unit of ⊗, 1, allows a process to terminate. Here, the provider sends a
close message, close x, along its providing channel x (rule 1R), awaited by the
client. Due to absence of weakening, rule 1R demands that the typing context Ω
be empty, ensuring that no channels become orphans. Consequently, the client
continuation Q loses access to x after receipt of the close message (rule 1L).

Rule Spawn types a process that spawns another process using the process
definition X. The invocation x← X[γ]← Ω1 binds the newly spawned process
to x and gives it the argument channels Ω1. After the invocation, the process
continues with executing Q, now with x:A in its context. For the invocation to
succeed, a corresponding process definition Ω′1 ⊢ X = P :: x′:A must exist in the
signature Σ. The definition associates a name X with the process term P and
indicates the names and types of argument channels Ω′1 and the name and type
of the providing channel x′:A. To account for the difference in variable names,
the programmer must provide a corresponding mapping Ω1, x:A ⊩ γ :: Ω′1, x

′:A
as part of the invocation, assigning to each variable in the definition Ω′1, x

′:A a
corresponding variable of the same type in the invocation Ω1, x:A.

Rule D-Fwd allows a process to delegate requests to its singleton child z
by passing any messages received along y to z and vice versa. The rule uses a
forwarder definition z′:C ⊢ FY = FwdC,y′←z′ :: y′:C, for the type definition
Y = C, both to be present in the signature Σ. A corresponding forwarder
FwdC,y′←z′ of type C is defined by structural induction on the type of every
user-provided type definition, amounting to an identity expansion, and can be
automatically generated. In combination with rule D-Fwd, we get a coinductive
definition. (see Def. 10 in the Appendix). The programmer can use the syntactic
sugar y ← z instead, which can be expanded into the corresponding forwarder.

Rules TVarR and TVarL allow us to unfold type definitions. The rules insist
that a corresponding definition exists in the global signature Y = A ∈ Σ.

Rules Σ1, Σ2, and Σ3 type check the signature itself. Rule Σ2 type checks
type definitions, requiring the type be contractive (⊩Σ A contr) and thus not a
type variable itself [21]. Rule Σ3 type checks the body P of a process definition
X, whose existence is assumed when spawning the process in rule Spawn.

We illustrate the typing rules on a simple PIN-based authentication example,
shown in Fig. 2. Fig. 2 introduces two recursive type definitions, pin and ver, as
well as two process definitions, Verifier and Pin. A verifier expects to receive
a PIN channel from its client, which it validates. If validation is successful, the
verifier sends the message succ, otherwise the message fail to the client. In either
case, the verifier also returns the PIN channel. The PIN itself is encoded as an
internal choice of labels toki , with one being the correct security token.
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ver = pin ⊸ ⊕{succ:pin⊗ ver, fail :pin⊗ ver} pin = ⊕{tok1 :pin, . . . , tokn :pin}

· ⊢ Verifier :: x:ver = ( u← recv x // u:pin ⊢ x:⊕ {succ : pin⊗ ver, fail :pin⊗ ver}
caseu (tok j ⇒ x.succ; sendux;x← Verifier← ·

| tok i̸=j ⇒ x.fail ; sendux;x← Verifier← ·))

· ⊢ Pin :: u:pin = (u.tokj ;u← Pin← ·)

Fig. 2: Example: PIN-based authentication.

ILLST configuration typing At runtime, SESSION programs become config-
urations of processes, forming rooted trees and obeying the following grammar:

C,D,F , T ::= proc(xα, δ̂(P )) C | msg(M) C | ·
M ::= xα.k | send zβ xα | close yα

Configurations consist of a set of processes of the form proc(yα, δ̂(P )) and a set of
messages of the form msg(M). Every spawn results in a process proc(yα, δ̂(P )),
every send in a message msg(M), making SESSION’s dynamics asynchronous.
The metavariable yα in proc(yα, δ̂(P )) denotes the process’ providing channel
and the metavariable P the process’ source code. Run-time channels yα can be
distinguished from channel variables y by their generation subscript α, whose
meaning we clarify in § 2. The substitution δ maps variables to channels; δ̂(P )
yields the term with all free channel variables substituted by channels.

The configuration typing rules of SESSION are given in Fig. 3, using the
judgment ∆0 ⊩ C :: ∆. We allow configurations to have free channels, which
amount to ∆0 and ∆ for the given judgment. The channels in ∆ comprise the
channels for which there exist providing processes in the configuration C, the
channels in ∆0 comprise the channels for which there exist client processes in
the configuration C. It may be surprising that we refer to these channels as free,
given that they occur in C. Would linearity not imply that they occur “exactly
once”, and thus must be bound? It is more fruitful to think of channels as shared
resources, like memory locations, shared among processes. ILLST then ensures
that at most two processes, a provider and a client, share a channel at any point
in time, where each "owns" one endpoint of (i.e., a reference to) the channel.
The careful accounting of “resources” is visible in the configuration typing rules.
For example, rule proc insists that for all the channel endpoints used by process
proc(xα, δ̂(P )) there exists either a provider in the sub-configuration C, making
the channel bound, or the endpoint is free and occurs in ∆′0.

ILLST asynchronous dynamics SESSION’s asynchronous dynamics is given
in Fig. 4. It is phrased as multiset rewriting rules [12]. Multiset rewriting rules
express the dynamics as state transitions between configurations C 7→ C ′ and
are local in that they only mention the parts of a configuration they rewrite.

Being asynchronous, the dynamics implements sends by spawning off a mes-
sage msg(M) that carries the sent message M . In rule ⊗snd, for example, the
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xα:A ⊩ · :: xα:A
emp1 · ⊩ · :: ·

emp2

∆0 ⊩ C :: ∆ ∆′0 ⊩ C1 :: xα:A

∆0,∆
′
0 ⊩ C C1 :: ∆,xα:A

comp

∆0 ⊩ C :: ∆ ∆′0,∆, xα:A ⊢ δ :: Ω′0, Ω, x:A Ω′0, Ω ⊢Σ P :: x:A

∆0,∆
′
0 ⊩ C proc(xα, δ̂(P )) :: xα:A

proc

∆0 ⊩ C :: ∆ ∆′0,∆ ⊢M :: xα:A

∆0,∆
′
0 ⊩ C msg(M) :: xα:A

msg
k ∈ L

yα+1:Ak ⊢ yα.k :: yα:⊕ {ℓ:Aℓ}ℓ∈L
m⊕R

k ∈ L
xα:&{ℓ : Aℓ}ℓ∈I ⊢ xα.k :: xα+1:Ak

m&L
zβ :A, yα+1:B ⊢ send zβ yα :: yα:A⊗B

m⊗R

zβ :A, xα:A⊸ B ⊢ send zβ xα :: xα+1:B
m⊸L · ⊢ close yα :: yα:1

m1R

Fig. 3: Configuration typing rules of SESSION.

provider proc(yα, sendxβ yα;P ) generates the message msg(sendxβ yα), indi-
cating that the channel xβ is sent over channel yα. In rule ⊗rcv, the client then
consumes the message when receiving the channel. To preserve the invariant stip-
ulated by typing that at most two processes share a channel at any point in time,
a new providing channel must be generated for the continuation of the provider.
This new channel must be linked to the old providing channel, otherwise proper
sequencing of messages would be violated.

An elegant way to achieve proper sequencing are channel generations. Rather
than creating an entirely fresh channel name for each send, we keep the name
of a channel constant but increment its generation, provided as a subscript to
the channel name. For example, the provider proc(yα, sendxβ yα;P ) in rule
⊗snd steps to its continuation proc(yα+1, [yα+1/yα]P ), creating a new generation
α + 1 of its providing channel yα. The receiving client process proc(uη, w ←
recv yα;P ) will then increment the channel generation of the carrier channel yα
upon receipt in its continuation proc(uη, [xβ/w][yα+1/yα]P ) (see rule ⊗rcv). Like
bound variables, bound channels are subject to α-variance and capture-avoiding
substitution, as usual [53], with the understanding that only the name y of a
channel yα can be renamed, but not its generation.

3 Recursive session logical relation (RSLR)

This section develops a logical relation for ILLST with general recursive types
(§ 3.1) and shows that the logical relation is closed under parallel composition
(§ 3.2), amounts to an equivalence relation (§ 3.3), and adequate, i.e., a weak
asynchronous bisimilarity (§ 3.4). The logical relation is shown to have enough
discriminatory power (soundness), while being maximally permissive (complete-
ness) via a biorthogonality argument (Thm. 1).
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Spawn proc(yα, (x← X[γ]← ∆1);Q) 7→ (Ω′1 ⊢ X = P :: x′ : B ∈ Σ)
proc(x0, γ̂([x0/x]P )) proc(yα, [x0/x]Q) (Ω′1 ⊩ γ : ∆1, x0 fresh)

D-Fwd proc(yα, FY [γ]) 7→ (x′ : C ⊢ FY = FwdC,y′←x′ :: y
′ : C ∈ Σ)

proc(yα, FwdC,yα←xβ ) (x′, y′ ⊩ γ : xβ , yα)

1snd proc(yα, close yα) 7→ msg(close yα)

1rcv msg(close yα) proc(xβ ,wait yα;Q) 7→ proc(xβ , Q)

⊕snd proc(yα, yα.k;P ) 7→ proc(yα+1, [yα+1/yα]P ) msg(yα.k)

⊕rcv msg(yα.k) proc(uη, case yα(ℓ⇒ Pℓ)ℓ∈L) 7→ proc(uη, [yα+1/yα]Pk)

&snd proc(yα, xβ .k;P ) 7→ msg(xβ .k) proc(yα, [xβ+1/xβ ]P )

&rcv proc(yα, case yα(ℓ⇒ Pℓ)ℓ∈L) msg(yα.k) 7→ proc(yα+1, [yα+1/yα]Pk)

⊗snd proc(yα, sendxβ yα;P ) 7→ proc(yα+1, [yα+1/yα]P ) msg(sendxβ yα)

⊗rcv msg(sendxβ yα) proc(uη, w ← recv yα;P ) 7→ proc(uη, [xβ/w][yα+1/yα]P )

⊸snd proc(yα, sendxβ uη;P ) 7→ msg(sendxβ uη) proc(yα, [uγ+1/uγ ]P )

⊸rcv proc(yα, w ← recv yα;P ) msg(sendxβ yα) 7→ proc(yα+1, [xβ/w][yα+1/yα]P )

Fig. 4: Asynchronous dynamics of SESSION.

3.1 Logical relation

Logical relations have been developed for session types [9, 15–17, 24, 46, 47, 50],
both in unary and binary forms, but without considering general recursion. We
contribute a logical relation for ILLST with support of general recursive types.
In devising the resulting recursive session logical relation (RSLR), we had to
tackle the following challenges:
– Well-foundedness: Recursive types mandate use of a measure like step-indexing

or later modalities [2,4,18] to keep the logical relation well-founded. Our logical
relation makes use of a more extensional notion, an observation index, which
bounds the number of messages exchanged with the outside world along the
free channels of a configuration. The observation index facilitates proofs of
various results shown in this section.

– Non-termination: In the presence of general recursive types, divergence is a
possible outcome. Our logical relation is progress-sensitive [23] with regard to
divergence; it equates a divergent program only with another diverging one.

– Nondeterminism: Although ILLST are confluent, processes run concurrently.
As a result, the logical relation has to account for the relatedness of messages
that may not be sent in the same order due to nondeterministic scheduling.

A logical relation for message-passing concurrency. It may be helpful
to pause a moment and ask what a logical relation for session-typed processes
should amount to. Logical relations for functional languages relate terms by
defining their equality at their type when evaluated to values. This can be
phrased in terms of two mutually recursive relations, a value interpretation VJτK
and a term interpretation EJτK, defined by structural induction on the type τ .
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The former defines equality of values by inducting over a type, with values at
ground type forming the base cases, and the latter steps the terms until they
reach a value, demanding that these must be related by the value interpreta-
tion. In imperative languages, logical relations are enriched with Kripke possible
worlds to model dynamically evolving shapes of storage [3, 19,28,45,49,57].

To answer our question, it is helpful to remind ourselves that logical relations
are a means to prove observational equivalence [44], which equates two programs,
if the same observations can be made about them. In a pure functional setting,
the observables are the values to which the terms evaluate. In an imperative
setting, the observables can additionally comprise the values of locations in the
store. The observables in a message-passing concurrent setting are the messages
that a configuration of processes exchanges with the outside world.

A logical relation for session-typed processes thus relates pairs of process
configurations (D1;D2), such that ∆ ⊩ D1 :: xα:A and ∆ ⊩ D2 :: xα:A, de-
manding that the same messages can be observed along the free channels ∆ and
xα:A. Fig. 5 shows the resulting logical relation for well-typed process configura-
tions in SESSION, which is indexed with an intuitionistic linear sequent ∆ ⊩ A,
comprising the free channels. We find it convenient to distinguish a value inter-
pretation V from a term interpretation E . As expected, the term interpretation
steps the configurations until they reach a “value”. But what does it mean for
a configuration to be a value in a message-passing concurrent setting? It means
that a configuration is ready to send or receive along any of the free channels
in ∆ ∪ {xα:A}. For any such channel, the term interpretation invokes the value
interpretation, which demands that the exchanged messages be related, and then
invokes the term interpretation for the configurations resulting after the message
exchange. The mutually recursive relations are defined by clauses of the form

(D1;D2) ∈ VJ∆ ⊩ AK iff . . . (D′1;D′2) ∈ EJ∆′ ⊩ A′K.

In a terminating setting, the relations are defined multiset induction over the
structure of types of the free channels [15] such that ∆′ ⊩ A′ < ∆ ⊩ A. To sup-
port general recursive types, we will augment the relations with an observation
index, as discussed shortly, yielding an inductive definition.

The sequent ∆ ⊩ A singles out the typing A of the providing free channel of
the configurations D1 and D2. If the providing free channel is not observable, we
write _. We use the metavariable K to stand for either xα:A or simply _. The
ability to mark some free channels as unobservable becomes important when we
apply the logical relation to noninterference in § 4.

The transition from the value to the term interpretation amounts to an ob-
servation of a message exchange along a free channel in ∆ ⊩ K. The exchange
will advance the protocol state of the concerned process, and as a result tran-
sition the sequent to ∆′ ⊩ K ′, describing the post-state of the configurations
(D′1;D′2) after the message exchange. The logical relation comprises two value
interpretation clauses for each connective, one for the communications occurring
on the right along K, and one for those occurring on the left along ∆.
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(1) (D1;D2) ∈ VJ· ⊩ yα:1Km+1
·;yα iff D1 = msg(close yα) andD2 = msg(close yα)

(2) (D1;D2) ∈ iff ∃k1, k2 ∈ I.k1 = k2 and
VJ∆ ⊩ yα:⊕ {ℓ:Aℓ}ℓ∈IKm+1

·;yα D1 = D′1msg(yα.k1) andD2 = D′2msg(yα.k2) and
(D′1;D′2) ∈ EJ∆ ⊩ yα+1:Ak1Km

(3) (D1;D2) ∈ iff ∀k1, k2 ∈ I. if k1 = k2 then
VJ∆ ⊩ yα:&{ℓ:Aℓ}ℓ∈IKm+1

yα;· (D1msg(yα.k1);D2msg(yα.k2)) ∈ EJ∆ ⊩ yα+1:Ak1Km

(4) (D1;D2) ∈ iff ∃xβ s.t.
VJ∆′,∆′′ ⊩ yα:A⊗BKm+1

·;yα D1 = D′1T1msg(sendxβ yα) and
D2 = D′2T2msg(sendxβ yα) and
(T1; T2) ∈ EJ∆′′ ⊩ xβ :AKm and
(D′1;D′2) ∈ EJ∆′ ⊩ yα+1:BKm

(5) (D1;D2) ∈ iff ∀xβ ̸∈dom(∆, yα:A⊸ B).
VJ∆ ⊩ yα:A⊸ BKm+1

yα;· (D1msg(sendxβ yα);D2msg(sendxβ yα)) ∈
EJ∆,xβ :A ⊩ yα+1:BKm

(6) (D1;D2) ∈ VJ∆, yα:1 ⊩ KKm+1
yα;· iff (msg(close yα)D1;msg(close yα)D2) ∈ EJ∆ ⊩ KKm

(7) (D1;D2) ∈ iff ∀k1, k2 ∈ I.if k1 = k2 then
VJ∆, yα : ⊕{ℓ:Aℓ}ℓ∈I ⊩ KKm+1

yα;· (msg(yα.k1)D1;msg(yα.k2)D2) ∈ EJ∆, yα+1:Ak1 ⊩ KKm

(8) (D1;D2) ∈ iff ∃k1, k2 ∈ I.k1 = k2 and
VJ∆, yα:&{ℓ:Aℓ}ℓ∈I ⊩ KKm+1

·;yα D1 = msg(yα.k1)D′1 and D2 = msg(yα.k2)D′2 and
(D′1;D′2) ∈ EJ∆, yα+1:Ak1 ⊩ KKm

(9) (D1;D2) ∈ iff ∀xβ ̸∈dom(∆, yα:A⊗B,K).
VJ∆, yα:A⊗B ⊩ KKm+1

yα;· (msg(sendxβ yα)D1;msg(sendxβ yα)D2) ∈
EJ∆,xβ :A, yα+1:B ⊩ KKm

(10) (D1;D2) ∈ iff ∃xβ s.t.
VJ∆′,∆′′, yα:A⊸ B ⊩ KKm+1

·;yα D1 = T1msg(sendxβ yα)D′′1 and
D2 = T2msg(sendxβ yα)D′′2 and
(T1; T2) ∈ EJ∆′ ⊩ xβ :AKm and
(D′′1 ;D′′2 ) ∈ EJ∆′′, yα+1:B ⊩ KKm

(11) (D1;D2) ∈ EJ∆ ⊩ KKm+1 iff (D1;D2) ∈ Tree(∆ ⊩ K) and∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1
then∃Υ2,D′2 such that D2 7→∗Υ2 D′2, andΥ1 ⊆ Υ2 and

∀ yα ∈ Out(∆ ⊩ K). if yα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;yα and

∀ yα ∈ In(∆ ⊩ K).if yα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
yα;·

(12) (D1;D2) ∈ EJ∆ ⊩ KK0 iff (D1;D2) ∈ Tree(∆ ⊩ K)

Fig. 5: Recursive session logical relation (RSLR) for ILLST. (Clauses (1)-(10) are
only defined for well-typed configurations, a condition we elided for concision.)

Assume and assert—a pas de deux. A key characteristic of logical relations
is extensionality. In a functional context this means that relatedness has to be
shown for values of types in positive positions, but values of types in negative
positions can be assumed to be related. This idea translates equally to a message-
passing concurrent setting, embodied by the logical relation shown in Fig. 5 as:
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– Positive types: assert sending of related messages when communicating on the
right ; assume receipt of related messages when communicating on the left.

– Negative types: assume receipt of related messages when communicating on
the right ; assert sending of related messages when communicating on the left.
At base types (1, ⊕, and &), relatedness of messages means that the same

messages are being exchanged. For example, clause (2) in Fig. 5 for ⊕-right
asserts existence of messages msg(yα.k1) and msg(yα.k2) in D1 and D2, resp.,
such that k1 = k2. Conversely, clause (3) in Fig. 5 for &-right assumes receipt
of messages msg(yα.k1) and msg(yα.k2) to be added to D1 and D2 in the post-
states, resp., such that k1 = k2, for arbitrary k1 and k2.

For higher-order types (⊗ and ⊸) relatedness means that future observa-
tions to be made along the exchanged channels must be related. For example,
clause (10) in Fig. 5 for ⊸-left asserts existence of a message msg(sendxβ yα)
and of subtrees T1 and T2 in D1 and D2, resp. The subtrees T1 and T2 are
rooted at the sent channel xβ and will be transferred (and thus lost) together
with the sent channel. The clause comprises two invocations of the term relation,
(T1; T2) ∈ EJ∆′ ⊩ xβ :AK, asserting that future observations to be made along the
sent channel xβ are related, and (D′′1 ;D′′2 ) ∈ EJ∆′′, yα+1:B ⊩ KK, asserting that
the continuations D′′1 and D′′2 are related. 3 The channel endpoint xβ is existen-
tially quantified and occurs either bound or free in both D1 and D2. Conversely,
clause (5) in Fig. 5 for ⊸-right assumes receipt of a message msg(sendxβ yα)
that carries a universally quantified free channel xβ , different from the free chan-
nels available in the pre-state (∀xβ ̸∈ dom(∆, yα:A ⊸ B)). The sequent is
enlarged with the received channel xβ for the invocation of the term relation
(D1msg(sendxβ yα);D2msg(sendxβ yα)) ∈ EJ∆,xβ :A ⊩ yα+1:BK.

The duality of ILLST, established by “cutting” the left and right rule of a
connective, translates equally to our logical relation, allowing us to compose
related configurations in parallel, such that the assumptions made by one pair
of configurations are discharged by the other. We prove this result in § 3.2 and
exploit it connect our development to biorthogonality in § 3.5.

Syntactic well-typedness. The value and term interpretations of our logical
relation relate pairs of process configurations only if both are syntactically well-
typed. The predicate (D1;D2) ∈ Tree(∆ ⊩ K) present in the term interpretation
(clauses (11)-(12) in Fig. 5) stipulates this requirement and is defined as D1 ∈
Tree(∆ ⊩ K) and D2 ∈ Tree(∆ ⊩ K), with Di ∈ Tree(∆ ⊩ K) defined as
∆ ⊩ Di :: K (see Def. 11 in the Appendix). For concision, we elide appeals
to the Tree() predicate in the value interpretation (clauses (1)-(10) in Fig. 5).
Syntactic typing ensures that configurations form rooted trees, a property our
proof of semantic cut (Lem. 2 in § 3.2) relies upon.

Well-foundedness. In the presence of general recursive types, it is no longer
sound to define the logical relation by multiset induction over the structure of

3 We will momentarily explain the superscript and subscripts of these invocations.
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types in its sequent ∆ ⊩ K. To restore well-foundedness a measure like step-
indexing [2, 4] can be employed. Step-indexing is typically tied to the number
of type unfolding or computation steps by which one of the two programs is
bound. A more natural and symmetric measure for our setting is the number
of observations that can be made along the free channels ∆ ⊩ K of the logical
relation. We thus bound the value and term interpretation of our logical relation
by this number and attach the resulting observation index as the superscript m
to the sequent ∆ ⊩ K, yielding clauses of the form

(D1;D2) ∈ VJ∆ ⊩ KKm+1 iff . . . (D′1;D′2) ∈ EJ∆′ ⊩ K ′Km

The observation index gets decremented whenever the value interpretation “ob-
serves” a message exchange. If m = 0, well-typed configurations are trivially
related, as expressed by clause (12) in Fig. 5.

Non-termination and nondeterminism. It is now time to take a closer look
at the definition of the term interpretation of our logical relation. Its definition
is challenged by the possibility of divergence and nondeterminism of scheduling.
For the former, a progress-sensitive statement of equivalence demands that the
relation relates a divergent program only with another diverging one. For the
latter, the term interpretation has to account for the possibility that two configu-
rations may not simultaneously be ready to send or receive along a free channel
in ∆ ⊩ K. To address these challenges, the term interpretation is phrased as
follows (we are repeating clause (11) in Fig. 5):

(D1;D2) ∈ EJ∆ ⊩ KKm+1 iff

(D1;D2) ∈ Tree(∆ ⊩ K) and ∀Υ1, Θ1,D′1.if D1 7→∗Υ1;Θ1 D′1 then
∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and

∀ yα ∈ Out(∆ ⊩ K). if yα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;yα

and ∀ yα ∈ In(∆ ⊩ K).if yα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
yα;·

The term interpretation uses the transition D1 7→∗Υ1;Θ1 D′1, amounting to the
iterated application of the rewriting rules defined in Fig. 4. The star expresses
that zero to multiple steps can be taken. The superscript Υ1 denotes the set of
channels in ∆ ⊩ K for which there exist messages in D′1 to be sent along these
channels. The superscript Θ1 denotes set of channels in ∆ ⊩ K for which there
exist processes in D′1 waiting to receive along these channels.

To ensure progress-sensitivity, the term interpretation asserts, that, whenever
D1 can step, so can D2, and that the messages ready to be sent to the outside
world in D′2, are at least the ones ready to be sent in D′1, i.e., Υ1 ⊆ Υ2. Due to the
dynamics being asynchronous, a receipt is not an observable event. As such, the
set of processes in D′1 and D′2 that are waiting to receive along a free channel are
not required to correspond, and thus, we do not consider the set Θ2 for D′2. The
existentially quantified D′2 is justified by nondeterminism of scheduling, allowing
the term interpretation to choose an appropriate way of stepping D2 to catch
up with D′1.
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The set Out(∆ ⊩ K) includes all channels whose types in ∆,K indicate a
send. This includes channels in Υ1 for which the messages are ready to be sent.
Similarly, the set In(∆ ⊩ K) includes all channels whose types in ∆,K indicate
a receive, including those in Θ1 for which the processes are ready to receive.

To resolve the issue of simultaneity, the term interpretation makes use of two
focus channels ranging over the sets Υ1 and Θ1. These are added as a subscript
_;_ to the value interpretation, where ·; yα indicates that yα ∈ Υ1 and yα; ·
that yα ∈ Θ1. The term interpretation invokes the value interpretation for all
the channels in Υ1 and Θ1, thus ensuring that any messages ready to be sent in
D′1 and D′2 and any processes waiting to receive in D′1 will be “observed” by the
value interpretation. Non-productive configurations are trivially accommodated
by the term interpretation, by allowing the sets Υ1 and Θ1 to be empty.

A reader may wonder why the logical relation seems oblivious of recursive
type unfoldings. Since the relation is indexed by the number of external ob-
servations, it is invariant in type unfoldings. For example, for the pair of con-
figurations (D1;D2) it holds true that (D1;D2) ∈ EJ∆ ⊩ xα:pinKm+1 as well as
(D1;D2) ∈ EJ∆ ⊩ xα:⊕{toki :pin}i≤nKm+1, because the value interpretation with
focus channel xα is only triggered when a message along xα (i.e., token) is ready.
Any subsequent invocation of the term interpretation by the value interpretation
upon consumption of the message will then happen at index m.

3.2 Semantic cut: closure under parallel composition

The use of an observation index rather than a step index by the RSLR is fun-
damental in proving various metatheoretic properties in the remainder of this
section. It allows us to keep the observation index constant in the term interpre-
tation, while stepping the configurations internally, permitting disagreement in
the number of internal messages exchanged. As a result, internal steps cannot
depend on the observation index, facilitating proof of the following lemma:

Lemma 1 (Moving existential over universal quantifier).
If

∀m. ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then
∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then

(D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;xα and

∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then
(D′1;D′2) ∈ VJ∆ ⊩ KKm+1

xα;· ,

then
∀Υ1, Θ1,D′1.if D1 7→∗Υ1;Θ1 D′1, then
∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then

∀m. (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;xα and

∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then
∀m. (D′1;D′2) ∈ VJ∆ ⊩ KKm+1

xα;· .
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Proof. See proof of Lem. 26 in the Appendix. The proof relies on confluence
(Lem. 21 in the Appendix) and backwards closure (Lem. 23 in the Appendix).

With this lemma in hand, we can now prove that the logical relation is closed
under parallel composition.

Lemma 2 (Semantic cut). ∀m. (D1;D2) ∈ EJ∆,uα:T ⊩ KKm iff for all T1
and T2 if ∀m. (T1; T2) ∈ EJ∆′ ⊩ uα:T Km then ∀k. (T1D1; T2D2) ∈ EJ∆′, ∆ ⊩ KKk.

Proof. See proof of Corollary 2 in the Appendix. The proof relies on Lem. 1.

The semantic cut lemma is analogous to the syntactic cut-elimination theo-
rem, with T serving as the analog of the cut formula. Consider the left-to-right
direction. For internal steps in T1D1 invoked by the term interpretation that do
not involve the channel uα : T , we can perform corresponding internal steps in
T1 or D1. Using the fact that T1 and D1 are related to T2 and D2, resp., we
can construct the next step(s) of T2D2 as required by the term interpretation.
For internal steps in T1D1 along the channel uα : T , we use the fact that T1
is ready to send a message along uα and D1 is ready to receive along uα (or
vice versa). Here, we take advantage of the duality in the value interpretation
for the provider and client of each connective to show that the assertions made
by the sender are sufficient to establish the assumptions of the receiver. With
this, we invoke the definition of value interpretations to transition to a new term
interpretation involving subformula(s) of type T in the sequent and apply the
inductive hypothesis. This step is analogous to internal cut reductions in the cut-
elimination proof. For any communication in T1D1 along its external channel,
we use the fact that either T1 or D1 can perform the same communication. Using
their respective value interpretations and the inductive hypothesis, we establish
the value interpretation for T1D1 and T2D2. This step corresponds to external
cut reductions in the cut-elimination proof.

3.3 Logical equivalence

To prove that the RSLR induces an equivalence relation, we introduce the nota-
tion ∆ ⊩ D1 :: K ≡ ∆ ⊩ D2 :: K, defined below, where (C1; C2) ∈ Forest(∆′ ⊩ ∆)
stands for ∆′ ⊩ C1 :: ∆ and ∆′ ⊩ C2 :: ∆:

Definition 1 (Logical equivalence).
– We define the relation ∆ ⊩ D1 :: K ≡ ∆ ⊩ D2 :: K as (D1;D2) ∈ Tree(∆ ⊩ K)

and ∀m. (D1;D2) ∈ EJ∆ ⊩ KKm and ∀m.(D2;D1) ∈ EJ∆ ⊩ KKm.
– We define the relation ∆ ⊣ C1[ ]F1 ⊣ K ≡ ∆ ⊣ C2[ ]F2 ⊣ K as (i) ∃K ′

such that K ⊩ F1 :: K ′ ≡ K ⊩ F2 :: K ′ and (ii) ∃∆′ such that (C1; C2) ∈
Forest(∆′ ⊩ ∆) and ∀T1 ∈ C1, and ∀T2 ∈ C2 with (T1; T2) ∈ Tree(∆′1 ⊩ K ′′),
we have ∆′1 ⊩ T1 :: K ′′ ≡ ∆′1 ⊩ T2 :: K ′′.

Next, we show that the relation ≡ is reflexive, symmetric, and transitive.

Lemma 3 (Reflexivity). For all configurations ∆ ⊩ D :: xα:T , we have
(∆ ⊩ D :: xα:T ) ≡ (∆ ⊩ D :: xα:T ).
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Proof. See proof of Lem. 28 in the Appendix.

Lemma 4 (Symmetry). For all configurations D1 and D2, we have (∆ ⊩ D1 ::

xα:T ) ≡ (∆ ⊩ D2 :: xα:T ), iff (∆ ⊩ D2 :: xα:T ) ≡ (∆ ⊩ D1 :: xα:T ),

Proof. The proof is straightforward by the definition of logical equivalence (Def. 1).

Lemma 5 (Transitivity). For all configurations D1, D2, and D3, we have

if (∆ ⊩ D1 :: xα:T ) ≡ (∆ ⊩ D2 :: xα:T ), and
(∆ ⊩ D2 :: xα:T ) ≡ (∆ ⊩ D3 :: xα:T )

then (∆ ⊩ D1 :: xα:T ) ≡ (∆ ⊩ D3 :: xα:T ).

Proof. See proof of Lem. 30 in the Appendix.

3.4 Adequacy

To show that the RSLR is adequate, we prove that configurations related by
the logical relation are bisimilar and vice versa. To facilitate this proof, we first
give the definition of weak asynchronous bisimilarity [53] (Def. 2). The definition
relies on a standard labeled transition system displayed in Fig. 6, which rephrases
our dynamics in Fig. 4. We define weak transitions as

(1) =⇒ is the reflexive and transitive closure of τ−→,

(2) α
=⇒ is =⇒ α−→.

Definition 2 (Weak asynchronous bisimilarity). Asynchronous bisimilar-
ity, written D1 ≈a D2, is the largest symmetric relation such that whenever
D1 ≈a D2, we have
–(τ − step) if D1

τ−→ D′1 then ∃D′2.D2
τ
=⇒ D′2 and D′1 ≈a D′2,

–(output) if D1
xα q−−−→ D′1 then ∃D′2.D2

xα q
===⇒ D′2 and D′1≈aD′2.

–(left input) for all q ̸∈ fn(D1), if D1
L xα q−−−−→ D′1 then ∃D′2.D2

τ
=⇒ D′2 and D′1 ≈a

msg(xα.q)D′2,
–(right input) for all q ̸∈ fn(D1), if D1

R xα q−−−−→ D′1 then ∃D′2.D2
τ
=⇒ D′2 and

D′1 ≈a D′2msg(xα.q).
where msg(xα.q) is defined as msg(closexα) if q = close, msg(xα.k) if q = k,
and msg(send zδ xα) if q = zδ. Here, fn(D1) is the set of free channels in the
configuration D1.

Our adequacy theorem (Lem. 6) shows that RSLRs are sound and complete
with regard to asynchronous bisimilarity.

Lemma 6 (Adequacy). For all (D1;D2) ∈ Tree(∆ ⊩ K), we have ∀m.(D1;D2) ∈
EJ∆ ⊩ KKm and ∀m.(D2;D1) ∈ EJ∆ ⊩ KKm iff D1 ≈a D2.

Proof. The result is a corollary of Lem. 34 in the Appendix.
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Internal transition τ−→ defined as:

D1
τ−→ D′1 iff D1 7→ D′1

Actions yα q−−−→, L yα q−−−−→ and R yα q−−−−→ defined as below when y ∈ fn(D1):

(1)D1msg(close yα)D2
yα close−−−−−→ D1D2

(2)D1 msg(yα.k)D2
yα k−−−→ D1D2

(3)D1 msg(sendxβ yα)D2

yα xβ−−−−→ D1D2

(4)D1proc(zδ,wait yα;P )D2
L yα close−−−−−−→ msg(close yα)D1proc(zδ,wait yα;P )D2

(5)D1proc(zδ, case yα (ℓ⇒ Pℓ)ℓ∈I)D2
L yα k−−−−→ msg(yα.k)D1proc(zδ, case yα (ℓ⇒ Pℓ)ℓ∈I)D2

(6)D1 proc(zδ, w ← recv yα)D2

L yα xβ−−−−−→ msg(sendxβ yα)D1 proc(zδ, w ← recv yα)D2

(7)D1 proc(yα, case yα (ℓ⇒ Pℓ)ℓ∈I)D2
R yα k−−−−→ D1 proc(yα, case yα (ℓ⇒ Pℓ)ℓ∈I)D2msg(yα.k)

(8)D1proc(yα, w ← recv yα)D2

R yα xβ−−−−−→ D1proc(yα, w ← recv yα)D2 msg(sendxβ yα)

Fig. 6: Labeled transition system for SESSION.

3.5 Biorthogonality

To define our main result, that the relation ≡ is sound and complete with regard
to closure of weak bisimilarity under parallel composition (Thm. 1), we define an
orthogonality operation ⊤ [7,40,48], leading to Def. 5. We follow the development
of Pitts [48].

We first define the program relations PRel(∆ ⊩ K) and environment relations
ERel(∆ ⊩ K) (Def. 4), reliant upon a session-typed environment (Def. 3):

Definition 3 (Session-typed environment). A session-typed environment
with the sequent ∆ ⊩ K, is of the form C[ ]F , such that for some ∆′ and K ′, we
have ∆′ ⊩ C :: ∆ and K ⊩ F :: K ′.

Definition 4 (Program- and environment- relations). A session program-
relation is a binary relation between session-typed programs, i.e., open configura-
tions of the form ∆ ⊩ D :: K. Given the sequent ∆ ⊩ K, we write PRel(∆ ⊩ K)
for the set of all program relations that relate programs ∆ ⊩ D :: K.

A session environment-relation is a binary relation between session-typed en-
vironments. Given the sequent ∆ ⊩ K, we write ERel(∆ ⊩ K) for the set of all
environment relations that relate environments C[ ]F with the sequent ∆ ⊩ K.

We can now define the orthogonality operation ⊤ [40, 48].
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Definition 5 (The (_)⊤ operation). Given sequent ∆ ⊩ K and r ∈ PRel(∆ ⊩
K), we define r⊤ ∈ ERel(∆ ⊩ K) by

(C1[ ]F1, C2[ ]F2) ∈ r⊤ iff
∀(D1,D2) ∈ r.(C1D1F1 ≈a C2D2F2),

and given s∈ERel(∆ ⊩ K), we define s⊤∈PRel(∆ ⊩ K) by

(D1,D2) ∈ s⊤ iff
∀(C1[ ]F1, C2[ ]F2) ∈ s.(C1D1F1 ≈a C2D2F2).

By definition, the ⊤ operation is inflationary and idempotent [48].

Finally, we state our main result that the logical equivalence relation ≡ in-
duced by our RSLR (Def. 1) is sound and complete with regard to closure of
weak bisimilarity under parallel composition.

Theorem 1 (⊤⊤-closure). Consider (D1,D2)∈Tree(∆ ⊩ K), we have

(∆ ⊩ D1 :: K) ≡ (∆ ⊩ D2 :: K) iff

∀C1, C2,F1,F2. if (∆ ⊣ C1[ ]F1 ⊣ K) ≡ (∆ ⊣ C2[ ]F2 ⊣ K)
then C1D1F1 ≈a C2D2F2.

Proof. See proof of Thm. 8 in the Appendix.

The main purpose of Thm. 1 is to validate the logical equivalence induced by
our logical relation, ensuring that it has enough discriminatory power (sound-
ness) while being maximally permissive (completeness). To do that, Thm. 1
uses biorthogonal closure. Specifically, it instantiates the program-relation r and
environment-relation s in Def. 5 with our logical relation, and proves that re-
lated programs cannot be discriminated by related environments (r ⊆ s⊤) and
that programs that cannot be discriminated by related environments are related
(s⊤ ⊆ r). As detailed in [48], showing that r = s⊤ is enough to get r = r⊤⊤

by virtue of ⊤ being a Galois connection. Thm. 1 thus establishes that our log-
ical relation is compositional and extensional (behavioral). It shows that our
logical relation includes exactly the programs whose compositions with related
environments are observationally equivalent. Soundness ensures that related en-
vironments are not very strong and do not have too much discriminatory power
with respect to the observable behavior – related environments cannot distin-
guish between the related programs. Completeness guarantees that related envi-
ronments are not very weak and have enough discriminatory power – if related
environments cannot distinguish between two programs, the programs are indeed
related. This aligns with the assert-assume pas de deux described in §3.1, ensur-
ing that the assumptions made by related programs are exactly those asserted
by the related environments and the assertions of the programs are exactly those
assumed by the environments.

In the next section, we establish noninterference for session-typed processes
as one practical application of our logical relation and its soundness and com-
pleteness, a.k.a., ⊤⊤− closure.



Recursive Logical Relations for Intuitionistic Linear Logic Session Types 19

4 Noninterference

This section applies the RSLR to noninterference, phrased as an equivalence up
to the secrecy level ξ of an observer, ≡Ψ0

ξ , given a security lattice Ψ0 (§ 4.2).
The section then illustrates the up-to equivalence ≡Ψ0

ξ on an example (§4.3) and
concludes with its metatheoretic properties (§ 4.4).

4.1 Attacker model

Our attacker model is parametric in the secrecy level ξ ∈ Ψ0 of an attacker and
a program P , given prior annotation of the free channels of P with secrecy levels
c ∈ Ψ0. It assumes
– that the attacker knows the source code of P ;
– that the attacker can only observe the messages sent along the free channels

of P with secrecy level c ⊑ ξ;
– that an attacker cannot measure the passing of time;
– that an attacker is oblivious of channel names;
– a nondeterministic scheduler.

4.2 Up-to equivalence

To prove noninterference, we introduce an equivalence relation up to the secrecy
level ξ of an observer, ≡Ψ0

ξ , defined in Def. 8 below. This relation is reminiscent
of logical equivalence ≡ (Def. 1), but expects free channels to be annotated with
secrecy levels and allows ignoring those channels with secrecy level ⊑ ξ.

We first define two auxiliary notions: (i) downward projections on context
of free channels Γ ⇓ ξ and on the providing free channel xα:T [c] ⇓ ξ (Def. 6), as
well as (ii) the predicates H-Providerξ and H-Clientξ (Def. 7). Since channels
are now annotated with secrecy levels, we use the metavariables Γ and Ks to
range over the linear typing context and providing channel, resp.

Definition 6 (Typing context projections). Downward projection on se-
curity linear contexts Γ and providing channels Ks is defined as follows:

Γ, xα:T [c] ⇓ ξ
def
= Γ ⇓ ξ, xα:T [c] if c ⊑ ξ

Γ, xα:T [c] ⇓ ξ
def
= Γ ⇓ ξ if c ̸⊑ ξ

· ⇓ ξ def
= ·

xα:T [c] ⇓ ξ
def
= xα:T [c] if c ⊑ ξ

xα:T [c] ⇓ ξ
def
= _:1[⊤] if c ̸⊑ ξ

The projections are used to keep only the free channels that are observable to an
attacker. We close the nonobservable channels off by composing the configura-
tion with high-confidentiality clients (H-Clientξ) and providers (H-Providerξ),
which may differ for each configuration. These high-confidentiality clients and
providers are connected to the configurations through nonobservable channels,
making the messages they exchange with the configurations nonobservable to
the attacker as well.
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Definition 7 (High provider and High client).

· ∈ H-Providerξ(·)

B ∈ H-Providerξ(Γ, xα:A[c]) iff
either c ̸⊑ ξ andB = B′T and B′ ∈ H-Providerξ(Γ ) and

T ∈ Tree(· ⊩ xα:A),

or c ⊑ ξ andB ∈ H-Providerξ(Γ )

T ∈ H-Clientξ(xα:A[c]) iff
either c ̸⊑ ξ and T ∈ Tree(xα:A ⊩ _ : 1),or
or c ⊑ ξ andB = ·

Finally, we can state the relation≡Ψ0

ξ . Like≡ (Def. 1),≡Ψ0

ξ is phrased in terms
of the term interpretation of the RSLR, but restricts observations to those free
channels that are observable. The remaining free channels will be composed in
parallel with arbitrary ILLST-typed configurations.

Definition 8 (Logical equivalence up to observer level). We define the
relation (Γ1 ⊩ D1 :: xα:A1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :A2[c2]) as

D1 ∈ Tree(|Γ1| ⊩ xα:A1) and D2 ∈ Tree(|Γ2| ⊩ yβ :A2) and
Γ1⇓ξ = Γ2⇓ξ = Γ and xα:A1[c1]⇓ξ = yβ :A2[c2]⇓ξ = Ks and

∀B1 ∈ H-Providerξ(Γ1). ∀B2 ∈ H-Providerξ(Γ2).

∀T1 ∈ H-Clientξ(xα:A1[c1]). ∀T2 ∈ H-Clientξ(yβ :A2[c2]).
∀m. (B1D1T1,B2D2T2) ∈ EJ|Γ | ⊩ |Ks|Km, and
∀m. (B2D2T2,B1D1T1) ∈ EJ|Γ | ⊩ |Ks|Km.

Def. 8 makes use of an erasure operation |_| to drop the secrecy annotations,
to match the sequent of the logical relation whose free channels lack secrecy
annotations. As a result, ≡Ψ0

ξ can be used for configurations that type check
using an information flow control (IFC) type system as well as “plain-vanilla”
ILLST-typed configurations, facilitating semantic typing [13,39,58] for progress-
sensitive noninterference (PSNI).

4.3 Case study: progress-sensitive noninterference (PSNI)

To illustrate ≡Ψ0

ξ , we instantiate it on a simplistic example, in the spirit of
an insecure version of the Verifier encountered earlier (Fig. 2), shown below.
Assuming that our security lattice (Ψ0) is guest ⊑ alice, and that the attacker
level is guest, the below process leaks to an attacker y whether authentication
was successful or not by either sending the label s or f , resp.

pin = &{tok1 :1, tok2 :1} bit = &{zero:1, one:1}
y:bit[guest] ⊢ X :: x:pin[alice] = (casex (tok1 ⇒ y.zero;wait y; closex

| tok2 ⇒ y.one;wait y; closex))
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To prove that this process is secure, we would have to show that for any substi-
tution that instantiates free variables x and y with free channels xα and yβ

yβ : bit[guest] ⊩ proc(xα,X) :: xα:pin[alice] ≡Ψ0
guest

yβ : bit[guest] ⊩ proc(xα,X) :: xα:pin[alice]

We compose the process with the following high-secrecy clients T1 and T2, send-
ing different tokens along the high-secrecy channel xα:pin[alice],

T1 = proc(zη, xα.tok1;waitxα; close zη)
T2 = proc(zη, xα.tok2;waitxα; close zη),

leaving us left to show that for all m:

(proc(xα,X)proc(zη, xα.tok1;waitxα; close zη);
proc(xα,X)proc(zη, xα.tok2;waitxα; close zη)) ∈ EJyβ :bit ⊢ _:1Km

Obviously this does not hold true, confirming that process X is insecure. Consider
a variant of X that sends the bit zero in either case. This variant would be
accepted by our logical relation, as it should because it is secure.

Alternatively, we could employ an information flow control (IFC) type sys-
tem [51, 54, 61] to verify whether process X is secure. Such type systems label
of observables (e.g., output, locations, channels) with secrecy levels drawn from
a given security lattice Ψ0 to prevent “flows from high to lo”. Next, we sketch
such an IFC type system as a refinement of SESSION. The full refinement type
system is included in §D. It is based on existing work [15,16], and thus we only
summarize its main characteristics and discuss the typing rules relevant for the
example.

To type process terms, we use the judgment

Ψ ;Γ ⊢Σ P@c :: x : A[d].

The new elements, compared to SESSION’s judgment (see § 2), is the security
lattice Ψ and the possible worlds annotations @c and [d] [6], to denote a process’
running secrecy and maximal secrecy, resp. Γ is a linear typing context, like
∆, but where types now have maximal secrecy annotations. The idea is that a
process’ maximal secrecy indicates the maximal level of secret information the
process may ever obtain, whereas a process’ running secrecy denotes the highest
level of secret information the process has obtained so far.

To constrain the propagation of information, the following invariants are
presupposed on the typing judgment Ψ ;Γ ⊢Σ P@c :: x : A[d]

(i) ∀y:B[d′] ∈ Γ. Ψ ⊩ d′ ⊑ d
(ii) Ψ ⊩ c ⊑ d

ensuring that the maximal secrecy of a child node is capped by the maximal
secrecy of its parent and that the running secrecy of a process is less than or
equal to its maximal secrecy, resp. Additionally, the type system ensures that
1. no channel of high secrecy is sent along one with lower secrecy; and
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2. a process does not send any message along a low-secrecy channel after receipt
of high secrecy information.

The first condition prevents direct flows and is enforced by requiring that the
maximal secrecy level of a carrier channel and the channels sent over it match.
The second condition is met by ensuring that a process’ running secrecy is a
sound approximation of the level of secret information a process has obtained
so far. To this end, the type system increases the running secrecy of a process
upon receipt to at least the maximal secrecy of the sending process and, corre-
spondingly, guards sends by making sure that the running secrecy of the sending
process is at most the maximal secrecy of the receiving process.

This working can be seen in the typing rules for external choice:

Ψ ;Γ ⊢Σ Qk@c :: y:Ak[c] ∀k ∈ L
Ψ ;Γ ⊢Σ (case yc(ℓ⇒ Qℓ)ℓ∈I)@d1 :: y:&{ℓ : Aℓ}ℓ∈L[c]

&R

Ψ ⊩ d1 ⊑ c Ψ ;Γ, x:Ak[c] ⊢Σ P@d1 :: y:C[c′] k ∈ L
Ψ ;Γ, x:&{ℓ : Aℓ}ℓ∈I [c] ⊢Σ (xc.k;P )@d1 :: y:C[c′]

&L

The right rule increases the provider’s running secrecy from d1 to its maximal
secrecy c after receipt of the label k. The left rule guards the send by the premise
Ψ ⊩ d1 ⊑ c, demanding that the provider’s running secrecy d1 is less than
or equal to the maximal secrecy c of the recipient. It is precisely this guard
that prevents process X to type check using the refinement IFC type system.
This guard also prevents the variant of X, which sends the bit zero in either
case, to type check, which is accepted by our logical relation. This outcome
is expected because type systems have the benefit of automatic verification,
foregoing completeness. Our logical relation thus amounts to a semantic logical
relation [13, 39, 58] for PSNI, as it only requires configurations to be ILLST-
typed, but not IFC-typed. The fact that IFC-typed processes are non-interfering
is proved as the fundamental theorem of the logical relation, Thm. 7 in §G.

4.4 Metatheoretic properties of up-to equivalence

Unsurprisingly, ≡Ψ0

ξ has analogous properties to ≡, except for reflexivity, which
only holds for IFC-typed configurations, as demonstrated by our X process in
§ 4.3.

Semantic cut: closure under parallel composition

Lemma 7 (Semantic cut). If
1. (Γ ′1 ⊩ C1 :: Γ ) ≡ξΨ0

(Γ ′2 ⊩ C2 :: Γ ) with Γ = Γ1 ⇓ξ= Γ2 ⇓ξ and

2. (Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0
(Γ2 ⊩ D2 :: yβ :A2[c2]) and

3. (Ks ⊩ F1 :: Ks
1) ≡ξΨ0

(Ks ⊩ F2 :: Ks
2)

withKs = xα:A1[c1] ⇓ ξ = yβ :A2[c2] ⇓ ξ
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then (Γ ′1, Γ
h
1 ⊩ C1D1F1 :: Ks

1) ≡ξΨ0
(Γ ′2, Γ

h
2 ⊩ C2D2F2 :: Ks

2), where Γh1 is the
set of all channels wη:C[d] ∈ Γ1 with d ̸⊑ ξ and Γh2 is the set of all channels
wη:C[d] ∈ Γ2 with d ̸⊑ ξ.
Proof. See Lem. 36 in the Appendix.

Partial equivalence relation (PER)

Lemma 8 (Symmetry). For all security levels ξ and configurations D1 and
D2, we have (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :T2[c2]), iff (Γ2 ⊩ D2 ::

yβ :T2[c2]) ≡Ψ0
ξ (Γ1 ⊩ D1 :: xα:T1[c1]).

Proof. See proof of Lem. 32 in the Appendix.

Lemma 9 (Transitivity). For all security levels ξ, and configurations D1,
D2, and D3, we have

if (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :T2[c2]) and

(Γ2 ⊩ D2 :: yβ :T2[c2]) ≡Ψ0

ξ (Γ3 ⊩ D3 :: zη:T3[c3])

then (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0

ξ (Γ3 ⊩ D3 :: zη:T3[c3]).

Proof. See proof of Corollary 3 in the Appendix.

Adequacy

Definition 9 (Bisimulation with secrecy annotated sequent). For D1 ∈
Tree(|Γ1| ⊩ xα:A1), D2 ∈ Tree(|Γ2| ⊩ yβ :A2) we define Γ1 ⊩ D1 :: xα:A1[c1] ≈ξa
Γ2 ⊩ D2 :: yβ :A2[c2] as

Γ1 ⇓ ξ = Γ2,⇓ ξ and yβ :A2[c2] ⇓ ξ = xα:A1[c1] ⇓ ξ and

∀B1 ∈ H-Providerξ(Γ1).∀B2 ∈ H-Providerξ(Γ2).

∀T1 ∈ H-CLientξ(xα:A1[c1]). ∀T2 ∈ H-Clientξ(yβ :A2[c2]).
B1D1T1 ≈a B2D2T2.

Lemma 10 (Adequacy). For all D1 ∈ Tree(|Γ1| ⊩ xα:A1) and D2 ∈ Tree(|Γ2| ⊩
yβ :A2), we have (Γ1 ⊩ D1 :: xα:A1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :A2[c2]) iff (Γ1 ⊩ D1 ::

xα:A1[c1]) ≈ξa (Γ2 ⊩ D2 :: yβ :A2[c2]).

Proof. See proof of Corollary 4 in the Appendix.

Biorthogonality
Theorem 2 (⊤⊤-closure). Consider D1 ∈ Tree(|Γ1| ⊩ |xα:A1[c1]|) and D2 ∈
Tree(|Γ2| ⊩ |yβ :A2[c2]|) and a given observer level ξ ∈ Ψ0. We have

(Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0
(Γ2 ⊩ D2 :: yβ :A2[c2]) iff

∀C1, C2,F1,F2.

if (Γ1 ⊣ C1[ ]F1 ⊣ xα:A1[c1]) ≡ξΨ0
(Γ2 ⊣ C2[ ]F2 ⊣ yβ :A2[c2])

then ∀B1 ∈ H-Providerξ(Γ1).∀B2 ∈ H-Providerξ(Γ2).

∀T1 ∈ H-CLientξ(xα:A1[c1]).∀T2 ∈ H-Clientξ(yβ :A2[c2]).
B1C1D1F1T1 ≈a B2C2D2F2T2
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Proof. See proof of Thm. 9 in the Appendix.

Completeness ensures that the logical relation relates all secure programs, whereas
IFC type systems, by nature, reject infinitely many secure programs. Our log-
ical relation thus becomes generally applicable. For example, we may conceive
a more permissive IFC refinement type system that accepts more secure pro-
grams. All we would have to do in this case is prove the fundamental theorem
for that new refinement type system, guaranteeing that well-typed programs are
self-related by our logical relation and thus non-interfering. We conclude this
section by noting that all the results presented here are corollaries of the results
in Section 3.

5 Related work and discussion

Logical relations for session types. The application of logical relations to session
types has focused predominantly on unary logical relations for proving termina-
tion [17, 46, 47, 50], except for a binary logical relation for parametricity [9] and
noninterference [15, 16, 24]. Our RSLR shares its foundation in linear logic with
this line of work, but contributes significantly through its support of general
recursive types.

Caires et al. [9] show parametricity for a terminating language and restrict
observations to the single offering channel of a configuration, i.e., observations
are only made at the root. Thanks to the validity of semantic cut, a single-type-
indexed logical relation, such as the authors’, falls out as a special case of our
RSLR. However, more fine-grained program equivalences, such as noninterfer-
ence, demand distinguishing the two roles a process configuration may assume.
To the best of our understanding, our account of duality ultimately also enabled
biorthogonal closure to prove the logical equivalence sound and complete.

Among prior work on logical relations for ILLST, the work by Derakhshan et
al. [15] is most closely related to ours. The authors contribute an IFC session type
system and develop a logical relation to show noninterference. The refinement
type system that we use in our case study (§ 4.3) is based on that IFC system,
extended with secrecy-polymorphic processes [16]. Besides the authors’ confine-
ment to a terminating language, sidestepping the intricacies of non-termination
and nondeterminism, the authors’ metatheoretic results are significantly more
limited than ours. In particular, the logical relation is dependent on IFC typing,
and thus only amounts to a syntactic logical relation for noninterference. More-
over, their development lacks metatheoretic results about the entailed program
equivalence, i.e., that it is sound with respect to bisimilarity. There are several
nuances in the design of our logical relation that enable us to show such results in
a more general setting, which also allows for non-termination: Unlike [15], which
only considers closed configurations, i.e., it cannot relate two programs without
their clients and providers, our logical relation is defined over open configurations
and thus allows for connection to biorthogonality. Furthermore, our term inter-
pretation carefully uses the universal and existential quantifiers and thus enables
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the proof of transitivity for the logical relation, which is not proven in [15]. Our
logical relation also handles non-termination via focus channels and the obser-
vation index. These features enable defining the logical relation for equivalence
in a general context, proving that it is both sound and complete with respect to
asynchronous bisimilarity by establishing a connection to biorthogonality, and
then instantiating it in various settings, such as noninterference.

Relationship to logical relations for stateful languages. Logical relations have
been scaled to accommodate state using Kripke logical relations (KLRs) [49].
KLRs are indexed by a possible world W , providing a semantic model of the
heap. Invariants can then be imposed that must be preserved by any future
worlds W ′. KRLs can be combined with step indexing [2, 4] to address circu-
larity arising from higher-order stores [3, 19, 20] and to express state transition
systems. For example, Gregersen et al. [22] use the KLR supported in Iris [32]
to prove noninterference for a functional language with a higher-order store,
recursive types, and impredicative polymorphism. The authors also adopt se-
mantic typing [13, 39, 58], admitting syntactically ill-typed programs, if shown
to inhabit the logical relation. Besides the difference in language, the authors
consider termination-insensitive noninterference, whereas we consider progress-
sensitive noninterference. Like KLRs, our RSLR is situated in a stateful setting
because channels, like locations, are subject to concurrent mutation. However,
our RSLR is rooted in ILLST, which guarantees race freedom, stratifies the store
(the configuration of processes), and prescribes state transitions. When squint-
ing one’s eyes, the sequent ∆ ⊩ K of the logical relation seems reminiscent of a
possible world, since it provides the semantic typing of the free channels. How-
ever, linearity would not comport well with the usual monotonicity requirement
of logical relations. We would like to investigate this connection as future work.

6 Concluding remarks

We have contributed a recursive session logical relation (RSLR) for progress-
sensitive equivalence of programs. The RSLR is rooted in intuitionistic linear
logic session types, inheriting from it a strong foundation in linear logic, ensur-
ing that channel endpoints are treated as resources. A novel aspect of the RSLR
is its use of an observation index to keep the logical relation well-defined in the
presence of general recursive types. This shift, from a step index / unfolding in-
dex associated with internal computation steps to an index only associated with
external observations, facilitates statement and proof of metatheoretic proper-
ties of the logical relation: closure under parallel composition, soundness and
completeness with regard to weak asynchronous bisimilarity, and biorthogonal
closure of the logical equivalence relation induced by the RSLR. A biorthogo-
nality argument arises naturally from the duality inherent to session types. In
future work, we would like to explore these connections more deeply, possibly
connecting to Kripke logical relations and game semantics.
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Appendices

In the appendix, we also present an IFC refinement type system, along with
proofs of progress, preservation, and noninterference. The results related to the
IFC type system can be found in Appendix C, Appendix D, Appendix E.B,
Appendix G.B, and Appendix G.C.

A Abstract syntax

The abstract syntax of SESSION is given below. Lines without a left-hand side
are separated by | from their preceding line.

Sort Abstract Form Remarks
Metavariable ≜ Ψ0 concrete security lattice ⟨L, E0,⊔,⊓⟩

ι, η ∈ L set of concrete security levels
ξ ∈ L concrete security level of observer
E0 ∈ E0 set of relations E0 of form ι ⊑ ι′
Ψ security theory ⟨V, E ,⊔,⊓⟩
ψ, ω ∈ V set of security variables
c, d, e, f ∈ S security terms of Ψ
p ∈ S × S pair of security terms of Ψ
E ∈ E set of relations E of form c ⊑ d
xα, xβ , xγ , xδ channel
x, y, z, u, v, w channel variable
j, k, ℓ ∈ I, L set of labels
∆,Λ linear typing contexts(channels)
Ω linear typing contexts (variables)
Γ linear security typing contexts (channels)
Ξ linear security typing contexts(variables)
K linear typing context singleton(channel)
Ks linear security typing context singleton(channel)
γsec, ˆγsec, δsec, ˆδsec order-preserving substitution of security elements
γ, γ̂, δ, δ̂ channel variable substitution
A,B, C,D, T process configuration in SESSION
A,B,C,D,T process configuration in CONSESSION

Type A,B,C, T ≜ ⊕{ℓ:Aℓ}ℓ∈L internal choice, at least one label
&{ℓ:Aℓ}ℓ∈L external choice, at least one label
A⊗B channel output
A⊸ B channel input
1 termination
Y type variable

Definition X,Y ≜ Ψ ;∆ ⊢Σ X = P@ψ0 :: x:A[ψ] process definition
Y = A type definition

Process P,Q ≜ x.k;P label output
casex(ℓ⇒Pℓ)ℓ∈L label input
send y x;P channel output
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y←recv x;Py channel input
close x terminate process
wait x;Q wait for process to terminate
x← X[γ]← ∆;Qx spawn
x← y forward x to y
FY forwarder process variable for Y

Messages M,N ≜ x.k label output
send y x channel output
close x terminate process

B ILLST type system and asynchronous dynamics

This section defines the rules to type SESSION programs, both for source code
as well as for run-time configurations.

B.1 Process term typing

Fig. 7 summarizes the typing rules for process terms in SESSION.
Rule D-Fwd in Fig. 7 relies on a forwarder for each user-defined type defi-

nition, amounting to an identity expansion automatically generated as defined
in Def. 10.

Definition 10. For all Y = A ∈ Σ, we extend Σ by adding the following defi-
nition to the signature Σ:

x′ : A ⊢ FY = FwdA,y′←x′ :: y′ : A Y = A ∈ Σ
Here FY is a specific process variable assigned to the forwarder process for type
variable Y , and FwdA,y←x is defined by induction on the structure of A as a
function from type A to process terms as follows:

Fwd⊕{ℓ:Aℓ}ℓ∈L,y←x := casex(ℓ⇒ y.ℓ; FwdAℓ,y←x)ℓ∈L

Fwd&{ℓ:Aℓ}ℓ∈L,y←x := case y(ℓ⇒ x.ℓ; FwdAℓ,y←x)ℓ∈L

FwdA⊗B,y←x := w ← recv x; sendw y; FwdB,y←x

FwdA⊸B,y←x := w ← recv y; sendw x; FwdB,y←x

Fwd1,y←x := waitx; close y

FwdY ;y←x := FY [x 7→ x′, y 7→ y′] Y = A ∈ Σ

Forwarders are well-typed by construction, as shown next:

Lemma 11. Given the extended signature Σ, for all type A, there is a derivation
for x : A ⊢Σ FwdA,y←x :: y : A.

Proof. The proof is by induction on the structure of type A. In a base case, where
A is a type variable Y , i.e., A = Y for Y = C ∈ Σ, the proof is straightforward
by the D-Fwd rule since x : C ⊢ FY := FwdC,y←x :: y : A ∈ Σ. The proof of
other cases is straightforward.
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Ω ⊢Σ P :: x:Ak k ∈ L
Ω ⊢Σ x.k;P :: x:⊕ {ℓ:Aℓ}ℓ∈L

⊕R
Ω, x:Ak ⊢Σ Qk :: y:C ∀k ∈ L

Ω, x:⊕ {ℓ : Aℓ}ℓ∈L ⊢Σ casex(ℓ⇒ Qℓ)ℓ∈L :: y:C
⊕L

Ω ⊢Σ Qk :: x:Ak ∀k ∈ L
Ω ⊢Σ casex(ℓ⇒ Qℓ)ℓ∈I :: x:&{ℓ : Aℓ}ℓ∈L

&R
Ω, x:Ak ⊢Σ P :: y:C k ∈ L

Ω, x:&{ℓ : Aℓ}ℓ∈I ⊢Σ x.k;P :: y:C
&L

Ω ⊢Σ P :: x:B

Ω, z:A ⊢Σ send z x;P :: x:A⊗B
⊗R

Ω, z:A, x:B ⊢Σ P :: y:C

Ω, x:A⊗B ⊢Σ z ← recv x;P :: y:C
⊗L

Ω, z:A ⊢Σ P :: x:B

Ω ⊢Σ z ← recv x;P :: x:A⊸ B
⊸ R

Ω, x:B ⊢Σ P :: y:C

Ω, z:A, x:A⊸ B ⊢Σ send z x;P :: y:C
⊸ L

· ⊢Σ close x :: x : 1
1R

Ω ⊢Σ Q :: y : C

Ω, x : 1 ⊢Σ waitx;Q :: y : C
1L

Ω′1 ⊢ X = P :: x′:A ∈ Σ Ω1, x:A ⊩ γ :: Ω′1, x
′:A Ω2, x:A ⊢Σ Q :: y:C

Ω1, Ω2 ⊢Σ (x← X[γ]← Ω1);Q :: y:C
Spawn

z′:C ⊢ FY = FwdC,y′←z′ :: y
′:C ∈ Σ

Y = C ∈ Σ z:C, y:C ⊩ γ :: z′:C, y′:C

z:Y ⊢Σ FY [γ] :: y:C
D-Fwd

Y = A ∈ Σ Ω ⊢Σ P :: x:A

Ω ⊢Σ P :: x:Y
TVarR

Y = A ∈ Σ Ω, x:A ⊢Σ P :: z:C

Ω, x:Y ⊢Σ P :: z:C
TVarL

⊩Σ (·) sig
Σ1

⊩Σ A contr ⊩Σ Σ′ sig

⊩Σ Y = A,Σ′ sig
Σ2

Ω ⊢Σ P :: x:A ⊩Σ Σ′ sig

⊩Σ Ω ⊢Σ X = P :: x:A,Σ′ sig
Σ3

Fig. 7: Process term typing rules and signature checking rules of SESSION.

B.2 Configuration typing

Fig. 8 summarizes the typing rules for process configurations and messages in
SESSION. Since Σ is fixed, we may drop it in a configuration typing judgment
and a process typing judgment, respectively, for brevity.

We introduce the judgments (D1;D2) ∈ Tree(∆ ⊩ K), D ∈ Tree(∆ ⊩ K),
and B ∈ Forest(∆ ⊩ ∆′) to denote well-typed configurations, defined as follows:

Definition 11 (Well-typed configuration). Well-typed configuration(s) are
defined in terms of the judgments (D1;D2) ∈ Tree(∆ ⊩ K) and D ∈ Tree(∆ ⊩
K), where K is either of the form x:A or _:1 and _ stands for an arbitrary
channel name along which no observations are made.
– We define D ∈ Tree(∆ ⊩ K) as

∆ ⊩ D :: K

– We define (D1;D2) ∈ Tree(∆ ⊩ K) as D1 ∈ Tree(∆ ⊩ K) and D2 ∈ Tree(∆ ⊩
K)
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xα:A ⊩ · :: xα:A
emp1 · ⊩ · :: ·

emp2

∆0 ⊩ C :: ∆ ∆′0 ⊩ C1 :: xα:A

∆0,∆
′
0 ⊩ C C1 :: ∆,xα:A

comp

∆0 ⊩ C :: ∆ ∆′0,∆, xα:A ⊢ δ :: Ω′0, Ω, x:A Ω′0, Ω ⊢Σ P :: x:A

∆0,∆
′
0 ⊩ C proc(xα, δ̂(P )) :: xα:A

proc

∆0 ⊩ C :: ∆ ∆′0,∆ ⊢M :: xα:A

∆0,∆
′
0 ⊩ C msg(M) :: xα:A

msg
k ∈ L

yα+1:Ak ⊢ yα.k :: yα:⊕ {ℓ:Aℓ}ℓ∈L
m⊕R

k ∈ L
xα:&{ℓ : Aℓ}ℓ∈I ⊢ xα.k :: xα+1:Ak

m&L
zβ :A, yα+1:B ⊢ send zβ yα :: yα:A⊗B

m⊗R

zβ :A, xα:A⊸ B ⊢ send zβ xα :: xα+1:B
m⊸L · ⊢ close yα :: yα:1

m1R

Fig. 8: Configuration typing rules of SESSION.

– We define B ∈ Forest(∆ ⊩ ∆′) as

∆ ⊩ B :: ∆′

– We define the notation T ∈ B meaning T is a particular tree in a forest of
trees B: For B ∈ Forest(∆ ⊩ ∆′), we write T ∈ B iff B = B′T , and B′ ∈
Forest(∆1 ⊩ ∆′1) and T ′ ∈ Tree(∆2 ⊩ K) with ∆ = ∆1, ∆2 and ∆′ = ∆′1,K.

⋄

B.3 Asynchronous dynamics

Fig. 9 gives the asynchronous dynamics of SESSION as multiset rewriting rules
[12].

C Concrete security lattice and security theories

Process configurations and terms are typed relative to a concrete security lattice
and a security theory. A concrete lattice Ψ0 is defined globally for an application
and consists of concrete security levels ι. Our running example lattice

guest ⊑ alice ⊑ bank guest ⊑ bob ⊑ bank

is an example of a concrete security lattice. Polymorphic process definitions make
use of a security theory Ψ , ranging over security variables ψ and concrete security
levels ι from the given concrete security lattice Ψ0. At run-time, all security vari-
ables occurring in polymorphic processes will be replaced with concrete security
levels.
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Spawn proc(yα, (x← X[γ]← ∆1);Q) 7→ (Ω′1 ⊢ X = P :: x′ : B ∈ Σ)
proc(x0, γ̂([x0/x]P )) proc(yα, [x0/x]Q) (Ω′1 ⊩ γ : ∆1, x0 fresh)

D-Fwd proc(yα, FY [γ]) 7→ (x′ : C ⊢ FY = FwdC,y′←x′ :: y
′ : C ∈ Σ)

proc(yα, FwdC,yα←xβ ) (x′, y′ ⊩ γ : xβ , yα)

1snd proc(yα, close yα) 7→ msg(close yα)

1rcv msg(close yα) proc(xβ ,wait yα;Q) 7→ proc(xβ , Q)

⊕snd proc(yα, yα.k;P ) 7→ proc(yα+1, [yα+1/yα]P ) msg(yα.k)

⊕rcv msg(yα.k) proc(uη, case yα(ℓ⇒ Pℓ)ℓ∈L) 7→ proc(uη, [yα+1/yα]Pk)

&snd proc(yα, xβ .k;P ) 7→ msg(xβ .k) proc(yα, [xβ+1/xβ ]P )

&rcv proc(yα, case yα(ℓ⇒ Pℓ)ℓ∈L) msg(yα.k) 7→ proc(yα+1, [yα+1/yα]Pk)

⊗snd proc(yα, sendxβ yα;P ) 7→ proc(yα+1, [yα+1/yα]P ) msg(sendxβ yα)

⊗rcv msg(sendxβ yα) proc(uη, w ← recv yα;P ) 7→ proc(uη, [xβ/w][yα+1/yα]P )

⊸snd proc(yα, sendxβ uη;P ) 7→ msg(sendxβ uη) proc(yα, [uγ+1/uγ ]P )

⊸rcv proc(yα, w ← recv yα;P ) msg(sendxβ yα) 7→ proc(yα+1, [xβ/w][yα+1/yα]P )

Fig. 9: Asynchronous dynamics of SESSION.

Definition 12 (Concrete security lattice and security theory).
Let Ψ0 ≜ ⟨L, E0,⊔⟩ be a concrete join semi-lattice with a partial order E0

over concrete security levels ι, η ∈ L such that E0 ∈ E0 is of the form ι ⊑ ι′. We
define a security theory Ψ ≜ ⟨V, E⟩ that augments Ψ0 with security variables ψ
and relations E over them such that
– ψ ∈ V is a set of security variables
– c, d ∈ S is a set of security terms of the security theory Ψ , defined by the

grammar
c, d := c ⊔ d | ι | ψ

– E ∈ E is a set of relations over the elements c, d of the security theory where
E = c ⊑ d.

For convenience, we define the projection E(Ψ) to extract the relations E of Ψ .
We write

Ψ ⊩ E

if E is consequence of the lattice theory based on the relations. The judgment is
defined in Fig. 10.

Process definitions and process spawning rely on an order-preserving substi-
tution, defined as follows:

Definition 13 (Order-preserving substitution).
Let γ ∈ V → S be a total function that maps security variables to security

terms. Its lifting γ̂ to other syntactic objects, such as security terms c, pro-
cess terms P , typing contexts ∆, and security lattices Ψ , is defined by structural
induction over the syntactic object, replacing simultaneously all variable occur-
rences ψi in the object with γ(ψi). The function γ and its lifting γ̂ must be
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c ⊑ d ∈ E0
Ψ ⊩ c ⊑ d

c ⊑ d ∈ E(Ψ)
Ψ ⊩ c ⊑ d Ψ ⊩ c ⊑ c

Ψ ⊩ c1 ⊑ c2 Ψ ⊩ c2 ⊑ c3
Ψ ⊩ c1 ⊑ c3

Ψ ⊩ c ⊑ d′ Ψ ⊩ d ⊑ d′

Ψ ⊩ c ⊔ d ⊑ d′ Ψ ⊩ c ⊑ c ⊔ d Ψ ⊩ d ⊑ c ⊔ d

Fig. 10: Inductive definition of Ψ ⊩ E.

order-preserving, ensuring that if Ψ ′ ⊩ E, then γ̂(Ψ ′) ⊩ γ̂(E). To link a spawner
and a spawnee, we define an order-preserving substitution Ψ ⊩ γ : Ψ ′

Ψ ⊩ γ : Ψ ′ ≜ if Ψ ′ ⊩ E, then Ψ ⊩ γ̂(E)

Composition γ ◦ γ′ of two substitutions γ and γ′ is defined as usual. We observe
that if both γ and γ′ are order-preserving so is their composition.

The type system requires every spawner to provide an order-preserving sub-
stitution Ψ ⊩ γ : Ψ ′ for the security variables of the spawnee (rule Spawn). As
a result, the security theory Ψ ′ of the spawnee must be satisfied by the secu-
rity theory Ψ of the spawner, i.e., if Ψ ′ ⊩ E, then Ψ ⊩ γ̂(E). Moreover, if the
spawner provides a substitution δ for Ψ0, i.e., Ψ0 ⊩ δ : Ψ , so does the spawnee,
i.e., Ψ0 ⊩ γ ◦ δ : Ψ ′.

D IFC refinement type system

This section develops an Information Flow Control (IFC) refinement type system
for ILLST, yielding the language CONSESSION. Deviating from the main text, we
use here the metavariable Ξ instead of Γ to denote the security typing context.

D.1 Process term typing

Fig. 11 summarizes the typing rules for process terms in CONSESSION.
Rule Spawn relies on two substitutions, γvar that provides a substitution for

channel variables to match them up with the definitions in the signature, and γsec
which is an order-preserving substitution Ψ ⊩ γsec : Ψ ′, guaranteeing that the
security terms provided by the spawner comply with the order expected among
those terms by the spawnee. Rule Spawn moreover establishes the invariants
necessary to prevent information leakage for the newly spawned process, by the
premise Ψ ⊩ γ̂(ψ) ⊑ d, and allows the newly spawned process to start at least
at the spawner’s running secrecy d0, by the premise d0 ⊑ Ψ ⊩ γ̂(ψ).

Rule D-Fwd in Fig. 11 relies on a forwarder for each user-defined type def-
inition, amounting to an identity expansion automatically generated as defined
in Def. 14.
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⊕R
Ψ ;Ξ ⊢Σ P@d1 :: y:Ak[c] k ∈ L

Ψ ;Ξ ⊢Σ (yc.k;P )@d1 :: y:⊕ {ℓ:Aℓ}ℓ∈L[c]

⊕L
Ψ ⊩ d2 = c ⊔ d1 Ψ ;Ξ, x:Ak[c] ⊢Σ Qk@d2 :: y:C[c′] ∀k ∈ L
Ψ ;Ξ, x:⊕ {ℓ : Aℓ}ℓ∈L[c] ⊢Σ (casexc(ℓ⇒ Qℓ)ℓ∈L)@d1 :: y:C[c′]

&R
Ψ ;Ξ ⊢Σ Qk@c :: y:Ak[c] ∀k ∈ L

Ψ ;Ξ ⊢Σ (case yc(ℓ⇒ Qℓ)ℓ∈I)@d1 :: y:&{ℓ : Aℓ}ℓ∈L[c]

&L
Ψ ⊩ d1 ⊑ c Ψ ;Ξ, x:Ak[c] ⊢Σ P@d1 :: y:C[c′] k ∈ L

Ψ ;Ξ, x:&{ℓ : Aℓ}ℓ∈I [c] ⊢Σ (xc.k;P )@d1 :: y:C[c′]

⊗R
Ψ ;Ξ ⊢Σ P@d1 :: y:B[c]

Ψ ;Ξ, z:A[c] ⊢Σ (send z yc;P )@d1 :: y:A⊗B[c]

⊗L
Ψ ⊩ d2 = c ⊔ d1 Ψ ;Ξ, z:A[c], x:B[c] ⊢Σ P@d2 :: y:C[c′]

Ψ ;Ξ, x:A⊗B[c] ⊢Σ (z ← recv xc;P )@d1 :: y:C[c′]

⊸ R
Ψ ;Ξ, z:A[c] ⊢Σ P@c :: y:B[c]

Ψ ;Ξ ⊢Σ (z ← recv yc;P )@d1 :: y:A⊸ B[c]

⊸ L
Ψ ⊩ d1 ⊑ c Ψ ;Ξ, x:B[c] ⊢Σ P@d1 :: y:C[c′]

Ψ ;Ξ, z:A[c], x:A⊸ B[c] ⊢Σ (send z xc;P )@d1 :: y:C[c′]

Ψ ; · ⊢Σ (close yc)@d1 :: y : 1[c]
1R

Ψ ;Ξ ⊢Σ Q@d1 :: y : C[d]

Ψ ;Ξ, x : 1[c] ⊢Σ (waitxc;Q)@d1 :: y : C[d]
1L

Y = A ∈ Σ Ψ ;Ξ ⊢Σ P :: x:A[c]

Ψ ;Ξ ⊢Σ P :: x:Y [c]
TVarR

Y = A ∈ Σ Ψ ;Ξ, x:A[c] ⊢Σ P :: z:C[c′]

Ψ ;Ξ, x:Y [c] ⊢Σ P :: z:C[c′]
TVarL

Ψ ′;Ξ ′1 ⊢Σ X = P@ψ0 :: x′:A[ψ] ∈ Σ Ψ ⊩ γsec : Ψ
′ Ψ ⊩ ˆγsec(ψ) ⊑ d

Ψ ⊩ d0 ⊑ ˆγsec(ψ0) Ξ1, x:A[ ˆγsec(ψ0)] ⊩ (γsec, γvar) :: Ξ
′
1, x
′:A[ψ]

Ψ ;Ξ2, x:A[ ˆγsec(ψ)] ⊢Σ Q@d0 :: z:C[d]

Ψ ;Ξ1, Ξ2 ⊢Σ ((x[ ˆγsec(ψ)] ← X[(γsec, γvar)]← Ξ1)@ ˆγsec(ψ0);Q)@d0 :: z:C[d]
Spawn

ψ = ψ; z1 : C[ψ] ⊢Σ FY = Fwd
C,x

ψ
1←z

ψ
1
@ψ :: x1:C[ψ] ∈ Σ Y = A ∈ Σ

Ψ ⊩ γsec : ψ = ψ z:C[c], y:C[c] ⊩ (γsec, γvar) :: z1:C[ψ], x1:C[ψ]

Ψ ; z:C[c] ⊢Σ FY [(γsec, γvar)]@c :: y:C[c]
D-Fwd

⊩Σ;Ψ0 (·) sig
Σ1

⊩Σ;Ψ0 A contr ⊩Σ;Ψ0 Σ
′ sig

⊩Σ;Ψ0 Y = A,Σ′ sig
Σ2

∀i ∈ {1 . . . n}.Ψ ⊩ ψi ⊑ ψ
Ψ ⊩ ψ0 ⊑ ψ Ψ ; y1:B1[ψ1], . . . , yn:Bn[ψn] ⊢Σ P@ψ0 :: x:A[ψ] ⊩Σ;Ψ0 Σ

′ sig

⊩Σ;Ψ0 Ψ ; y1:B1[ψ1], . . . , yn:Bn[ψn] ⊢Σ X = P@ψ0 :: x:A[ψ], Σ′ sig
Σ3

Fig. 11: Process term typing rules and signature checking rules of CONSESSION.

Definition 14. For all Y = A ∈ Σ, we extend Σ by adding the following IFC-
typed forwarder definition to the signature Σ:

ψ = ψ;x : A[ψ] ⊢ FA = FwdA,yψ←xψ@ψ :: y : A[ψ] Y = A ∈ Σ
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Here FY is a specific process variable assigned to the forwarder process for type
variable Y , and FwdA,y←x is defined similar to Def. 10 as

Fwd⊕{ℓ:Aℓ}ℓ∈L,y←x := casex(ℓ⇒ y.ℓ; FwdAℓ,yc←xc)ℓ∈L

Fwd&{ℓ:Aℓ}ℓ∈L,yc←xc := case y(ℓ⇒ x.ℓ; FwdAℓ,yc←xc)ℓ∈L

FwdA⊗B,yc←xc := w ← recv x; sendw y; FwdB,yc←xc

FwdA⊸B,yc←xc := w ← recv y; sendw x; FwdB,yc←xc

Fwd1,yc←xc := waitx; close y

FwdY ;yc←xc := FY [(x
′ 7→ x, y′ 7→ y), (ψ 7→ c)] Y = A ∈ Σ

Forwarders are well-typed by construction, as shown next:

Lemma 12. Given the extended signature Σ, for all type A, there are deriva-
tions for

(i) Ψ ;x : A[ψ] ⊢Σ FwdA,yψ←xψ@ψ :: y : A[ψ], and
(ii) Ψ ;x : A[ψ] ⊢Σ FwdA,yψ←xψ@ψ

′ :: y : A[ψ], when Ψ ⊩ ψ′ ⊑ ψ and A ̸= Y for a
type variable Y .

Proof.(i) The proof is by induction on the structure of type A. In a base case,
where A is a type variable Y , i.e., A = Y for Y = C ∈ Σ, the proof is straight-
forward by the D-Fwd rule since ψ = ψ;x : C[ψ] ⊢ FY := FwdC,yψ←xψ@ψ ::
y : A[ψ] ∈ Σ, and the substitutions γsec and γvar enforce the premises of the
rule. The proof of other cases is straightforward.

(ii) The proof is by case analysis on the structure of type A. In all cases, by the
way we defined the process terms, after the very first application of a rule (the
first communication which is always a receive), the running secrecy increases
to ψ, and we can apply the previous item. Note that by the tree invariant
every judgment in our typing derivation satisfies the condition Ψ ⊩ ψ′ ⊑ ψ.

D.2 Configuration typing

Fig. 12 summarizes the typing rules for process configurations and messages in
CONSESSION. Since Ψ0 and Σ are fixed, we may drop Ψ0 and Σ in a configuration
typing judgment and a process typing judgment, respectively, for brevity.

D.3 Security erasure

We define erasure of typing contexts, signatures, and configurations to state
noninterference as a logical equivalence between SESSION configurations. To this
end, Thm. 3 proves that well-typed CONSESSION configurations are well-typed
SESSION configurations.

Definition 15. Define security-erasure |Σ| of the signature Σ as

|·| = ·
|Y = A,Σ′| = Y = A, |Σ′|
|Ψ ;Ξ ⊢ X = P@ψ0 :: x:A[ψ], Σ′| = |Ξ| ⊢ X = P :: x:A , |Σ′|
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Ψ0;x:A[d] ⊩ · :: (x:A[d])
emp1

Ψ0; · ⊩ · :: (·)
emp2

Ψ0;Γ0 ⊩ C :: Γ Ψ0;Γ
′
0 ⊩ C1 :: x:A[d]

Ψ0;Γ0, Γ
′
0 ⊩ C, C1 :: Γ, x:A[d]

comp

Ψ0 ⊩ d1 ⊑ d ∀y:B[d′] ∈ Γ ′0, Γ (Ψ0 ⊩ d′ ⊑ d)
Ψ0;Γ0 ⊩ C :: Γ

Γ ′0, Γ, xα:A[d] ⊢ δ :: Ξ ′0, Ξ, x:A[d] Ψ0;Ξ
′
0, Ξ ⊢Σ P@d1 :: (x:A[d])

Ψ0;Γ0, Γ
′
0 ⊩ C,proc(x[d], P@d1) :: (x:A[d])

proc

∀y:B[d′] ∈ Γ ′0, Γ (Ψ0 ⊩ d′ ⊑ d) Ψ0;Γ0 ⊩ C :: Γ Ψ0;Γ
′
0, Γ ⊢M :: (x:A[d])

Ψ0;Γ0, Γ
′
0 ⊩ C,msg(M) :: (x:A[d])

msg

k ∈ L
Ψ0; yα+1:Ak[c] ⊢ yα.k :: yα:⊕ {ℓ:Aℓ}ℓ∈L[c]

m⊕R
k ∈ L

Ψ0;xα:&{ℓ : Aℓ}ℓ∈I [c] ⊢ (xα.k;P ) :: xα+1:Ak[c]
m&L

Ψ0; zβ :A[c], yα+1:B[c] ⊢ send zβ yα :: yα:A⊗B[c]
m⊗R

Ψ0; zβ :A[c], xα:A⊸ B[c] ⊢ send zβ xα :: xα+1:B[c]
m⊸L

Ψ0; · ⊢ close yα :: yα:1[c]
m1R

Fig. 12: Configuration typing rules of CONSESSION.

Definition 16. Define security-erasures |Ξ|, |x:A[c]|, |Γ |, and |Ks| of the secu-
rity linear variable context Ξ, security channel variable, security linear channel
context Γ , and security channel singleton Ks, respectively, as

|Ξ, x:A[c]| def
= |Ξ|, x:A

|x:A[c]| def
= x:A

|Γ, xα:A[c]| def
= |Γ |, xα:A

|·| def
= ·

|xα:A[c]| def
= xα:A

|_:1[⊤]| def
= _:1

Definition 17. Define a security-erasure |C| of the configuration C as

|·| = ·
|C,proc(x[d], P@d1)| = |C|,proc(x, P )
|C,msg(M)| = |C|,msg(M)

Theorem 3. Every IFC well-typed configuration Ψ0;Γ ⊩ C :: Ks is session-
typed |C| ∈ Tree(|Γ | ⊩ |Ks|).
Proof. By induction on the derivation of Ψ0;Γ ⊩ C :: Ks.

E Progress and preservation

This section proves type safety, first for SESSION and then for CONSESSION.
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E.1 Session-typed processes

This section proves type safety of session-typed processes in SESSION. We first
start with defining the notion of a poised configuration and proofs of necessary
lemmas.

Poised configuration and configuration permutation Progress relies on
the notion of a poised configuration. A configuration is poised if it is empty or
cannot take any internal steps but wants to engage in a message exchange along
any of its free channels.

Definition 18 (Poised Configuration). A configuration ∆1, ∆2 ⊩ C1, C2 ::
Λ,w:A′ is poised iff either C1, C2 is empty or ∆1 ⊩ C1 :: Λ is poised and ∆2 ⊩
C2 :: w:A′ is poised. The configuration ∆2 ⊩ C2 :: w:A′ is poised iff it cannot take
any steps and at least one of the following conditions hold:
1. C2 is an empty configuration.
2. C2 = C′2 msg(M) C′′2 such that msg(M) is a negative message along yα ∈ ∆2,

i.e. yα:&{ℓ:Aℓ}ℓ∈L ⊩ msg(M) :: yα+1:Ak or yα:A ⊸ B, zβ :A ⊩ msg(M) ::
yα+1:B, and both sub-configurations C′2 and C′′2 are poised.

3. C2 = C′2 proc(x, P ) C′′2 such that proc(x, P ) attempts to receive along a chan-
nel yα∈∆2, and both sub-configurations C′2 and C′′2 are poised.

4. C2 = C′2 msg(P ) such that msg(M) is a positive message sent along wβ :A′,
i.e. wβ+1:Ak ⊩ msg(M) :: wβ : ⊕ {ℓ:Aℓ}ℓ∈L or wβ+1:B, zγ :A ⊩ msg(M) ::
wβ :A⊗B,or · ⊩ msg(M) :: w:1, and sub-configuration C′2 is poised.

5. C2 = C′2 proc(w,P ) such that proc(w,P ) attempts to receive along w:A′, and
sub-configuration C′2 is poised.

⋄

The dynamics (see Fig. 9) is expressed in terms of multiset rewriting rules,
which update a configuration locally, without regard for the remaining configura-
tion. As a result, the updated configuration may not necessarily be well-typed,
according to the rules in the configuration typing. For example, stepping the
configuration

C1T proc(yα, (sendxβ yα;P )) C2 7→
using rule ⊗snd (see Fig. 9), yields the configuration

C1T proc(yα+1, ([yα+1/yα]P )) msg(sendxβ yα) C2

For well-typedness, the subtree T rooted at the message msg(sendxβ yα) would
have to be moved left to the message. Our proofs account for this possibility
and only require that the dynamics yield a valid permutation of a well-typed
configuration, assuming that the pre-state is a valid permutation of well-typed
configuration as well. We define the notion of a valid permutation next. A valid
permutation may rearrange the order of processes and messages in a configura-
tion as long as parent-child relationships are preserved.
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Definition 19 (Valid configuration permutation).
For a well-typed configuration Ψ0;∆ ⊩ C :: ∆′, a valid permutation P(C) can

be derived by simultaneously changing the position of a process or message in C,
yielding the permutation C′, i.e., P(C) = C′, as long as the following conditions
are met:
1. For a process proc(zα, P ) in C′ such that C′ = C1proc(zα, P )C2 and for all

yβ /∈ dom(∆) that P is using, there must exist either a process proc(yβ ,_)
or a message msg(_⟨yβ⟩) in C1.

2. For a positive message msg(M⟨zα⟩) in C′ such that C′ = C1msg(M⟨zα⟩)C2,
if zα /∈ dom(∆), there must exist either a process proc(zα,_) or a message
msg(_⟨zα⟩) in C1. Moreover, for all y /∈ dom(∆) that P is using, there must
exist either a process proc(y,_) or a message msg(y._) in C1.

3. For a negative message msg(P ⟨vβ⟩) in C′ such that C′ = C1msg(P ⟨vβ⟩)C2,
if vβ /∈ dom(∆), there must exist either a process proc(vβ ,_) or a message
msg(_⟨w⟩) in C1. Moreover, for all yα /∈ dom(∆) that P is using, there must
exist either a process proc(yα,_) or a message msg(yα._) in C1.

⋄

Lemmas

Lemma 13 (Term variable substitution). The following substitutions are
type-preserving and thus admissible:
1. If ∆ ⊢Σ P :: x : A then, for any fresh y : A, we have ∆ ⊢Σ [y/x]P :: y : A.
2. If ∆, y : B ⊢Σ P :: x : A then, for any fresh z : B, we have ∆, z : B ⊢Σ

[z/y]P :: x : A.

Proof. The proof is by induction on the process term typing rules.

The next lemma allows us to break up an open forest into two sub-forests,
as illustrated in Fig. 13.

<latexit sha1_base64="dI9E2oexXVBwhm5r9QEVj+eX2f0="></latexit>C <latexit sha1_base64="O+KVwnBTFypbpa456nh03r2glxQ="></latexit>

C0

<latexit sha1_base64="C/9MEkUcJaK271HG2suRCjFoDXk="></latexit>

⇤1

<latexit sha1_base64="MfG0dBXy/Ku84cy3H3/h5k/HLYE="></latexit>

⇤2

<latexit sha1_base64="v2vqQDQRtJuVxnKpdbFX57pkLsY="></latexit>

⇤01
<latexit sha1_base64="6knGVc7QVNm84TTovz5b+1m9HBk="></latexit>

⇤02

<latexit sha1_base64="yW7EAbVKZzEVrrd0YvWyPPZdrD0="></latexit>

�1

Fig. 13: Schematic illustration of Lem. 14, allowing us to break up an open forest
into two open sub-forests.
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Lemma 14 (Making two forests out of one). If ∆ ⊩ C C′ :: ∆′, then for
some ∆1 we have Λ1 ⊩ C :: Λ′1, ∆1 and Λ2, ∆1 ⊩ C′ :: Λ′2, where ∆ = Λ1, Λ2 and
∆′ = Λ′1, Λ

′
2.

Proof. The proof is by a straightforward induction on the configuration typing
rules.

Progress

Theorem 4 (Progress).
For any configuration C, if C is a valid permutation of a configuration C′′

such that ∆ ⊩ C′′ :: ∆′, then either C 7→ C′ or C is poised.

Proof. The proof is standard and can be found in the literature of intuitionistic
linear session types.

Preservation

Theorem 5 (Preservation). For any configuration C that is a valid permuta-
tion of a configuration C′′ such that ∆ ⊩ C′′ :: ∆′, if C 7→ C′, then C′ is a valid
permutation of a configuration C′′′ such that ∆ ⊩ C′′′ :: ∆′.
Proof. The proof is standard and can be found in the literature for intuitionistic
linear session types.

E.2 IFC-typed processes

This section proves type safety of CONSESSION.

Lemma 15 (Term variable substitution). The following substitutions are
type-preserving and thus admissible:
1. If Ψ ;Ξ ⊢Σ P@c :: x : A[c′] with the tree invariant satisfied, then, for any

fresh y : A, we have Ψ ;Ξ ⊢Σ [y/x]P@c :: y : A[c′] with the tree invariant still
satisfied.

2. If Ψ ;Ξ, y : B[c′′] ⊢Σ P@c :: x : A[c′] with the tree invariant satisfied, then,
for any fresh z : B, we have Ψ ;Ξ, z : B[c′′] ⊢Σ [z/y]P@c :: x : A[c′] with the
tree invariant still satisfied.

Lemma 16 (Making two forests out of one). If Ψ0;Γ ⊩ CC′ :: Γ ′, then
for some Γ1 we have Ψ0;Γ

′′
1 ⊩ C :: Γ ′′′1 , Γ1 and Ψ0;Γ

′′
2 , Γ1 ⊩ C′ :: Γ ′′′2 , where

Γ = Γ ′′1 , Γ
′′
2 and Γ ′ = Γ ′′′1 , Γ

′′′
2 .

Proof. The proof is a straightforward induction on the configuration typing rules.

Lemma 17 (Security variable substitution). If Ψ ;Ξ ⊢Σ P@c :: x : B[d]
with the tree invariant satisfied, then for every substitution Ψ ′ ⊩ γ : Ψ , we have

γ̂(Ψ); γ̂(Ξ) ⊢Σ γ̂(P )@γ̂(c) :: x:B[γ̂(d)],

with the tree invariant satisfied as well.
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Proof. The proof is by induction on process term typing derivations Ψ ;Ξ ⊢Σ
P@c :: x : B[d]. We consider cases for the last step in the derivation.
Case 1.

Ψ ;Ξ ⊢Σ Qk@c :: y : Ak[c] ∀k ∈ L
Ψ ;Ξ ⊢Σ (case yc(ℓ⇒ Qℓ)ℓ∈L)@d1 :: y : &{ℓ : Aℓ}ℓ∈L[c] &R

By the induction hypothesis, for all k ∈ L, we have

γ̂(Ψ); γ̂(Ξ) ⊢Σ γ̂(Qk)@γ̂(c) :: y:Ak[γ̂(c)],

which preserves the invariant.
By the &R rule, we get

γ̂(Ψ); γ̂(Ξ) ⊢Σ case yγ̂(c)(ℓ⇒ γ̂(Qℓ))ℓ∈L)@γ̂(d1) :: y : &{ℓ : Aℓ}ℓ∈L[γ̂(c)].

By the first part of the tree invariant for the original sequent, we get Ψ ⊩
d1 ⊑ c, and thus γ̂(Ψ) ⊩ γ̂(d1) ⊑ γ̂(c). The second part of the tree invariant is
guaranteed by the induction hypothesis on the premise.
By a simple rewrite according to how the lifting of γ is defined we get

γ̂(Ψ); γ̂(Ξ) ⊢Σ γ̂(case yc(ℓ⇒ Qℓ)ℓ∈L)@γ̂(d1) :: y:&{ℓ : Aℓ}ℓ∈L[γ̂(c)].

Case 2.

Ψ ⊩ d1 ⊑ c
Ψ ;Ξ, x : Ak[c] ⊢Σ P@d1 :: y : T [d] k ∈ L

Ψ ;Ξ, x : &{ℓ : Aℓ}ℓ∈L[c] ⊢Σ (xc.k;P )@d1 :: y : T [d]
&L

By the induction hypothesis on the first premise and definition of the lifting
of γ we have

γ̂(Ψ); γ̂(Ξ), x:Ak[γ̂(c)] ⊢Σ γ̂(P )@γ̂(d1) :: y:T [γ̂(d)],

which preserves the tree invariant. By applying substitution on the second
premise (Ψ ⊩ d1 ⊑ c) we get γ̂(Ψ) ⊩ γ̂(d1) ⊑ γ̂(c).
By the &L rule, we get

γ̂(Ψ); γ̂(Ξ), x:&{Aℓ}ℓ∈L[γ̂(c)] ⊢Σ xγ̂(c).k; γ̂(P )@γ̂(d1) :: y : T [γ̂(d)],

which satisfies the tree invariant since the premise satisfies it. Again by a simple
rewrite according to how the lifting of γ is defined we get

γ̂(Ψ); γ̂(Ξ, x:&{Aℓ}ℓ∈L[c]) ⊢Σ γ̂(xc.k;P )@γ̂(d1) :: y : T [γ̂(d)].

Case 3.

Ψ ;Ξ ⊢Σ P@c :: y : B[d]

Ψ ;Ξ, z : A[d] ⊢Σ (send zd y;P )@c :: y : (A[d]⊗B) [d]
⊗R
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By the induction hypothesis on the premise we have

γ̂(Ψ); γ̂(Ξ) ⊢Σ γ̂(P )@γ̂(c) :: y:B[γ̂(d)],

which preserves the tree invariant and thus γ̂(Ψ) ⊩ γ̂(d) ⊑ γ̂(d).
By the ⊗R rule, we get

γ̂(Ψ); γ̂(Ξ), z:A[γ̂(d)] ⊢Σ send zγ̂(d) y; γ̂(P )@γ̂(c) :: y : (A⊗B)[γ̂(d)],

the resulting sequent satisfies the tree invariant. Again by a simple rewrite
according to how the lifting of γ is defined we get

γ̂(Ψ); γ̂(Ξ, z:A[d]) ⊢Σ γ̂(send zd y;P )@γ̂(c) :: y : (A⊗B)[γ̂(d)].

Case 4.

Ψ ⊩ c′ = c ⊔ d
Ψ ;Ξ, z : A[d], x : B[d] ⊢Σ P@c′ :: y : T [d1]

Ψ ;Ξ, x : (A⊗B) [d] ⊢Σ (zd ← recv x;P )@c :: y : T [d1]
⊗L

By the induction hypothesis on the second premise and definition of the lifting
of γ we have

γ̂(Ψ); γ̂(Ξ), z:A[γ̂(d)], x:B[γ̂(d)] ⊢Σ γ̂(P )@γ̂(c′) :: y:T [γ̂(d1)],

which preserves the tree invariant. Moreover, by applying the substitution on
the first premise, we get γ̂(Ψ) ⊩ γ̂(c′) = γ̂(c) ⊔ γ̂(d).
By the ⊗L rule, we get

γ̂(Ψ); γ̂(Ξ), x:(A⊗B)[γ̂(d)] ⊢Σ zγ̂(d) ← recv x; γ̂(P )@γ̂(c) :: y:T [γ̂(d1)],

It is straightforward to observe that the resulting sequent satisfies the tree
invariant and can be rewritten as before according to the definition of the
lifting of γ.

Case 5. Here is the interesting case!

Ψ ′;Ξ ′1 ⊢Σ X = P@ψ0 :: x′:A[ψ] ∈ Σ
Ψ ⊩ δsec : Ψ

′ Ψ ⊩ ˆδsec(ψ) ⊑ d
Ψ ⊩ d0 ⊑ ˆδsec(ψ0) Ξ1, x:A[ ˆδsec(ψ0)] ⊩ (δsec, δvar) :: Ξ

′
1, x
′:A[ψ]

Ψ ;Ξ2, x:A[ ˆδsec(ψ)] ⊢Σ Q@d0 :: z:C[d]

Ψ ;Ξ1, Ξ2 ⊢Σ ((x[
ˆδsec(ψ)] ← X[(γsec, γvar)]← Ξ1)@ ˆδsec(ψ0);Q)@d0 :: z:C[d]

Spawn

By the induction hypothesis we have

⋆ γ̂(Ψ); γ̂(Ξ2), x:A[γ̂( ˆδsec(ψ))] ⊢Σ γ̂(Q)@γ̂(d0) :: y:γ̂(T )[γ̂(d)],

which preserves the tree invariants. By applying γ on the 3rd and 4th premises,
we get

γ̂(Ψ) ⊩ γ̂( ˆδsec(ψ)) ⊑ γ̂(d), γ̂(d0) ⊑ γ̂( ˆδsec(ψ0)).
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By applying the substitution γ on the 2nd premise, we get γ̂(Ψ) ⊩ γ̂( ˆδsec) :: Ψ
′.

And from the 5th premise, we get

γ̂(Xi1), x:A[γ̂( ˆδsec(ψ0))] ⊩ (γ̂(δsec), δvar) :: Ξ
′
1, x
′:A[ψ]

By the Spawn rule for the substitution γ′ = (δvar, γ ◦ δsec), we get

γ̂(Ψ); γ̂(Ξ1), γ̂(Ξ2) ⊢Σ ((x[γ̂(
ˆδsec(ψ))] ← X[γ′]← γ̂(Ξ1)@γ̂( ˆδsec(ψ0))); γ̂(Q))@γ̂(d0) :: y : γ̂(T )[γ̂(d)].

To show that this sequent satisfies the tree invariant, we use (a) the fact that
the sequent ⋆ satisfies the tree invariant and (b) the condition on process
definitions in the signature. The condition we imposed on process definitions
ensures that Ψ ′ ⊩ ψ0 ⊑ ψ and ∀y:A[ψi] ∈ Ξ ′1.Ψ ′ ⊩ ψi ⊑ ψ.
By γ̂(Ψ) ⊩ γ̂( ˆδsec) :: Ψ

′, we can rewrite the above judgment as

∀y:A[ψi] ∈ Ξ ′1. γ̂(Ψ) ⊩ γ̂( ˆδsec(ψi)) ⊑ γ̂( ˆδsec(ψ)).

By the tree invariant of ⋆ (i.e., γ̂(Ψ) ⊩ γ̂( ˆδsec(ψ)) ⊑ γ̂(d)),

∀y:A[ψi] ∈ Ξ ′1. γ̂(Ψ) ⊩ γ̂( ˆδsec(ψi)) ⊑ γ̂( ˆδsec(ψ)) ⊑ γ̂(d).

By (δvar, γ̂( ˆδsec)(Ξ
′
1)) = γ̂(Ξ1),

∀y:γ̂(A)[γ̂(ψi)] ∈ γ̂(Ξ1). γ̂(Ψ) ⊩ γ̂((ψi)) ⊑ γ̂( ˆδsec(ψ)) ⊑ γ̂(d).
Case 6. The case for D-Fwd is similar to the previous case.

Progress Progress for IFC-typed processes in CONSESSION follows from the
progress of SESSION, as IFC typing can be viewed as a refinement typing using
the same dynamics as the session typed processes.

Preservation

Theorem 6 (Preservation). For any configuration C that is a valid permu-
tation of a configuration C′′ such that Ψ0;Γ ⊩ C′′ :: Γ ′, if |C| 7→ C′, then there
exists a security annotated program C′ such that |C′| = C′ and is a valid permu-
tation of a configuration C′′′ such that Ψ0;Γ ⊩ C′′′ :: Γ ′. Moreover, the stepping
preserves the tree invariant.

Proof. The proof is by considering different cases of |C| 7→ C′. For each step
we provide a security annotated configuration C′ and then by inversion on the
typing derivations show that it is IFC-typed. For the purpose of presentation,
we put security annotations of the post-steps for all possible steps in Fig. 14.
We provide the detailed proof by inversion for a couple of cases. The rest of the
cases are similar.
Case 1. (⊗)
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Fwd proc(yα[c], (yα ← xβ)@d1) 7→ [xβ/yα] (yα ̸∈ ∆′)
Spawn proc(yα[c], (x

d ← X[γ]← Γ1)@d2;Q@d1) 7→ (Ψ ′;Γ ′1 ⊢ X = P@ψ′ :: x′ : B[ψ] ∈ Σ)
proc(x0[d], γ̂(P )) proc(yα[c], [x0/x]Q@d1) (Γ

′
1, x
′[ψ], ψ′ ⊩ γ : Γ1, x0[d], d2 x0 fresh)

D-Fwd proc(yα[c], FY [γ]) 7→ (ψ = ψ;x′[ψ] : C ⊢ Fy = FwdC,y′ψ←x′ψ@ψ :: y′ : C[ψ] ∈ Σ)
proc(yα[c], FwdC,ycα←xcβ@c) (x′[ψ], y′[ψ] ⊩ γ : xβ [c], yα[c])

1snd proc(yα[c], (close yα)@d1) 7→ msg(close yα)

1rcv msg(close yα) proc(xβ [c
′], (wait yα;Q)@d1) 7→ proc(xβ [c

′], Q@(d1 ⊔ c))
⊕snd proc(yα[c], yα.k;P@d1) 7→ proc(yα+1[c], ([yα+1/yα]P )@d1) msg(yα.k)
⊕rcv msg(yα[c].k) proc(uγ [c

′], case yα((ℓ⇒ Pℓ)ℓ∈L)@d1) 7→ proc(uγ [c
′], ([yα+1/yα]Pk)@(d1 ⊔ c))

&snd proc(yα[c], (xβ .k;P )@d1) 7→ msg(xβ .k) proc(yα[c], ([xβ+1/xβ ]P )@d1)

&rcv proc(yα[c], (case yα(ℓ⇒ Pℓ)ℓ∈L)@d1) msg(yα.k) 7→ proc(vδ[c], ([yα+1/yα]Pk)@c)

⊗snd proc(yα[c], (sendxβ yα;P )@d1) 7→ proc(yα+1[c], ([yα+1/yα]P )@d1) msg(sendxβ yα)

⊗rcv msg(sendxβ yα) proc(uγ [c
′], (w ← recv yα;P )@d1) 7→ proc(uγ [c

′], ([xβ/w][yα+1/yα]P )@(d1 ⊔ c))
⊸snd proc(yα[c], (sendxβ uγ ;P )@d1) 7→ msg(sendxβ uγ) proc(yα[c], ([uγ+1/uγ ]P )@d1)

⊸rcv proc(yα[c], (w ← recv yα;P )@d1) msg(sendxβ yα) 7→ proc(vδ[c], ([xβ/w][yα+1/yα]P )@c)

Fig. 14: Annotated asynchronous dynamics–proof of preservation.

Subcase 1. (send)

C1proc(yα[c], (sendx
c
β yα;P )@d1)C2 7→ C1proc(yα+1[c], ([yα+1/yα]P )@d1)msg(sendxcβ yα)C2

By assumption of the theorem: Ψ0;Γ ⊩ C1proc(yα[c], (sendx
c
β yα;P )@d1)C2 ::

Γ ′.
By Lem. 16: Ψ0;Γ

1
1 ⊩ C1 :: Γ1, Γ2, Γ

1′
1 and Ψ0;Γ

1′′

2 , Γ ′1, xβ :A[c] ⊩ proc(yα[c], (sendx
c
β yα;P )@d1) ::

yα:(A⊗B)[c] and Ψ0;Γ
1
3 , Γ2 ⊩ C2 :: Γ 1′

2 .
Where Γ = Γ 1

1 , Γ
1
2 , Γ

1
3 and Γ ′ = Γ 1′

1 , Γ
1′

2 . If xβ :A[c] ∈ Γ we have Γ ′1 = Γ1

and Γ 1′′

2 , xβ :A[c] = Γ 1
2 , and otherwise Γ ′1, xβ :A[c] = Γ1 and Γ 1′′

2 = Γ 1
2 .

By inversion on proc rule Ψ0;Γ
1′′

2 , Γ ′1, xβ :A[c] ⊢ (sendxcβ y
c
α;P )@d1 ::

yα:(A⊗B)[c]. Moreover, (⋆) ∀uγ :T [d2] ∈ Γ 1′′

2 , Γ ′1, xβ :A[c]. Ψ0 ⊩ d2 ⊑ c.
By inversion on ⊗R rule Ψ0;Γ

1′′

2 , Γ ′1 ⊢ P@d1 :: yα:B[c].
By substitution of yα+1 for yα:

Ψ0;Γ
1′′

2 , Γ ′1 ⊢ [yα+1/yα]P@d1 :: yα+1:B[c].

By proc rule and (⋆): † Ψ0;Γ
1′′

2 , Γ ′1 ⊩ proc(yα+1[c], [y
α+1/yα]P@d1) ::

yα+1:B[c].
By ⊗R and fwd rule: Ψ0;xβ :A[c], yα+1:B[c] ⊢ (sendxcβ y

c
α; y

c
α ← ycα+1)@c ::

yα:(A⊗B)[c].
By msg, ⋆, and †:

Ψ0;Γ
1′′

2 , Γ ′1, xβ :A[c] ⊢ proc(yα+1[c], [y
α+1/yα]P@d1)msg(sendxcβ y

c
α; y

c
α ← ycα+1) :: yα:(A⊗B)[c].
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By configuration typing rules: Ψ0;Γ ⊩ C1proc(yα+1[c], [y
α+1/yα]P@d1)msg(sendxcβ y

c
α; y

c
α ←

ycα+1)C2 :: Γ ′

Remark: To keep the proofs concise we may use Ψ instead of the term
secrecy lattice Ψ0, whenever we are clearly working with configurations defined
in the run-time. Moreover, from now on, we write Ψ0;∆ ⊩ C :: ∆′ also when C is
a valid permutation of a configuration C′ such that Ψ0;∆ ⊩ C′ :: ∆′.

F Session logical relation

This section introduces the session logical relation and supporting definitions.

F.1 Open configuration transition

Definition 20. The configuration ∆ ⊩ C :: ∆′ is ready to send along Λ ⊆ ∆,∆′
iff for all yα:C ∈ Λ, there is a message msg(M) in C sending along yα, i.e. M
is of the form yα.k, sendxβ yα, or close yα.
Similarly, the configuration ∆ ⊩ C :: ∆′ is ready to receive along Λ ⊆ ∆,∆′ iff
for all yα:C ∈ Λ, there is a process proc(zδ, P ) in C waiting to receive along yα,
i.e. P is of the form case yα(ℓ⇒ Qℓ)ℓ∈I , w ← recvyα;Q, or wait yα;Q.

Definition 21. The set Out(∆ ⊩ K), is defined as all channels with the sending
semantics in ∆,K, i.e., yα ∈ Out(∆ ⊩ K) iff for some positive type T , we have
yα:T ∈ ∆ or for some negative type T , we have yα:T ∈ K.
Similarly, the set In(∆ ⊩ K), is defined as all channels with the receiving se-
mantics in ∆,K, i.e., yα ∈ Out(∆ ⊩ K) iff for some negative type T , we have
yα:T ∈ ∆ or for some positive type T , we have yα:T ∈ K.

Definition 22. dom(∆) is a set defined inductively as:

dom(∆, yα : A) = dom(∆) ∪ {y}
dom(·) = ∅

Definition 23 (Open configuration transitions). We provide some nota-
tions used in the logical relation and proofs.
– The notation 7→∗ refers to taking none or many steps with 7→. The notation
7→j refers to taking j steps with 7→.

– We write D 7→∗Υ D′ stating that D 7→∗ D′ and D′ is ready to send along Υ .
– We write D 7→∗Υ ;Θ D′ stating that D 7→∗ D′ and D′ is ready to send along Υ

and ready to receive along Θ.

F.2 Session Logical Relation

Fig. 15 defines the logical relation for intuitionistic linear logic session types with
general recursive types.
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(1) (D1;D2) ∈ VJ· ⊩ yα:1Km+1
·;yα iff D1 = msg(close yα) andD2 = msg(close yα)

(2) (D1;D2) ∈ iff ∃k1, k2 ∈ I.k1 = k2 and
VJ∆ ⊩ yα:⊕ {ℓ:Aℓ}ℓ∈IKm+1

·;yα D1 = D′1msg(yα.k1) andD2 = D′2msg(yα.k2) and
(D′1;D′2) ∈ EJ∆ ⊩ yα+1:Ak1Km

(3) (D1;D2) ∈ iff ∀k1, k2 ∈ I. if k1 = k2 then
VJ∆ ⊩ yα:&{ℓ:Aℓ}ℓ∈IKm+1

yα;· (D1msg(yα.k1);D2msg(yα.k2)) ∈ EJ∆ ⊩ yα+1:Ak1Km

(4) (D1;D2) ∈ iff ∃xβ s.t.
VJ∆′,∆′′ ⊩ yα:A⊗BKm+1

·;yα D1 = D′1T1msg(sendxβ yα) and
D2 = D′2T2msg(sendxβ yα) and
(T1; T2) ∈ EJ∆′′ ⊩ xβ :AKm and
(D′1;D′2) ∈ EJ∆′ ⊩ yα+1:BKm

(5) (D1;D2) ∈ iff ∀xβ ̸∈dom(∆, yα:A⊸ B).
VJ∆ ⊩ yα:A⊸ BKm+1

yα;· (D1msg(sendxβ yα);D2msg(sendxβ yα)) ∈
EJ∆,xβ :A ⊩ yα+1:BKm

(6) (D1;D2) ∈ VJ∆, yα:1 ⊩ KKm+1
yα;· iff (msg(close yα)D1;msg(close yα)D2) ∈ EJ∆ ⊩ KKm

(7) (D1;D2) ∈ iff ∀k1, k2 ∈ I.if k1 = k2 then
VJ∆, yα : ⊕{ℓ:Aℓ}ℓ∈I ⊩ KKm+1

yα;· (msg(yα.k1)D1;msg(yα.k2)D2) ∈ EJ∆, yα+1:Ak1 ⊩ KKm

(8) (D1;D2) ∈ iff ∃k1, k2 ∈ I.k1 = k2 and
VJ∆, yα:&{ℓ:Aℓ}ℓ∈I ⊩ KKm+1

·;yα D1 = msg(yα.k1)D′1 and D2 = msg(yα.k2)D′2 and
(D′1;D′2) ∈ EJ∆, yα+1:Ak1 ⊩ KKm

(9) (D1;D2) ∈ iff ∀xβ ̸∈dom(∆, yα:A⊗B,K).
VJ∆, yα:A⊗B ⊩ KKm+1

yα;· (msg(sendxβ yα)D1;msg(sendxβ yα)D2) ∈
EJ∆,xβ :A, yα+1:B ⊩ KKm

(10) (D1;D2) ∈ iff ∃xβ s.t.
VJ∆′,∆′′, yα:A⊸ B ⊩ KKm+1

·;yα D1 = T1msg(sendxβ yα)D′′1 and
D2 = T2msg(sendxβ yα)D′′2 and
(T1; T2) ∈ EJ∆′ ⊩ xβ :AKm and
(D′′1 ;D′′2 ) ∈ EJ∆′′, yα+1:B ⊩ KKm

(11) (D1;D2) ∈ EJ∆ ⊩ KKm+1 iff (D1;D2) ∈ Tree(∆ ⊩ K) and∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1
then∃Υ2,D′2 such that D2 7→∗Υ2 D′2, andΥ1 ⊆ Υ2 and

∀ yα ∈ Out(∆ ⊩ K). if yα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;yα and

∀ yα ∈ In(∆ ⊩ K).if yα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1
yα;·

(12) (D1;D2) ∈ EJ∆ ⊩ KK0 iff (D1;D2) ∈ Tree(∆ ⊩ K)

Fig. 15: Session logical relation

G Noninterference

This section introduces the fundamental theorem for progress-sensitive nonin-
terference for CONSESSION. We first start with defining supporting notions and
proofs of necessary lemmas.
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G.1 Up-to equivalence, projections, and splitting up closed
configuration

The fundamental theorem Thm. 7 is stated in terms of the logical equivalence
(∆1 ⊩ D1 :: xα:A1[c1]) ≡Ψ0

ξ (∆2 ⊩ D2 :: yβ :A2[c2]), expressing that two open
configurations D1 and D2 are being related by the term interpretation when
plugged into arbitrary closing contexts and observed for any number of mes-
sage exchanges m. Next we define this equivalence as well as typing context
projections, on which the former relies.

Definition 24 (Typing context projections). Downward projection on se-
curity linear contexts and Ks is defined as follows:

Γ, xα:T [c] ⇓ ξ def
= Γ ⇓ ξ, xα:T [c] if c ⊑ ξ

Γ, xα:T [c] ⇓ ξ def
= Γ ⇓ ξ if c ̸⊑ ξ

· ⇓ ξ def
= ·

xα:T [c] ⇓ ξ def
= xα:T [c] if c ⊑ ξ

xα:T [c] ⇓ ξ def
= _:1[⊤] if c ̸⊑ ξ

Definition 25 (High provider and High client).

· ∈ H-Providerξ(·)
B ∈ H-Providerξ(Γ, xα:A[c]) iff c ̸⊑ ξ andB = B′T and B′ ∈ H-Providerξ(Γ ) and

T ∈ Tree(· ⊩ xα:A),or

c ⊑ ξ andB ∈ H-Providerξ(Γ )

T ∈ H-Clientξ(xα:A[c]) iff c ̸⊑ ξ and T ∈ Tree(xα:A ⊩ _ : 1),or
c ⊑ ξ andB = ·

Definition 26 (Equivalence of trees by the logical relation upto the
observer level). We define the relation

(Γ1 ⊩ D1 :: xα:A1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :A2[c2]) as

D1 ∈ Tree(|Γ1| ⊩ xα:A1) and D2 ∈ Tree(|Γ2| ⊩ yβ :A2) and
Γ1⇓ξ = Γ2⇓ξ = Γ and xα:A1[c1]⇓ξ = yβ :A2[c2]⇓ξ = Ks and

∀B1 ∈ H-Providerξ(Γ1). ∀B2 ∈ H-Providerξ(Γ2). ∀T1 ∈ H-Clientξ(xα:A1[c1]). ∀T2 ∈ H-Clientξ(yβ :A2[c2]).

∀m. (B1D1T1,B2D2T2) ∈ EJ|Γ | ⊩ |Ks|Km, and
∀m. (B2D2T2,B1D1T1) ∈ EJ|Γ | ⊩ |Ks|Km.

G.2 Quasi-running secrecy and relevant nodes

The proof of the fundamental theorem Thm. 7 relies on the notion of a relevant
node, , maintaining the invariant that the relevant nodes of the two program runs
execute the same code. The latter is guaranteed by Lem. 18. Next we define the
notion of a relevant node, expressed locally for an asynchronous semantics ().
The notion of a relevant node relies on the notion of quasi-running secrecy, also
defined below.
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Definition 27 (Quasi-running secrecy). In an open configuration Ψ0;Γ ⊩
C :: Γ ′, the quasi-running secrecy of a message or process is determined by its
running secrecy, its process term, and the running secrecy of its parent.
– If the node is a process with a process term other than recv or case, then its

quasi-running secrecy is equal to its running secrecy.
– If the process term is of the form case ycα(ℓ⇒ Pℓ)ℓ∈L@d1 or x← recv ycα;Px@d1,

then its quasi-running secrecy is d1 ⊔ c.
– If the node is a message of a negative type along channel ycα, its quasi-running

secrecy is c.
– If the node is a message of a positive type along channel ycα and it has a parent

with quasi-running secrecy d1, its quasi-running secrecy is d1 ⊔ c, otherwise
its quasi-running secrecy is c.

The quasi-running secrecy can be determined by traversing the tree top to bottom.

Definition 28 (Relevant node). Consider a configuration Γ ⊩ D :: Ks and
observer level ξ. A channel is relevant in D if (1) it has a maximal secrecy level
less than or equal to ξ, and (2) it is either an observable channel or it shares
a process or message with quasi-running secrecy less than or equal to ξ with a
relevant channel. (A channel shares a process with another channel if they are
siblings or one is the parent of another.) A process or message is relevant if (1)
it has quasi-running secrecy less than or equal to ξ, and (2) it has at least one
relevant channel. We denote the relevant processes and messages (i.e., nodes) in
D by D⇓ξ. We write D1⇓ξ =ξ D2⇓ξ if the relevant nodes in D1 are identical to
those in D2 up to renaming of channels with higher or incomparable secrecy than
the observer.

We can build the set of all relevant nodes in a configuration by traversing
the tree bottom-up as explained in . Def. 28 provides us with a local guide to
identify whether a process is relevant or not. We note that if Ks is observable,
then by the tree invariant, every channel in D is relevant.

Now we can state and prove the invariant that the relevant nodes of the two
program runs execute the same code. The proof of the fundamental theorem
Thm. 7 crucially relies on this lemma.

Lemma 18 (Keeping relevant nodes in sync). Consider Ψ0;Γ ⊩ Di :: Ks

for i ∈ {1, 2} with the relevant nodes in D1 and D2 are identical, i.e., D1⇓ξ =
D2⇓ξ, with Γ ⇓ ξ = Γ and Ks ⇓ ξ = Ks. If |D1| 7→ |D′1|, then there exists
a D′2 such that |D2| 7→0,1 |D′2|, i.e., |D2| steps to |D′2| in zero or one step, and
D1⇓ξ = D2⇓ξ.

Proof. The proof is by cases on the possible steps of |D1| 7→ |D1
1|. In each case

we prove that either the step does not change relevancy of any process in D1

or we can step |D2| such that the same change of relevancy occurs in D2 too.
Note that in all cases, we get (D1

1;D1
2) ∈ Tree(|Γ | ⊩ |Ks|) by the preservation of

session-typed processes.
In the following cases, we annotate the post-step of the configuration to reflect
the annotations required by the preservation of IFC-typed configurations.
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Case 1. D1 = D′1proc(yα[c], ycα.k;P@d1)D′′1 and

|D′1proc(yα[c], ycα.k;P@d1)D′′1 | 7→ |D′1proc(yα+1[c], [y
c
α+1/y

c
α]P@d1)msg(ycα.k)D′′1 |

where D1
1 = D′1proc(yα+1[c], [y

c
α+1/y

c
α]P@d1)msg(ycα.k)D′′1 . We consider sub-

cases based on relevancy of process offering along yα[c]:
Subcase 1. proc(yα[c], y

c
α.k;P@d1) is not relevant. By inversion on the

typing rules d1 ⊑ c. By definition either d1 ̸⊑ ξ or none of the channels
connected to P including its offering channel ycα are relevant. In both cases
neither proc(yα+1[c], [y

c
α+1/y

c
α]P@d1), nor msg(ycα.k) are relevant in the post

step. Note that from d1 ⊑ c and d1 ̸⊑ ξ, we get c ̸⊑ ξ. Channel ycα is not
relevant in the pre-step, and both ycα and ycα+1 are not relevant in pre-step and
post-step configurations. Every not relevant resource of proc(ycα, ycα.k;P@d1)
will remain irrelevant in the post-step too.
In this subcase, it is enough to show

D′1proc(yα+1[c], [y
c
α+1/y

c
α]P@d1)msg(ycα.k)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ.

To prove this we need two observations:
– Neither proc(yα+1[c], [y

c
α+1/y

c
α]P@d1) nor msg(ycα.k) are relevant and they

will be dismissed by the projection. (As explained above.)
– Replacing proc(yα[c], y

c
α.k;P@d1) with these two nodes, does not affect

relevancy of the rest of processes in D′1D′′1 . Relevancy of processes in D′′1
remains intact since ycα and ycα+1 are irrelevant.
The relevancy of processes in D′1 remains intact too as we replace their irrel-
evant root with another irrelevant process. However, we need to be careful
about the changes in the quasi-running secrecy of a process and their effect
on its (grand)children. The quasi-running secrecy of the process offering
along ycα+1 may be higher or incomparable to d1 based on the code of P (if
it starts with a recv or case). This is of significance only if d1 ⊑ ξ, and in
the pre-step the process has a relevant channel x : _[d] as its resource where
d ⊑ ξ. But by the assumption of the subcase, either d1 ̸⊑ ξ or x : _[d] is not
a relevant channel in the pre-step.

This completes the proof.
Subcase 2. proc(yα[c], y

c
α.k;P@d1) is relevant. By assumption (D1⇓ξ =ξ

D2⇓ξ) we have :
D2 = D′2proc(yα[c], ycα.k;P@d1)D′′2 .

and
D2 7→ D′2proc(yα+1[c], [y

c
α+1/y

c
α]P@d1)msg(ycα.k)D′′2

and D1
2 = D′2proc(yα+1[c], [y

c
α+1/y

c
α]P@d1)msg(ycα.k; )D′′2 .

We need to show:

D′1proc(yα+1[c], [y
c
α+1/y

c
α]P@d1)msg(ycα.k)D′′1⇓ξ =ξ D′2proc(yα+1[c], [y

c
α+1/y

c
α]P@d1)msg(ycα.k)D′′2⇓ξ.

– If c ̸⊑ ξ, then msg(ycα.k) is not relevant in both runs, and will be dismissed
by the projections. Moreover, in this case ycα is not relevant in the pre-step
and post-step configurations. Thus the relevancy of processes in D′′1 and D′′2
will remain intact.
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– If c ⊑ ξ, then ycα is relevant in the pre-step in both runs. We need to
consider the possibility of change in quasi-running secrecy in the post-step.
The quasi-running secrecy of the processes offering along ycα+1 may increase
based on their code (if the code of P starts with a recv or case). But in
this case, it cannot become irrelevant since by the tree invariant it is always
bounded by the max secrecy of the offering channel, c ⊑ ξ. Thus, in the
post-step of both runs, ycα+1 is relevant. Relevancy of message msg(ycα.k)
in the post-steps of the first and second run is determined by the quasi-
running secrecies (d and d′) of their parents (X and X ′) in D′′1 and D′′2 . If
d ⊑ ξ, then the parent (X) is relevant in the first run and by assumption
is identical to a relevant X ′ in the second run. Thus messages msg(ycα.k)
are relevant in both runs and ycα is relevant in the post-step too. The same
holds when d′ ⊑ ξ. Otherwise, in both runs the quasi-running secrecy of the
parent is higher than or incomparable to the observer (the parents are both
irrelevant). Thus messages msg(ycα.k) are not relevant in the post step of
both runs, and will be dismissed by the projections. The channel ycα will be
irrelevant in the post-step of both runs too. However, this does not affect the
processes in D′′1 and D′′2 as the parents of messages (X and X ′) are already
irrelevant in the pre-step.

Finally, we need to show that projections of D′1 and D′2 are equal in the post-
step too.
Consider the resources of the process that offeres along yα[c]. By our writing
convention, they are all in D′1 and D′2: (i) Those resources offered by D′1 and
D′2 with max secrecies higher than or incomparable to the observer ξ in the
pre-step will remain higher than or incomparable to the observer and thus
irrelevant in the post-step too. (ii) Those resources with max secrecies lower
than the observer ξ in the pre-step, i.e., a sub-tree Ti in D′i offering along a
channel w[c′] where c′ ⊑ ξ, are relevant in the pre-step and will remain relevant
in the post-step (again, in this case, by the tree invariant, the quasi-running
secrecy of the processes offering along ycα+1 cannot increase in the post-step).
Case 2. D1 = D′1proc(xβ [d], ycα.k;P@d1)D′′1 and

D′1proc(xβ [d], ycα.k;P@d1)D′′1 7→ D′1msg(ycα.k)proc(xβ [d], [y
c
α+1/y

c
α]P@d1)D′′1

We consider subcases based on relevancy of the process offering along xβd :
Subcase 1. proc(xβ [d], ycα.k;P@d1) is irrelevant. By inversion on the typing
rules, d1 ⊑ c ⊑ d. By definition either d1 ̸⊑ ξ or none of the channels connected
to P including ycα and xdβ are relevant. In both cases, neither msg(ycα.k) nor
proc(xβ [d], [y

c
α+1/y

c
α]P@d1) are relevant. Channel xdβ is irrelevant in the pre-

step and post-step configurations.
Channel ycα is irrelevant in the pre-step, and both ycα and ycα+1 are irrelevant
in pre-step and post-step configurations. Every other irrelevant resource of
proc(xβ [d], y

c
α.k;P@d1) will remain irrelevant in the post-step too.

In this subcase, our goal is to show

D′1msg(ycα.k)proc(xβ [d], [y
c
α+1/y

c
α]P@d1)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ
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With a same argument as in Case 1. Subcase 1., we can prove that the
relevancy of processes in D′1 and D′′1 remain intact.
Subcase 2. proc(xβ [d], ycα.k;P@d1) is relevant. By assumption that D1⇓ξ =ξ
D2⇓ξ, and definition of =ξ:

D2 = D′2proc(xβ [d], ycα.k;P@d1)D′′2 ,

and we have

D2 7→ D′2msg(ycα.k)proc(xβ [d], [y
c
α+1/y

c
α]P@d1)D′′2

It remains to show

D′1msg(ycα.k)proc(xβ [d], [y
c
α+1/y

c
α]P@d1)D′′1⇓ξ =ξ D′2msg(ycα.k)proc(xβ [d], [y

c
α+1/y

c
α]P@d1)D′′2⇓ξ.

– If d ⊑ ξ, then xβ is relevant in the pre-steps of both runs and remains
relevant in the post-steps. Even if the quasi-running secrecy increases based
on the code of P , by the tree invaiant it will be less than or equal to d ⊑ ξ,
and thus remains observable. As a result, the relevancy of processes in D′′i
remain intact. Moreover, every resource of the processes in D′i is relevant in
the pre-steps and post-steps of both runs.

– If d ̸⊑ ξ, then xβ is irrelevant in the pre-step and remains irrelevant in the
post-steps of both runs, and thus the relevancy of processes in D′′i remain
intact. It remains to show that the projections of D′1 and D′2 in post-steps
are still equal.
We first condider the trees offered along ycα in both runs. The quasi running
secrecy of the negative message msg(ycα.k) is c in the post-steps.
• If c ⊑ ξ then the same message exists in both runs, and the tree offered

along ycα is relevant in the pre-steps and post-steps.
• If c ̸⊑ ξ then the message is irrelevant in both runs. ycα is irrelevant in the

pre-steps of both runs and remain irrelevant in the post-steps too.
Finally, we need to show that projections of the rest of the trees in D′1 and
D′2 are equal in the post-step too. Consider the resources of the process that
offeres along xβ [d]. By our writing convention, they are all in D′1 and D′2.
(i) Those resources offered by D′1 and D′2 with max secrecies higher than or
incomparable to the observer ξ in the pre-step will remain higher than or
incomparable to the observer and thus irrelevant in the post-step too. (ii)
Those resources with max secrecies lower than the observer ξ in the pre-
step, i.e., a sub-tree Ti in D′i offering along a channel w[c′] where c′ ⊑ ξ, are
relevant in the pre-step and thus T1 = T2. The quasi-running secrecy of the
process offering along xβ [d] after stepping is the same in both runs. If it is
still observable, the sub-tree T1 = T2 remains relevant in the post-step of
both runs. Otherwise, if the quasi-running secrecies become nonobservable,
T1 = T2 may become irrelevant. However, since T1 = T2 and by the tree
invariant it only consists of low-secrecy channels, T1 becomes irrelevant in
the post-step of the first run iff T2 becomes irrelevant in the post-step of
the second run. Which completes the proof of this case.
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Case 3. D1 = D′1T1proc(yα[c], sendx
d
β y

c
α@d1)D′′1 and

|D′1T1proc(yα[c], sendx
c
β y

c
α;P@d1)D′′1 | 7→ |D′1T1proc(yα+1[c], [y

c
α+1/y

c
α]P@d1)msg(sendxcβ y

c
α)D′′1 |

such that Γ = Γ ′Γt and Ψ0;Γ
′ ⊩ D′1 :: Γ ′′ and Ψ0;Γt ⊩ T1 :: (xβ :A[c]) and

Γ ′′, xβ :A[c] ⊩ proc(yα[c], sendx
c
β y

c
α;P@d1) :: (yα:A ⊗ B[c]). (In the case that

T1 is empty, we have Γt = xβ :A[c].)
We consider subcases based on relevancy of process offering along ycα:

Subcase 1. proc(yαc , sendxdβ y
c
α;P@d1) is not relevant.

By inversion on the typing rules d1 ⊑ c. By definition either d1 ̸⊑ ξ or none of
the channels connected to P including ycα and xcβ are relevant. In both cases,
neither proc(yα+1[c], [y

c
α+1/y

c
α]P@d1) nor msg(sendxcβ y

c
α) are relevant.

Channel ycα is irrelevant in the pre-step, and both ycα and ycα+1 are irrelevant
in pre-step and post-step configurations. In this subcase, our goal is to show

D′1T1proc(yα+1[c], [y
c
α+1/y

c
α]P@d1)msg(sendxcβ y

c
α)D′′1⇓ξ =ξ D′1T1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ.

We first prove that the relevancy status of T1 remain intact. Note that all
channels in T1, except xcβ have the same connections in the pre-step and post-
step. So it is enough to consider the changes made to the tree rooted at xcβ .
We show that the relevancy of xcβ remains intact after the step:
– If c ̸⊑ ξ, then xcβ is irrelevant in the pre-step, and remains irrelevant in

the post-step. Moreover, the message is irrelevant in the post-step since its
quasi-running secrecy of is higher than or incomparable to the observer.

– If c ⊑ ξ, then by d1 ⊑ c, we have d1 ⊑ ξ, and thus both xβc and ycα must
be irrelevant in the pre-step. In the post-step, the parent of the message
has to be irrelevant, otherwise ycα would be relevant in the pre-step. Since
the parent of the message is irrelevant, we know that xcβ remains irrelevant
in the post-step. As a result, the message with three irrelebant channels
connected to it is irrelevant in the post-step.

In both cases, the relevancy status of T1 remains intact: the tree T1 rooted at
xcβ offers to an irrelevant node before and after the step. With a same argument
as in Case 1. Subcase 1. and the one given for T1, we can prove that the
relevancy status of processes in D′1 and D′′1 remain intact.
Subcase 2. proc(ycα, sendx

c
β y

c
α;P@d1) is relevant. By assumption that

D1⇓ξ =ξ D2⇓ξ, and definition of =ξ:

D2 = D′2T′′2proc(yα[c], sendxcβ ycα;P@d1)D′′2

We have

|D2| 7→ |D′2T′′2proc(yα+1[c], [y
c
α+1/y

c
α]P@d1)msg(sendxcβ y

c
α)D′′2 |

If c ̸⊑ ξ, then msg(sendxcβ y
c
α) is not relevant in both runs, and will be

dismissed by the projections. Moreover, ycα is not relevant in the pre-step and
post-step configurations. Thus the relevancy of processes in D′′1 and D′′2 will
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remain intact. Moreover, in this case xcβ is irrelevant in both pre-steps and
post-steps. Which means that relevancy status of T′′1 and T′′2 remains intact.
If c ⊑ ξ, then ycα is relevant in the pre-step in both runs. We also know that xβ
is relevant in the pre-step and T′′1 = T′′2 are relevant in the pre-step. In the post-
step, ycα+1 is relevant in both runs. Relevancy of messages msg(sendxcβ y

c
α) in

the post-steps are determined by the quasi-running secrecy (d′ and d′′) of their
parents (X and X ′) in D′′1 and D′′2 . If d′ ⊑ ξ, then the parent (X) is relevant
in the first run and by assumption is equal to a relevant X ′ in the second run.
Thus messages msg(sendxcβ y

c
α) are relevant in both runs, ycα are relevant in

the post-step, and trees T′′1 = T′′2 and their offering channels xcβ are relevant
in the post-steps too. The same holds when d′ ⊑ ξ.
Otherwise, in both runs the quasi-running secrecy of the parent is higher than
or incomparable to the observer level (the parents are both irrelevant). Thus
messages msg(sendxcβ y

c
α) are not relevant in the post step of both runs, and

will be dismissed by the projections. The channels ycα will be irrelevant in the
post-step too. However, this does not affect the processes in D′′1 and D′′2 as the
parents of messages (X and X ′) are already irrelevant in the pre-step. The
channels xcβ both become irrelevant in the post-steps. However, we still have
T′′1⇓ξ = T′′2⇓ξ as they have the same type and their parents have the same
quasi-running secrecy.
We show that projections of D′1 and D′2 are equal in the post-step too. The
resources with secrecy level higher than or incomparable to the observer level
offered along D′1 and D′2 in the pre-step will remain higher than or incomparable
to and thus irrelevant in the post-step too. For a relevant resources (w) offered
along D1 and D2, we need to consider the change in quasi-running secrecy as in
Case 1. Subcase 2. Moreover, we need to consider the scenario that a relevant
resource (wc

′
) in the pre-step loses its relevancy in the post-step because the

channel offered along xcβ is transferred to the message. This case only happens
if c′, c ⊑ ξ and thus the trees T1 and T2 offered along wc

′
is present in both

runs and T1 = T2. We know that wc
′

is irrelevant in the post-step of both
runs, and the quasi-running secrecy of the processes using the resource wc

′
in

both runs are the same.
The relevant and irrelevant processes in D′′i remain intact.
Case 4. D1 = D′1T′′1proc(wη[c′], sendxcβ ycα@d1)D′′1 and

|D′1T′′1proc(wη[c′], sendxcβ ycα;P@d1)D′′1 | 7→ |D′1T′′1msg(sendxcβ y
c
α)proc(wη[c

′], [ycα+1/y
c
α]P@d1)D′′1 |

such that Γ = Γ1Γ2 and Γ1 ⊩ D′1 :: Γ ′, yα:(A ⊸ B)[c] and Γ2 ⊩ T′′1 ::
(xβ :A[c]) and

Γ ′, yα:(A⊸ B)[c], xβ :A[c] ⊩ proc(wη[c
′], sendxcβ y

c
α;P@d1) :: (wη:C[c

′]).

In the case where T′′1 is empty we have Γ2 = xβ :A[c]. We proceed by considering
subcases based on relevancy of the process offering along wη[c′]:
Subcase 1. proc(wη[c

′], sendxcβ y
c
α;P@d1) is not relevant. By inversion on

the typing rules d1 ⊑ c ⊑ c′. By definition either d1 ̸⊑ ξ or none of the chan-
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nels connected to P including ycα, and xcβ are relevant. In both cases, neither
msg(sendxcβ y

c
α) nor proc(wη[c

′], [ycα+1/y
c
α]P@d1) are relevant. Channel wc

′

η is
irrelevant in the pre-step and post-step configurations.

Channel ycα is irrelevant in the pre-step, and both ycα and ycα+1 are irrelevant
in pre-step and post-step configurations. Every other irrelevant resource of the
process in the pre-step will remain irrelevant in the post-step too. See Case 3.
Subcase 1. for the discussion on the relevancy of T′′1 .

D′1T′′1msg(sendxcβ y
c
α)proc(wη[c

′], [ycα+1/y
c
α]P@d1)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ

Subcase 2. proc(wc
′

η , sendx
c
β y

c
α;P@d1) is relevant. By assumption that D1⇓ξ =ξ

D2⇓ξ, and definition of =ξ:

D2 = D′2T′′2proc(wη[c′], sendxcβ ycα;P@d1)D′′2
We have

|D2| 7→ |D′2T′′2msg(sendxcβ y
c
α)proc(wη[c

′], [ycα+1/y
c
α]P@d1)D′′2 |

With the same argument as in Case 2. Subcase 2. we can show that rele-
vancy of D′′i remains intact.

For T′′i , we argue that if c ⊏ ξ, then T′′1 = T′′2 is relevant in the pre-step and
remains relevant in the post-step too. If c ̸⊑ ξ, then the relevancy of T′′i remain
intact from pre-step to post-step. See Case 3. Subcase 2. for a more detailed
discussion on transferring a tree via message.

The discussion on relevancy of D′i is similar to the previous cases.
Case 5. D1 = D′1msg(ycα.k)proc(xβ [d], case y

c
α(ℓ⇒ Pℓ)ℓ∈L@d1)D′′1 and

|D′1msg(ycα.k)proc(xβ [d], case y
c
α(ℓ⇒ Pℓ)ℓ∈L@d1)D′′1 | 7→ |D′1proc(wβ [d], [ycα+1/y

c
α]Pk@(d1⊔c))D′′1 |

We consider sub-cases based on relevancy of process offering along wdβ . Observe
that ycα is relevant if an only if vc is relevant, since they share a message of
secrecy c.
Subcase 1. proc(xβ [d], case y

c
α(ℓ ⇒ Pℓ)ℓ∈L@d1) is not relevant. By defi-

nition either d1 ⊔ c ̸⊑ ξ or none of the channels connected to P including its
offering channel ycα are relevant. In both cases the messages msg(ycα.k) and
the continuation process proc(wβ [d], [y

c
α+1/y

c
α]Pk@(d1 ⊔ c)) are not relevant

either. It is straightforward to see that

D′1proc(wβ [d], [ycα+1/y
c
α]Pk@(d1 ⊔ c))D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ.

Subcase 2. proc(xβ [d], case y
c
α(ℓ ⇒ Pℓ)ℓ∈L@d1) is relevant. By definition

of relevancy, we get that c ⊔ d1 ⊑ ξ and thus ycα is relevant. This means that
msg(ycα.k) is relevant too. By assumption that D1⇓ξ =ξ D2⇓ξ, and definition
of =ξ:

D2 = D′2msg(ycα.k)proc(xβ [d], case y
c
α(ℓ⇒ Pℓ)ℓ∈L@d1)D′′2 ,
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such that Pℓ is equal to Pℓ modulo renaming of some channels with secrecy
level higher than or incomparable to the observer.
We have

|D2| 7→ |D′2proc(xβ [d], [ycα+1/y
c
α]Pk@(d1 ⊔ c))D′′2 |

This completes the proof of the subcase as we know that the relevancy of
channels in D′i and D′′i remain intact.
Case 6. D1 = D′1proc(yα[c], case ycα(ℓ⇒ Pℓ)ℓ∈L@d1)msg(ycα.k)D′′1 and

|D′1proc(yα[c], case ycα(ℓ⇒ Pℓ)ℓ∈L@d1)msg(ycα.k)D′′1 | 7→ |D′1proc(x1[c], [ycα+1/y
c
α]Pk@c)D′′1 |

We consider sub-cases based on relevancy of process offering along ycα. Observe
that ycα is relevant if an only if xc1 is relevant, since they share a message of
secrecy c.
Subcase 1. proc(yα[c], case y

c
α(ℓ ⇒ Pℓ)ℓ∈L@d1) is not relevant. By defini-

tion either d1 ⊔ c = c ̸⊑ ξ or none of the channels connected to P including its
offering channel ycα are relevant. In both cases, means that ycα+1 is not rele-
vant and msg(ycα.k) is not relevant either. Moreover the continuation process
proc(yα+1[c], [y

c
α+1/y

c
α]Pk@c) won’t be relevant. And

D′1proc(yα+1[c], [y
c
α+1/y

c
α]Pk@c)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ

Subcase 2. proc(yα[c], case ycα(ℓ⇒ Pℓ)ℓ∈L@d1) is relevant. By definition of
relevancy, we get that c⊔ d1 = c ⊑ ξ and thus ycα is relevant. This means that
msg(ycα.k) is relevant too. By assumption that D1⇓ξ =ξ D2⇓ξ, and definition
of =ξ:

D2 = D′2proc(yα[c], case ycα(ℓ⇒ Pℓ)ℓ∈L@d1)msg(ycα.k)D′′2 ,

such that Pℓ is equal to Pℓ modulo renaming of some channels with secrecy
level higher than or incomparable to the observer.
We have

|D2| 7→ |D′2proc(yα+1[c], [y
c
α+1/y

c
α]Pk@c)D′′2 |

This completes the proof of the subcase as we know that the relevancy of
channels in D′i and D′′i remain intact.
Case 7. D1 = D′1msg(sendxcηy

c
α)proc(vη[c

′], wc ← recvycα;P@d1)D′′1 and

D′1msg(sendxcη y
c
α)proc(vη[c

′], wc ← recvycα;P@d1)D′′1 7→ D′1proc(vη[c′], [xη/w][ycα+1/y
c
α]P@c⊔d1)D′′1

We consider sub-cases based on relevancy of process offering along vc
′

η .
Subcase 1. proc(vη[c′], wc ← recvycα;P@d1) is not relevant. By definition
either d1 ⊔ c ̸⊑ ξ or none of the channels connected to P including ycα are
relevant.
In both cases by the definition of quasi-running secrecy we know that neither
msg(sendxcηy

c
α) nor the continuation process proc(vη[c′], [xη/w][ycα+a/ycα]P@c⊔

d1) are relevant. It is then straightforward to see that

D′1proc(vη[c′], [xη/w][ycα+1/y
c
α]P@c ⊔ d1)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ.
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Subcase 2. proc(vη[c
′], w ← recvycα;P@d1) is relevant. By definition of

relevancy, we get that c ⊔ d1 ⊑ ξ. This implies that ycα is relevant in the pre-
step. From relevancy of ycα and the quasi-running secrecy lower than or equal to
the observer of the positive message msg(sendxcη y

c
α; ) we get that the message

is relevant too. By assumption:

D2 = D′2msg(sendxcη y
c
α)proc(uγ [c

′], w ← recvycα;P@d1)D′′2 .

We have

|D2| 7→ |D′2proc(uγ [c′], [xη/w][ycα+1/y
c
α]P@d1 ⊔ c)D′′2 |

We need to consider that the quasi-running secrecy of the process may in-
creases in the post step based on the code of P . The argument for this case
is similar to the previous cases of the proof. See Case 1.Subcase 2.. One
interesting situation is when the relevancy of chain of positive and relevant
messages in the pre-step of D′i changes in the post-step. By relevancy in the
pre-step we know that these chains exist in both runs, so the same chain of
messages will become irrelevant in the post-step of both runs.
Case 8. D1 = D′1proc(yα[c], w ← recvycα;P@d1)msg(sendxcηy

c
α)D′′1 and

|D′1proc(yα[c], w ← recvycα;P@d1)msg(sendxcηy
c
α)D′′1 | 7→ |D′1proc(yα+1[c], [xη/w][y

c
α+1/y

c
α]P@d1)D′′1 |

We consider sub-cases based on relevancy of process offering along ycα.
Subcase 1. proc(yα[c], w ← recvycα;P@d1) is not relevant. By definition
either d1 ⊔ c = c ̸⊑ ξ or none of the channels connected to P including ycα are
relevant. In both cases the negative message msg(sendxcηy

c
α) and the contin-

uation process proc(yα+1[c], [xη/w][y
c
α+c/y

c
α]P@d1) are not relevant either. It

is then straightforward to see that

D′1proc(yα+1[c], [xη/w][y
c
α+1/y

c
α]P@d1)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ.

Subcase 2. proc(yα[c], w ← recvycα;P@d1) is relevant. By definition of
relevancy, we get that c ⊔ d1 = c ⊑ ξ and ycα is relevant. This means that
msg(sendxcη y

c
α) and the channel xcη are relevant. By assumption that D1⇓ξ =ξ

D2⇓ξ, and definition of =ξ:

D2 = D′2proc(yα[c], w ← recvycα;P@d1)msg(sendxcη y
c
α)D′′2 .

We have

|D2| 7→ |D′2proc(yα+1[c], [x
c
η/w][y

c
α+1/y

c
α]P@d1)D′′2 |F2

The proof is similar to previous cases.
Case 9. D1 = D′1proc(yα[c], (x[ ˆγsec(ψ)] ← X[γ]← Γ1)@ ˆγsec(ψ

′);Q@d1)D′′1and
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def(Ψ ′;Ξ ′ ⊢ X = P@ψ′ :: x : B′[ψ]) and

|D′1proc(yα[c], (x[ ˆγsec(ψ)] ← X[γ]← Γ1)@ ˆγsec(ψ
′);Q@d1)D′′1 |

7→
|D′1proc(x0[d], γ̂(P )@d2)proc(yα[c], [xd0/xd]Q@d1)D′′1 |

where γ = (γsec, γvar) γ̂(ψ) = d, γ̂(ψ′) = d2, and γ̂(Ξ ′) = Γ1. We consider
sub-cases based on relevancy of process offering along ycα.
Subcase 1. proc(yα[c], (x

[ ˆγsec(ψ)] ← X[γ] ← Γ1)@ ˆγsec(ψ
′);Q@d1) is not rel-

evant. By definition either d1 ̸⊑ ξ or none of the channels of this process
including ycα are relevant.
In both cases, it means that proc(x0[d], γ̂(P )@d2) and proc(yα[c], [x

d
0/x

d]Q@d1)
are not relevant either. Note that d1 ⊑ d2 and thus d2 ̸⊑ ξ if d1 ̸⊑ ξ.

D′1proc(yα[c], (x[ ˆγsec(ψ)] ← X[γ]← Γ1)@ ˆγsec(ψ
′);Q@d1)D′′1⇓ξ =ξ D′1D′′1⇓ξ =ξ D1⇓ξ =ξ D2⇓ξ

Subcase 2. proc(yα[c], (x[ ˆγsec(ψ)] ← X[γ]← Γ1)@ ˆγsec(ψ
′);Q@d1) is relevant.

By definition of relevancy, we get that d1 ⊑ ξ and all channels of this process
with secrecy levels lower than or equal to the observer level are relevant. By
assumption that D1⇓ξ =ξ D2⇓ξ, and definition of =ξ:

D2 = D′2proc(yα[c], (x[ ˆγsec(ψ)] ← X[γ]← Γ1)@ ˆγsec(ψ
′);Q@d1)D′′2 .

We have

|D2| 7→ |D′2proc(x0[d], γ̂(P )@d2)proc(yα[c], [xd0/xd]Q@d1)D′′2 |

Remark: we can assume that the fresh channel being spawned will be x0 in
both runs. Moreover, the (unique) substitution γ̂ is the same when stepping
both runs.
Note that if xd0 has secrecy level lower than or equal to the observer level,
then taking this step won’t change relevancy of any channels. Otherwise some
resource of the process may become irrelevant after this step, e.g. xd0 may block
their relevancy path if d ̸⊑ ξ or in the case where d2 ̸⊑ ξ. But this happens to
the processes in the both runs and can only change relevant processes/messages
in the pre-step to irrelevant processes/messages in the post-step. (similar to
the cases 3 and 4 for ⊗ and ⊸)
Case 10. D1 = D′1proc(yα[c], FY [γ]@c)D′′1 and
def(Ψ ′;u:C[ψ] ⊢ FY = FwdC,wψ←uψ@ψ :: w : C[ψ]) and

|D′1proc(yα[c], FY [γ]@c)D′′1 | 7→ |D′1proc(yα[c], FwdC,ycα←zcβ@d1)D′′1 |

where γ = (γsec, γvar) γ̂(ψ) = c, γ̂(w) = yα, and γ̂(u) = zβ .

The proof of this case is similar to the proof of Case 9(Spawn) by considering
sub-cases based on relevancy of process offering along ycα.
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G.3 Fundamental theorem

Theorem 7 (Fundamental Theorem). For all security levels ξ, and config-
urations

Ψ ;Γ1 ⊩ D1 :: uα:T1[c1], and Ψ ;Γ2 ⊩ D2 :: vβ :T2[c2],

with D1⇓ξ =ξ D2⇓ξ, Γ1 ⇓ ξ = Γ2 ⇓ ξ, and uα:T1[c1] ⇓ ξ = vβ :T2[c2] ⇓ ξ we have

(Γ1 ⊩ D1 :: uα:T1[c1]) ≡Ψξ (Γ2 ⊩ D2 :: vβ :T2[c2]).

Proof. Our goal is to show:

For all D1 and D2 that are IFC-typed, i.e.,Ψ ;Γ1 ⊩ D1 :: uα:T1[c1] and
Ψ ;Γ2 ⊩ D2 :: vβ :T2[c2], with D1⇓ξ =ξ D2⇓ξ, and Γ1 ⇓ ξ = Γ2 ⇓ ξ = Γ ,
and uα:T1[c1] ⇓ ξ = vβ :T2[c2] ⇓ ξ = Ks we have ∀B1 ∈ H-Providerξ(Γ1). ∀B2 ∈
H-Providerξ(Γ2). ∀T1 ∈ H-Clientξ(xα:A1[c1]). ∀T2 ∈ H-Clientξ(yβ :A2[c2]).

∀m. (B1|D1|T1,B2|D|2T2) ∈ EJ|Γ | ⊩ |Ks|Km, and ∀m. (B2|D|2T2,B1|D|1T1) ∈ EJ|Γ | ⊩ |Ks|Km..

Without loss of generality, we only prove one part of this symmetric relation,
i.e.:

For all D1 and D2 that are IFC-typed, i.e.,Ψ ;Γ1 ⊩ D1 :: uα:T1[c1] and
Ψ ;Γ2 ⊩ D2 :: vβ :T2[c2], with D1⇓ξ =ξ D2⇓ξ, and Γ1 ⇓ ξ = Γ2 ⇓ ξ = Γ ,
and uα:T1[c1] ⇓ ξ = vβ :T2[c2] ⇓ ξ = Ks we have ∀B1 ∈ H-Providerξ(Γ1). ∀B2 ∈
H-Providerξ(Γ2). ∀T1 ∈ H-Clientξ(xα:A1[c1]). ∀T2 ∈ H-Clientξ(yβ :A2[c2]).

∀m. (B1|D|1T1,B2|D|2T2) ∈ EJ|Γ | ⊩ |Ks|Km

The goal is equivalent to:

(⋆1) For allm, for all D1 and D2 that are IFC-typed, i.e.,Ψ ;Γ1 ⊩ D1 :: uα:T1[c1]
and Ψ ;Γ2 ⊩ D2 :: vβ :T2[c2], with D1⇓ξ =ξ D2⇓ξ, and Γ1 ⇓ ξ = Γ2 ⇓
ξ = Γ , and uα:T1[c1] ⇓ ξ = vβ :T2[c2] ⇓ ξ = Ks we have ∀B1 ∈
H-Providerξ(Γ1). ∀B2 ∈ H-Providerξ(Γ2). ∀T1 ∈ H-Clientξ(xα:A1[c1]). ∀T2 ∈
H-Clientξ(yβ :A2[c2]).

(B1|D|1T1,B2|D|2T2) ∈ EJ|Γ | ⊩ |Ks|Km

First, we show that it is enough to prove the following goal.

(⋆2) For all m, for all D′1 and D′2 that are IFC-typed, i.e.,Ψ ;Γ ⊩ D′1 :: Ks

and Ψ ;Γ ⊩ D′2 :: Ks, with D′1⇓ξ =ξ D′2⇓ξ, and Γ ⇓ ξ = Γ , and Ks ⇓ ξ =
Ks we have

(|D′1|, |D′2|) ∈ EJ|Γ | ⊩ |Ks|Km

We need to show that from ⋆1, we get ⋆2:
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Apply a for all introduction on ⋆2 to get an arbitrary number m, configu-
rations D1 and D2, and high providers B1 and B2 and high clients T1 and
T2 satisfying the given assumptions. We build well-typed configurations
stel D′1 and D′2 with the following steps:
1. Let’s assume T1 ̸= · and T2 ̸= ·, i.e., T1 ∈ Tree(uα:T1 ⊩ _:1) and
c1 ̸⊑ ξ and T2 ∈ Tree(vβ :T2 ⊩ _:1) and c1 ̸⊑ ξ. We annotate all
channels in T1 with security level c1 and all processes with running
secrecy c1. We add the same security variable ψ correspondingly to all
process variables defined in the signature. We also provide a mapping
for the spawns appearing in the process terms such that they map all
security variables ψ in the process definition to the security variable
c1. It is straightforward to see that this annotation of T1 which we call
T1 is IFC-typed. With a similar approach we can build the IFC-typed
annotation of T1 which we call T2.

2. If T1 = · and T2 = ·, then define T1 = T2 = ·, and observe that they
are trivially IFC-typed.

3. Consider every tree A1 ∈ B1, we know that A1 ∈ Tree(xγ :A) for
some xγ :A[d] ∈ Γ1 such that d ̸⊑ ξ, we build a security-annotated
version of A1 as A1, similar to (1), by annotating all channels/running
secrecy/substitutions with the level d. From all such annotated trees
we build the annotated forest B1. Similarly, we can build annotated
forest B2. Again it is straightforward to show that both B1 and B2

are IFC-typed.
We define D′1 = B1D1T1 and D′2 = B2D2T2. Note that these two con-
figurations are both IFC-typed, and also we have Ψ ;Γ ⊩ D′1 :: Ks and
Ψ ;Γ ⊩ D′2 :: Ks. We also know that D′1 ⇓ ξ = D′2 ⇓ ξ. Observe that all
relevant nodes occur in D1 and D2, for which by assumption we know
D1 ⇓ ξ = D2 ⇓ ξ. Now we can apply ⋆2 to get what we want.

It remains to prove (⋆2):

(⋆2) For all m, for all D1 and D2 that are IFC-typed, i.e.,Ψ ;Γ ⊩ D1 :: Ks

and Ψ ;Γ ⊩ D2 :: Ks, with D1⇓ξ =ξ D2⇓ξ, and Γ ⇓ ξ = Γ , and Ks ⇓ ξ =
Ks we have

(|D1|; |D2|) ∈ EJ|Γ | ⊩ |Ks|Km

The proof is by induction on the index m.
Base case. m = 0. We consider arbitrary configurations (∀I on the goal).

By the configuration typing, we know that

(|D1|; |D2|) ∈ Tree(|Γ | ⊩ |Ks|),

which is enough to complete the proof.
Inductive case. m = m′ + 1.

(B1|D1|T1;B2|D2|T2) ∈ Tree(|Γ | ⊩ |Ks|).
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Consider an arbitrary D′1 such that |D1| 7→∗Υ ;Θ |D′1|. By Preservation we know
that D′1 is IFC-typed for the same interface Ψ ;Γ ⊩ D′1 :: Ks By Lem. 18, for some
D′2, we get |D2| 7→∗Υ |D′2|, such that Ψ ;Γ ⊩ D′2 :: Ks with D′2 ⇓ ξ = D′2 ⇓ ξ.

We need to show that

(†1) ∀u′δ ∈ Out(|Γ | ⊩ |K|). if u′δ ∈ Υ. then (|D′1|; |D′2|) ∈ VJ|Γ | ⊩ |Ks|Km·;u′
δ
and

(†2) ∀u′δ ∈ In(|Γ | ⊩ |K|). if u′δ ∈ Θ. then (|D′1|; |D′2|) ∈ VJ|Γ | ⊩ |Ks|Kmu′
δ;·

We prove both †1, and †2. We consider an arbitrary u′δ and provide a case
analysis based on its type. If there is no such u′δ in the specified set, then the
statements trivially holds. There might be a channel in both of these sets, if and
only if D1 = ·.
Proof of †1. Consider an arbitrary channel u′δ:T ∈ Out(|Γ | ⊩ |K|s) and
assume u′δ:T ∈ Υ . We consider different cases based on the session type T .

Case 1. u′δ:T [c
′] = Ks = uα:T1[c1] = uα:1[c1], and D′1 = D′′1msg(closeuc1α ).

By the typing rules and D′1 = D′′1msg(closeuc1α ) we know that D′′1 = ·, and
Γ1 = ·.
Note that by the definition of relevancy, all processes in D′1 and D′2 has to
be relevant. As a result,

D′2 = msg(closeuc1α ).

Thus, we satisfy the conditions required by Line 1 of the logical relation to
establish

†1(|D′1|; |D′2|) ∈ VJ· ⊩ |uα:1[c1]|Km·;u′
δ

as needed.
Case 2. u′δ:T [c

′] = Ks = uα:T1[c1] = uα: ⊕ {ℓ:Aℓ}ℓ∈I [c1], and D′1 =
D′′1msg(uc1α .k).
By the assumption of the theorem, D′1 and D′2 are both relevant, and we
have D′2 = D′′2msg(uc1α .k). Removing msg(uc1α .k) from D′1 and D′2 does not
change relevancy of the remaining configuration when c1 ⊑ ξ:

D′′1⇓ξ = D′′2⇓ξ.

We can apply the induction hypothesis on the index m′ < m to get

(|D′′1 |, |D′′2 |) ∈ EJ|Γ | ⊩ |uα+1:Ak[c1]|Km
′
.

By line (2) in the definition of V:

†1(|D′′1msg(uc1α .k)|, |D′′2msg(uc1α .k)|) ∈ VJ|Γ | ⊩ |uα:⊕ {ℓ : Aℓ}ℓ∈I [c1]|Km
′+1
·;u′
δ
.

Case 3. u′δ:T [c
′] = Ks = uα:T1[c1] = uα:(A⊗B)[c1], and

D′1 = D′′1A1msg(sendxc1β uc1α )

where Γ = Γ ′, Γ ′′, and Ψ ;Γ ′′ ⊩ A1 :: (xβ :A[c1]), and Ψ ;Γ ′ ⊩ D′′1 :: (uα+1:A[c1]).
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Since D′1 and D′2 are both IFC-typed, they enjoy the tree invariant. Thus
both of them are relevant and since D′1 ⇓ ξ = D′2 ⇓ ξ, we have

D′2 = D′′2A2msg(sendxc1β uc1α ),

such that Ψ ;Γ ′′ ⊩ A2 :: (xβ :A[c1]), and Ψ ;Γ ′ ⊩ D′′2 :: (uα+1:A[c1]). Moreover,
by relevancy of D′i (and relevancy of xc1β ) we get D′′1⇓ξ = D′′2⇓ξ and A1⇓ξ =
A2⇓ξ.
Note that in the particular case with xβ :A[c1] ∈ Γ , we have Ai = · and
Γ ′′ = xβ :A[c1].
We apply the induction hypothesis on the index m′ < m for Ψ ;Γ ′′ ⊩ Ai ::
(xβ :B[c1]) to get

(|A1|, |A2|) ∈ EJ|Γ ′′| ⊩ |xβ :A[c1]|Km
′
.

and apply the induction hypothesis on the index m′ < m for Ψ ;Γ ′ ⊩ D′′i ::
(uα+1:A[c1])

(|D′′1 |, |D′′1 |) ∈ EJ|Λ1| ⊩ |wγ :B[c1]|Km
′
.

By line (4) in the definition of V:

†1(|A1D′′1msg(sendxc1β uc1α )|, |A2D′′1msg(sendxc1β uc1α )|) ∈ VJ|∆| ⊩ |uα:A⊗B[c1]|Km
′+1
·;u′
δ
.

Case 4. Γ = Γ ′, xγ :&{ℓ : Aℓ}ℓ∈L[c], and u′δ:T [c
′] = xγ :&{ℓ : Aℓ}ℓ∈L[c], and

D′1 = msg(xcγ .k)D′′1 .
By the assumption of the theorem, D′2 = msg(xcγ .k)D′′2 . Moreover, D′′1⇓ξ =
D′′2⇓ξ. The reason is c ⊑ ξ and thus xcγ+1 is relevant in D′′i and no relevancy
changes in the configurations after removing the negative message.
We can apply the induction hypothesis on the smaller index m′ < m to get

(|D′′1 |; |D′′2 |) ∈ EJ|Γ ′, xγ+1:Ak[c]| ⊩ |Ks|Km′
.

By line (8) in the definition of V:

†1(|msg(xcγ .k)D′′1 |; |msg(xcγ .k)D′′2 |) ∈ VJ|Γ ′, xγ :&{ℓ:Aℓ}ℓ∈L[c]| ⊩ |Ks|Km′+1
·;u′

δ
.

Case 5. Γ = Γ ′, Γ ′′, xγ :(A⊸ B)[c], and u′δ:T
′[c′] = xγ :(A⊸ B)[c], and

D′1 = A1msg(sendycδ x
c
γ)D′′1 ,

such that Ψ0;Γ
′′ ⊩ A1 :: yδ:A[c] and Ψ0;Γ

′, xγ+1:B[c] ⊩ D′′1 :: Ks.
The message msg(sendycδ x

c
γ) is relevant in D′1. By assumption of the the-

orem, D′2 = A2msg(sendycδ x
c
γ)D′′2 , such that Ψ0;Γ

′′ ⊩ A2 :: yδ:A[c] and
Ψ0;Γ

h
2 , Γ

′, xγ+1:B[c] ⊩ D′′2 :: Ks with Γh2 being the context of all the chan-
nels in Γ2 with security higher than or incomparable to the observable
level ξ. Again because of the tree invariant every resource of A2 has a se-
crecy less than or equal to the observer. Also, by assumption we know that
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D′1⇓ξ = D′2⇓ξ. By definition of relevancy, we know that msg(sendycδ x
c
γ) and

the tree A1 connected to it are relevant in D1 and thus A1 is equal to A2,
i.e, A1 ⇓ ξ = A2 ⇓ ξ.
Removing the tress A1 and A2 and the messages from both configurations
does not change relevancy of the rest of the configuration since xcγ+1 will
remain relevant, i.e., D′′1⇓ξ = D′′2⇓ξ.
We can apply the induction hypothesis on the smaller index m′ < m and
A1 ⇓ ξ = A2 ⇓ ξ and D′′1 ⇓ ξ = D′′2 ⇓ ξ to get

(|A1|, |A2|) ∈ EJ|Γ ′′| ⊩ |yδ:A[c]|Km
′
, and

(|D′′1 |, |D′′2 |) ∈ EJ|Γ ′, xγ+1:B[c]| ⊩ |Ks|Km′
.

By line (10) in the definition of V:

†1(|A1msg(sendycδ x
c
γ)D′′1 |; |A2msg(sendycδ x

c
γ)D′′2 |) ∈ VJ|Γ ′1, xγ :A⊸ B[c]| ⊩ |Ks|Km′+1

·;u′
δ
.

Proof of †2. Consider an arbitrary channel u′δ:T ∈ In(|Γ | ⊩ |K|) We consider
different cases based on the session type T .

Case 1. u′δ:T [c
′] = Ks = uα:T1[c1] = uα:&{ℓ:Aℓ}ℓ∈I [c1].

We need to apply the induction hypothesis on the index m′ < m, but first we
need to show that the invariant of the induction holds. Consider an arbitrary
label k ∈ L.From D′1⇓ξ = D′2⇓ξ and c1 ⊑ ξ, we get

D′1msg(uc1α .k)⇓ξ = D′2msg(uc1α .k)⇓ξ.
By induction hypothesis

(|D′1|, |D′2|) ∈ EJ|Γ | ⊩ |uα+1:Ak[c1]|Km
′
.

By line (3) in the definition of V:

†2(|D′1msg(uc1α .k)|, |D′2msg(uc1α .k)|) ∈ VJ|Γ | ⊩ |uα:&{ℓ : Aℓ}ℓ∈I [c1]|Km
′+1

u′
δ;·

.

Case 2. u′δ:T [c
′] = Ks = uα:T1[c1] = uα:A ⊸ B[c1]. By assumption and

c1 ⊑ ξ, we know that D′1 and D′2 are relevant. Consider an arbitrary channel
xβ , which is not a free name in Γ ⊩ Ks. We know c1 ⊑ ξ, and thus adding a
negative message sending xβ [c1] along uα[c1] does not change the relevancy
of the rest of processes:

D′1msg(sendxc1β uc1α )⇓ξ = D′2msg(sendxc1β uc1α )⇓ξ
We can apply the induction hypothesis on m′ < m to get

(|D′1msg(sendxc1β uc1α )|, |D′2msg(sendxc1β uc1α )|) ∈ EJ|Γ, xβ :A[c1]| ⊩ |uα+1:B[c1]|Km
′
.

By line (5) in the definition of V:

†2(|D′1|, |D′2|) ∈ VJ|Γ | ⊩ |uα:A⊸ B[c1]|Km
′+1

u′
δ
;· .

Case 3. Γ = Γ ′, xγ :1[c], and u′δ:T
′[c′] = xγ :1[c]

We first briefly explain why the invariant of induction holds after we bring the
closing message inside D′i and remove the channel xcγ from ∆, i.e.

msg(closexcγ)D′1⇓ξ = msg(closexcγ)D′2⇓ξ.
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– If the parent of msg(closexcγ) in D′1 is relevant in D′1 before bringing the message
inside then by the assumption of the theorem, it is the same as the parent of
msg(closexcγ) in D′2. If after adding the message D′1 the parent still remains
relevant, it means that it has at least one other relevant channel other than xcγ
in D′1 which also exists in D′2 and will be relevant after adding the message to
D′2. If after adding the message, the message’s parent in D′1 becomes irrelevant,
it means that it does not have a relevant path to any other channel in ∆′ and
K. By the assumption of theorem the parent of the message in D′2 does not have
such path either. The same argument holds for any other node that becomes
irrelevant because of adding the closing message to D′i. As a result the same
processes becomes irrelevant in both D′1 and D′2 after adding the message to
them and the proof of this case is complete. The same argument holds for the
case in which the parent of msg(closexcγ) in D′2 before adding the message is
relevant.

– Otherwise the parent of msg(closexcγ) is irrelevant in D′1 and D′2 before adding
the message and remains irrelevant after that too. The proof in this case is
straightforward.

Now that the invariant holds, we can apply the induction hypothesis on the smaller
index m′ < m:

(|msg(closexcγ)D′1|; |msg(closexcγ)D′2|) ∈ EJ|Γ ′| ⊩ |Ks|Km
′
.

By line (6) in the definition of V,

†2 (|D′1|; |D′2|) ∈ VJ|Γ ′, xγ :1[c]| ⊩ |Ks|Km
′+1

u′
δ
;·

Case 4. Γ = Γ ′, xγ :⊕ {ℓ : Aℓ}ℓ∈L[c], and u′δ:T
′[c′] = xγ :⊕ {ℓ : Aℓ}ℓ∈L[c].

Consider an arbitrary label k ∈ L. We have msg(xcγ .k)D′1⇓ξ = msg(xcγ .k)D′2⇓ξ,
since xcγ+1 is relevant and the positive messages msg(xcγ .k) in both configurations
are relevant if and only if their parents are. Thus adding the message does not
change relevancy of any other process.
We can apply the induction hypothesis on the smaller index m′ < m to get

(|msg(xcγ .k)D′1|; |msg(xcγ .k)D′2|) ∈ EJ|Γ ′, xγ+1 : Ak[c]| ⊩ |Ks|Km
′
.

By line (7) in the definition of V:

†2(|D′1|;D′2) ∈ VJ|Γ ′, xγ :⊕ {ℓ : Aℓ}ℓ∈L[c]| ⊩ |Ks|Km
′+1

u′
δ
;· .

Case 5. Γ = Γ ′, xγ :(A⊗B)[c], and u′:T ′[c′] = xγ :(A⊗B)[c].
Consider an arbitraray channel yη which is not a free name in Γ ⊩ Ks. We have

msg(sendycη x
c
γ)D′1⇓ξ =ξ msg(sendycη x

c
γ)D′2⇓ξ :

The quasi-running secrecy of msg(sendycη x
c
γ) is lower than or equal to the ob-

server level if the quasi-running secrecy of its parent is lower than or equal to the
observer level. So the relevancy of the parent of the message and thus the rest of
configurations do not change by adding the message to the configuration.
We can apply the induction hypothesis on the smaller index m′ < m to get

(|msg(sendycη x
c
γ)D′1|; |msg(sendycη x

c
γ)|) ∈ EJ|Γ ′, yη:A[c], xγ+1:B[c]| ⊩ |Ks|Km

′
.

By line (9) in the definition of V:

(|D′1|; |D′2|) ∈ VJ|Γ ′, xγ :A⊗B[c]| ⊩ |Ks|Km
′+1

u′
δ
;· .
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H Diamond property, confluence, and backward/forward
closures

This section introduces various supporting lemmas, asserting the diamond prop-
erty and confluence, as well as forward and backward closure. These lemmas are
used in the proofs of Lem. 26 and Corollary 2 introduced in § H, which are in
turn instrumental in proving transitivity (see § J) and adequacy (see § K).

H.1 Diamond property, confluence, and minimal sending
configuration

Subsequent lemmas rely on the notions of active and produced processes and
messages, which we define next.

Definition 29 (Produced processes and messages). For each dynamic
step in Fig. 9, we say that a process or message is produced in the step if it
occurs in the post-step (right side of 7→ notation). For example, the transition
step for Spawn, produces two processes

proc(x0, ([x0, Λ/x, Λ
′]γ̂ P )) andproc(yα, ([x0/x]Q)),

and the transition step for ⊸snd produces a message and a process

msg(sendxβ uγ) andproc(yα, ([uγ+1/uγ ]P )).

⋄

Definition 30 (Active processes and messages). For each dynamic step
in Fig. 9, we define the active configuration A as the set of processes and mes-
sages occurring in the pre-step (the left side of 7→ notation). For example, in the
transition step for Spawn, the active configuration is the single process

proc(yα, (x← X ← Λ);Q),

and in the transition step for ⊸rcv, the active configuration is

proc(yα, (w ← recv yα;P ))msg(sendxβ yα).

We define the set of active configurations, i.e. active, for D1 7→∗Υ∆⊩K D′1 as the
union of every step’s active configuration. A process is called active in D1 7→∗Υ
D′1, if it is in the set active.

⋄

Lemma 19 (Uniqueness of process productions). Consider ∆ ⊩ D :: K,
and D 7→∗ D′ 7→ D1proc(x, P )D2, such that proc(x, P ) is produced in the
last step. Then process proc(x, P ) does not occur in any of the previous steps
D 7→∗ D′.

The same result hold for the production of a message.
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Proof. Observe the following invariant in the dynamics
1. In each configuration, there exists at most one process or message offering

along a particular generation of x.
2. The offering channel of processes that are not active or produced in the step

does not change.
3. The offering channel of a negative message is a fresh generation of a channel

(and no process offers along it before the message is received).
4. In the production of proc(xα, P ), either (a) xα is freshly generated (in the

case of Spawn for the callee), or (b) proc(xα, P ) replaces another process
proc(xα, P

′) that offers along xα and has a larger process term, i.e. |P | < |P ′|
(in 1rcv,⊕rcv,⊗rcv,&snd,⊸snd, and spawn for the continuation of the caller),
or (c) xα is a fresh generation of x (in ⊕snd,⊗snd,&rcv,⊸rcv)

Consider production of a process proc(xα, P ) and the cases described in 4. If
4.(a) or 4.(c) hold, then by freshness of xα, such process has not been produced
before. It is enough to consider case 4.(b). Assume that there is another occur-
rence of process proc(xα, P ) before this production; By the observations 1, 2
and 4 we get to a contradiction: there must be a chain of productions satis-
fying 4.(b) with decreasing sizes from the earlier proc(xα, P ) to the later one
proc(xα, P ), which is contradictory.

With a similar reasoning we can prove that if ∆ ⊩ D :: K, and D 7→∗ D′ 7→
D1msg(M)D2, such that msg(M) is produced in the last step and u is the name
of the message resources, then msg(M) does not occur in any of D 7→∗ D′ steps.

Lemma 20 (Diamond Property). If ∆ ⊩ D1 :: K and † D1 7→Υ
∆⊩K D′1

and †′ D1 7→Υ ′

∆⊩K D′′1 , and D′1 ̸= D′′1 then there is a configuration D such that
⋆ D′1 7→Υ ′′

∆⊩K D, and ⋆′ D′′1 7→Υ ′′

∆⊩K D, where Υ ∪ Υ ′ = Υ ′′. The messages produced
along the channels Υ ∩ Υ ′ are identical in D′1 and D′′1 and D.

Moreover, every process in D′1 that is not an active process of D1 7→Θ′;Υ ′

∆⊩K D′′1
is in D. And every process in D′′1 that is not an active process of D1 7→Θ;Υ

∆⊩K D′1
is in D.

Proof. The proof is straightforward by cases. The key is to build ⋆ (locally)
identical to †′, and ⋆′ (locally) identical to †.

Lemma 21 (Confluence). If ∆ ⊩ D1 :: K and †D1 7→m′
Υ

∆⊩K D′1 and †′D1 7→n′
Υ ′
∆⊩K

D′′1 , then there is a configuration D such that ⋆D′1 7→
jΥ ′′
∆⊩K D for some j ≤ n′,

and ⋆′D′′1 7→
kΥ ′′
∆⊩K D for some k ≤ m′, where Υ ∪Υ ′ = Υ ′′. The messages produced

along the channels Υ ∩ Υ ′ are identical in D′1 and D′′1 and D1. The steps in ⋆
are (locally) identical to the steps of †′ that do not occur in †. And the steps in
⋆′ are (locally) identical to the steps of † that do not occur in †′.

Moreover, every process in D′1 that is not an active process of D1 7→∗Υ ′
∆⊩K D′′1

is in D. And every process in D′′1 that is not an active process of D1 7→∗Υ∆⊩K D′1
is in D.

Proof. It follows by standard inductions from the diamond property (Lem. 20).
The induction is on the pair (n′,m′). If n′ = 0 and m′ = 0, the proof is straight-
forward. Similarly, if n′ = 1 and m′ = 0 or n′ = 0 and m′ = 1 the proof
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is straightforward. For n′ = 1 and m′ = 1, we apply the diamond property
(Lem. 20). Assume that n′ = n + 1 and m′ = m + 1. We form the following
diagram to sketch the structure of the proof.

By induction hypothesis, from D′′2 and D′2, we build D2 (with the blue steps)
that satisfies the required properties. Then, again by induction we build D3

(with the red steps) and D4 (with the violet steps). And finally, with a last
induction, we build D (with the brown steps). The diagram depicts how the
required properties move along the steps. For each configuration, we put the set
of channels that it sends along them near the configuration. In particular, for
D′1, we put Υ = Υ1, Υ2, x and for D′′1 , we put Υ ′ = Υ ′1, Υ2, y. The set Υ2 is in
both Υ and Υ ′, and we have Υ1 ∩ Υ ′1 = ∅, i.e. we put all the common channels
(except possibly x and y) in Υ2. We assume that the step D′2 7→ D′1 produces
a message along channel x. In the case that this step does not produce any
message we can simply ignore x. Similarly, we assume that the step D′′2 7→ D′′1
produces a message along channel y. In the case that this step does not produce
any message we can simply ignore y. At the end, we can build D with at most
m+1 steps from D′′1 and at most n+1 steps from D′1. The configuration D sends
messages along the union of Υ and Υ ′, and by induction the messages along the
intersection of Υ ∩Υ ′ are identical in D′1 and D′′1 and D. The proof of the second
part of the lemma is straightforward by stating the required property for each
inductive step and passing them down to D in the diagram.

As a straightforward corollary to the first part of the confluence lemma,
we get that the messages produced along the channels Υ ∩ Υ ′ are identical in
D′1 and D′′1 , i.e., identical messages will be produced along the same channels,
independent of the non-deterministic path that we take to produce them.

Corollary 1 (Active set independent of non-determinism). If D1 7→∗
D′1AD′′1 7→ D1

1proc(x, P )D2
1 and D1 7→∗ D′2A′D′′2 7→ D1

2proc(x, P )D2
2, where A

and A′ are the active parts that produce proc(x, P ), then A = A′.
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Proof. This is another corollary to the second part of the confluence lemma
(Lem. 21). First observe that A is not active in D1 7→∗ D′2A′D′′2 : if it is active,
we produce proc(x, P ) twice in D1 7→∗ D′2A′D′′2 7→ D1

2proc(x, P )D2
2, which

contradicts with uniqueness of process productions (Lem. 19). Similarly, A′ is
not active in D1 7→∗ D′1AD′′1 . With the second part of the confluence lemma,
for some D, we have D′1AD′′1 7→∗ D and D′2A′D′′2 7→∗ D such that both A and
A′ occur in D. If A ̸= A′, we can produce proc(x, P ) twice from D which by
Lem. 19 is contradictory. Thus, know that A = A′.

Note: here we rely on the fact that the steps in Fig. 9 produce the post-steps
uniquely from the pre-steps. In particular, in the spawn rule we assume that the
fresh channel name is uniquely determined based on the offering channel and
the process term of the caller.

Similarly, we can prove that if D1 7→∗ D′1AD′′1 7→ D1
1msg(M)D2

1 and D1 7→∗
D′2A′D′′2 7→ D1

2msg(M)D2
2, where A and A′ are the active parts that produce

msg(M), then A = A′.
In the proof of Corollary 1, we used the fact that the pre-step for each

substitution is unique. This can be proved independently by a straightforward
observation that if D1 7→∗ D′1AD′′1 7→ D1

1[xβ/yα]D2
1 and D1 7→∗ D′2A′D′′2 7→

D1
2[xβ/yα]D2

2, where A and A′ are forwarding processes that step by renaming
the resource yα to xβ ([xβ/yα]), then A = A′.

Lemma 22 (Building minimal sending configuration).
Consider ∆ ⊩ D2 :: K, a set of channels Υ1 ⊆ ∆,K and D2 7→∗Υ2 D′2 for some

Υ2 ⊇ Υ1. There exists a set Υ and a configuration D′′2 such that Υ1 ⊆ Υ ⊆ Υ2 and
D2 7→∗Υ D′′2 and ∀D1

2, Υ3 ⊇ Υ1. if D2 7→∗Υ3 D1
2 thenD′′2 7→∗Υ3 D1

2. We call D′′2 and Υ

the minimal sending configuration and the minimal sending set with respect to
Υ1 and D2, respectively.

Proof. We first provide an algorithm to build D′′2 and Υ based on the transition
steps in D2 7→∗Υ2 D′2 and the set Υ1 and we show that D2 7→∗Υ D′′2 and D′2 7→∗Υ2 D′′2
and Υ1 ⊆ Υ ⊆ Υ2. Then, we prove that if we apply the algorithm on every D1

2 with
D2 7→∗Υ1 D1

2 and Υ1 ⊆ Υ3, we build the same D′′2 and Υ that satisfies D′′2 7→∗Υ3 D1
2.

For every given Υ1, D2, and D with D2 7→∗Υ2 D and Υ1 ⊆ Υ2, Algorithm 1
returns a configuration D′′ and set Υ and builds the dynamic transition D2 7→∗Υ
D′′2 in Tns. Observe that the steps of D2 7→∗Υ D′′2 are all local transitions of
D2 7→∗Υ2 D. Thus, by the confluence lemma (Lem. 21), we know thatD′′2 7→∗Υ2 D.

It remains to be shown that the D′′2 that Algorithm 1 builds is independent
of the choice of D and Υ2, and is uniquely identified for each D2 and Υ1. By
the confluence lemma, we know that for each D with D2 7→∗Υ2 D and Υ1 ⊆ Υ2,
the algorithm initialized set M with the same messages. In the first for loop,
the algorithm collects the generators of the set M in A and the local steps that
produces the set M in Xi. By Corollary 1, the set of generators of a set M is the
same for each D with D2 7→∗Υ2 D. Similarly, the set of local steps that produces
the set M from its generators is the same despite the choice of the configuration
D with D2 7→∗Υ2 D. As a result, we collect the same local transition steps in all
Xis for every D with D2 7→∗Υ2 D. The local transition steps in all Xis are those
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Algorithm 1 Building the minimal sending configuration
Require: A set Υ1 of channels, configuration D2, and a configuration D with D2 7→∗Υ2
D and Υ1 ⊆ Υ2.

Ensure: A set Υ , and a configuration D′′2 with D2 7→∗Υ D′′2 and D′′2 7→∗Υ2 D and
Υ1 ⊆ Υ ⊆ Υ2.
S := the local transition steps in D2 7→∗Υ2 D
i := 0
X0 := ∅
M := the messages in D along Υ1

A := ∅
while (M ̸= ∅) do

for (s inS) do
if ( ∃p ∈ post(s). p ∈M) then ▷ post(s) is the list on the right-hand side of

s.
A := A ∪ {pre(s)} ▷ pre(s) is the set of processes on the left-hand side of

s.
Xi := Xi ∪ {s}

end if
end for
i := i+ 1
Xi = ∅
M := A
A := ∅

end while

Cfg := D2

Tns := ·
i = i− 1
while (i >= 0) do

for (s in Xi) do
Cfgpost := the global post-state when the local step s applies to the configuration Cfg.
Tns.append(Cfg 7→ Cfgpost)
Cfg := Cfgpost

end for
i = i− 1

end while
D′′2 := Cfg
Υ := Send(D′′2 ) ▷ Υ is a set of channels along which D′′2 is ready to send.
return D′′2 ,Tns, Υ

with which we construct D′′2 from D2 and from D′′2 we can uniquely identify the
set Υ , and the proof is complete.

H.2 Backward closure

Lemma 23 (Backward closure on the second run). The second run enjoys
backward closure:
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1. If (D1;D2) ∈ EJ∆ ⊩ KKk and for D′′2 ∈ Tree(∆ ⊩ K), we have D′′2 7→∗ D2

then (D1;D′′2 ) ∈ EJ∆ ⊩ KKk.
2. If (D1;D2) ∈ VJ∆ ⊩ KKk+1

·;yα and for D′′2 ∈ Tree(∆ ⊩ K), we have D′′2 7→∗ D2

with D′′2 sending along channel yα, then (D1;D′′2 ) ∈ VJ∆ ⊩ KKk+1
·;yα .

3. If (D1;D2) ∈ VJ∆ ⊩ KKk+1
yα;· and for D′′2 ∈ Tree(∆ ⊩ K), we have D′′2 7→∗ D2,

then (D1;D′′2 ) ∈ VJ∆ ⊩ KKk+1
yα;· .

Proof. We prove the first statement separately and then use it to prove the
second and third statements.
1. If k = 0, the proof is trivial. Consider k = m + 1. By assumption, we have

(D1;D2) ∈ EJ∆ ⊩ KKm+1. By line (12) of the logical relation we know

(⋆) ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

Consider D′′2 , for which by the assumption we have D′′2 7→∗ D2. Our goal is to
prove (D1;D′′2 ) ∈ EJ∆ ⊩ KKm+1. We need to show that

(†) ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D′′2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

With a ∀-Introduction, an if-Introduction on the goal followed by a ∀-Elimination
and an if-Elimination on the assumption, we get the assumption

(⋆′) ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

and the goal

(†′) ∃Υ2, D′2 such that D′′2 7→∗Υ2 D′2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

We apply an ∃-Elimination on the assumption to get Υ2 and D′2 that satisfies
the conditions and use the same Υ2 and D′2 to instantiate the existential
quantifier in the goal. Since D′′2 7→∗ D2, we get D′′2 7→∗Υ2 D′2, and the proof is
complete.

2. The proof is by cases on the row of the logical relation that makes the as-
sumption (D1;D2) ∈ VJ∆ ⊩ KKk+1

·;yα true. Here we only consider an interesting
cases, the proof of other cases is similar.
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Row 4. By the conditions of this row, we know that ∆ = ∆′, ∆′′, and K =
yα:A⊗B. Moreover, we have

D1 = D′1T1msg(sendxcβ y
c
α) for T1 ∈ TreeΨ (∆

′′ ⊩ xβ :A),

D2 = D′2T2msg(send, xcβ y
c
α) for T2 ∈ TreeΨ (∆

′′ ⊩ xβ :A),

(†1) (T1; T2) ∈ EξΨ J∆′′ ⊩ xβ :A[c]Kk, and

(†2) (D′1;D′2) ∈ EξΨ J∆′ ⊩ yα+1:BKk

These are also the statements that we need to prove when replacing D2

with D′′2 . By the assumption that D′′2 is sesstion-typed and sends along y,
uniqueness of channels, and D′′2 7→∗ D2 we get

D′′2 = D1
2T 1

2 msg(send, xcβ y
c
α) for T 1

2 ∈ TreeΨ (∆
′′ ⊩ xβ :A[c])

Moreover, since T 1
2 and D1

2 are disjoint sub-trees with the common parent
msg(send, xcβ y

c
α) and cannot communicate with each other internally, we

have T 1
2 7→∗ T2 and D1

2 7→∗ D′2.
Now we can apply the the result of part (1) of this lemma on (†1) and (†2)
to get

(†′1) (T1; T 1
2 ) ∈ EξΨ J∆′′ ⊩ xβ :A[c]Kk, and

(†′2) (D′1;D1
2) ∈ EξΨ J∆′ ⊩ yα+1:BKk

and the proof of this subcase is complete.
3. The proof is by considering the row of the logical relation that ensures the

assumption (D1;D2) ∈ VJ∆ ⊩ KKk+1
yα;·. We provide the detailed proof for an

interesting case, the proof of other cases is similar.
Row 5. By the conditions of this row, we know that K = yα:A ⊸ B. We

have (D1;D2) ∈ TreeΨ (∆ ⊩ yα:A⊸ B) and

(†) ∀xβ ̸∈ dom(∆,K). (D1msg(sendxcβ y
c
α);D2msg(sendxcβ y

c
α)) ∈ EξΨ J∆,xβ :A ⊩ yα+1:BKk

These are also the statements that we need to prove when replacing D2 with
D′′2 . The first tree statement is straightforward by the assumption that D′′2 is
session-typed. Using the local transition steps, we getD′′2msg(sendxcβ y

c
α) 7→∗

D2msg(sendxcβ y
c
α). We can apply the result of part (1) of this lemma on

(†) to get

(†′) ∀xβ ̸∈ dom(∆,K). (D1msg(sendxcβ y
c
α);D′′2msg(sendxcβ y

c
α)) ∈ EξΨ J∆,xβ :A ⊩ yα+1:BKk

which completes the proof of this case.
Row 9. By the conditions of this row, we know that ∆ = ∆′, yα:A⊗B. We

have
∀xβ ̸∈ dom(∆; , yα:A⊗B,K). (D1;D2) ∈ TreeΨ (∆

′, yα:A⊗B ⊩ K) and

(†) (msg(sendxcβ y
c
α)D1;msg(sendxcβ y

c
α)D2) ∈ EξΨ J∆′, xβ :A, yα+1:B ⊩ KKk
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These are also the statements that we need to prove when replacing D2 with
D′′2 . The first tree statement is straightforward by the assumption that D′′2 is
session-typed. Using the local dynamic steps we get msg(sendxcβ y

c
α)D′′2 7→∗

msg(sendxcβ y
c
α)D2. We apply the result of part (1) of this lemma on † to

get

(†′) ∀xβ ̸∈ dom(∆; , yα:A⊗B,K). (msg(sendxcβ y
c
α)D1;msg(sendxcβ y

c
α)D′′2 ) ∈ EξΨ J∆′, xβ :A, yα+1:B ⊩ KKk

H.3 Forward closure

Lemma 24 (Forward closure on the first run). Consider (D1;D2) ∈
EJ∆ ⊩ KKk and D1 7→∗ D′′1 . We have (D′′1 ;D2) ∈ EJ∆ ⊩ KKk.

Proof. If k = 0 the proof is trivial. Consider k = m+1. By assumption, we have
(D1;D2) ∈ EJ∆ ⊩ KKm+1.

By line (12) of the logical relation we get

⋆ ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

Consider D′′1 , for which by the assumption we have D1 7→∗ D′′1 . Our goal is
to prove (D′′1 ;D2) ∈ EJ∆ ⊩ KKm+1. We need to show that

†, ∀Υ1, Θ1,D′1. if D′′1 7→∗Υ1;Θ1 D′1, then ∃D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

With a ∀-Introduction and an if-Introduction on the goal, we assumeD′′1 7→∗Υ1;Θ1

D′1. By assumption of D1 7→∗ D′′1 we get D1 7→∗Υ1;Θ1 D′1. We use this to apply
∀-Elimination and if- Elimination on the assumption, and get

⋆′ ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

Which exactly matches our goal and the proof is complete.

Lemma 25 (Forward closure on the second run with some specific
conditions). Consider (D1;D2) ∈ EJ∆ ⊩ KKk and D2 7→∗Υ D′′2 such that
if D1 sends along the set Υ1, we have Υ1 ⊆ Υ and also D′′2 is the minimal
configuration built by Lem. 22 given the set Υ1 and configuration D2. We have
(D1;D′′2 ) ∈ EJ∆ ⊩ KKk.
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Proof. If k = 0 the proof is trivial. Consider k = m+1. By assumption, we have
(D1;D2) ∈ EJ∆ ⊩ KKm+1. By line (12) of the logical relation we get

⋆ ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

Consider D′′2 , for which by the assumption we have D2 7→∗Υ D′′2 . Our goal is
to prove (D1;D′′2 ) ∈ EJ∆ ⊩ KKm+1. We need to show that

† ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃D′2 such that D′′2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

With an if-Introduction on the goal followed by an if- Elimination on the
assumption, we get the assumption

⋆′ ∃Υ2,D′2 such that D2 7→∗Υ1;Θ1 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

and the goal

†′ ∃Υ2,D′2 such that D′′2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1

·;xα and

∀xα ∈ In(∆ ⊩ K). if xα ∈ Θ1. x(D′1;D′2) ∈ VξΨ J∆ ⊩ KKm+1
xα;· .

We apply an ∃-Elimination on the assumption to get D′2 that satisfies the con-
ditions, i.e., D2 7→∗Υ2 D′2 and Υ1 ⊆ Υ2. We use the same D′2 to instantiate the
existential quantifier in the goal, we need to show that D′′2 7→∗Υ1 D′2. Since D′′2
is the minimal configuration built for Υ1 and D2, and Υ1 ⊆ Υ2, by Lemma 22 we
get D′′2 7→∗Υ2 D′2, and the proof is complete.

I Moving existential and compositionality

This section introduces two lemmas, Lem. 26 and Corollary 2, which are instru-
mental in proving transitivity (see § J) and adequacy (see §K).

I.1 Moving existential over universal quantifier

Lemma 26 (Moving existential over universal quantifier). if we have

(†) ∀m. ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1

·;xα and
∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKm+1

xα;· .
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then

∀Υ1, Θ1,D′1.if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then ∀ k. (D′1;D′2) ∈ VJ∆ ⊩ KKk+1

·;xα and
∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then ∀k. (D′1;D′2) ∈ VJ∆ ⊩ KKk+1

xα;·.

Proof. First put m = 1 to apply ∀E. on the assumption (instantiating ∀m only).
We get as an assumption

(†′) ∀Υ1, Θ1,D′1. if D1 7→∗Υ1;Θ1 D′1, then ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KK0+1

·;xα and
∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KK0+1

xα;·.

Next, apply a ∀I. and if I. on the goal followed by a corresponding ∀E. and
if E. on the assumption (†′). Now apply ∃E. on the assumption (†′) to get D′2
such that D2 7→∗Υ2 D′2 and Υ1 ⊆ Υ2. Given D′2, by Lem. 22, we can build the
minimal D′′2 such that D2 7→∗Υ D′′2 and Υ1 ⊆ Υ . Moreover, we know that for
every D such that D2 7→∗Υ3 D and Υ1 ⊆ Υ3, we get D′′2 7→∗Υ3 D.

We use this minimal D′′2 to instantiate the existential (∃ I.) in the goal, and
use ∀ I. on the goal. In particular, we instantiate k with an arbitrary natural
number. The goals are:

(D′1;D′′2 ) ∈ VJ∆ ⊩ KKk+1
·;xα and (D′1;D′′2 ) ∈ VJ∆ ⊩ KKk+1

xα;·.

Next, we instantiate the ∀ quantifier in the original assumption (†) once again,
this time with m = k followed by a ∀E, and ifE instantiating the quantifiers
with similar D′1, Υ1, and Θ1 as the first time. We get as an assumption:

(†′′) ∃Υ2,D′2 such that D2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk+1

·;xα and
∀xα ∈ In(∆ ⊩ K).if xα ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk+1

xα;·.

Next, apply ∃ I. to get a Υ ′ and D′ that satisfies the conditions, i.e., D 7→∗Υ ′

D′ and Υ1 ⊆ Υ ′. Instantiate xα as those chosen for the goal. We have as assump-
tions:

(†′′′) (D′1;D′2) ∈ VJ∆ ⊩ KKk+1
·;xα and (D′1;D′2) ∈ VJ∆ ⊩ KKk+1

xα;·.

Since D′′2 is the minimal configuration built for Υ1 and D2, we know that
D′′2 7→∗Υ ′ D′. We can apply the backward closure results of Lem. 23 to get
the goal from the assumptions (†′′′), and this completes the proof.

I.2 Compositionality

Corollary 2 (Compositionality). ∀m. (D1;D2) ∈ EJ∆,uα:T ⊩ KKm iff for
all T2 and T2 s.t. †2 ∀m. (T1; T2) ∈ EJ∆′ ⊩ uα:T Km we have † ∀k. (T1D1; T2D2) ∈
EJ∆′, ∆ ⊩ KKk.
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Proof. The left to right direction is a corollary of Lemma 27 in which we compose
multiple configurations instead of just two. For the right to left direction, we put
Ti = ·, and ∆′ = uα:T , and the rest of the proof is straightforward.

Lemma 27 (Generalized compositionality). For i ∈ {1, 2}, and index set
I consider session typed tree-shaped configurations ∆n ⊩ Bni :: Kn such that
n ∈ I and their compositions form session typed tree-shaped configurations ∆ ⊩
Di :: K, i.e., Di = {Bni }n∈I . If for all n ∈ I, we have †n ∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩
KnKm then † ∀k. (D1;D2) ∈ EJ∆ ⊩ KKk.

Proof. Our goal is to prove the following:

For all index set I and all session-typed configurations ∆n ⊩ Bni ::
Kn with n ∈ I such that †1 ∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩ KnKm we have
† ∀k. ({Bn1 }n∈I ; {Bn2 }n∈I) ∈ EJ∆ ⊩ KKk.

This is equivalent to the following statement which we prove:

For all natural numbers, k, and for all index set I, and for all session-
typed configurations∆n ⊩ Bni :: Kn such that †n ∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩
KnKm we have †′ ({Bn1 }n∈I ; {Bn2 }n∈I) ∈ EJ∆ ⊩ KKk.

We proceed the proof by an induction on k.
Base case (k = 0). The proof is straightforward, since by the definition

of the logical relation for session-typed configurations ∆n ⊩ Bni :: Kn with
∆ ⊩ {Bni }n∈I :: K, we have ({Bn1 }n∈I ; {Bn2 }n∈I) ∈ EJ∆ ⊩ KK0.

Inductive case (k = k′ + 1). Our goal is to prove the following:

For all index set I, and for all session-typed configurations ∆n ⊩ Bni ::
Kn where n ∈ I such that †n ∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩ KnKm we have
†′ ({Bn1 }n∈I ; {Bn2 }n∈I) ∈ EJ∆ ⊩ KKk

′+1

where †′ is defined in line (12) of the logical relation as

∀Υ1, Θ1,D′1. ∀ j ∈ N. if {Bn1 }n∈I 7→jΥ1;Θ1 D′1 then ∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

Again, we rewrite the above goal as an equivalent statement as follows:

For all natural numbers j, for all I, and for all session-typed configura-
tions ∆n ⊩ Bni :: Kn with n ∈ I such that †n ∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩
KnKm we have

∀Υ1, Θ1,D′1. if {Bn1 }n∈I 7→jΥ1;Θ1 D′1 then ∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K).if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

We proceed the proof by a nested induction on j.
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Base case (j = 0). Consider an arbitrary index set I and an arbitrary session-
typed configurations ∆n ⊩ Bni :: Kn that satisfy the conditions †n. We need
to show that

∀Υ1, Θ1, D′1. if {Bn1 }n∈I 7→0Υ1;Θ1 D′1 then ∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

Consider an arbitrary Υ1, Θ1, ans D′1, and apply If I. on the goal. By the
assumption {Bn1 }n∈I 7→0Υ1;Θ1 D′1 we know that D′1 = {Bn1 }n∈I , and {Bn1 }n∈I
sends along Υ1 and receives along Θ1. Our goal is to show the following:

⋆ ∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then ({Bn1 }n∈I ;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K).if xγ ∈ Θ1. then ({Bn1 }n∈I ;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

By the definition of the logical relation, and from assumptions †n for n ∈ I we
get

†′n ∀m.∀Υn, Θn,Bn
′

1 . if Bn1 7→∗Υn;Θn Bn′

1 then ∃Υn2
,Bn′

2 such that Bn2 7→∗Υn2 Bn′

2 andΥn ⊆ Υn2
and

∀xγ ∈ Out(∆n ⊩ Kn). if xγ ∈ Υn. then (Bn′

1 ;Bn′

2 ) ∈ VJ∆n ⊩ KnKm+1
·;xγ and

∀xγ ∈ In(∆n ⊩ Kn). if xγ ∈ Θn. then (Bn′

1 ;Bn′

2 ) ∈ VJ∆n ⊩ KnKm+1
xγ ;· .

By Lem. 26, we get

†′′n ∀Υn, Θn,Bn
′

1 . if Bn1 7→∗Υn;Θn Bn′

1 then ∃Υn2Bn
′

2 such that Bn2 7→∗Υn2 Bn′

2 andΥn ⊆ Υn2 and

∀xγ ∈ Out(∆n ⊩ Kn). if xγ ∈ Υn. then ∀m. (Bn
′

1 ;Bn′

2 ) ∈ VJ∆n ⊩ KnKm+1
·;xγ and

∀xγ ∈ In(∆n ⊩ Kn). if xγ ∈ Θn. then∀m. (Bn
′

1 ;Bn′

2 ) ∈ VJ∆n ⊩ KnKm+1
xγ ;· .

We instantiate the for all quantifier in †′′n by Bn1 and the sets Υn and Θn along
which Bn1 sends and receives. Note that by definition we have Υ1 ⊆

⋃{Υn}n∈I
and Θ1 ⊆

⋃{Θn}n∈I . We get:

∃Υn2
,Bn′

2 such that Bn2 7→∗Υn2 Bn′

2 and

∀xγ ∈ Out(∆n ⊩ Kn). if xγ ∈ Υn. then ∀m. (Bn1 ;Bn
′

2 ) ∈ VJ∆n ⊩ KnKm+1
·;xγ and

∀xγ ∈ In(∆n ⊩ Kn).if xγ ∈ Θn. then∀m. (Bn1 ;Bn
′

2 ) ∈ VJ∆n ⊩ KnKm+1
xγ ;· .

By existential elimination, for all n ∈ I, we get a Bn′

2 and Υn2 such that
B2 7→∗Υn2 Bn′

2 , and Υn ⊆ Υn2
and

†′′′n ∀xγ ∈ Out(∆n ⊩ Kn). if xγ ∈ Υn. then ∀m. (Bn1 ;Bn
′

2 ) ∈ VJ∆n ⊩ KnKm+1
·;xγ and

∀xγ ∈ In(∆n ⊩ Kn).if xγ ∈ Θn. then∀m. (Bn1 ;Bn
′

2 ) ∈ VJ∆n ⊩ KnKm+1
xγ ;· .
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Note that by definition Out(∆ ⊩ K) ⊆ ⋃
n∈I Out(∆n ⊩ Kn) and In(∆ ⊩

K) ⊆ ⋃
n∈I In(∆

n ⊩ Kn).
We apply Lem. 22 to get the minimal sending configurations Bn′′

2 and set Υ ′n
for each given Υn and Bn2 . We get Bn′′

2 such that Bn2 7→∗Υ ′
n Bn′′

2 . Since these
configurations are minimal, for all n ∈ I, we have Bn′′

2 7→∗Υn2 Bn′

2 .
Since Υn ⊆ Υ ′n ⊆ Υn2

, we can apply the backward closure (Lem. 23) on †′′′n to
get

†4n ∀xγ ∈ Out(∆n ⊩ Kn). if xγ ∈ Υn. then ∀m. (Bn1 ;Bn
′′

2 ) ∈ VJ∆n ⊩ KnKm+1
·;xγ and

∀xγ ∈ In(∆n ⊩ Kn). if xγ ∈ Θn.∀m. (Bn1 ;Bn
′′

2 ) ∈ VJ∆n ⊩ KnKm+1
xγ ;· .

Moreover, we apply forward closure on the second run Lem. 25 on assumptions
†n to get for all n ∈ I:

◦n ∀m. (Bn1 ;Bn
′′

2 ) ∈ EJ∆n ⊩ KnKm

We can apply the forward closure on the second run since the conditions of
Lem. 25 are satisfied, i.e. Υn ⊆ Υ ′n and Bn′′

2 is the minimal sending configuration
with respect to Bn2 and Υn.
We build D′2 to be {Bn′′

2 }n∈I . We have {Bn2 }n∈I 7→∗Υ2 {Bn
′′

2 }n∈I with Υ1 ⊆
Υ2, and {Bn′′

2 }n∈I 7→∗Υ3 {Bn
′

2 }n∈I with Υ2 ⊆ Υ3. We, then instantiate the
existential quantifier in the goal (⋆) with Υ2 and D′2 that we built for which
we know {Bn2 }n∈I 7→∗Υ2 D′2. We need to show

⋆′ ∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then ({Bn1 }n∈I ; {Bn
′′

2 }n∈I) ∈ VJ∆ ⊩ KKk
′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then ({Bn1 }n∈I ; {Bn
′′

2 }n∈I) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

Part 1. Consider arbitrary xγ ∈ Out(∆ ⊩ K) and assume xγ ∈ Υ1. By
the structure of the configurations, for some n ∈ I, xγ ∈ ∆n,Kn and thus
xγ ∈ Out(∆n ⊩ Kn) and xγ ∈ Υn. The goal is to prove

⋆1 ({Bn1 }n∈I ; {Bn
′′

2 }n∈I) ∈ VJ∆ ⊩ KKk
′+1
·;xγ

Part 2. Consider arbitrary xγ ∈ In(∆ ⊩ K) and assume xγ ∈ Θ1. By
the structure of the configurations, for some n ∈ I, xγ ∈ ∆n,Kn and thus
xγ ∈ In(∆n ⊩ Kn) and xγ ∈ Θn. The goal is to prove

⋆2 ({Bn1 }n∈I ; {Bn
′′

2 }n∈I) ∈ VJ∆ ⊩ KKk
′+1
xγ ;·

In both parts, we continue the proof by considering the type of xγ . The type
of xγ determines whether we need to prove Part 1. or Part 2. We provide the
detailed proof for two interesting cases, the proof of the rest of cases is similar.
Subcase 1. xγ :A ⊗ B ∈ K. This case corresponds to Part 1. of the goal in

which we have xγ ∈ Out(∆ ⊩ xγ :A ⊗ B) and xγ ∈ Υ1. By the structure
of the configuration, there exists a tree Bκ1 that provides the root channel
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K = Kκ = xγ :A ⊗ B. We use assumption †4n for that specific channel (†4κ),
we have

†5κ ∀m. (Bκ1 ;Bκ
′′

2 ) ∈ VJ∆κ ⊩ KκKm+1
·;xγ

First, instantiate the for all quantifier with m = 0. By Row 4. of the logical
relation, we have ∆κ = ∆κ

1 , ∆
κ
2 and for some yβ ∈ chnl, we have: Bκ1 =

Bκ′

1 A1msg(send yβxγ) and Bκ′′

2 = Bκ′′′

2 A2msg(send yβxγ).
We want to prove

◦′ ∀m. (A1,A2) ∈ EJ∆κ
2 ⊩ yβ :AKm and ◦′′∀m. (Bκ′

1 ,Bκ
′′′

2 ) ∈ EJ∆κ
1 ⊩ xγ+1:BKm.

Consider an arbitrary m given by ∀I on the goals ◦′ and ◦′′. Once again,
instantiate the quantifier in †5κ, this time with the arbitrary m. Again, we get
∆κ = ∆κ

1 , ∆
κ
2 and for some yβ ∈ chnl, we have: Bκ1 = Bκ′

1 A1msg(send yβxγ)

and Bκ′′

2 = Bκ′′′

2 A2msg(send yβxγ). Moreover,

(A1,A2) ∈ EJ∆κ
2 ⊩ yβ :AKm and (Bκ′

1 ,Bκ
′′′

2 ) ∈ EJ∆κ
1 ⊩ xγ+1:BKm.

Since the naming in the configuration is unique, we get the above for the same
yβ as we got in the case of m = 0 and the proof of ◦′ and ◦′′ is complete.
From this we can prove

D1 = {Bn1 }n∈I = {Bn1 }n∈I&n̸=κ Bκ
′

1 A1msg(send yβxγ) and

D′2 = {Bn′′

2 }n∈I = {Bn
′′

2 }n∈I&n̸=κ Bκ
′′′

2 A2msg(send yβxγ)

First, observe that by the structure of the configuration, there is no tree
Bn1 or Bn′′

2 using Kκ = xγ :A⊗B as its resource, i.e., xγ is the root. We can
break down the resources ∆κ

1 and ∆κ
2 as ∆κ

1 = ∆κ′

1 , ∆
κ′′

1 and ∆κ
2 = ∆κ′

2 , ∆
κ′′

2 ,
such that ∆κ′

1 and ∆κ′

2 are in the interface of D1 and D′2 and ∆κ′′

1 and ∆κ′′

2

are the resources provided by other trees. We can partition I\{κ} into two
disjoint sets I1 and I2 such that the configurations {Bn1 }n∈I1 and {Bn′′

2 }n∈I1
provide the resources in ∆κ′′

1 and configurations {Bn1 }n∈I2 and {Bn′′

2 }n∈I2
provide the resources in ∆κ′′

2 . In other words, we have ∆ = ∆1, ∆
κ′

1 , ∆2, ∆
κ′

2

and K = xγ :A⊗B and

(i) ∆1 ⊩ {Bn1 }n∈I1 :: ∆κ′′

1 ∆κ′

1 , ∆
κ′′

1 ⊩ Bκ′

1 :: xγ+1:B ∆1, ∆
κ′

1 ⊩ {Bn1 }n∈I1Bκ
′

1 :: xγ+1:B

∆1 ⊩ {Bn′′

2 }n∈I1 :: ∆κ′′

1 ∆κ′

1 , ∆
κ′′

1 ⊩ Bκ′′′

2 :: xγ+1:B ∆1, ∆
κ′

1 ⊩ {Bn′′

2 }n∈I1Bκ
′′′

2 :: xγ+1:B

(ii) ∆2 ⊩ {Bn1 }n∈I2 :: ∆κ′′

2 ∆κ′

2 , ∆
κ′′

2 ⊩ A1 :: yβ :A ∆2, ∆
κ′

2 ⊩ {Bn1 }n∈I2A1 :: yβ :A

∆2 ⊩ {Bn′′

2 }n∈I2 :: ∆κ′′

2 ∆κ′

2 , ∆
κ′′

2 ⊩ A2 :: yβ :A ∆2, ∆
κ′

2 ⊩ {Bn′′

2 }n∈I2A2 :: yβ :A

We also have

◦′′′ D1 = {Bn1 }n∈I = {Bn1 }n∈I&n̸=κ Bκ
′

1 A1msg(send yβxγ) = {Bn1 }n∈I1 {Bn1 }n∈I2 Bκ
′

1 A1msg(send yβxγ) and

D′2 = {Bn′′

2 }n∈I = {Bn
′′

2 }n∈I&n̸=κ Bκ
′′′

2 A2msg(send yβxγ) = {Bn
′′

2 }n∈I1{Bn
′′

2 }n∈I2 Bκ
′′′

2 A2msg(send yβxγ)

Recall that earlier we proved

◦′ ∀m. (A1,A2) ∈ EJ∆κ
2 ⊩ yβ :AKm and ◦′′∀m. (Bκ′

1 ,Bκ
′′′

2 ) ∈ EJ∆κ
1 ⊩ xγ+1:BKm,



80 Stephanie Balzer, Farzaneh Derakshan, Robert Harper, and Yue Yao

and we also have for all n ∈ I1 ∪ I2,

◦2 ∀m. (Bn1 ;Bn
′′

2 ) ∈ EJ∆n ⊩ KnKm

We can apply the induction hypothesis on the smaller index k′, (i), ◦′′, and
◦2 for those trees indexed in I1 to get

◦3 ({Bn1 }n∈I1 Bκ
′

1 ; {Bn′′

2 }n∈I1 Bκ
′′′

2 ) ∈ EJ∆1, ∆
κ′

1 ⊩ xγ+1:BKk
′
.

Similarly, we can apply the induction hypothesis on the smaller index k′, (ii),
◦′, and ◦2 for those trees indexed in I2 to get

◦3 ({Bn1 }n∈I2 A1; {B′′n2}n∈I2 A2) ∈ EJ∆1, ∆
κ′

2 ⊩ yβ :AKk
′
.

By Row 4. of the logical relation, this is enough to establish the goal

⋆1 (D1;D′2) ∈ VJ∆ ⊩ KKk
′+1
·;xγ

Subcase 2. xγ :A⊗ B ∈ ∆, i.e., ∆ = ∆′, xγ :A⊗ B. This case corresponds to
Part 2. of the goal in which we have xγ ∈ In(∆ ⊩ K) and xγ ∈ Θ1, and the
goal is to prove ({Bn1 }n∈I ; {Bn

′′

2 }n∈I) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

By the structure of the configuration, for some index κ ∈ I, we have xγ :A⊗
B ∈ ∆κ, i.e. ∆κ = ∆κ′

, xγ :A⊗B.
By assumption †4κ, we have

∀m. (Bκ1 ;Bκ
′′

2 ) ∈ VJ∆κ′
, xγ :A⊗B ⊩ KκKm+1

xγ ;·

By Row 9. of the logical relation, we get:

†5κ ∀yβ ̸∈ dom(∆κ′
, xγ :A⊗B,Kκ)∀m. (msg(send yβxγ)Bκ1 ;msg(send yβxγ)Bκ

′′
2 ) ∈ EJ∆κ′

, yβ :A, xγ+1:B ⊩ KκKm

Moreover, we have

∆, yβ :A, xγ :B ⊩ msg(send yβxγ){Bn1 }n∈I :: K ∆, yβ :A, xγ :B ⊩ msg(send yβxγ){Bn
′′

2 }n∈I :: K

Recall that for all n ∈ I\{κ} we also have

◦2 ∀m. (Bn1 ;Bn
′′

2 ) ∈ EJ∆n ⊩ KnKm

We can apply the induction hypothesis on the smaller index k′, ◦2, and †5κ
to get

∀yβ ̸∈ dom(∆,xγ :A⊗B,K).(msg(send yβxγ){Bn1 }n∈I ;msg(send yβxγ){Bn
′′

1 }n∈I) ∈ EJ∆, yβ :A, xγ+1:B ⊩ KKk
′
.

By Row 9. of the logical relation, this is enough to establish the goal.
Inductive case (j = j′+1). Consider an arbitrary index set I and an arbitrary
session-typed configurations ∆n ⊩ Bni :: Kn that satisfy the conditions †n. We
need to show that
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∀Υ1, Θ1, D′1. if {Bn1 }n∈I 7→j′+1Υ1;Θ1 D′1 then ∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K).if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

We apply a ∀I. and if I. on the goal: consider an arbitrary Υ1, Θ1, and D′1 and
the first step of {Bn1 }n∈I 7→j′+1Υ1 ;Θ1 D′1. There are two cases to consider:
Case 1. the first step is an internal step but not a communication
between the subtrees.
Without loss of generality, let’s assume that the communication is internal to
Bκ1 for some κ ∈ I and all other trees Bn1 for n ̸= κ remain intact, i.e. we have
{Bn1 }n∈I = {Bn1 }n∈I1 Bκ1 {Bn1 }n∈I2 and

{Bn1 }n∈I1 Bκ1{Bn1 }n∈I2 7→ {Bn1 }n∈I1 ,Bκ
′

1 {Bn1 }n∈I2 7→j′Υ1;Θ1 D′1.
By forward closure (Lem. 24) on the assumption †κ (i.e.,†nfor n = κ), we get

†′κ ∀m. (Bκ
′

1 ;B2) ∈ EJ∆κ ⊩ KκKm.

Recall that by †n, we also have for n ̸= κ

∀m. (Bn1 ;Bn2 ) ∈ EJ∆n ⊩ KnKm.

We can apply the induction hypothesis on the number of steps j′ to get:

∀Υ1, Θ1, D′1. ∀Υ1. if {Bn1 }n∈I1 Bκ
′

1 {Bn1 }n∈I2 7→j′Υ1;Θ1 D′1 then ∃Υ2D′2. {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

Since {Bn1 }n∈I1 Bκ1{Bn1 }n∈I2 7→ {Bn1 }n∈I1 ,Bκ
′

1 {Bn1 }n∈I2 7→j′Υ1;Θ1 D′1, we can
prove the goal:

∃Υ2,D′2 such that {Bn2 }n∈I 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

which completes the proof of this case.
Case 2. the first step is a communication between two sub-configurations.
Without loss of generality, we assume that the communication is between trees
indexed by κ, λ ∈ I, i.e., Bκ1 offers a resource uα:T and Bλ1 uses the resource,
and there is a message available along uα that is received in the first step. The
proof proceeds by case analysis on type of ucα:T . We provide the detailed proof
for one case. The proof of the rest of the cases is similar.
Subcase 1. T = A⊗B, i.e., we have

(i) ∆κ ⊩ Bκ1 :: Kκ where Kκ = uα:A⊗B
∆κ ⊩ Bκ2 :: Kκ

(ii) ∆λ ⊩ Bλ1 :: Kλ where ∆λ = ∆λ′
, uα:A⊗B

∆λ ⊩ Bλ2 :: Kλ
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By the assumptions of this case, we know that there is a message sent
along ucα:A ⊗ B in Bκ1 that is received by a process in Bλ1 , i.e., Bκ1 =
Bκ′

1 A1msg(sendyβ uα) and

{Bn1 }n∈I = {Bn1 }n∈I1 ,Bκ1Bλ1 {Bn1 }n∈I2 = {Bn1 }n∈I1 ,Bκ
′

1 A1 msg(sendyβ uα)Bλ1 {Bn1 }n∈I2 and

{Bn1 }n∈I1 ,Bκ
′

1 A1 msg(sendyβ uα)Bλ1 {Bn1 }n∈I2 7→ {Bn1 }n∈I1 ,Bκ
′

1 A1Bλ
′

1 {Bn1 }n∈I2 7→j′Υ1;Θ1 D′1.

By †κ, Lem. 26, and Bκ′

1 A1msg(sendyβ uα) 7→0Υ ′
κ;Θ′

κ Bκ′

1 A1msg(sendyβ uα),
we get

∃Υκ2Bκ
′

2 such that Bκ2 7→
∗Υκ2 Bκ

′
2 andΥ ′κ ⊆ Υκ2

∀xγ ∈ Out(∆κ ⊩ uα:A⊗B). if xγ ∈ Υ ′κ. then ∀m. (Bκ
′

1 A1msg(sendyβ uα);Bκ
′

2 ) ∈ VJ∆κ ⊩ uα:A⊗BKm+1
·;xγ and

∀xγ ∈ In(∆κ ⊩ uα:A⊗B). if xγ ∈ Θ′κ. then ∀m. (Bκ
′

1 A1msg(sendyβ uα);Bκ
′

2 ) ∈ VJ∆κ ⊩ uα:A⊗BKm+1
xγ ;·

In particular, we know that uα:A⊗B ∈ Out(∆κ ⊩ uα:A⊗B) and uα ∈ Υ ′κ,
which gives us:

∀m. (Bκ′

1 A1msg(sendyβ uα);Bκ
′

2 ) ∈ VJ∆κ ⊩ uα:A⊗BKm+1
·;uα

By Row 4. of the logical relation, we have ∆κ = ∆κ
1 , ∆

κ
2 and

Bκ′

2 = Bκ′′

2 A2msg(sendyβ uα), and

◦′ ∀m. (A1;A2) ∈ EJ∆κ
2 ⊩ yβ :AKm and ◦′′ ∀m. (Bκ′

1 ;Bκ′′

2 ) ∈ EJ∆κ
1 ⊩ uα+1:BKm.

Next, we consider Bλ1 . By †λ, Lem. 26, and Bλ1 7→
0Υ ′
λ Bλ1 , we get

∃Υλ2
Bλ′

2 such that Bλ2 7→
∗Υλ2 Bλ′

2 and

∀xγ ∈ Out(∆λ′
, uα:A⊗B ⊩ Kλ). if xγ ∈ Υ ′λ. then ∀m. (Bλ1 ;Bλ

′

2 ) ∈ VJ∆λ′
, uα:A⊗B ⊩ KλKm+1

·;xγ and

∀xγ ∈ In(∆λ′
, uα:A⊗B ⊩ Kλ). if xγ ∈ Θ′λ. ∀m. (Bλ1 ;Bλ

′

2 ) ∈ VJ∆λ, uα:A⊗B ⊩ KλKm+1
xγ ;·

In particular, we know that uα:A ⊗ B ∈ In(∆λ′
, uα:A ⊗ B ⊩ Kλ) and also

uα ∈ Θ′λ, which gives us:

∀m. (Bλ1 ;Bλ
′

2 ) ∈ VJ∆λ′
, uα:A⊗B ⊩ KλKm+1

uα;·

By Row 9. of the logical relation for the specific channel yβ (for which by
the tree structure, we know yβ ̸∈ ∆λ, uα:A⊗B,Kλ) we have

∀m. (msg(sendyβ uα)Bλ1 ;msg(sendyβ uα)Bλ
′

2 ) ∈ EJ∆λ, yβ :A, uα+1:B ⊩ KλKm.

By forward closure (Lem. 24) and msg(sendyβ uα)Bλ1 7→ Bλ
′

1 we have:

◦′′′ ∀m. (Bλ′

1 ;msg(sendyβ uα)Bλ
′

2 ) ∈ EJ∆, yβ :A, uα+1:B ⊩ KKm

Put I ′ = I, ℓ, where ℓ does not occur in I and define Bℓ1 = A1 and Bℓ2 = A2.
By induction on the number of steps, ◦′, ◦′′, ◦′′′ and †n for n ̸= κ, λ we get
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∀Υ1, Θ1, D′1. if {Bn1 }n∈I1Bκ
′

1 A1Bλ
′

1 {Bn1 }n∈I2 7→j′Υ1;Θ1 D′1
then ∃Υ2,D′2 such that {Bn2 }n∈I1Bκ

′′

2 A2msg(sendyβ uα)Bλ
′

2 {Bn2 }n∈I2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

By a ∀E. and {Bn1 }n∈I1Bκ
′

1 A1Bλ
′

1 {Bn1 }n∈I2 7→j′Υ1 D′1 we get:

∃Υ2,D′2 such that {Bn2 }n∈I1Bκ
′′

2 A2msg(sendyβ uα)Bλ
′

2 {Bn2 }n∈I2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

We also know that {Bn2 }n∈I = {Bn2 }n∈I1Bκ2Bλ2 {Bn2 }n∈I2 7→∗ {Bn2 }n∈I1Bκ
′′

2 A2msg(sendyβ uα)Bλ
′

2 {Bn2 }n∈I2 .
We get the following for the same Υ2 and D′2:

∃Υ2,D′2 such that {Bn2 }n∈I1Bκ
′′

2 A2msg(sendyβ uα)Bλ
′

2 {Bn2 }n∈I2 7→∗Υ2 D′2 andΥ1 ⊆ Υ2 and
∀xγ ∈ Out(∆ ⊩ K). if xγ ∈ Υ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk

′+1
·;xγ and

∀xγ ∈ In(∆ ⊩ K). if xγ ∈ Θ1. then (D′1;D′2) ∈ VJ∆ ⊩ KKk
′+1
xγ ;· .

J Logical equivalence

J.1 Equivalence

Lemma 28 (Reflexivity). For all security levels ξ and configurations ∆ ⊩
D :: xα:T , we have

(∆ ⊩ D :: xα:T ) ≡ (∆ ⊩ D :: xα:T ).

Proof. The proof is straightforward by applying the reflexivity Lemma (Lem. 31)
proved in the next section on a trivial lattice that has only one element ⊥. We
annotate all channels and processes with max secrecies and running secrecies
equal to ⊥ and annotate process definitions in the signature all with one secrecy
variable ψ. The spawn terms in a process use a substitution that maps ψ to ⊥.
With this translation, all session-typed configurations are also IFC-typed under
the trivial lattice.

Lemma 29 (Symmetry). For all configurations D1 and D2, we have (∆ ⊩
D1 :: xα:T ) ≡ (∆ ⊩ D2 :: xα:T ), iff (∆ ⊩ D2 :: xα:T ) ≡ (∆ ⊩ D1 :: xα:T ),

Proof. The proof is straightforward by the definition of logical equivalence (Def. 1).

Lemma 30 (Transitivity). For all configurations D1, D2, and D3, we have

if (∆ ⊩ D1 :: xα:T ) ≡ (∆ ⊩ D2 :: xα:T ), and (∆ ⊩ D2 :: xα:T ) ≡ (∆ ⊩ D3 :: xα:T )
then (∆ ⊩ D1 :: xα:T ) ≡ (∆ ⊩ D3 :: xα:T ).

Proof. The proof follows from Corollary 3 when we instantiate Ψ0 with the trivial
lattice only containing the element ⊥ and ξ to be ⊥.
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J.2 Noninterference

Lemma 31 (Reflexivity – only for IFC-typed processes). For all security
levels ξ and configurations Ψ0;Γ ⊩ D :: xα:T [c], we have

(Γ ⊩ |D| :: xα:T [c]) ≡Ψ0

ξ (Γ ⊩ |D| :: xα:T [c]).

Proof. Corollary of the fundamental theorem (Thm. 7).

Lemma 32 (Symmetry). For all security levels ξ and configurations D1 and
D2, we have (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :T2[c2]), iff (Γ2 ⊩ D2 ::

yβ :T2[c2]) ≡Ψ0
ξ (Γ1 ⊩ D1 :: xα:T1[c1]).

Proof. The proof is straightforward by Def. 26

Corollary 3 (Transitivity). For all security levels ξ, and configurations D1,
D2, and D3, we have

if (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0
ξ (Γ2 ⊩ D2 :: yβ :T2[c2]), and (Γ2 ⊩ D2 :: yβ :T2[c2]) ≡Ψ0

ξ (Γ3 ⊩ D3 :: zη:T3[c3])

then (Γ1 ⊩ D1 :: xα:T1[c1]) ≡Ψ0
ξ (Γ3 ⊩ D3 :: zη:T3[c3]).

Proof. Consider arbitrary C1, F1 and C3, and F3 we need to show

∀m. (C1D1F1; C3D3F3) ∈ EJ∆ ⊩ KKm and ∀m. (C1D1F1; C3D3F3) ∈ EJ∆ ⊩ KKm

By the assumptions, we get (C1D1F1; C2D2F2) ∈ EJ∆ ⊩ KKm and (C2D2F2; C3D3F3) ∈
EJ∆ ⊩ KKm. The result follows by Lem. 33.

Lemma 33 (Transitivity of the term relation). If †1 ∀m. (D1;D2) ∈ EJ∆ ⊩
KKm and †2 ∀m. (D2;D3) ∈ EJ∆ ⊩ KKm then ⋆∀k. (D1;D3) ∈ EJ∆ ⊩ KKk.

Proof. Our goal is to prove for all D1, D2, and D3 with ∀m. (D1;D2) ∈ EJ∆ ⊩
KKm and ∀m. (D2;D3) ∈ EJ∆ ⊩ KKm then ∀k. (D1;D3) ∈ EJ∆ ⊩ KKk. We prove
an equivalent statement that says for all k, D1, D2, and D3 with ∀m. (D1;D2) ∈
EJ∆ ⊩ KKm and ∀m. (D2;D3) ∈ EJ∆ ⊩ KKm then (D1;D3) ∈ EJ∆ ⊩ KKk. We
proceed by induction on k.

Base case. (k = 0) Consider arbitrary configurationsD1,D2, andD3. By the
assumptions, we know that (D1;D2) ∈ Tree(∆ ⊩ K) and (D2;D3) ∈ Tree(∆ ⊩
K), which gives us (D1;D3) ∈ Tree(∆ ⊩ K). It is enough to complete the proof
in this case.

Inductive case. (k = k′+1) Consider arbitrary configurations D1, D2, and
D3. Our goal is to show

∀D′1. ∀Υ1. if D1 7→∗Υ1 D′1, then ∃D′3 such that D3 7→∗Υ1 D′3 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′3) ∈ VJ∆ ⊩ KKk

′+1
·;xα and

∀xα ∈ In(∆ ⊩ K). (D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
xα;· .

Consider an arbitrary D′1 and Υ1, and assume D1 7→∗Υ1 D′1. Our goal is to
prove
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∃D′3 such that D3 7→∗Υ1 D′3 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′3) ∈ VJ∆ ⊩ KKk

′+1
·;xα and

∀xα ∈ In(∆ ⊩ K). (D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
xα;· .

By assumption †1 and Lem. 26, we have

†′1 ∀D′1. ∀Υ1. if D1 7→∗Υ1 D′1, then ∃D′2 such that D2 7→∗Υ1 D′2 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then ∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1

·;xα and
∀xα ∈ In(∆ ⊩ K). ∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1

xα;· .

And by assumption †2 and Lem. 26, we have

†′2 ∀D′2. ∀Υ1. if D2 7→∗Υ1 D′2, then ∃D′3 such that D3 7→∗Υ1 D′3 and
∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then ∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1

·;xα and
∀xα ∈ In(∆ ⊩ K).∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1

xα;· .

We apply ∀E. on †′1 by instantiating the existential quantifiers with D′1 and
Υ1. We can apply ifE. since we knowD1 7→∗Υ1 D′1. We get aD′2 withD2 7→∗Υ1 D′2.
Next, we apply ∀E. on †2 by instantiating the existential quantifiers with D′2
and Υ1. We apply ifE. as we know D2 7→∗Υ1 D′2. As a result, we get a D′3 with
D3 7→∗Υ1 D′3 as required by the goal. We need to prove:

∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then (D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
·;xα and

∀xα ∈ In(∆ ⊩ K). (D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
xα;· .

By †′1, and †′2, we have as assumptions

†′′1 ∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then ∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;xα and

∀xα ∈ In(∆ ⊩ K).∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1
xα;· .

and

†′′2 ∀xα ∈ Out(∆ ⊩ K). if xα ∈ Υ1. then ∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1
·;xα and

∀xα ∈ In(∆ ⊩ K). ∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1
xα;· .

There are two parts to prove:
Part 1. Consider an arbitrary xα ∈ Out(∆ ⊩ K) and assume xα ∈ Υ1. Our
goal is to show

(D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
·;xα

And by †′′1 , and †′′2 , we have as assumptions

†′′′1 ∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1
·;xα and †′′′2 ∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1

·;xα .

We consider cases based on the type of xα. We provide the detailed proof for
a few interesting cases. The proof of other cases is similar.
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Case 1. (K = xα:A⊗B). By †′′′1 and †′′′2 we get

∆ = ∆1, ∆2 and D′1 = D′′1A1msg(sendyβ xα) and D′2 = D′′2A2msg(sendyβ xα)
and D′2 = D′′2A1msg(sendyβ xα) and D′3 = D′′3A2msg(sendyβ xα)

Moreover,

∀m.(D′′1 ;D′′2 ) ∈ EJ∆1 ⊩ xα+1:BKm ∀m.(A1;A2) ∈ EJ∆2 ⊩ yβ :AKm
∀m.(D′′2 ;D′′3 ) ∈ EJ∆1 ⊩ xα+1:BKm ∀m.(A2;A3) ∈ EJ∆2 ⊩ yβ :AKm

We apply the induction hypothesis on a smaller observation index k′ to get

(D′′1 ;D′′3 ) ∈ EJ∆1 ⊩ xα+1:BKk
′

(A1;A3) ∈ EJ∆2 ⊩ yβ :AKk
′

Which by Row 4 of the logical relation is wnough to prove the goal of this
subcase, i.e.,

(D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
·;xα

Case 2. (∆ = xα:A⊸ B,∆′)
Part 2. Consider an arbitrary xα ∈ In(∆ ⊩ K) and assume xα ∈ Θ1x. Our
goal is to show

(D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
xα;· .

By †′′1 , and †′′2 , we have as assumptions

†′′′1 ∀m.(D′1;D′2) ∈ VJ∆ ⊩ KKm+1
xα;· and †′′′2 ∀m. (D′2;D′3) ∈ VJ∆ ⊩ KKm+1

xα;· .

We consider cases based on the type of xα. We provide the detailed proof for
a few interesting cases. The proof of other cases is similar.
Case 1. (∆ = ∆′, xα:A⊗B) By †′′′1 and †′′′2 we get for all yβ ̸∈ dom(∆,xα :
A⊗B,K).

∀m.(msg(sendyβ uα)D′1;msg(sendyβ xα)D′2) ∈ EJ∆, yβ : A, xα+1 : B ⊩ KKm
∀m.(msg(sendyβ uα)D′2;msg(sendyβ xα)D′3) ∈ EJ∆, yβ : A, xα+1 : B ⊩ KKm

We apply the induction hypothesis on a smaller observation index k′ to get

∀yβ ̸∈ dom(∆,xα : A⊗B,K). (msg(sendyβ uα)D′1;msg(sendyβ xα)D′3) ∈ EJ∆, yβ : A, xα+1 : B ⊩ KKk
′

Which by Row 9 of the logical relation is wnough to prove the goal of this
subcase, i.e.,

(D′1;D′3) ∈ VJ∆ ⊩ KKk
′+1
xα;·

Case 2. (K = xα:A⊸ B)

K Adequacy

To show that the RSLR is adequate, we prove that configurations related by the
logical relation are bisimilar and vice versa. To facilitate this proof, we first give
the definition of asynchronous bisimilarity [53] (Def. 33). The definition relies
on the labeled transition system resulting from our RSLR displayed in Fig. 16
and on weak transitions and free names defined next.
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Internal transition τ−→ defined as:

D1
τ−→ D′1 iff D1 7→ D′1

Actions yα q−−−→, L yα q−−−−→ and R yα q−−−−→ defined as below when y ∈ fn(D1):

(1)D1msg(close yα)D2
yα close−−−−−→ D1D2

(2)D1 msg(yα.k)D2
yα k−−−→ D1D2

(3)D1 msg(sendxβ yα)D2

yα xβ−−−−→ D1D2

(4)D1proc(zδ,wait yα;P )D2
L yα close−−−−−−→ msg(close yα)D1proc(zδ,wait yα;P )D2

(5)D1proc(zδ, case yα (ℓ⇒ Pℓ)ℓ∈I)D2
L yα k−−−−→ msg(yα.k)D1proc(zδ, case yα (ℓ⇒ Pℓ)ℓ∈I)D2

(6)D1 proc(zδ, w ← recv yα)D2

L yα xβ−−−−−→ msg(sendxβ yα)D1 proc(zδ, w ← recv yα)D2

(7)D1 proc(yα, case yα (ℓ⇒ Pℓ)ℓ∈I)D2
R yα k−−−−→ D1 proc(yα, case yα (ℓ⇒ Pℓ)ℓ∈I)D2msg(yα.k)

(8)D1proc(yα, w ← recv yα)D2

R yα xβ−−−−−→ D1proc(yα, w ← recv yα)D2 msg(sendxβ yα)

Fig. 16: Labeled transition system induced by RSLR.

Definition 31 (Free names of a configuration). For ∆ ⊩ D :: ∆′, we define
fn(D) as dom(∆,∆′).

Definition 32 (Weak transition relations).

(1) =⇒ is the reflexive and transitive closure of τ−→.

(2) α
=⇒ is =⇒ α−→.

Definition 33 (Asynchronous bisimilarity). Asynchronous bisimilarity is
the largest symmetric relation such that whenever D1 ≈a D2, we have
1. (τ − step) if D1

τ−→ D′1 then ∃D′2.D2
τ
=⇒ D′2 and D′1 ≈a D′2,

2. (output) if D1
xα q−−−→ D′1 then ∃D′2.D2

xα q
===⇒ D′2 and D′1 ≈a D′2

3. (left input) for all q ̸∈ fn(D1)., if D1
L xα q−−−−→ D′1 then ∃D′2.D2

τ
=⇒ D′2 and

D′1 ≈a msg(xα.q)D′2,
4. (right input) for all q ̸∈ fn(D1)., if D1

R xα q−−−−→ D′1 then ∃D′2.D2
τ
=⇒ D′2 and

D′1 ≈a D′2msg(xα.q),

where msg(xα.q) is defined as msg(closexα) if q = close, msg(xα.k) if q = k,
and msg(send zδ xα) if q = zδ.
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Definition 34 (High provider and High client). We repeat the definition
of high provider and high client configurations (§ G.1) here.

· ∈ H-Providerξ(·)
B ∈ H-Providerξ(Γ, xα:A[c]) iff c ̸⊑ ξ andB = B′T and B′ ∈ H-Providerξ(Γ ) and T ∈ Tree(· ⊩ xα:A),or

c ⊑ ξ andB ∈ H-Providerξ(Γ )

T ∈ H-Clientξ(xα:A[c]) iff c ̸⊑ ξ and T ∈ Tree(xα:A ⊩ _ : 1),or
c ⊑ ξ andB = ·

⋄

Definition 35. For D1 ∈ Tree(|Γ1| ⊩ xα:A1), D2 ∈ Tree(|Γ2| ⊩ yβ :A2) we
define

Γ1 ⊩ D1 :: xα:A1[c1] ≈ξa Γ2 ⊩ D2 :: yβ :A2[c2] as

Γ1 ⇓ ξ = Γ2,⇓ ξ and yβ :A2[c2] ⇓ ξ = xα:A1[c1] ⇓ ξ and

∀B1 ∈ H-Providerξ(Γ1),B2 ∈ H-Providerξ(Γ2), T1 ∈ H-CLientξ(xα:A1[c1]), T2 ∈ H-Clientξ(yβ :A2[c2]).
B1D1T1 ≈a B2D2T2.

Corollary 4. For all D1 ∈ Tree(|Γ1| ⊩ xα:A1) and D2 ∈ Tree(|Γ2| ⊩ yβ :A2),
we have (Γ1 ⊩ D1 :: xα:A1[c1]) ≡Ψ0

ξ (Γ2 ⊩ D2 :: yβ :A2[c2]) iff (Γ1 ⊩ D1 ::

xα:A1[c1]) ≈ξa (Γ2 ⊩ D2 :: yβ :A2[c2]).

Proof. The proof is straightforward by considering Def. 26, Def. 35, and the
following corollary (Corollary 5).

Corollary 5. For all (D1,D2) ∈ Tree(∆ ⊩ K), we have ∀m.(D1,D2) ∈ EJ∆ ⊩
KKm and ∀m.(D2,D1) ∈ EJ∆ ⊩ KKm iff D1 ≈a D2.

Proof. It is a corollary of the following lemma (Lem. 34)

Lemma 34. Consider a pair of session-typed forests (C1, C2) ∈ Forest(∆ ⊩ ∆′)
consisting of multiple session-typed trees indexed in the set I, i.e., Ci = {Cji }j∈I
for i ∈ {1, 2}, and (Cj1, Cj2) ∈ Tree(∆j ⊩ Kj) with ∆ = {∆j}j∈I and ∆′ =
{Kj}j∈I . We have:

∀j ∈ I.∀m. (Cj1, Cj2) ∈ EJ∆j ⊩ KjKm and (Cj2, Cj1) ∈ EJ∆j ⊩ KjKm iff C1 ≈a C2.

Proof. The proof consists of two parts.
(1) Soundness. We want to prove for any arbitrary pair of forests C1 = {Cj1}j∈I

and C2 = {Cj2}j∈I such that ∀j ∈ I. (Cj1, Cj2) ∈ Tree(∆j ⊩ Kj), if ∀j ∈
I.∀m.(Cj1, Cj2) ∈ EJ∆j ⊩ KjKm and ∀j ∈ I.∀m.(Cj2, Cj1) ∈ EJ∆j ⊩ KjKm then
{Cj1}j∈I ≈a {Cj2}j∈I .
We proceed the proof by coinduction on the generating function of the bisim-
ilarity. Consider an arbitrary C1 = {Cj1}j∈I and C2 = {Cj2}j∈I such that
∀j ∈ I. (Cj1, Cj2) ∈ Tree(∆j ⊩ Kj), and assume ∀j ∈ I.∀m.(Cj1, Cj2) ∈ EJ∆j ⊩
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KjKm. Our goal is to show {Cj1}j∈I ≈a {Cj2}j∈I . We prove it by showing
the items (1)-(4) Def. 33 by assuming ∀j ∈ I.∀m.(Cj1, Cj2) ∈ EJ∆j ⊩ KjKm
only. The symmetric relation can be established with the other assumption
∀j ∈ I.∀m.(Cj2, Cj1) ∈ EJ∆j ⊩ KjKm We continue by establishing items (1)-(4)
in Def. 33:

1. Assume C1 τ−→ C′1, then by the definition of τ−transition, we have C1 7→ C′1.
In other words we have {Cj1}j∈I 7→ {Cj

′

1 }j∈I for C′1 = {Cj
′

1 }j∈I . To establish
item (1) in the definition, it is enough to prove that {Cj

′

1 }j∈I ≈a {Cj2}j∈I .
Since we unfolded the coinductive definition of the bisimilarity’s generating
function once, we can apply the coinductive case if the assumptions are
satisfied, i.e., we need to prove that each tree in the post-step forest is
session-typed and the pairs are related by the logical relation.
By assumption ∀j ∈ I.∀m.(Cj1, Cj2) ∈ EJ∆j ⊩ KjKm and by the forward
closure lemma (Lem. 24), we get ∀j ∈ I.∀m.(Cj

′

1 , Cj2) ∈ EJ∆j ⊩ KjKm. This
along with type-preservation of session-typed programs, is enough to get
{Cj

′

1 }j∈I ≈a {Cj2}j∈I by coinduction.
2. Assume C1 xα q−−−→ C′1, then by Fig. 16 we have C1 = C11msg(xα.q) C21 , with
C′1 = C11 , C21 .
This means that for some κ ∈ I, we have either Cκ1 = Cκ′

1 msg(xα.q) or
Cκ1 = msg(xα.q)Cκ

′

1 , and C′1 = {Cj1}j∈I−{κ}Cκ
′

1 . In particular, we know that
∀m.(Cκ1 , Cκ2 ) ∈ EJ∆κ ⊩ KκKm, and Cκ1 7→0Υκ1 ;Θκ1 Cκ1 , such that xα ∈ Υκ1 . By
the definition of the term interpretation and Lem. 26, we get

∀Υκ1 , Θκ1 , Cκ
′

1 .if Cκ1 7→∗Υ
κ
1 ;Θκ1 Cκ′

1 , then ∃Υκ2 , Cκ
′

2 such that Cκ2 7→∗Υ
κ
2 Cκ′

2 andΥκ1 ⊆ Υκ2 and

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then ∀ k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then ∀k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
xα;·.

We can instantiate the ∀ quantifiers and apply an if−Elimination rule to
get Cκ2 7→∗Υ

κ
2 Cκ′

2 for some Υκ2 ⊇ Υκ1 and some Cκ′

2 . Since xα ∈ Υκ1 , we get by
the definition of the logical relation ∀m.(Cκ1 , Cκ

′

2 ) ∈ VξΨ0
J∆κ ⊩ KκKm+1

·;xα . This
(depending on the type of the channel xα) gives us Cκ′

2 = Cκ′′
2
msg(xα.q) or

Cκ′

2 = msg(xα.q)Cκ′′
2
. Note that if q is a channel name, Cκ′′

2 is a forest, rather
than a tree, and if q is the label close, the configuration Cκ′′

2 is empty.
Put C′2 = {Cj2}j∈I−{κ}, Cκ

′′

2 . To establish item (2) in the definition, it is
enough to prove that C′1 ≈a C′2. Since we unfolded the coinductive definition
of the bisimilarity’s generating function once, we can apply the coinductive
case if the assumptions are satisfied, i.e., we need to prove that each tree in
the post-step forest is session-typed and the pairs are related by the logical
relation.
The proof proceeds by cases on the type of xα. Here we only provide one
interesting case, the proof of other cases is similar.
Subcase 1. Kκ = xα:A⊗B ∈ ∆′. We have∆κ = ∆κ

1 , ∆
κ
2 and Cκ1 = Cκ′

1 msg(send yδ xα)
with Cκ′

1 = Cκ′′

1 A1. Moreover, we have Cκ′

2 = Cκ′′

2 msg(send yδ xα) with
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Cκ′′

2 = Cκ′′′

2 A2. And ∀m.(Cκ′′

1 ; Cκ′′′

2 ) ∈ EJ∆κ
1 ⊩ xα+1:BKm and ∀m.(A1;A2) ∈

EJ∆κ
2 ⊩ yδ:AKm.

Recall that all other trees in the forest are still related, i.e. ∀j ∈ I −
{κ}, we have ∀m.(Cj1; Cj2) ∈ EJ∆j ⊩ KjKm This is enough to apply the
coinductive argument and get C′1 ≈a C′2 where C′1 = {Cj1}j∈I−{κ}, Cκ

′

1 and
C′2 = {Cj2}j∈I−{κ}, Cκ

′′

2 .

3. Assume for an arbitrary q, we have C1 L xα q−−−−→ C′1. By Fig. 16, there is a
process proc(zβ , Pxα) ∈ C1 which is waiting to receive a message along xα.
In particular, for some tree Cκ1 for κ ∈ I, we have proc(zβ , Pxα) ∈ Cκ1 .
We know that ∀m.(Cκ1 , Cκ2 ) ∈ EJ∆κ ⊩ KκKm, and Cκ1 7→0Υκ1 ;Θκ1 Cκ1 , such that
xα ∈ Θκ1 . By the definition of the term interpretation and Lem. 26, we get

∀Υκ1 , Θκ1 , Cκ
′

1 .if Cκ1 7→∗Υ
κ
1 ;Θκ1 Cκ′

1 , then ∃Υκ2 , Cκ
′

2 such that Cκ2 7→∗Υ
κ
2 Cκ′

2 andΥκ1 ⊆ Υκ2 and

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then ∀ k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then ∀k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
xα;·.

We can instantiate the ∀ quantifiers and apply an if−Elimination rule to
get Cκ2 7→∗Υ

κ
2 Cκ′

2 for some Υκ2 ⊇ Υκ1 and some Cκ′

2 . Since xα ∈ Θκ1 , we get
by the definition of the logical relation ∀m.(Cκ1 , Cκ

′

2 ) ∈ VξΨ0
J∆κ ⊩ KκKm+1

xα;· .
We put C′2 = {Cj2}j∈I−{κ}, Cκ

′

2 .
The proof proceeds by cases on the type of xα. Here we only provide one
interesting case, the proof of other cases is similar.
Subcase 1. xα:A⊗B ∈ ∆κ ⊆ ∆ (i.e., ∆κ = ∆κ′

, xα:A⊗B) In this case,
we know that Cκ1 = Cκ1

1 proc(zδ, w ← recv xα) Cκ2
1 and q is a chan-

nel yδ which is fresh in both Cκ1 and Cκ′

2 . Moreover, we have Cκ′

1 =
msg(send yδ xα)Cκ1 , and thus C′1 = msg(send yδ xα)C1.
By the logical relation, we get ∀m.(msg(send yδ xα)Cκ1 ;msg(send yδ xα)Cκ

′

2 ) ∈
EJ∆κ′

, yδ:A, xα+1:B ⊩ KκKm.
Recall that all other trees in the forest are still related, i.e. ∀j ∈ I−{κ}, we
have ∀m.(Cj1; Cj2) ∈ EJ∆j ⊩ KjKm This is enough to apply the coinductive
argument and get C′1 ≈a msg(send yδ xα)C′2 as required.

4. Assume for an arbitrary q, we have C1 R xα q−−−−→ C′1. The proof is similar to
the previous case:
By Fig. 16, there is a process proc(xα, Pxα) ∈ C1 which is waiting to receive
a message along xα. In particular, for some tree Cκ1 for κ ∈ I, we have
proc(xα, P ) ∈ Cκ1 .
We know that ∀m.(Cκ1 , Cκ2 ) ∈ EJ∆κ ⊩ KκKm, and Cκ1 7→0Υκ1 ;Θκ1 Cκ1 , such that
xα ∈ Θκ1 . By the definition of the term interpretation and Lem. 26, we get

∀Υκ1 , Θκ1 , Cκ
′

1 .if Cκ1 7→∗Υ
κ
1 ;Θκ1 Cκ′

1 , then ∃Υκ2 , Cκ
′

2 such that Cκ2 7→∗Υ
κ
2 Cκ′

2 andΥκ1 ⊆ Υκ2 and

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then ∀ k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then ∀k. (Cκ
′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKk+1
xα;·.

We can instantiate the ∀ quantifiers and apply an if−Elimination rule to
get Cκ2 7→∗Υ

κ
2 Cκ′

2 for some Υκ2 ⊇ Υκ1 and some Cκ′

2 . Since xα ∈ Θκ1 , we get
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by the definition of the logical relation ∀m.(Cκ1 , Cκ
′

2 ) ∈ VξΨ0
J∆κ ⊩ KκKm+1

xα;· .
We put C′2 = {Cj2}j∈I−{κ}, Cκ

′

2 .
The proof proceeds by cases on the type of xα. Here we only provide one
interesting case, the proof of other cases is similar.
Subcase 1. Kκ = xα:A⊸ B ∈ ∆′. In this case, we know that Cκ1 = Cκ1

1 proc(xα, w ←
recv xα) Cκ2

1 and q is a channel yδ which is not free in Cκ1 (and by the
typing not in Cκ′

2 either). Moreover, we have Cκ′

1 = Cκ1msg(send yδ xα),
and thus C′1 = C1msg(send yδ xα).
By the logical relation, we get ∀m.(Cκ1msg(send yδ xα); Cκ

′

2 msg(send yδ xα)) ∈
EJ∆κ, yδ:A ⊩ xα+1:BKm.
Recall that all other trees in the forest are still related, i.e. ∀j ∈ I−{κ}, we
have ∀m.(Cj1; Cj2) ∈ EJ∆j ⊩ KjKm This is enough to apply the coinductive
argument and get C′1 ≈a C′2msg(send yδ xα) as required.

(2) Completeness. We want to prove for any arbitrary pair of forests C1 =
{Cj1}j∈I and C2 = {Cj2}j∈I such that ∀j ∈ I. (Cj1, Cj2) ∈ Tree(∆j ⊩ Kj), if
{Cj1}j∈I ≈a {Cj2}j∈I then ∀j ∈ I.∀m.(Cj1, Cj2) ∈ EJ∆j ⊩ KjKm.
We instead prove an equivalent statement that says

For any natural number m and any arbitrary pair of forests C1 =
{Cj1}j∈I and C2 = {Cj2}j∈I such that ∀j ∈ I. (Cj1, Cj2) ∈ Tree(∆j ⊩ Kj),
if {Cj1}j∈I ≈a {Cj2}j∈I then ∀j ∈ I.(Cj1, Cj2) ∈ EJ∆j ⊩ KjKm.

We proceed by induction on m.
Base case. (m = 0) The proof is straightforward by the definition of logical
relation and the fact that the configurations are session-typed.
Inductive case. (m = m′+1) Consider an arbitrary κ ∈ I. By the definition
of the term interpretation, we need to prove

∀Υκ1 , Θκ1 , Cκ1 .if Cκ
′

1 7→∗Υ
κ
1 ;Θκ1 Cκ′

1 , then ∃Υκ2 , Cκ
′

2 such that Cκ2 7→∗Υ
κ
2 Cκ′

2 andΥκ1 ⊆ Υκ2 and

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then (Cκ′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then (Cκ′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1

xα;· .

Consider an arbitrary Υκ1 , Θκ1 , and Cκ′

1 , and assume Cκ′

1 7→∗Υ
κ
1 ;Θκ1 Cκ′

1 , we
need to prove

∃Υκ2 , Cκ
′

2 such that Cκ2 7→∗Υ
κ
2 Cκ′

2 andΥκ1 ⊆ Υκ2 and

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then (Cκ′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then (Cκ′

1 ; Cκ′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1

xα;· .

By local transition steps, we know that C1 7→∗ C′1, where C′1 = {Cκ1 }j∈I−{κ}Cκ
′

1 .
By C1 ≈a C2, we can apply the clause for τ -transitions in Def. 33 for zero or
multiple times, to get C2 7→∗ C′2 such that C′1 ≈a C′2. Consider the channels
in the sets Υκ1 and Θk1 . There are three cases:
A. By item (2) of Def. 33 and C′1 ≈a C′2, we know that for all xα ∈ Out(∆ ⊩

K) such that xα ∈ Υκ1 , we have C′2 7→∗ Cxs2 such that Cxs2 sends along the
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channel xα and C′1 = C11msg(xα.q)C21 and Cxs2 = Cx
′
s

2 msg(xα.q)Cx
′′
s

2 , and
we have C11C21 ≈a C

x′
s

2 C
x′′
s

2 .
B. By item (3) of Def. 33 and C′1 ≈a C′2, we know that for all xα ∈ In(∆ ⊩
·) such that xα ∈ Θκ1 , we have C′2 7→∗ Cxr2 such that msg(xα.q)C′1 ≈a
msg(xα.q)Cxr2 .

C. By item (4) of Def. 33 and C′1 ≈a C′2, we know that for all xα ∈ In(· ⊩
K) such that xα ∈ Θκ1 , we have C′2 7→∗ Cxr2 such that C′1msg(xα.q) ≈a
Cxr2 msg(xα.q).

Apply the confluence lemma (Lem. 21) on (i) C′2 7→∗ Cxs2 for all xα ∈
Out(∆ ⊩ K) such that xα ∈ Υκ1 and (ii) C′2 7→∗ Cxr2 for all xα ∈ In(∆ ⊩ K)
such that xα ∈ Θκ1 to build C′′2 . In particular, by the confluence lemma, we
get C′2 7→∗Υ2 C′′2 where Υκ1 ⊆ Υ2, and (i’) Cxs2 7→∗ C′′2 for all xα ∈ Out(∆ ⊩ K)
such that xα ∈ Υκ1 and (ii) Cxr2 7→∗ C′′2 for all xα ∈ In(∆ ⊩ K) such that
xα ∈ Θκ1 .
More precisely, by the forest structure, we have C′′2 = {Cκ′′

2 }j∈I−{κ}Cκ
′′

2 , with
Cκ2 7→∗Υ

κ
2 Cκ′′

2 with Υκ1 ⊆ Υκ2 . We use Υκ2 and Cκ′′

2 to instantiate the existential
quantifier in the goal. We need to prove that

∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then (Cκ′

1 ; Cκ′′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1
·;xα and

∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then (Cκ′

1 ; Cκ′′

2 ) ∈ VJ∆κ ⊩ KκKm
′+1

xα;· .

By the forward closure lemma for the bisimulation (Lem. 35), we get
A’. By item [A.] we get, for all xα ∈ Out(∆ ⊩ K) such that xα ∈ Υκ1 , we

have C′2 7→∗ C′′2 such that C′′2 sends along the channel xα, and we have
C′1 = C11msg(xα.q)C21 and C′′2 = Cx′

smsg(xα.q)Cx
′′
s and C11C21 ≈a Cx

′
sCx′′

s .
B’. By item B., the confluence lemma, and the forward closure lemma for the

bisimulation (Lem. 35), we get: for all xα ∈ In(∆ ⊩ ·) such that xα ∈ Θκ1 ,
we have C′2 7→∗ C′′2 such that msg(xα.q)C′1 ≈a msg(xα.q)C′′2 .

C’. By item C., the confluence lemma, and the forward closure lemma for the
bisimulation (Lem. 35), we get: for all xα ∈ In(· ⊩ K) such that xα ∈ Θκ1 ,
we have C′2 7→∗ C′′2 such that C′1msg(xα.q) ≈a C′′2msg(xα.q).

There are two parts we need to prove:
Part 1. ∀xα ∈ Out(∆κ ⊩ Kκ). if xα ∈ Υκ1 . then (Cκ′

1 ; Cκ′′

2 ) ∈ VJ∆κ ⊩
KκKm

′+1
·;xα

Assume an arbitrary xα ∈ Out(∆κ ⊩ Kκ) with xα ∈ Υ1. We consider
cases based on the type of xα. Here we provide the detailed proof for one
case, the proof of other cases is similar.
Subcase 1. Kκ = xα:A ⊗ B. We need to prove (Cκ′

1 , Cκ
′′

2 ) ∈ VJ∆κ ⊩
xα:A ⊗ BKm

′+1
·;xα . We first establish Cκ′

1 = Cκ′′

1 A1msg(sendyβ xα) and
Cκ′′

2 = Cκ′′′

2 A2msg(sendyβ xα), using item [A’] above and well-typedness
of programs. Next, we apply the inductive hypothesis to show (A1;A2) ∈
EJ∆κ

1 ⊩ yβ :AKm
′

and also (Cκ′′

1 ; Cκ′′′

2 ) ∈ EJ∆κ
2 ⊩ xα+1:BKm

′
with ∆κ =

∆κ
1 , ∆

κ
2 . We get this by configuration typing, C11C21 ≈a Cx

′
sCx′′

s given in
item [A′] above and the fact that both A1, A2, Cκ

′′

1 and Cκ′′′

2 are separate
trees in the forests C11C21 and Cx′

sCx′′
s .
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Part 2. ∀xα ∈ In(∆κ ⊩ Kκ).if xα ∈ Θκ1 . then (Cκ′

1 ; Cκ′′

2 ) ∈ VJ∆κ ⊩
KκKm

′+1
xα;· . Assume an arbitrary xα ∈ In(∆κ ⊩ Kκ) with xα ∈ Θ1. We

consider cases based on the type of xα. Here we provide the detailed proof
for one case, the proof of other cases is similar.
Subcase 1. ∆κ = ∆κ

1xα:A⊗B. We need to prove (Cκ′

1 , Cκ
′′

2 ) ∈ VJ∆κ
1 , xα:A⊗

B ⊩ KκKm
′+1

xα;· .We apply the inductive hypothesis on msg(send yβ xα)C′1 ≈a
msg(sendyβ xα)C′′2 which is given by item [B’] above to get (msg(sendyβ xα)Cκ

′

1 ,msg(sendyβ xα)Cκ
′′

2 ) ∈
EJ∆κ

1 , yβ :A, xα+1:B ⊩ KκKm
′
which completes the proof of this case.

Lemma 35 (Forward closure). For all D1,D2 if D1 ≈a D2 and D2 ⇒ D′2,
then D1 ≈a D′2.

Proof. The proof is by coinduction on the generative function of the bisimulation
(D1 ≈a D′2). We consider four cases required to establish D1 ≈a D′2.
1. (τ − step) if D1

τ−→ D′1 then by the assumption D2
τ
=⇒ D′′2 and D′1 ≈a D′′2 .

This gives us D2 7→∗ D′′2 . We also know by assumption that D2 7→∗ D′2. By
the confluence lemma(Lem. 21), we can build a D such that D′′2 7→∗ D and
D′2 7→∗ D. By coinduction on D′1 ≈a D′′2 having the assumption D′′2 7→∗ D, we
get D′1 ≈a D, which along with D′2

τ
=⇒ D is enough to get the result.

2. (output) if D1
xα q−−−→ D′1 then by the assumption D2

xα q
===⇒ D4

2 and D′1 ≈a D4
2.

This gives us D2 7→∗ D′′2 , and D′′2
xα q−−−→ D′′′2 , and D′′′2 7→∗ D4

2. We also know
by assumption that D2 7→∗ D′2. By the confluence lemma(Lem. 21), we can
build a D such that D′′2 7→∗ D and D′2 7→∗ D. Moreover, for some D′ we have
D xα q−−−→ D′, such that D′′′2 7→∗ D′. Recall that we also have D′′′2 7→∗ D4

2. Again,
we apply the confluence lemma(Lem. 21) to get a D′′ such that D4

2 7→∗ D′′ and
D′ 7→∗ D′′. By coinduction on D′1 ≈a D4

2 having the assumption D4
2 7→∗ D′′,

we get D′1 ≈a D′′. Moreover, we have D′2
xα q
===⇒ D′′, i.e., D′2 7→∗ D, and

D xα q−−−→ D′, and D′ 7→∗ D′′. This is enough to get the result.
3. (left input) Consider an arbitrary q which is not free in D1, and assume
D1

L xα q−−−−→ D′1, then ∃D′′2 .D2
τ
=⇒ D′′2 and D′1 ≈a msg(xα.q)D′′2 ,. This gives

us D2 7→∗ D′′2 . We also know by assumption that D2 7→∗ D′2. By the conflu-
ence lemma(Lem. 21), we can build a D such that D′′2 7→∗ D and D′2 7→∗ D.
This also gives us msg(xα.q)D′′2 7→∗ msg(xα.q)D. By coinduction on D′1 ≈a
msg(xα.q)D′′2 having the assumption msg(xα.q)D′′2 7→∗ msg(xα.q)D, we get
D′1 ≈a msg(xα.q)D. Moreover, we have D′2 =⇒ D, i.e., D′2 7→∗ D. This is
enough to complete the proof of this case.

4. (right input) for all q ̸∈ fn(D1), if D1
R xα q−−−−→ D′1 then ∃D′2.D2

τ
=⇒ D′2 and

D′1 ≈a D′2msg(xα.q). The proof is similar to the previous case.
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L Biorthogonality

L.1 Equivalence

Definition 36 (Session-typed environment). A session-typed environment
with the interface ∆ ⊩ K, is of the form C[ ]F , such that for some ∆′ and K ′,
we have ∆′ ⊩ C :: ∆ and K ⊩ F :: K ′.

Definition 37 (Program- and environment- relations). A session program-
relation is a binary relation between session-typed programs, i.e., open configura-
tions of the form ∆ ⊩ D :: K. Given the interface ∆ ⊩ K, we write PRel(∆ ⊩ K)
for the set of all program relations that relate programs ∆ ⊩ D :: K.

A session environment-relation is a binary relation between session-typed en-
vironments. Given the interface ∆ ⊩ K, we write ERel(∆ ⊩ K) for the set of all
environment relations that relate environments C[ ]F with the interface ∆ ⊩ K.

Definition 38 (The (_)⊤ operation on relations). Given any interface ∆ ⊩
K and r ∈ PRel(∆ ⊩ K), we define r⊤ ∈ ERel(∆ ⊩ K) by

(C1[ ]F1, C2[ ]F2) ∈ r⊤ iff ∀(D1,D2) ∈ r.(C1D1F1 ≈a C2D2F2);

and given any s ∈ ERel(∆ ⊩ K), we define s⊤ ∈ PRel(∆ ⊩ K) by

(D1,D2) ∈ s⊤ iff ∀(C1[ ]F1, C2[ ]F2) ∈ s.(C1D1F1 ≈a C2D2F2);

As explained in Pitts [48], just by virtue of how these definitions are de-
fined, we get that the operation is a Galois connection, which is inflationary,
and idempotent.

Definition 39.
– Define the relation ∆ ⊩ D1 :: K ≡ ∆ ⊩ D2 :: K as (D1,D2) ∈ Tree(∆ ⊩ K)

and ∀m. (D1,D2) ∈ EJ∆ ⊩ KK and ∀m.(D2,D1) ∈ EJ∆ ⊩ KK.
– Define the relation ∆ ⊣ C1[ ]F1 ⊣ K ≡ ∆ ⊣ C2[ ]F2 ⊣ K as (i) ∃K ′ such that
K ⊩ F1 :: K ′ ≡ K ⊩ F2 :: K ′ and (ii) ∃∆′ such that (C1, C2) ∈ Forest(∆′ ⊩
∆) and ∀T1 ∈ C1, and ∀T2 ∈ C2 with (T1, T2) ∈ Tree(∆′1 ⊩ K ′′), we have
∆′1 ⊩ T1 :: K ′′ ≡ ∆′1 ⊩ T2 :: K ′′.

Theorem 8 (⊤⊤-closure). Consider (D1,D2) ∈ Tree(∆ ⊩ K), we have

(∆ ⊩ D1 :: K) ≡ (∆ ⊩ D2 :: K)

iff

∀C1, C2,F1,F2. s.t. (∆ ⊣ C1[ ]F1 ⊣ K) ≡ (∆ ⊣ C2[ ]F2 ⊣ K) we have
∀m. C1D1F1 ≈a C2D2F2

Proof. There are two directions to consider:
Left to Right: The result is straightforward by the compositionality result(Corollary 2)
and the soundness result (Lem. 34) and the definition of equivalence ≡ for pro-
grams and environments (Def. 39).
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Right to Left: Consider C1 = C2 = F1 = F2 = ·. By Lem. 31 and Def. 39, we
know that (∆ ⊣ · [ ] · ⊣ K) ≡ (∆ ⊣ ·[ ] · ⊣ K). From this we get ∀m.D1 ≈a D2,
and by the completeness lemma (Lem. 34) we get ∀m. (D1,D2) ∈ EJ∆ ⊩ KKm
and ∀m. (D2,D1) ∈ EJ∆ ⊩ KKm. By Def. 39, we have ∆ ⊩ D1 :: K ≡ ∆ ⊩
D2 :: K, which completes the proof.

This result is enough to prove that our equivalence relation is ⊤⊤-closed, i.e.,
following the results presented in the results presented in Pitts [48], it shows
r = s⊤, when r and s defined as our logical equivalence.

L.2 Noninterference

Definition 40 (Session-typed environment). A session-typed environment
with the interface ∆ ⊩ K, is of the form C[ ]F , such that for some ∆′ and K ′,
we have ∆′ ⊩ C :: ∆ and K ⊩ F :: K ′.

Definition 41 (Program- and environment- relations). A security ses-
sion program-relation is a binary relation between session-typed programs, i.e.,
open configurations of the form ∆ ⊩ D :: K. Given a security level ξ ∈ Ψ0,
and two interfaces Γ1 ⊩ xα:A1[c1] and Γ2 ⊩ yβ :A2[c2] we write PRelξ(Γ1 ⊩
xα:A1[c1], Γ2 ⊩ yβ :A2[c2]) for the set of all security program relations that relate
programs |Γ1| ⊩ D1 :: xα:A1 and |Γ2| ⊩ D2 :: yβ :A2.

A low-security session environment-relation is a binary relation between
low security session-typed environments. Given two interfaces Γ1 ⊩ xα:A1[c1]
and Γ2 ⊩ yβ :A2[c2], we write ERelξ(Γ1 ⊩ xα:A1[c1], Γ2 ⊩ yβ :A2[c2]) for the set
of all environment relations that relate low security session-typed environments
C1[ ]F1 with the interface |Γ1 ⇓ ξ| ⊩ |xα:A1[c1] ⇓ ξ| and C2[ ]F2 with the interface
|Γ2 ⇓ ξ| ⊩ |yβ :A2[c2] ⇓ ξ|.

Definition 42 (The (_)⊤ operation on relations). Given two interfaces
Γ1 ⊩ xα:A1[c1] and Γ2 ⊩ yβ :A2[c2] and the observer security level ξ ∈ Ψ0

and r ∈ PRelξ(Γ1 ⊩ xα:A1[c1], Γ2 ⊩ yβ :A2[c2]), we define r⊤ ∈ ERelξ(Γ1 ⊩
xα:A1[c1], Γ2 ⊩ yβ :A2[c2]) by

(C1[ ]F1, C2[ ]F2) ∈ r⊤ iff ∀(D1,D2) ∈ r.
∀B1 ∈ H-Providerξ(Γ1),B2 ∈ H-Providerξ(Γ2), T1 ∈ H-CLientξ(xα:A1[c1]), T2 ∈ H-Clientξ(yβ :A2[c2]).

B1C1D1F1T1 ≈a B2C2D2F2T2

and given any s ∈ ERel(∆ ⊩ K), we define s⊤ ∈ PRel(∆ ⊩ K) by

(D1,D2) ∈ s⊤ iff ∀(C1[ ]F1, C2[ ]F2) ∈ s.
∀B1 ∈ H-Providerξ(Γ1),B2 ∈ H-Providerξ(Γ2), T1 ∈ H-CLientξ(xα:A1[c1]), T2 ∈ H-Clientξ(yβ :A2[c2]).

B1C1D1F1T1 ≈a B2C2D2F2T2

As explained in Pitts [48], just by virtue of how these definitions are de-
fined, we get that the operation is a Galois connection, which is inflationary,
and idempotent.
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Definition 43 (Equivalence of forests by the logical relation upto the
observer level). We write Γ ′1 ⊩ C1 :: Γ1 ≡ξΨ0

Γ ′2 ⊩ C2 :: Γ2 iff
(i) (Both forests are well-typed.) C1 ∈ Forest(|Γ ′1| ⊩ |Γ1|) and C2 ∈ Forest(|Γ ′2| ⊩
|Γ2|)

(ii) (Their observable interface is the same.) Γ ′1 ⇓ ξ = Γ ′2 ⇓ ξ and Γ1 ⇓ ξ =
Γ2 ⇓ ξ, and

(iii) (Each tree in the 1st forest with an observable interface has a
counterpart in the 2nd forest which is equivalent to it.) for ev-
ery T1 ∈ C1 such that T1 ∈ Tree(|Γ ′′1 | ⊩ |xα:A1[c1]|), and Γ ′′1 ⊆ Γ ′1 and
xα:A1[c1] ∈ Γ1 and (Γ ′′1 , xα:A1[c1]) ⇓ ξ ̸= · there exists a T2 ∈ C2 such
that T2 ∈ Tree(|Γ ′′2 | ⊩ |yβ :A2[c2]|), and Γ ′′2 ⊆ Γ ′2 and yβ :A2[c2] ∈ Γ2 for
Γ ′′1 ⇓ ξ = Γ ′′2 ⇓ ξ and yβ :A2[c2] ⇓ ξ = xα:A1[c1] ⇓ ξ, and

(iv) (Each tree in the 2nd forest with an observable interface has a
counterpart in the 1st forest which is equivalent to it.) vice versa.

Definition 44. Define the relation

Γ1 ⊣ C1[ ]F1 ⊣ xα:A1[c1] ≡ξΨ0
Γ2 ⊣ C2[ ]F2 ⊣ yβ :A2[c2] as

(i) (The observable interface of the environments are the same.) We
have Γ = Γ1 ⇓ ξ = Γ2 ⇓ ξ and Ks = xα:A1[c1] ⇓ ξ = yβ :A2[c2] ⇓ ξ, and

(ii) (The configurations C1 and C2 offer channels annotated as observable
and use the same channels and are equivalent for any observable
(low-confidentiality) annotation of their resource channel.) for some
∆, we have (C1, C2) ∈ Forest(∆ ⊩ |Γ |). In particular, if Γ = ·, we have
C1 = C2 = ·.
Moreover, for every Γ ′1 and Γ ′2 such that |Γ ′1| = |Γ ′2| = ∆, and ∀wη:A[c] ∈
Γ ′1. c ⊑ ξ and ∀wη:A[c] ∈ Γ ′2. c ⊑ ξ we have Γ ′1 ⊩ C1 :: Γ ≡ξΨ0

Γ ′2 ⊩ C2 :: Γ .
(iii) (The configurations F1 and F2 use channels annotated as observ-

able, offer the same channels, and are equivalent for any observ-
able (low-confidentiality) annotation of their offering channels.) If
Ks = _:1[⊤], then F1 = F2 = ·. Otherwise, for some wη:A, we have
(F1,F2) ∈ Tree(Ks ⊩ wη:A). Moreover, ∀c, c′ ⊑ ξ, we have Ks ⊩ F1 ::

wη:A[c] ≡ξΨ0
Ks ⊩ F2 :: wη:A[c

′] and.

Lemma 36 (Compositionality of ≡ξΨ0
). If

(i) (Γ ′1 ⊩ C1 :: Γ ) ≡ξΨ0
(Γ ′2 ⊩ C2 :: Γ ) with Γ = Γ1 ⇓ξ= Γ2 ⇓ξ and

(ii) (Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0
(Γ2 ⊩ D2 :: yβ :A2[c2]) and

(iii) (Ks ⊩ F1 :: Ks
1) ≡ξΨ0

(Ks ⊩ F2 :: Ks
2) withK

s = xα:A1[c1] ⇓ ξ = yβ :A2[c2] ⇓ ξ then

(Γ ′1, Γ
h
1 ⊩ C1D1F1 :: Ks

1) ≡ξΨ0
(Γ ′2, Γ

h
2 ⊩ C2D2F2 :: Ks

2),

where Γh1 is the set of all channels wη:C[d] ∈ Γ1 with d ̸⊑ ξ and Γh2 is the set of
all channels wη:C[d] ∈ Γ2 with d ̸⊑ ξ.
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Proof. By the configuration typing and definition of equivalence (Def. 26) and (i),
(ii), (iii), we know that C1D1F1 ∈ Tree(|Γ ′1| ⊩ |Ks

1 |) and C2D2F2 ∈ Tree(|Γ ′2| ⊩
|Ks

2 |). Moreover, by definition of equivalence (Def. 26) and (i), (iii) we get Γ ′ =
(Γ ′1, Γ

h
1 ) ⇓ ξ = (Γ ′2, Γ

h
1 ) ⇓ ξ and Ks′ = Ks

1 ⇓ ξ = Ks
2 ⇓ ξ.

Assume arbitrary configurations B1 ∈ H-Providerξ(Γ ′1), Bh1 ∈ H-Providerξ(Γh1 ),
B2 ∈ H-Providerξ(Γ ′2), Bh2 ∈ H-Providerξ(Γh2 ), T1 ∈ H-Clientξ(Ks

1), and
T2 ∈ H-Clientξ(Ks

2). Our goal is to prove

∀m. (B1Bh1C1D1F1T1,B2Bh2C2D2F2T2) ∈ EJ|Γ ′| ⊩ |Ks′ |Km, and
∀m. (B2Bh2C2D2F2T2,B1Bh1C1D1F1T1) ∈ EJ|Γ ′| ⊩ |Ks′ |Km.

By assumptions (i)-(iii) we have:
(i’) Note that for any trees A′′1 ∈ C1 and A′′2 ∈ C2 they have an observable offering

channel occuring in Γ . Assume that C1 as a forest includes n separate trees. By
the previous observation, we know that C2 also consists of n separate trees. For
any j ≤ n consider the tree Aj1 ∈ C1 consider the corresponding tree Aj2 ∈ C2
that exists by Def. 43 and for which we have (†j) Γ j

′

1 ⊩ Aj1 :: wjη:A
j [cj ] ≡ξΨ0

Γ j
′

2 ⊩ Aj2 :: wjη:A
j [cj ].

From †j , we get Γ j
′
= Γ j

′

1 = Γ j
′

2 and for arbitrary configurations T j1 ∈
H-Clientξ(Γ j

′

1 ), and T j2 ∈ H-Clientξ(Γ j
′

2 ), we have

∀m. (Bj1C1,Bj2C2) ∈ EJ|Γ j
′ ⇓ ξ| ⊩ wjη:A

jKm, and
∀m. (Bj2C2,Bj1C1) ∈ EJ|Γ j

′ ⇓ ξ| ⊩ wjη:A
jKm.

Observe that Γ ′1 = {Γ j
′

1 }j≤n and Γ ′2 = {Γ j
′

2 }j≤n, and Γ = {wjη:Aj [cj ]}j≤n.
(ii’) By Def. 26, we know that for arbitrary configurations Bh1 ∈ H-Providerξ(Γ1),

and Bd2 ∈ H-Providerξ(Γ2), and T d1 ∈ H-Clientξ(xα:A1[c1]), and T d2 ∈
H-Clientξ(yβ :A2[c2]).

∀m. (Bd1D1T d1 ,Bd2D2T d2 ) ∈ EJ|Γ | ⊩ |Ks|Km, and
∀m. (Bd2D2T d2 ,Bd1D1T d1 ) ∈ EJ|Γ | ⊩ |Ks|Km.

(iii’) By Def. 26, if c1 ⊑ ξ and c2 ⊑ ξ, we have for any T1 ∈ H-Clientξ(Ks
1), and

T2 ∈ H-Clientξ(Ks
2)

∀m. (F1T h1 ,F2T h2 ) ∈ EJ|Ks| ⊩ |Ks′ |Km, and
∀m. (F2T h2 ,F1T h1 ) ∈ EJ|Ks| ⊩ |Ks′ |Km,

It is straightforward to show that given (i’-iii’), and several applications of
the compositionality lemma Corollary 2 we get the goal.
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Theorem 9 (⊤⊤-closure). Consider D1 ∈ Tree(|Γ1| ⊩ |xα:A1[c1]|) and D2 ∈
Tree(|Γ2| ⊩ |yβ :A2[c2]|) and a given observer level ξ ∈ Ψ0. We have

(Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0
(Γ2 ⊩ D2 :: yβ :A2[c2])

iff

∀C1, C2,F1,F2. s.t. (Γ1 ⊣ C1[ ]F1 ⊣ xα:A1[c1]) ≡ξΨ0
(Γ2 ⊣ C2[ ]F2 ⊣ yβ :A2[c2]) we have

∀B1 ∈ H-Providerξ(Γ1),B2 ∈ H-Providerξ(Γ2), T1 ∈ H-CLientξ(xα:A1[c1]), T2 ∈ H-Clientξ(yβ :A2[c2]).
B1C1D1F1T1 ≈a B2C2D2F2T2

Proof. There are two directions to consider:
Left to Right: Consider (Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0

(Γ2 ⊩ D2 :: yβ :A2[c2])
and arbitrary C1, C2,F1,F2 such that we have

(Γ1 ⊣ C1[ ]F1 ⊣ xα:A1[c1]) ≡ξΨ0
(Γ2 ⊣ C2[ ]F2 ⊣ yβ :A2[c2]).

By Def. 44, we get that Γ = Γ1 ⇓ ξ = Γ2 ⇓ ξ and Ks = xα:A1[c1] ⇓ ξ =
yβ :A2[c2] ⇓ ξ. Moreover for some ∆, we have (C1, C2) ∈ Forest(∆ ⊩ |Γ |) and
for any low secrecy annotations of ∆ as Γ ′1 and Γ ′2 we get Γ ′1 ⊩ C1 :: Γ ≡ξΨ0

Γ ′2 ⊩
C2 :: Γ . Also if Ks = _:1[⊤], we have F1 = F2 = ·, and otherwise (F1,F2) ∈
Tree(Ks ⊩ wη:A) for some wη:A, for any low secrecy annotations (with c3, c4 ⊑
ξ) of wη:A as wη:A[c3] and wη:A[c4] we get Ks ⊩ C1 :: wη:A[c3] ≡ξΨ0

Ks ⊩ C2 ::
wη:A[c4].
Our goal is to prove:

∀B1 ∈ H-Providerξ(Γ1),B2 ∈ H-Providerξ(Γ2), T1 ∈ H-CLientξ(xα:A1[c1]), T2 ∈ H-Clientξ(yβ :A2[c2]).
C1D1F1 ≈a C2D2F2.

By compositionality of equivalence upto relation (Lem. 36), we get Γ ′1, Γh1 ⊩
C1D1F1 :: xα:A1[c1] ≡ξΨ0

Γ ′2, Γ
h
2 ⊩ C2D2F2 :: yβ :A2[c2] in the case where Ks :=

_:1[⊤], i.e., c1, c2 ̸⊑ ξ, and otherwise we get Γ ′1, Γh1 ⊩ C1D1F1 :: wη:A[c3] ≡ξΨ0

Γ ′2, Γ
h
2 ⊩ C2D2F2 :: wη:A[c4] where Γh1 is the set of all channels zγ :C[d] ∈ Γ1

with d ̸⊑ ξ and Γh2 is the set of all channels zγ :C[d] ∈ Γ2 with d ̸⊑ ξ.
By the soundness theorem for equivalence relation (Corollary 4), we get Γ ′1, Γh1 ⊩
C1D1F1 :: xα:A1[c1] ≈ξa Γ ′1, Γ

h
1 ⊩ C2D2F2 :: yβ :A2[c2] in the first case where

Ks = _:1[⊤] and otherwise Γ ′1, Γ
h
1 ⊩ C1D1F1 :: wη:A[c3] ≈ξa Γ ′1, Γ

h
1 ⊩

C2D2F2 :: wη:A[c4]. In the first case, the proof is complete by Def. 35 and
the observation that all channels in Γ ′1 and Γ ′2 are annotated with channels of
secrecy d′ ⊑ ξ. In the second case, the proof is complete by Def. 35 and ob-
serving that all channels in Γ ′1 and Γ ′2 are annotated with channels of secrecy
d′ ⊑ ξ and that c1, c2 ⊑ ξ and c3, c4 ⊑ ξ.
Right to Left: Assume C1 = C2 = F1 = F2 = ·. By Lem. 31 and Def. 39,
we know that (Γ1 ⊣ · [ ] · ⊣ xα:A1[c1]) ≡ (Γ2 ⊣ ·[ ] · ⊣ yβ :A1[c2]). From this
we get Γ1 ⊩ D1 :: xα:A1[c1] ≈ξa Γ2 ⊩ D2 :: yβ :A2[c2]. Now, we can apply the
completeness lemma (Corollary 4) to get (Γ1 ⊩ D1 :: xα:A1[c1]) ≡ξΨ0

(Γ2 ⊩
D2 :: yβ :A2[c2]).



Recursive Logical Relations for Intuitionistic Linear Logic Session Types 99

This result is enough to prove that our equivalence relation is ⊤⊤-closed,
i.e., following the results presented in the results presented in Pitts [48], it shows
r = s⊤, when r and s defined as our logical equivalence.
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