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Abstract—Hertzbleed is an emerging class of remote timing
attacks that can leak secrets previously considered beyond
the reach of timing analysis. The attack exploits how, when a
processor exceeds power or thermal limits and starts throttling,
CPU frequency—and thus, program runtime—becomes depen-
dent on power consumption. In response to Hertzbleed, several
software-level mitigations have been proposed, including mask-
ing, key refresh, noise injection, and disabling frequency boost.
However, none of these mitigations achieves general software
applicability, low overhead, and provable security.

In this work, we introduce Goldilocks, a practical miti-
gation against Hertzbleed. Goldilocks treats Hertzbleed as an
information-theoretic channel and limits how much informa-
tion the channel can carry by constraining when and how
throttling can occur. It can be deployed on existing processors
with no changes to application software, maintains a CPU
frequency level that is “just right” for each machine and
workload, and provides formal leakage bounds that reduce
worst-case leakage growth from linear in execution time to
as little as logarithmic. Our evaluation across a variety of
processors and workloads shows that Goldilocks effectively
mitigates Hertzbleed attacks and incurs low overhead.

1. Introduction

Hertzbleed is a recently uncovered class of attacks that
turns power side-channel attacks into remote timing at-
tacks [1]–[5]. The attack exploits how, when modern pro-
cessors exceed power or thermal limits and start throttling,
their dynamic frequency scaling feature becomes dependent
on power consumption. This directly translates to data-
dependent execution time differences, which are remotely
observable. Hertzbleed undermines established mitigations
against both power side channels and timing attacks. For
example, it enables remote key extraction attacks even from
constant-time cryptographic code [1]–[3], [5], [6].

In response to Hertzbleed, several software-level miti-
gations have been proposed. In security advisories, hard-
ware vendors have recommended software-based masking,
frequent key refreshes, and random noise injection, all of
which aim to reduce the correlation between secret data
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and power consumption (and hence CPU frequency) during
execution [7]–[11]. In research papers, blog posts, and mail-
ing lists, researchers have advocated lowering the highest
allowed CPU frequency (e.g., to the base frequency) to
reduce the likelihood of frequency throttling, which is the
root cause of Hertzbleed [1], [4], [5], [12]–[14].

Yet, these mitigations have limited practicality. Masking
is algorithm-specific, incurs high overhead (e.g., due to its
reliance on fresh randomness), and may still leak in prac-
tice [15]–[23]. Frequent key refreshes are not always viable,
especially in applications that rely on long-term secrets [8],
[14], [24]. Random noise can be averaged out by collecting
additional samples, since the baseline power consumption
remains secret dependent [25]–[28]. Finally, fixing the high-
est allowed CPU frequency in a way that both prevents
throttling and preserves performance is nontrivial, since the
level that achieves this balance varies across machines and
workloads, forcing a trade-off between performance and
security: setting it too high may not prevent leakage, while
setting it too low may significantly degrade performance.1
As a result, no existing mitigation achieves general software
applicability, low overhead, and provable security.

In this work, we introduce Goldilocks, a practical mit-
igation against Hertzbleed. Goldilocks treats Hertzbleed as
an information-theoretic channel and limits how much in-
formation the channel can carry by constraining when and
how throttling can occur. The approach can be deployed on
existing processors with no changes to application software.
It incurs low overhead by maintaining a CPU frequency level
that is “just right” for each machine and workload—neither
too low (degrading performance) nor too high (causing
throttling). And it provides provable security by limiting
how much information the Hertzbleed side channel can leak
over time, reducing worst-case leakage growth from linear
in execution time to as little as logarithmic.

Inspired by prior work on modeling side channels [29]–
[34], we first model Hertzbleed as an information-theoretic
channel from secrets to P-state (i.e., frequency) sequences.
In this view, leakage is governed by how many distinct P-
state sequences can arise during an execution. We prove that

1. Fully preventing throttling may require fixing the CPU frequency to
its minimum allowed value, as done by some [14]. This is because, as
we show in Section 8, data-dependent throttling may occur even when the
highest allowed CPU frequency is set to the base frequency.
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in the unmitigated case, throttling can induce many such
sequences, yielding worst-case leakage that grows linearly
with execution time t (i.e., O(t)). However, if one could
constrain the total amount of throttling during an execution,
worst-case leakage would grow only logarithmically with t.

To enforce such constraints in practice, Goldilocks di-
vides time into epochs, each governed by a P-state schedule
chosen at the start of the epoch. While the processor does
not throttle, an epoch follows its P-state schedule. When
throttling occurs, Goldilocks ends the current epoch, en-
forces a cooldown period to stop throttling, and starts a
new epoch with an updated (typically more conservative)
P-state schedule. Over time, this adaptive control loop lets
Goldilocks converge to a P-state schedule that is “just right”
for the machine and workload. At the same time, by limiting
how many epochs can occur and how long throttling can
last within each epoch, Goldilocks constrains the number of
realizable P-state sequences (and thus leakage).

We show that Goldilocks yields strong, configurable
bounds on Hertzbleed leakage. Specifically, with Goldilocks,
worst-case leakage grows as O(N log t) (as opposed to O(t)
in the unmitigated case), where N is the maximum number
of epochs that could have occurred up to t. When Goldilocks
is configured to never reuse P-states that have been observed
to cause throttling, N is a constant, and leakage grows only
logarithmically with t. When Goldilocks is configured to
periodically revisit P-states previously observed to cause
throttling (to recover performance), N can grow with t, but
the defender controls how fast it grows by choosing how
often revisits occur. Our analysis also provides a way to
enforce arbitrary bounds on leakage: given machine and con-
figuration parameters, Goldilocks can conservatively track
worst-case leakage during execution and switch to a fallback
safe mode once the target leakage budget is reached.

We implement a prototype of Goldilocks as a Linux
kernel module for Intel and AMD processors and evalu-
ate it across a range of client and server processors and
cryptographic workloads. The prototype monitors throttling
and enforces P-state schedules using existing processor
interfaces and includes several simple strategies for con-
verging to a “just right” P-state schedule, along with op-
tional mechanisms to revisit higher P-states over time. Our
experiments demonstrate that, once converged, Goldilocks
incurs low overhead relative to an unmitigated baseline,
while outperforming naive frequency-capping approaches
(such as fixing the CPU at its base or minimum frequency).
Moreover, Goldilocks can, in some cases, even improve
energy efficiency relative to an unmitigated baseline. When
cryptographic workloads run alongside other workloads or
power headroom changes over time, we show that overhead
can increase temporarily, but the revisit mechanisms help
recover performance. Finally, we reproduce published proof-
of-concept Hertzbleed attacks against SIKE, ECDSA, and
Classic McEliece and show that Goldilocks eliminates the
secret-dependent frequency signal that they exploit.

2. Background

2.1. Processor power management

Modern processors control CPU frequency at the gran-
ularity of P-states, where each P-state corresponds to a
discrete frequency level. For example, modern Intel CPUs
adjust frequency in 100 MHz steps [35], while AMD CPUs
use 25 MHz steps [36]. Like prior work [1], [3]–[5], we
adopt Linux’s P-state naming convention, where higher P-
states correspond to higher frequencies [37]. Each CPU
has a base frequency (called the nominal frequency on
AMD CPUs [38]), which is the frequency it should be
able to sustain under normal operating conditions without
exceeding its Thermal Design Power (TDP) [39]. The Linux
CPUFreq subsystem enables restricting the range of usable
P-states (e.g., by reducing the highest allowed P-state) [40].

To stay within safe power and thermal limits, modern
processors dynamically adjust their P-states at runtime. In-
ternally, a power management algorithm periodically evalu-
ates whether any reactive limits (e.g., power or temperature
thresholds) are exceeded based on running averages of elec-
trical and thermal parameters [2]. We refer to the fixed time
interval at which this control loop can update the P-state
as a time quantum. When no reactive limit is exceeded,
the CPU may run at the highest P-state permitted by the
operating system. When a limit is reached, the processor
starts throttling: the hardware reactively reduces the P-state
so that operation remains within predefined safe operating
conditions. Many modern processors can deliver an interrupt
to the operating system when throttling starts.

2.2. Hertzbleed attacks

As discussed above, once a processor exceeds reactive
limits and starts throttling, the hardware lowers the CPU P-
state to stay within a safe power and thermal budget. This
budget depends on the processor’s recent power consump-
tion, making the P-states during throttling a function of that
power consumption [1], [2]. Thus, if a victim’s computation
consumes different amounts of power for different secret
values, those secrets can result in different CPU P-states dur-
ing the victim’s execution. An adversary who can observe
these P-states—either directly (by monitoring frequency)
or indirectly (via execution time, since runtime depends
on frequency)—can therefore learn information about the
secret. Prior work on Hertzbleed has shown that this data-
dependent throttling can undermine established mitigations
against both power side channels and timing attacks [1]–
[3]. For example, it can be used to leak keys from constant-
time cryptographic code [1]–[3], [5], revive pixel stealing
attacks [3]–[5], fingerprint websites [4], break KASLR [1],
and mount Meltdown- and MDS-style attacks [41].

2.3. Entropy and information theory

Shannon entropy quantifies the uncertainty associated
with the outcome of a random variable. Suppose X is a
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discrete random variable that takes values in X , where each
outcome x ∈ X occurs with probability p(x). The Shannon
entropy of X , representing the number of possible bits of
information encoded by the outcomes of X , is:2

H(X) = −
∑
x∈X

p(x) log p(x).

The entropy of X is bounded by:

H(X) ≤ log(|X |), (1)

where |X | is the number of distinct outcomes of X . This
shows that while the information capacity of a channel
depends on the distribution of X over X , its maximum
is achieved when X is uniformly distributed. Equation 1
is widely used to quantify worst-case information leakage
via side channels, as it provides an upper bound on how
many bits an attacker could encode in or extract through
the channel in the worst case [29]–[34].

Information-theoretic bits vs. secret bits. In this paper, we
measure leakage in information-theoretic “bits,” i.e., using
the entropy of an observable distribution. These bits quantify
statistical information: they upper bound how much informa-
tion an adversary could encode in and transmit through the
channel in the worst case. They do not directly correspond
to the number of secret bits an attacker can necessarily
recover in a concrete attack, since practical recovery also
depends on how secrets are encoded into the channel and
on measurement noise. Consequently, our entropy-based
formulas should be interpreted as conservative (worst-case)
upper bounds on channel capacity.

3. Assumptions and threat model

We consider an adversary whose goal is to recover secret
data processed by a victim program. We assume that the
victim’s computations on secret data affect the processor’s
power consumption and that, due to Hertzbleed, power con-
sumption in turn affects the CPU’s P-states. We assume that
the CPU’s P-states depend on secret data only through power
consumption3 and that the adversary can observe all P-states
the CPU runs at during the victim’s execution. We make no
further assumptions about the adversary’s strategy or the
nature of the victim’s computations. This threat model also
captures a weaker remote-timing scenario, where the adver-
sary observes CPU frequency variations indirectly through
timing,4 and a strong covert-channel scenario, where the
victim (sender) and the adversary (receiver) collude to max-
imize the amount of information encoded into the channel.

2. All logarithms in this paper are base 2.
3. On some processors, P-state selection may also depend on factors

such as the number of active cores [35], [42]. These factors are orthogonal
to Hertzbleed’s power-to-frequency mechanism, so we condition on them
and analyze leakage only from Hertzbleed-induced P-state variations.

4. In Section 9, we discuss how timing channels instantiate this model.

4. Motivation: Quantifying Hertzbleed leakage

In this section, we model Hertzbleed as an information-
theoretic channel and quantify how much information it can
carry in the absence of a mitigation. This model serves as
the baseline for the analysis of Goldilocks in Section 6.

Notation. Let P be the finite set of P-states supported by
the CPU and |P | denote its size. The P-states the CPU runs
at during the victim’s execution can be represented as a
sequence of P-states (p1, p2, . . . , pt), where pi ∈ P for each
i is the P-state that the CPU runs at during time quantum i.5

Leakage analysis. As described in Section 2.3, to quan-
tify worst-case information leakage we must determine the
number of distinct sequences (p1, . . . , pt) that are realizable
during the victim’s execution. For the counting argument
below, we make one simplifying assumption: the P-state
behavior while the processor does not throttle is fixed.6
The number of realizable sequences therefore depends on
how often throttling occurs during the victim’s execution.
If throttling never occurs, only one sequence is possible.
If throttling occurs during i out of the t time quanta, the
number of realizable sequences is

(
t
i

)
(|P | − 1)i, because

there are
(
t
i

)
ways to choose which time quanta throttle and

each throttling quantum may take any of |P |−1 throttling P-
states. To model the worst case, we allow each time quantum
to throttle independently—that is, each time quantum may
independently take any P-state. Thus, the number of time
quanta during which the processor throttles can be anywhere
between 0 (no throttling) and t (always throttling), and the
number of realizable P-state sequences of length t is:

t∑
i=0

(
t

i

)
(|P | − 1)i = (1 + (|P | − 1))t = |P |t,

where the first equality follows directly from the binomial
theorem. By Equation 1, the maximum leakage L is the
logarithm of the number of distinct realizable sequences:

L = log
(
|P |t

)
= t log |P |. (2)

This shows that, in the absence of any mitigation, the
maximum information that can be extracted through a P-
state sequence grows linearly with execution time t.

Reducing leakage by limiting throttling. The O(t) linear
growth above arises from two degrees of freedom: the num-
ber of distinct P-states a (throttling) time quantum can take
and the number of time quanta during which the processor
can throttle. We now analyze the effect of limiting the latter
through a hypothetical constraint that restricts throttling to
at most k ≪ t time quanta during the victim’s execution.
With this constraint, the number of realizable sequences is:

k∑
i=0

(
t

i

)
(|P | − 1)i.

5. Without loss of generality, the time quanta are positive integers.
6. This does not affect the leakage counted here, because in our model

no secret-dependent variation occurs before throttling begins.
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Using the fact that 1 ≤
(
t
i

)
≤ ti ≤ tk for i ≤ k7 and the

properties of finite geometric series with first term 1 and
common ratio |P | − 1, we can write (assuming |P | ≥ 3):

k∑
i=0

(
t

i

)
(|P | − 1)i ≥

k∑
i=0

(|P | − 1)i ≥ (|P | − 1)k;

k∑
i=0

(
t

i

)
(|P | − 1)i ≤

k∑
i=0

tk(|P | − 1)i = tk
k∑

i=0

(|P | − 1)i

= tk
(|P | − 1)k+1 − 1

(|P | − 1)− 1
≤ tk(|P | − 1)k+1.

Taking logarithms (as per Equation 1) yields:

k log(|P | − 1) ≤ L ≤ (k + 1) log(|P | − 1) + k log t.

This shows that, if one can limit the number of throttling
time quanta to at most k, leakage grows linearly in k and
only at most logarithmically in t. The takeaway is that con-
straining how often throttling can occur reduces the effective
channel capacity, slowing the growth of information leakage.

We emphasize that the above constraint is just an illustra-
tive abstraction. Later, in Section 6, we analyze the concrete
mechanisms by which Goldilocks enforces constraints of a
similar nature (on how many times throttling can occur and
on how long throttling can last), and we use a refined model
to quantify the resulting asymptotic leakage.

5. Design of Goldilocks

In this section, we introduce Goldilocks, a practical
mitigation against Hertzbleed. At a high level, Goldilocks’
security goal is to constrain how often and for how long fre-
quency throttling can occur, thereby reducing the number of
realizable P-state sequences and the corresponding leakage.

5.1. Design goals

More concretely, our goal is to design a mitigation
against Hertzbleed that satisfies the following properties:
G1 Provable security. The mitigation must be able to

measure and provably limit the worst-case information
leakage from a P-state sequence. Moreover, it must
allow users to configure a target leakage budget and
enforce that the resulting sequence does not exceed it.

G2 General applicability. The mitigation must protect ar-
bitrary applications without requiring application-level
changes, and it must be deployable on existing off-the-
shelf processors without hardware modifications.

G3 Low overheads. The mitigation must incur low over-
head: for reasonable leakage budgets, it should not
substantially degrade performance or increase energy
consumption compared to an unmitigated system.

As discussed in Section 1, no existing Hertzbleed
mitigation satisfies these three properties simultaneously.

7.
(t
i

)
=

t(t−1)···(t−i+1)
i!

≤ t(t− 1) · · · (t− i+ 1) ≤ ti.

Software-based masking is algorithm-specific and incurs
high overhead, violating G2 and G3. Frequent key refreshes
are not viable in all applications (e.g., in applications that
rely on long-term secrets), violating G2. Random noise can
be averaged out by collecting additional samples, violating
G1. Finally, fixing the highest allowed CPU frequency in a
way that both prevents throttling and preserves performance
is nontrivial, since the level that achieves this balance varies
across machines and workloads, forcing a trade-off between
performance and security: setting it too high may not prevent
leakage (violating G1), while setting it too low (e.g., to
the minimum frequency, as discussed in Footnote 1) may
significantly degrade performance (violating G3).

5.2. Goldilocks mechanism

Goldilocks resolves the trade-off between performance
and security faced by prior Hertzbleed mitigations by finding
a P-state value that is “just right” for each machine and
workload—neither too low (degrading performance) nor too
high (exceeding reactive limits and causing throttling).

Its core mechanism is an adaptive frequency control loop
that divides time into epochs, each governed by a P-state
schedule. When frequency throttling occurs, Goldilocks de-
tects it, terminates the current epoch, and starts a new
one with an updated (typically more conservative) P-state
schedule. Epochs enable Goldilocks to find the highest P-
state a workload can sustain without throttling and back
off whenever throttling reveals that the current setting is
too aggressive. By repeatedly adjusting P-state schedules in
response to frequency throttling, Goldilocks can converge
to a P-state schedule that is “just right” for the machine
and workload, achieving G3. At the same time, by limiting
how many epochs can occur and how long frequency throt-
tling can last within each epoch, Goldilocks constrains the
number of realizable P-state sequences, achieving G1.

We define an epoch as a contiguous interval of time
quanta governed by a P-state schedule chosen by Goldilocks
at the beginning of the epoch. This schedule may be as
simple as a constant value or vary over time (e.g., gradually
increasing or decreasing the P-state), as long as the changes
are predetermined.8 Within an epoch, while the processor
does not throttle, the P-states follow the chosen schedule
exactly. If the processor exceeds its reactive limits, however,
the hardware may override the schedule and start throttling.
When this occurs, Goldilocks initiates an epoch transition.

Figure 1 illustrates an example of an epoch transition.
Suppose Goldilocks starts an epoch with a constant P-state
schedule set to the maximum supported P-state ( 1⃝). The
processor follows this schedule for some time. Eventually,
the processor starts throttling ( 2⃝). While the processor
throttles, the hardware may select lower P-states for a brief
period. Goldilocks detects this throttling, enforces a fixed
cooldown period ( 3⃝), and starts a new epoch with an
updated, more conservative P-state schedule ( 4⃝).

8. For example, a schedule that varies the P-state over time based on the
processor temperature would be invalid, because it is not predetermined.
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Figure 1. Example of an epoch transition. The system follows a prede-
termined P-state schedule until throttling is detected ( 1⃝). The hardware
may then select lower P-states for up to τ time quanta ( 2⃝), after which
Goldilocks enforces a fixed cooldown period ( 3⃝) and starts a new epoch
with an updated (more conservative) P-state schedule ( 4⃝).

In practice (as seen in Figure 1), Goldilocks may not
be able to react to throttling instantaneously: there may
be a delay between the moment throttling starts, the mo-
ment Goldilocks detects it, and the moment the new P-
state schedule is enforced. We denote by τ a conservative
upper bound on the number of time quanta during which
the hardware may select throttling P-states after throttling
starts and before Goldilocks reacts. τ is a processor-specific
constant that we determine empirically in Section 7.

Moreover, to avoid starting new epochs while the pro-
cessor is still above its reactive limits, Goldilocks inserts
a cooldown period between epochs. During cooldown,
Goldilocks enforces a predetermined low-power P-state that
allows the processor to return within safe limits before
the next epoch begins: for example, Goldilocks may force
the P-state to the minimum supported P-state for a fixed
number of time quanta. Because the cooldown behavior is
deterministic, it does not increase the number of realizable
P-state sequences and does not affect leakage.

The Goldilocks mechanism described above serves two
purposes. First, it constrains information leakage: as we
prove in Section 6, limiting the number of epochs and the
throttling duration per epoch reduces worst-case leakage
growth from O(t) in the unmitigated case to O(N log t)
under Goldilocks, where t is the execution time and N is
the maximum number of epochs that could have occurred
so far. Second, it enables a simple mechanism to track
and bound leakage online, since leakage depends only on
four quantities: the current execution time t, the maximum
number of epochs N , the number of P-states |P |, and the
maximum number of throttling time quanta per epoch τ .

5.3. Goldilocks policy

A Goldilocks policy specifies how to choose the P-state
schedule for each epoch and what happens when a leakage
budget is reached. Policies can be static or adaptive.

Static policies. In a static policy, Goldilocks never reuses a
P-state that has been observed to cause throttling: whenever
throttling is observed at some P-state k, all subsequent
epochs are restricted to use only P-states strictly below k in

their P-state schedules. In other words, the policy maintains
a strictly decreasing upper bound on which P-states may
appear in future P-state schedules, and each epoch transition
eliminates at least one P-state from future consideration. For
example, a policy where each epoch uses a single P-state in
its schedule may decrease that P-state by one at each epoch
transition (as seen in Figure 1). As we show in Section 6,
static policies yield worst-case leakage that grows at most
logarithmically with execution time.

Adaptive policies. In an adaptive policy, Goldilocks may
revisit P-states that previously caused throttling. Specifically,
when selecting the P-state schedule for a new epoch, it
may choose a schedule that—after a policy-defined interval
without throttling—steps to a P-state above the current upper
bound (i.e., the highest P-state that has not been observed
to cause throttling). This can improve performance if a P-
state that previously caused throttling no longer does so
under the current conditions. However, if throttling occurs
again, it triggers an additional epoch transition after which
Goldilocks must revert to the previous upper bound.

Because throttling can occur more than once per P-state,
adaptive policies can introduce additional epoch transitions
(and thus leakage) compared to static policies. Nevertheless,
the policy controls when P-state schedules include revisits,
allowing users to tune the trade-off between performance
and leakage. For example, a P-state schedule may include
a revisit after each hour without throttling or at exponen-
tially increasing times (e.g., after 1, 2, 4, 8, . . . hours without
throttling). As we discuss in Section 6, different revisit
patterns trade off performance recovery against leakage.

In addition to controlling when a P-state schedule in-
cludes revisits, an adaptive policy also controls which higher
P-state to try (e.g., stepping up by one or restoring an earlier
upper bound). A policy may condition these choices on non-
secret information available before the epoch begins (e.g.,
which types of workloads are co-scheduled with the victim).
Importantly, the choice of which higher P-state to try does
not change leakage accounting, which upper-bounds leakage
by conservatively assuming every revisit causes throttling.

Leakage budget. Policies also specify what happens when
a leakage budget is reached. For example, a policy can
instruct Goldilocks to switch to a fallback safe mode (e.g.,
setting the P-state to the minimum supported one) once the
online leakage calculation exceeds a configured threshold.
We describe how such budgets are evaluated in Section 6.

We emphasize that Goldilocks’ leakage tracking mech-
anism is agnostic to the policy. Regardless of how P-state
schedules are chosen, leakage depends solely on t, N , |P |,
and τ . This makes it easy for Goldilocks to track leakage
for arbitrary policies and to enforce target leakage budgets.

5.4. System requirements

We now discuss what Goldilocks requires from the
underlying hardware and operating system (OS), and why
these requirements are satisfied by commodity platforms.
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At a high level, Goldilocks needs two capabilities: (i) a
way to detect when the processor throttles, and (ii) a way to
enforce the P-state choices dictated by the current schedule.
These capabilities are already available in modern platforms.

On the detection side, many modern processors can
deliver an interrupt to the OS when throttling occurs. On
platforms without such an interrupt, throttling can be in-
ferred by monitoring the P-state over time and detecting
drops relative to the configured maximum. Goldilocks can
use either mechanism as the trigger for epoch transitions.

On the control side, modern processors support inter-
faces to constrain the P-states that may be used during
execution. On Linux, these interfaces are exposed via the
CPUFreq subsystem. Goldilocks uses them to (i) enforce a
fixed cooldown period between epochs and (ii) realize the
P-state schedules dictated by the policy.

As a result, Goldilocks can be implemented purely in
software, e.g., as a kernel module. No changes to application
code or hardware are required, satisfying G2.

6. Security analysis

In this section, we derive an upper bound on the
information-theoretic leakage that can be extracted through
Hertzbleed in the presence of Goldilocks. Our analysis
demonstrates that Goldilocks significantly reduces informa-
tion leakage compared to the unmitigated case (Section 4).

Notation. We use the same notation as Section 4. Addition-
ally, we let τ denote the maximum number of time quanta
during which the processor may continue to select throttling
P-states after throttling starts and before Goldilocks reacts,
as introduced in Section 5.2. We let N denote the maximum
number of epochs that could have occurred up to time t; for
static policies, N is a constant, while for adaptive policies
N may itself be a function of t. We emphasize that our
analysis holds regardless of the values of τ and |P |, which
are machine specific, and N , which depends on the policy.

Leakage analysis. Like in Section 4, to quantify worst-case
information leakage we must determine the number of dis-
tinct P-state sequences that are realizable during the victim’s
execution. In the presence of Goldilocks, it is convenient to
abstract away the deterministic cooldown segments (which
always enforce the same P-state and do not increase the
number of realizable sequences) and focus only on the
remaining parts of the sequence. The resulting sequence
can be modeled as a concatenation of n subsequences of
lengths t1, . . . , tn ∈ Z+ satisfying

∑n
k=1 tk = t, where

each subsequence corresponds to a single epoch:

(p1, . . . , pt) = (p1, . . . , pt1)

||(pt1+1, . . . , pt1+t2)

|| . . . ||(p∑n−1
k=1 tk+1, . . . , p

∑n
k=1 tk).

To determine the number of distinct realizable sequences
(and thus worst-case leakage), we need to quantify the
number of possible values and lengths for each epoch.

Recall that in each epoch, Goldilocks follows a deter-
ministic P-state schedule until the processor starts throttling,
after which it can take any of the throttling P-state values
for the remaining time quanta. Let i be the number of time
quanta during which the processor throttles in a given epoch
k of length tk. With Goldilocks, i can be anywhere between
0 and min(tk−1, τ). Each throttling time quantum may take
at most |P | − 1 values, and thus the number of possible
values such an epoch can take is bounded by:

τ∑
i=0

(|P | − 1)i.

If we let T [t, n] = {(t1, . . . , tn) ∈ Z+n |
∑n

k=1 tk =
t} denote the set of all possible epoch lengths for a sequence
composed of n epochs, the number of distinct realizable
sequences composed of at most N epochs is bounded by:

N∑
n=1

∑
(t1,...,tn)∈T [t,n]

n∏
k=1

(
τ∑

i=0

(|P | − 1)i

)
, (3)

where the outer sum is over the possible number of epochs
n, the inner sum is over the ways to partition t into n epoch
lengths t1, . . . , tn, and the product gives the number of
possible values for a sequence composed of those n epochs.

To reason about the asymptotic growth of Equation 3
more easily, we now compute an upper bound on it. First,
the properties of finite geometric series with first term 1 and
common ratio |P | − 1 yield (assuming |P | ≥ 3):

τ∑
i=0

(|P | − 1)i =
(|P | − 1)τ+1 − 1

(|P | − 1)− 1
≤ (|P | − 1)τ+1.

Second, using the above inequality, and since
∑n

k=1 tk = t
and, by combinatorics, |T [t, n]| =

(
t−1
n−1

)
,9 we can write:

N∑
n=1

∑
(t1,...,tn)∈T [t,n]

n∏
k=1

(
τ∑

i=0

(|P | − 1)i

)

≤
N∑

n=1

∑
(t1,...,tn)∈T [t,n]

n∏
k=1

(|P | − 1)τ+1

=

N∑
n=1

∑
(t1,...,tn)∈T [t,n]

(|P | − 1)(τ+1)n

=

N∑
n=1

(
t− 1

n− 1

)
(|P | − 1)(τ+1)n.

9. This can be derived using the stars and bars theorem.
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Third, again using the properties of finite geometric series
with first term and common ratio (|P |−1)τ+1, we can write:

N∑
n=1

(|P | − 1)(τ+1)n =
(|P | − 1)τ+1((|P | − 1)(τ+1)N − 1)

(|P | − 1)τ+1 − 1

≤ (|P | − 1)τ+1(|P | − 1)(τ+1)N

(|P | − 1)τ+1 − 1

=
(|P | − 1)(τ+1)(N+1)

(|P | − 1)τ+1 − 1

≤ (|P | − 1)(τ+1)(N+1).

Using the above three equations and the fact that
(
t−1
n−1

)
≤

tn−1 ≤ tN−1 for n ≤ N , it therefore holds that the total
number of distinct realizable sequences composed of at most
N epochs (Equation 3) is bounded by:

N∑
n=1

(
t− 1

n− 1

)
(|P | − 1)(τ+1)n

≤
N∑

n=1

tN−1(|P | − 1)(τ+1)n

= tN−1
N∑

n=1

(|P | − 1)(τ+1)n

≤ tN−1(|P | − 1)(τ+1)(N+1).

(4)

We can now proceed with the calculation of the worst-
case leakage. By Equation 1, the maximum leakage L is
the logarithm of the number of distinct realizable sequences.
Taking the logarithm of Equation 4 yields:

L ≤ (N − 1) log t+ (τ + 1)(N + 1) log(|P | − 1). (5)

This shows that, with Goldilocks, the information that can be
extracted through a P-state sequence grows at most linearly
with the maximum number of epochs N and logarithmically
with execution time t, with |P | and τ as machine-specific
constants. Hence, Goldilocks reduces worst-case informa-
tion leakage growth from O(t) (unmitigated) to O(N log t).

Static vs adaptive policies. The O(N log t) bound above
shows that leakage grows linearly with the maximum num-
ber of epochs N , which in turn is determined by the
Goldilocks policy (Section 5.3). In a static policy, once
Goldilocks observes throttling at a P-state k, all subsequent
epochs are restricted to use only P-states strictly below k.
Because this upper bound decreases monotonically across
epochs, each epoch transition eliminates at least one P-state
from future consideration. Therefore, N ≤ |P | and, since
|P | is a constant, worst-case leakage grows at most loga-
rithmically with execution time t, as visualized in Figure 2.

In adaptive policies, Goldilocks may occasionally revisit
higher P-states. In this case, N can grow with t. How fast
N grows depends on how often P-state schedules include
revisits: in the worst case, each revisit causes throttling and
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Figure 2. Information leakage bounds versus execution time t computed
using Equations 2 (without Goldilocks) and 5 (with Goldilocks). We set
|P | = 38 (the number of P-states supported by our i9-9900 processor) and
consider both τ = 3 (the value we observe on our i9-9900) and τ = 5
(the largest value we observe across our processors; see Section 8). For
the static policy, we assume that each epoch transition eliminates exactly
one P-state from future consideration (thus, N = |P |). For the adaptive
policy, we additionally assume that the P-state schedules include revisits
each 107 time quanta without throttling; since each revisit can (in the
worst case) induce one additional epoch transition, we conservatively use
N = |P |+ ⌊t/107⌋. The second plot is a zoomed-in version of the first.

adds one additional epoch transition.10 For example, given
a policy in which P-state schedules include revisits each
107 time quanta (roughly 3 h assuming 1 ms per quantum)
without throttling, it holds that N = |P | + ⌊t/107⌋: there
are at most |P | epoch transitions that monotonically lower
the upper bound, plus at most ⌊t/107⌋ transitions caused
by revisits. The resulting leakage still grows significantly
slower than the unmitigated O(t) growth in practice (Fig-
ure 2). Alternatively, consider a policy in which the interval
without throttling required before a revisit doubles after
each revisit occurs. For example, the policy may allow a
revisit after 1 hour without throttling, then after 2 additional
hours without throttling, then after 4, 8, and so on. Then
N = O(|P | + log t), yielding a tighter O(log2 t) leakage
bound. Other revisit patterns are also possible.

Budget enforcement. Independently of the chosen policy,
Goldilocks can enforce a user-specified leakage budget.
Given a target budget L∗ (in bits), Goldilocks uses Equa-
tion 5 to conservatively estimate the worst-case leakage L
online as a function of t, N , τ , and |P |. If L reaches L∗,
Goldilocks enters a fallback safe mode that prevents further
throttling by, for example, fixing the P-state to its minimum
allowed value for the remainder of the victim’s execution.
Thus, leakage growth saturates once the budget is reached.

7. Implementation

We implement a prototype of Goldilocks as a Linux
kernel module. Once loaded, Goldilocks enforces the P-state
schedule of each epoch as specified by the selected policy.

Throttling detection. The Intel processors in our exper-
imental setup expose a hardware interrupt to notify the
operating system when throttling starts [35], [43]. We hook

10. Importantly, N does not depend on which higher P-state is chosen at
each revisit: while the choice of P-state affects whether throttling actually
occurs, our analysis conservatively assumes that it always does.
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into the corresponding interrupt handler so that Goldilocks
can detect when the processor has started throttling.

The AMD processors in our setup do not expose an anal-
ogous interrupt.11 For these processors, Goldilocks detects
throttling heuristically by monitoring the CPU frequency.
We poll the frequency once every millisecond by reading the
scaling_cur_freq interface. When the CPU frequency
stays below the maximum allowed frequency for five con-
secutive samples while the CPU is active, we consider the
processor to be throttling. On AMD processors, we addition-
ally set the governor to performance so that the active
CPU cores always attempt to run at the highest allowed
P-state when not throttling, making it easier to distinguish
throttling from power-unrelated frequency scaling behavior.

In practice, we observe negligible differences between
polling and interrupt-driven throttling detection. To evaluate
this, we fix the CPU frequency to a value that does not
throttle, measure the runtime of a fixed-size workload (e.g.,
SIKE), and compare the results when Goldilocks is loaded
(monitoring for any throttling) versus when it is not. Across
both platforms, Goldilocks incurs less than 0.1% runtime
overhead regardless of the detection mechanism.

Epoch transition. When throttling is detected, Goldilocks
performs an epoch transition as illustrated in Figure 1: it
terminates the current epoch, enforces a cooldown phase,
and then starts a new epoch under a new P-state schedule.
We implement cooldown by temporarily forcing all CPU
cores to run at their minimum supported frequency fmin

(using the scaling_max_freq interface) for 4 seconds,
which we empirically found to ensure the processor operates
within safe power and thermal limits at the start of a new
epoch. After cooldown, Goldilocks adjusts the P-state limits
as needed to enforce the schedule chosen for the next epoch.

Static policies. Our prototype implements three simple
static policies to search for the “just right” frequency, which
we denote by p∗. Across all these policies, once a P-state
has been observed to cause throttling in some epoch, future
epochs never use that P-state or any higher one (Section 5.3).
All policies start at the highest supported P-state and differ
only in how they move through the remaining P-states:

• Linear. Each epoch runs at a single P-state. Upon
throttling, the next epoch runs at the next lower P-state.

• Doubling. On each epoch transition, this policy de-
creases the P-state by a variable step size. The step
size starts at 1 and doubles at each epoch transition
(1, 2, 4, . . . ), allowing the policy to skip multiple P-
states quickly. After a fixed interval without throttling
(45 seconds in our prototype), the policy increases the
P-state by one step at a time, but never above the lowest
P-state that has been observed to cause throttling.

• Binary. This policy keeps track of the highest P-state
known to be safe (i.e., the highest P-state that has not

11. Some recent AMD processors support a similar interrupt via the
AMD HFI driver, but, at the time of writing, this driver is not available on
the machines of our experimental setup [44].

caused throttling) and the lowest P-state known to cause
throttling and chooses the next candidate P-state as the
midpoint between them. After a fixed interval without
throttling (45 seconds), it marks the current P-state as
safe and moves to the next midpoint (if any).

Adaptive policies. Our prototype also implements a few
optional adaptive policies. Recall from Section 5.3 that these
policies are configured using two parameters: (1) when revis-
its occur and (2) which higher P-state is chosen at a revisit.
For when revisits occur, our prototype includes revisits in
P-state schedules after fixed intervals of 30 minutes or 3
hours without throttling. For which P-state to revisit, we
evaluate stepping one P-state above the current upper bound
and restoring a previously recorded upper bound (potentially
skipping multiple P-states). The resulting policies are:

• (30min, +1): P-state schedules include revisits each 30
minutes without throttling. At each revisit, the schedule
steps to one P-state above the current upper bound.

• (3h, +1): P-state schedules include revisits each 3 hours
without throttling. At each revisit, the schedule steps to
one P-state above the current upper bound.

• (3h, restore): P-state schedules include revisits each 3
hours without throttling. At each revisit, the schedule
restores a previously recorded upper bound if the cur-
rent upper bound is below it; otherwise, it steps to one
P-state above the current upper bound.

In all cases, if throttling occurs after a revisit, the re-
sulting epoch transition restores the upper bound that was
in effect before the revisit.

Heterogeneous processors. For heterogeneous processors
(e.g., our Intel i9-13900), where P-cores support more P-
states than E-cores, our prototype updates the scheduled P-
state of the P-cores and E-cores by the same number of
P-state steps if possible. If, during convergence, the E-core
P-state has already reached its minimum or maximum sup-
ported value, our implementation continues adjusting only
the P-core P-state. Other implementations are also possible.

8. Evaluation

Experimental setup. For most experiments, we focus on
four representative machines: two with client-class proces-
sors (Intel Core i9-9900 and AMD Ryzen 7 8700G) and two
with server-class processors (Intel Xeon Gold 6548Y+ and
AMD EPYC 7763). We also run a subset of our experiments
on additional machines. All machines except for the two
representative client-class ones are part of Chameleon’s and
CloudLab’s cloud infrastructures [45], [46]. All machines
run Ubuntu 24.04 LTS. We use the default configuration on
all machines except for the i9-9900 one, where we disable
Hyper-Threading to more closely resemble the setup used in
the original Hertzbleed paper [1]. On each machine, we get
the minimum supported P-state fmin using cpuinfo_min
_freq and empirically determine the maximum supported
P-state fmax when all cores are active. |P | is equal to the
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TABLE 1. MACHINE SPECIFICATIONS AND MEASURED τ AND p∗SIKE
FOR EACH PROCESSOR IN OUR EXPERIMENTAL SETUP. fmin AND fmax

DENOTE THE MINIMUM AND MAXIMUM SUPPORTED CORE
FREQUENCIES, |P | IS THE NUMBER OF DISCRETE P-STATES BETWEEN
fmin AND fmax , τ IS THE MAXIMUM THROTTLING REACTION TIME

OBSERVED IN OUR MEASUREMENTS, AND p∗SIKE IS THE P-STATE
GOLDILOCKS CONVERGES TO FOR SIKE ON EACH MACHINE.

Processor
fmin

(GHz)
fmax

(GHz) |P | τ

p∗
SIKE

(GHz)

Intel Core i9-9900 0.8 4.5 38 3 3.8
Intel Xeon Gold 6548Y+ 0.8 3.5 28 4 3.0
AMD Ryzen 7 8700G 0.4 5.075 188 5 4.775
AMD EPYC 7763 0.4 3.25 115 5 2.875
Intel Xeon Gold 6126 1.0 3.3 24 4 3.0
Intel Xeon Gold 6242 1.2 3.5 24 4 3.1
Intel Xeon Gold 6240R 1.0 3.1 22 2 2.9
Intel Xeon Platinum 8380 0.8 3.0 23 1 2.8
Intel Core i9-1390012 0.8 5.3 46 3 3.0
Intel Xeon CPU Max 9462 0.8 3.1 24 4 2.4
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(b) Mitigated Intel i9-9900 (τ = 3)

Figure 3. Zoomed-in frequency traces after throttling is detected (dashed
vertical line) in Figures 4a and 4b. The shaded orange region indicates
when the machine is throttling. For each machine in Table 1, τ is empiri-
cally measured as the maximum observed time (across 100 measurements
while running SIKE) between when throttling is first detected and when
Goldilocks lowers the P-state to fmin for cooldown.

number of P-states between fmin and fmax. We empirically
measure the machine-dependent τ (visualized in Figure 3) as
the time between when throttling is first detected and when
Goldilocks lowers the P-state to fmin for cooldown. For
each machine, we report the maximum observed τ across
100 measurements (while running SIKE). The cooldown
period is fixed to 4 seconds, which we observe is sufficient
to start a new epoch without throttling. The characteristics
of each machine are summarized in Table 1.

For evaluation, we choose five different cryptographic
workloads: three of which are known to be vulnerable to
Hertzbleed attacks (SIKE, ECDSA, Classic McEliece [1],
[3]), and two standard cryptographic workloads (AES, RSA)
from OpenSSL. For each experiment, unless otherwise
stated, we set the number of workload threads to 5× the
number of logical cores, so that all cores are fully utilized.

To sample the CPU frequency during experiments, we
read scaling_cur_freq from the CPUFreq subsystem.
To measure energy consumption, we use the Running Av-
erage Power Limit (RAPL) interface.

12. The reported values in this row correspond to P-cores. The respective
values for E-cores are 0.8, 4.2, 35, 3, and 1.9.

8.1. Performance evaluation

We start by evaluating the performance and energy over-
head of Goldilocks both before and after it converges to p∗.

8.1.1. Convergence phase. We first compare how differ-
ent Goldilocks policies behave before converging to p∗.
Figure 4 shows example frequency traces on our Intel i9-
9900 running SIKE’s decapsulation under four scenarios: no
mitigation, linear policy, doubling policy, and binary policy
(all static). All three Goldilocks policies eventually converge
to the same p∗, but differ in how many epoch transitions they
incur and in how they explore P-states within each epoch.

For each policy, we measure the number of epochs
required to reach p∗ and the average CPU frequency during
the first 1000 seconds of execution. This duration was em-
pirically chosen to accommodate slower-converging policies
(e.g., binary) while allowing a fair comparison with faster-
converging policies that spend more time running at lower
frequencies due to more frequent epoch transitions. For
example, the linear policy incurs the most epoch transitions
and therefore spends more time at low frequencies during
convergence (i.e., at fmin during cooldown periods). How-
ever, because it converges faster, it spends more time at the
converged frequency p∗ during the initial 1000 seconds.

Figure 5 shows that the binary policy typically achieves
the lowest average frequency during the convergence win-
dow, as it spends extended time exploring P-states below
p∗ before moving back up. In contrast, the doubling policy
generally results in the highest average frequency, as it
can efficiently skip over multiple non-optimal P-states. The
only exception is the AMD server machine, where binary
converges quickly because p∗ happens to coincide with one
of the earliest midpoints of the safe P-state range.

These experiments also highlight that p∗ is highly ma-
chine dependent. Table 1 lists p∗SIKE across the ten processors
we evaluate, and the values vary widely. This underscores
the importance of letting Goldilocks dynamically determine
a “just right” P-state online, rather than relying on static,
hand-tuned settings.

A note on throttling and base frequency. While analyzing
Table 1, we observe an effect that impacts how p∗ should
be interpreted on several Intel server processors (Xeon Gold
6548Y+, Xeon Gold 6126, and Xeon CPU Max 9462). On
these machines, p∗SIKE lies below the lowest core P-state we
observe in our unmitigated SIKE runs. For example, on the
Xeon Gold 6548Y+, p∗SIKE = 3.0 GHz, while the lowest core
P-state we observe in unmitigated SIKE is 3.1 GHz.

Investigating these cases, we find that after the core P-
state reaches a certain value (e.g., 3.1 GHz on the Xeon
Gold 6548Y+), the processor handles further throttling by
lowering the uncore frequency (governing the interconnect
and last-level cache) instead of (or before) lowering the
core P-state further. We validate this interpretation by fixing
the uncore frequency to its minimum value and re-running
SIKE unmitigated and under Goldilocks; in both cases, the
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(b) Linear
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(c) Doubling
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(d) Binary

Figure 4. Frequency traces for unmitigated execution and three static Goldilocks policies (linear, doubling, binary) on an Intel Core i9-9900 running SIKE
decapsulation. All policies begin at fmax and eventually converge to the same p∗, but differ in how they traverse P-states during convergence and in the
number of epoch transitions (and cooldown intervals at fmin) they incur, leading to different average frequencies during the convergence phase.
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Figure 5. Number of epochs to reach p∗ and average CPU frequency
during convergence for different static policies. Intel client, Intel server,
AMD client, and AMD server correspond to Intel Core i9-9900, Intel Xeon
Gold 6548Y+, AMD Ryzen 7 8700G, and AMD EPYC 7763, respectively.
Both measurements are computed over the first 1000 seconds of execution.
Typically, the binary policy results in the fewest epoch transitions but
achieves the lowest average frequency, while the doubling policy results in
the highest average frequency during convergence.

core frequency drops to the same lowest P-state. Impor-
tantly, we find that uncore frequency still exhibits secret-
dependent leakage, making it exploitable under Hertzbleed
(Appendix B). Because the throttling interrupt we monitor is
raised in these cases as well, on these machines Goldilocks
converges to a core p∗ that avoids secret-dependent throttling
expressed through both core and uncore frequency changes.

Separately, on some Intel server processors and work-
loads (e.g., SIKE and some of the mixed workloads below),
we observe that Goldilocks converges to a p∗ that is lower
than base frequency. For example, on the Intel Xeon CPU
Max 9462, p∗SIKE = 2.4 GHz, which is below that processor’s
base frequency of 2.7 GHz. This demonstrates that fixing
the core frequency to base frequency does not guarantee
security: even when the highest allowed P-state is set to the
base frequency, throttling can still occur and leak (in this
case via the uncore). We did not observe analogous behavior
on our AMD machines with our current instrumentation.

8.1.2. Cryptographic workloads. We now evaluate the
runtime and energy overheads of Goldilocks on crypto-
graphic workloads. We compare six different configurations:

1) Unmitigated cold: unmitigated; previously idle.
2) Unmitigated warm: unmitigated; the same workload

has already warmed up the machine, causing throttling.
3) Goldilocks cold: Goldilocks with linear policy; before

convergence; previously idle.

4) Goldilocks warm: Goldilocks with linear policy;
Goldilocks already converged to p∗; previously idle.

5) Minimum frequency: the max P-state is fixed to fmin,
as per prior recommendations [12], [14].

6) Base frequency: the max P-state is fixed to base fre-
quency, as per prior recommendations [1], [4], [5], [13]

For each machine and workload, we choose the workload
size so that it takes approximately 150 seconds to complete
in the unmitigated configuration, simplifying comparison.

Table 2 shows the average runtime and energy consump-
tion overheads across different machines and cryptographic
workloads. Runtime and energy values are averaged over
five runs and normalized to the unmitigated cold configura-
tion for the corresponding machine and workload.

Runtime overhead. Overall, Goldilocks warm (after con-
vergence to p∗) incurs low performance overhead compared
to the unmitigated baseline and clearly outperforms the
fixed-frequency configurations. Across the four main ma-
chines and five cryptographic workloads, the average slow-
down is 2.75% relative to the unmitigated cold configuration
and 2.04% relative to the unmitigated warm configuration.
At the same time, the average speed-ups are 21.85 and
495 percentage points relative to the base and minimum
frequency configurations, respectively. Intuitively, this is
because the cryptographic workloads tend to oscillate among
only a few adjacent P-states during unmitigated throttling,
and the p∗ identified by Goldilocks typically corresponds
to the lowest P-state seen in the unmitigated trace. As
a result, Goldilocks runs near the maximum sustainable
frequency rather than imposing an overly conservative cap.
Moreover, in cases where the workload never throttles even
without mitigation (for example, AES on the Intel server
machine), Goldilocks imposes zero runtime overhead, since
no frequency restriction is needed to prevent throttling.

In the Goldilocks cold configuration, the runtime over-
head is generally higher. Here, the system briefly runs at
higher frequencies, triggers throttling, and then spends 4
seconds per epoch at fmin (for the cooldown period). This
effect is especially pronounced on AMD machines across all
workloads due to their finer-grained P-state transitions. That
said, this early-phase behavior only matters for short work-
loads; for longer-running workloads, the amortized overhead
approaches that of the Goldilocks warm configuration.
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TABLE 2. AVERAGE RUNTIME AND ENERGY OVERHEADS FOR CRYPTOGRAPHIC WORKLOADS ACROSS PROCESSORS AND CONFIGURATIONS. ALL
NUMBERS ARE RELATIVE TO THE UNMITIGATED COLD CONFIGURATION FOR THE CORRESPONDING MACHINE AND WORKLOAD. OVERALL,

GOLDILOCKS WARM STAYS CLOSE TO THE UNMITIGATED BASELINE WHILE OUTPERFORMING THE FIXED-FREQUENCY BASELINES.

Processor Configuration SIKE Classic McEliece ECDSA RSA-2048 AES-256

Runtime
Overhead

Energy
Overhead

Runtime
Overhead

Energy
Overhead

Runtime
Overhead

Energy
Overhead

Runtime
Overhead

Energy
Overhead

Runtime
Overhead

Energy
Overhead

Intel Core
i9-9900

Unmitigated Cold - - - - - - - - - -
Unmitigated Warm +1% -1% +1% -2% +1% -1% +2% -1% +2% +1%
Goldilocks Cold +12% 0% +16% 0% +11% -1% +16% +1% +12% -1%
Goldilocks Warm +3% -10% +3% -7% +2% -5% +4% -5% +4% -4%
Base Frequency +28% -30% +20% -23% +25% -28% +24% -26% +45% -34%
Min. Frequency +398% -59% +370% -58% +385% -62% +381% -60% +397% -68%

Intel Xeon
Gold 6548Y+

Unmitigated Cold - - - - - - - - - -
Unmitigated Warm +1% +1% +1% +5% 0% 0% 0% 0% +1% +1%
Goldilocks Cold +14% +6% +7% +2% +13% -1% +22% +8% +1% -2%
Goldilocks Warm +4% +6% 0% -3% +4% -2% +5% +7% 0% +1%
Base Frequency +26% +10% +3% -1% +25% +2% +9% +10% +59% +26%
Min. Frequency +295% +105% +209% +64% +293% +92% +244% +84% +478% +241%

AMD Ryzen
7 8700G

Unmitigated Cold - - - - - - - - - -
Unmitigated Warm +1% -1% +1% -2% +1% -3% 0% +1% 0% -2%
Goldilocks Cold +22% -1% +49% -5% +25% +1% +58% -2% +2% -1%
Goldilocks Warm +3% -12% +2% -7% +2% -11% +3% -11% +1% -6%
Base Frequency +14% -37% +10% -29% +14% -36% +7% -20% +19% -41%
Min. Frequency +771% -4% +744% -9% +774% -4% +722% -9% +815% +58%

AMD EPYC
7763

Unmitigated Cold - - - - - - - - - -
Unmitigated Warm 0% 0% 0% 0% 0% 0% 0% 0% +1% +1%
Goldilocks Cold +38% +7% +1% +1% +35% +3% +32% +7% +2% +1%
Goldilocks Warm +6% +2% 0% +1% +3% -2% +6% -1% +1% +1%
Base Frequency +25% -11% +18% -17% +21% -11% +26% -11% +31% +4%
Min. Frequency +673% +152% +388% +96% +652% +125% +680% +135% +639% +252%

Energy overhead. In terms of energy overhead, we ob-
serve that Goldilocks (both warm and cold) can sometimes
improve energy efficiency relative to the unmitigated base-
line. On client-class machines, Goldilocks warm achieves
an average 7.3% reduction in total energy consumption,
with reductions ranging from 4-12%. This occurs because
the lower power consumption at the reduced frequency
more than compensates for the slightly longer runtime. On
server-class machines, the picture is more mixed: Goldilocks
warm introduces an average energy overhead of 0.7%, with
some workloads seeing modest savings and others modest
overhead. In fact, in our experiments, minimum frequency
consistently consumes the most energy on server machines.
This reflects differences in processor design: server proces-
sors are optimized for energy efficiency, so the energy cost
of running longer at a reduced frequency may outweigh any
power savings. Client machines, which typically prioritize
performance, on average, save energy when running slower.

8.1.3. Mixed workloads. Having evaluated cryptographic
workloads in isolation, we now measure the overhead of
Goldilocks for cryptographic workloads running simultane-
ously with other workloads. Specifically, we measure the
performance of SIKE under Goldilocks while workloads
from the SPEC benchmark suite execute in the background.
We chose SIKE as our representative cryptographic work-
load because it is vulnerable to Hertzbleed and is compute-
intensive like other cryptosystems. The machine’s physical
cores are split evenly: one half runs SIKE decapsulation
with 2.5× the logical core count in threads, and the other

half runs one SPECrate benchmark per logical core. We use
the same SIKE workload size as in Section 8.1.2, resulting
in a similar 150-second execution time (for SIKE) in the
unmitigated configuration across all machines. We test each
SPECrate benchmark individually using the reference input
size, producing 23 scenarios where SIKE runs alongside
a different background workload. This setup reflects noisy
system conditions where cryptographic operations execute
concurrently with processes that vary in power consumption.
The different thread counts between SIKE and SPECrate are
due to SPECrate’s substantial memory requirements, which
limit how many SPEC copies can run at once.

We focus on the following configurations: unmitigated
cold, Goldilocks cold, Goldilocks warm, and base frequency.
For all Goldilocks configurations, we use the linear static
policy. Based on Section 8.1.2, we exclude unmitigated
warm because it performs similarly to unmitigated cold,
with at most a 1% runtime overhead. We also exclude
the minimum frequency configuration because its substan-
tial overhead is impractical despite guaranteeing security.
Runtime and energy consumption values are measured by
running SIKE for a fixed number of iterations, while SPEC
executes on other cores. The SPEC workload is terminated
once SIKE completes. Overheads are computed for each of
the 23 SIKE+SPECrate mixes relative to the unmitigated
cold baseline and then averaged across all mixes.

Runtime and energy overheads. Across all machines,
Goldilocks warm incurs higher overhead on SIKE in the
presence of background workloads than when SIKE runs in

11



TABLE 3. AVERAGE RUNTIME AND ENERGY OVERHEADS FOR MIXED
WORKLOADS (SIKE CO-RUNNING WITH SPECRATE) ACROSS

PROCESSORS AND CONFIGURATIONS. ALL NUMBERS ARE RELATIVE TO
THE UNMITIGATED COLD CONFIGURATION FOR THE CORRESPONDING

MACHINE. OVERALL, GOLDILOCKS WARM REMAINS FASTER THAN
FIXED-FREQUENCY BASELINES BUT INCURS HIGHER OVERHEAD THAN

WHEN SIKE RUNS IN ISOLATION.

Processor Configuration
Runtime
Overhead

Energy
Overhead

Intel Core
i9-9900

Unmitigated Cold - -
Goldilocks Cold +13% -9%
Goldilocks Warm +9% -23%
Base Frequency +25% -34%

Intel Xeon
Gold 6548Y+

Unmitigated Cold - -
Goldilocks Cold +24% +11%
Goldilocks Warm +15% +6%
Base Frequency +22% -6%

AMD Ryzen
7 8700G

Unmitigated Cold - -
Goldilocks Cold +30% -2%
Goldilocks Warm +3% -12%
Base Frequency +13% -32%

AMD EPYC
7763

Unmitigated Cold - -
Goldilocks Cold +40% +8%
Goldilocks Warm +9% +5%
Base Frequency +22% -6%

isolation. For example, relative to the unmitigated cold base-
line, SIKE experiences an average overhead of 9.01% under
Goldilocks warm with SPEC running in the background
(Table 3), compared to 4.5% when running alone (Table 2).
Under mixed workloads, Goldilocks warm continues to pro-
vide a performance improvement over the base frequency
configuration; however, this improvement is smaller than
when SIKE runs in isolation, resulting in an average 11.69
percentage point difference across all machines. This is
likely due to the increased variability in power consumption
introduced by SPEC. Without a background workload, the
lowest P-state observed in the unmitigated SIKE execution
is close to the average P-state, reflecting SIKE’s uniform
power consumption. With SPEC, the lowest P-state observed
can be much lower than the average P-state because SPEC
exhibits more variable power consumption than SIKE. Ac-
cordingly, Goldilocks must choose a p∗ that avoids throttling
even during peak background activity (and on the Xeon Gold
6548Y+, this includes avoiding uncore-frequency throttling;
see the note in Section 8.1.1), resulting in higher overhead.

Similarly, Table 3 shows Goldilocks cold incurs higher
overhead under mixed workloads (26.75% on average) than
under isolated workloads due to the increased time spent at
fmin during cooldown. Energy efficiency follows the same
trend as in the prior section: Goldilocks warm achieves
17.2% average savings on client machines but incurs 5.5%
overhead on server machines relative to unmitigated cold.

8.1.4. Changing workloads. The previous sections eval-
uated Goldilocks under stable conditions with a constant
workload. We now consider a changing-headroom scenario
in which a transient, power-hungry workload starts and
completes in the background during the execution of a long-
running cryptographic workload. This transient workload

TABLE 4. OVERHEADS FOR CHANGING WORKLOADS (LONG-RUNNING
SIKE WITH A TRANSIENT SPECRATE BACKGROUND WORKLOAD)
ACROSS PROCESSORS AND CONFIGURATIONS. ALL NUMBERS ARE
RELATIVE TO THE UNMITIGATED COLD CONFIGURATION FOR THE

CORRESPONDING MACHINE. ADAPTIVE REVISIT PATTERNS REDUCE
RUNTIME OVERHEAD RELATIVE TO A STATIC POLICY, AT THE COST OF

ADDITIONAL EPOCH TRANSITIONS.

Processor
Goldilocks

Policy
Runtime
Overhead

Energy
Overhead

Epoch
Count

Intel Core
i9-9900

Unmitigated - - -
Static +5% -10% 9
Adapt. (30min, +1) +1% -1% 45
Adapt. (3h, +1) +3% -6% 14
Adapt. (3h, restore) +2% -5% 15

Intel Xeon
Gold 6548Y+

Unmitigated - - -
Static +16% +5% 9
Adapt. (30min, +1) +8% +5% 45
Adapt. (3h, +1) +10% +4% 13
Adapt. (3h, restore) +9% +5% 14

AMD Ryzen
7 8700G

Unmitigated - - -
Static +7% -23% 29
Adapt. (30min, +1) +1% -2% 51
Adapt. (3h, +1) +6% -20% 32
Adapt. (3h, restore) +1% -2% 35

AMD EPYC
7763

Unmitigated - - -
Static +10% -5% 24
Adapt. (30min, +1) +3% -1% 52
Adapt. (3h, +1) +9% -5% 26
Adapt. (3h, restore) +3% -1% 29

can temporarily reduce available power headroom, causing
Goldilocks to converge to a lower P-state and remain “stuck”
below the frequency the cryptographic workload could sus-
tain in isolation after the background workload ends. In this
setting, we also evaluate the performance-security trade-off
introduced by adaptive policies that recover performance by
revisiting P-states that previously caused throttling.

We run SIKE with 5× the logical core count in threads
and choose the workload size so that it takes approximately
20 hours to complete in the unmitigated configuration. After
the initial 10 minutes, we launch a SPECrate benchmark
with half the logical core count copies, unpinned, and let it
run to completion. For each machine, we select a SPECrate
benchmark that forces Goldilocks to converge to a lower
p∗ than what SIKE could sustain in isolation. We measure
SIKE’s runtime and energy overheads, as well as the number
of additional epoch transitions induced by adaptive revisits.

We evaluate Goldilocks cold under a static linear policy
(no revisits) and the adaptive policies described in Section 7.
For the (3h, restore) policy, each revisit restores the upper
bound to a value recorded from an isolated SIKE run (before
launching the transient workload). All configurations start
from a previously idle state and apply a linear static policy at
epoch transitions that are not induced by revisits. The results
in this section are normalized to an unmitigated baseline
running the same 20h SIKE + transient SPECrate workloads.

Performance recovery vs. additional epoch transitions.
Table 4 shows that adaptive policies recover performance
relative to a static policy after the transient workload ends,
at the cost of additional epoch transitions induced by revisits.
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(c) Classic McEliece without Goldilocks

3.8 3.9
Frequency (GHz)

0.0

0.2

0.4

0.6

0.8

1.0

Pr
ob

ab
ilit

y

High Power
Low Power

(d) SIKE with Goldilocks

0 5 10 15 20
Number of Leading 0s in Nonce

3.8000

3.8015

3.8030

3.8045

3.8060

3.8075

3.8090

Av
er

ag
e 

Fr
eq

ue
nc

y 
(G

Hz
)

(e) ECDSA with Goldilocks
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Figure 6. Frequency distributions observed while reproducing published proof-of-concept attacks against SIKE, ECDSA, and Classic McEliece on our
Intel Core i9-9900. Without Goldilocks (Figures 6a-6c), CPU frequency is correlated with the secret (e.g., the number of leading zeros in the ECDSA
nonce). With Goldilocks cold (Figures 6d-6f), the distributions do not exhibit a secret-dependent separation in our experiments.

Across all machines, among adaptive policies varying
only in revisit interval, shorter intervals yield lower over-
head: the (30min, +1) policy averages 3.39% runtime over-
head, while the (3h, +1) policy averages 7.15% relative to
the unmitigated baseline. These are 5.14 and 2.66 percentage
points lower than the static policy, respectively. However,
this comes at the cost of additional epoch transitions: when
averaged across the four machines, the (30min, +1) and (3h,
+1) policies incur 31 and 4 more epoch transitions, respec-
tively, than the static policy, which performs no revisits.

The impact of revisit intervals differs between Intel and
AMD processors due to AMD’s smaller P-state step size (25
MHz vs. 100 MHz on Intel), even though the gap between
p∗SIKE and the lowest P-state scheduled by Goldilocks is
similar on both platforms. AMD processors benefit more
from shorter revisit intervals, achieving a larger reduction in
runtime overhead (5.68 vs. 1.85 percentage points on Intel)
when moving from the (3h, +1) to the (30min, +1) policy.

The choice of which higher P-state to revisit also affects
the performance-security trade-off. With the same 3-hour
revisit interval, the (3h, restore) policy reduces average
runtime overhead to 4.02%, improving over (3h, +1) by
3.13 percentage points while introducing a similar num-
ber of additional epoch transitions. Compared to (30min,
+1), (3h, restore) achieves comparable runtime overhead
with substantially fewer additional epoch transitions. These
results show that “restore”-style revisits can improve the
performance-security trade-off by recovering performance
more quickly without increasing the frequency of revisits.

8.2. Security evaluation

We now evaluate the security of Goldilocks against
Hertzbleed-vulnerable cryptographic workloads by repro-

ducing previously published attacks. We focus on the proof-
of-concept attacks against SIKE, Classic McEliece, and
ECDSA from prior work [1], [3], modeling a local adversary
who can observe the current CPU frequency every 1 ms (i.e.,
once per time quantum on our processors). We refer to the
original papers for details on the cryptanalysis.

Attack setup. We consider the following three config-
urations: unmitigated warm, Goldilocks cold (with the
linear static policy), and Goldilocks warm. Unmitigated
warm demonstrates the workload’s baseline vulnerability.
Goldilocks cold and warm evaluate how well Goldilocks
mitigates the attacks before and after convergence to p∗.

Each attack follows the setup of its original work. For
SIKE, we adopt the Cloudflare CIRCL attack setup [1].
We spawn 300 concurrent threads that continuously issue
decapsulation requests that induce key bit-dependent power
consumption for 200 seconds. We repeat this for 10 ran-
domly generated keys, attacking 4 of the 378 key bits. For
Classic McEliece, we use the round-4 NIST submission and
exploit the decoding-failure vulnerability described in prior
work [3], which causes secret-dependent power consump-
tion. We run the decapsulation routine on all cores for 100
seconds for each of the 9 input ciphertexts. For ECDSA,
we reproduce the BearSSL attack where power consumption
varies with the number of leading zero bits in the nonce [3].
We execute repeated signing requests on all cores for 120
seconds and, for each configuration, test multiple nonces
with the same number of leading zeros. In all experiments,
we sample the CPU frequency every 1 ms. For each target,
we run Goldilocks continuously for the entire experiment:
the Goldilocks cold configuration starts unconverged only at
the beginning of that target’s experiment; after it converges
to p∗, all subsequent invocations execute in the warm state.
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Attack results. In the unmitigated warm configuration,
the published proof-of-concept attacks succeed (Figures 6a-
6c), confirming that these workloads exhibit an exploitable
secret-dependent CPU frequency signal under our setup.

In the Goldilocks cold configuration, throttling-induced
frequency variations occur during the convergence phase,
before Goldilocks reaches p∗. However, in our experiments,
these variations are too short: convergence always completes
within 30 epoch transitions, and the cumulative throttling
time is never greater than 150 ms (in the worst case,
observed on our AMD EPYC 7763 processor). As a re-
sult, the published proof-of-concept attacks fail to recover
meaningful secret information (e.g., see Figures 6d-6f for
the results on our i9-9900 processor). That said, we do not
claim that Goldilocks cold eliminates leakage entirely: an
optimal adversary could, in principle, attempt to exploit this
finite number of epoch transitions to leak secret information.
Section 6 provides a conservative worst-case bound on what
can be inferred from the resulting P-state sequences.

In the Goldilocks warm configuration, the proof-of-
concept attacks also fail. Empirically, the attacker observes
no secret-dependent frequency variations in the warm state.
That is, once Goldilocks has converged to p∗, the observed
P-state sequence remains constant in our experiments. In
summary, in our experiments Goldilocks removes the secret-
dependent frequency signal exploited by these published
Hertzbleed proof-of-concept attacks.

Implications for adaptive policies. Adaptive policies war-
rant separate discussion because revisits can induce ad-
ditional epoch transitions beyond those needed for con-
vergence, and over long executions, the number of such
transitions may be unbounded. Specifically, whenever a P-
state schedule includes a revisit above the current upper
bound, the victim’s power consumption can again influence
whether throttling occurs during that revisit. In practice, this
means adaptive policies should use revisit patterns that are
sufficiently sparse on the timescale of the expected attack
horizon, so that only a few additional epoch transitions
(and thus leakage) arise. We discuss concrete configuration
guidance for adaptive policies in Section 9.

9. Discussion

Adversary observability. Our leakage analysis assumes
a worst-case adversary who can observe the CPU P-state
at every time quantum during the victim’s execution. In
practice, attackers often have weaker observability: they may
only see coarse-grained frequency information (e.g., average
frequency over a time window) or end-to-end response
times from remote requests. From an information-theoretic
perspective, such coarsening of observations can only reduce
the channel capacity. Intuitively, mapping a length-t P-state
sequence to a smaller set of aggregate statistics (such as
average frequency over tk time quanta) merges multiple
distinct P-state sequences into the same observed value
and therefore cannot increase the number of distinguishable
outcomes. In Appendix A, we formalize this intuition by

showing that, for any fixed window length tk, the number of
distinct average-frequency observations is at most the num-
ber of distinct P-state sequences of length tk, and the same
holds when the observations are end-to-end response times.
Thus, any adversary that infers frequency only through
coarse-grained measurements or remote timings can leak no
more information than the worst-case adversary we analyze.

Beyond core P-states. Although we present Goldilocks in
terms of CPU core P-states, the underlying analysis should
apply broadly to settings where power management mech-
anisms produce an observable trace and the defender can
restrict which traces are realizable. Our evaluation touches
one such case: on some Intel server processors, throttling
is sometimes manifested through changes in the uncore
frequency domain, and Goldilocks still converges to a core
P-state that avoids secret-dependent throttling behavior. Fu-
ture work could extend Goldilocks to also control uncore
frequency, potentially improving performance on such pro-
cessors. More generally, “P-state” in our analysis can be
interpreted as a vector of power management decisions, not
just a scalar CPU frequency. For example, mechanisms that
schedule work across cores based on power consumption [5]
can leak information via which cores are active in addition
to their frequencies. Extending Goldilocks to treat the com-
bination of per-core frequency and core-activity patterns as
the state space would expand the policy design space while
preserving the same style of leakage accounting.

Performance degradation attacks. Goldilocks bounds
leakage under an adversary who can observe all P-states
the CPU runs at during the victim’s execution (Section 3).
If co-located with the victim, such an adversary may also be
able to influence the system’s power consumption by run-
ning workloads in parallel with the victim. This may force
Goldilocks to adopt more conservative P-state schedules and
remain “stuck” at low P-states for the remainder of the vic-
tim’s execution (or until a revisit), degrading performance.
That said, an attacker who can run arbitrary concurrent code
can degrade a victim’s performance even without any help
from Goldilocks, for example via resource contention or
scheduler behaviors [5], [47]–[49]. Thus, while mitigating
performance degradation attacks is an important problem,
addressing it is orthogonal to the aims of this work.

Responsiveness under changing conditions. Goldilocks
works best when the victim runs under relatively stable
power headroom, in which case it can converge to a “just
right” P-state that avoids throttling while preserving per-
formance. In some deployments, however, available power
headroom may change over time (e.g., due to ambient
conditions or co-scheduled workloads), and p∗ may increase
or decrease accordingly. A key limitation of Goldilocks is
responsiveness to such changes. As Section 8.1.4 shows,
in these cases, static policies can leave performance on the
table after converging to a conservative p∗, whereas adaptive
policies can recover performance by revisiting higher P-
states. This recovery induces an inherent trade-off: making
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revisits frequent improves responsiveness but also creates
more opportunities for leakage, whereas making revisits
sparse limits leakage but reduces responsiveness.

One interesting direction for improving responsive-
ness under changing headroom may be to allow secret-
independent system signals to influence P-state choices
within an epoch. For example, Goldilocks could conserva-
tively lower P-states when resource-intensive background
workloads start and restore them when those workloads
end, aiming to avoid throttling altogether. Realizing this
extension would require new monitoring mechanisms and
additional analysis beyond Section 6, but it could substan-
tially improve responsiveness in dynamic environments.

Choosing the policy. Deploying Goldilocks requires choos-
ing a policy that governs P-state schedules. In Section 8,
we evaluate a few representative choices (both static and
adaptive). However, more aggressive adaptive policies (with
more frequent revisits) are also possible. One practical way
to configure such policies is to start from a time win-
dow T that reflects the attack duration the operator cares
to defend against and then choose policy parameters so
that the maximum number of epoch transitions within T
stays below what known Hertzbleed receivers (against the
target cryptosystem) require under comparable conditions.
For example, consider a SIKE-like victim where a key bit-
dependent power difference could shift the highest non-
throttling P-state by a single step (cf. Figure 6a). In an
idealized model, it may be possible to construct a receiver
that leaks (in expectation) 2 key bits per revisit by probing
key bits one at a time and observing whether throttling (and
the associated epoch transition) occurs again.13 Thus, an
operator who wants to limit how many key bits leak over
T should allow only a correspondingly small number of
revisits within T . Note that this guidance complements Sec-
tion 6: the leakage bounds we derive there are cryptosystem-
and receiver-agnostic, while this framing lets operators tune
policies using known receivers for a specific cryptosystem.

Composability with other mitigations. Goldilocks pro-
vides an information-theoretic upper bound on the amount
of information that Hertzbleed can leak through frequency
throttling as a function of execution time and policy pa-
rameters. This makes it complementary to other mitiga-
tions. For example, hardware vendors have recommended
frequent key refreshes as a way to limit long-term leakage
of cryptographic keys via Hertzbleed [8], [9]. Given a target
leakage budget L∗ and machine-specific parameters, our
analysis can inform how often keys must be refreshed so that
the maximum leakage per key stays below L∗. Similarly,
masking and other implementation-level countermeasures
reduce the amount of secret-dependent power variation per
operation, and rate-limiting mechanisms reduce the number
of observations available to a remote attacker. Goldilocks

13. If each tested bit independently triggers throttling with probability
1/2 and the revisit ends at the first such bit (because throttling triggers
an epoch transition), then the expected number of tested bits per revisit
follows a geometric distribution with mean 2.

can be deployed alongside these techniques, with its leakage
bounds interpreted as applying to a channel whose per-
sample leakage has already been reduced. In this way,
Goldilocks can serve as a conservative upper bound on leak-
age, on top of which defenders can layer more specialized
mitigations to meet application-specific goals.

10. Related work

This work builds on a rich line of research that uses
quantitative information flow to model and bound leakage
through side channels [29]–[34]. In this framework, a side
channel is modeled as a channel from secrets to observa-
tions, and information-theoretic notions (such as Shannon
entropy) are used to derive worst-case leakage bounds and
to guide the design of mitigations. These ideas have been
applied to timing channels [32]–[34] and microarchitectural
side channels [30], [31]. Closest in spirit to our work are
approaches that enforce quantitative bounds by monitoring
executions and dynamically shaping observable behavior,
such as Askarov et al.’s predictive mitigation of timing
channels [32]. Goldilocks applies this quantitative perspec-
tive to a different kind of channel: the Hertzbleed side
channel induced by CPU throttling. Instead of padding time
directly, Goldilocks monitors throttling, restricts which P-
state sequences can arise, and uses an information-theoretic
model of those sequences to derive an O(N log t) worst-case
leakage bound. To our knowledge, this is the first system that
combines a practical, OS-level mitigation for Hertzbleed-
style attacks with a formal, asymptotic leakage guarantee.

11. Conclusion

In this paper, we modeled Hertzbleed as an information-
theoretic channel and introduced Goldilocks, a framework
that lets defenders constrain how much information the
channel can carry. We demonstrated that Goldilocks can
be implemented using existing processor interfaces without
changes to application software, provides formal leakage
bounds, and keeps performance close to an unmitigated
system. The net result is a practical Hertzbleed mitigation
that substantially improves on prior approaches.
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Appendix A.
Adversary observability

We now discuss the worst-case information leakage con-
sidering an attacker who can either measure CPU frequency
at a coarse granularity or use remote timing analysis to infer
the CPU frequency. We assume these attackers can measure
the average frequency of tk time quanta for some tk ∈ Z+,
instead of observing the entire P-state sequence.

Let f1, f2, . . . , f|P | be the possible CPU frequencies
corresponding to the |P | P-states. Then, the average fre-
quency of a single measurement is a value

∑|P |
i=1 xifi/tk

where xi is a non-negative integer representing the number
of time quanta within tk spent in frequency fi such that∑|P |

i=1 xi = tk. The number of observable average frequen-
cies in tk is limited by the number of different combinations
of x1, x2, . . . , x|P |, and thus the number of different observ-
able average frequencies is at most

(
tk+|P |−1
|P |−1

)
.

Using the fact that i|P |
|P |+i−1 ≥ 1 for any i ∈ Z+,14 we

show that the number of observable average frequencies in
tk,
(
tk+|P |−1
|P |−1

)
, is no greater than the number of realizable

P-state sequences within tk, |P |tk :

|P |tk(
tk+|P |−1
|P |−1

) =
|P |tk(|P | − 1)!tk!

(tk + |P | − 1)!

=
|P |tktk!

(tk + |P | − 1) · · · |P |
=

tk∏
i=1

i|P |
|P |+ i− 1

≥ 1.

(6)

We first consider an attacker who can measure the
average CPU frequency at a coarse granularity, once every
tk time quanta. In time t = ntk, where the attacker can
collect n samples of the average frequency each tk time
quanta, the worst-case information leakage is bounded by:

log

(
tk + |P | − 1

|P | − 1

)n

= log

(
tk + |P | − 1

|P | − 1

) t
tk

.

Using Equation 6, we compare the worst-case informa-
tion leakage from this attacker to that of an attacker who
observes the entire P-state sequence for all t time quanta:

log |P |t − log

(
tk + |P | − 1

|P | − 1

) t
tk

= log

 |P |t(
tk+|P |−1
|P |−1

) t
tk

 =
t

tk
log

(
|P |tk(

tk+|P |−1
|P |−1

)) ≥ 0.

14. i|P | ≥ |P |+i−1 since i|P |−(|P |+i−1) = (|P |−1)(i−1) ≥ 0.
i|P |

|P |+i−1
≥ 1 by dividing both sides by |P |+ i−1, since |P |+ i−1 > 0.
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Figure 7. Uncore frequency observed while reproducing the published
proof-of-concept attack against SIKE (see Section 8.2) on an unmitigated
Intel Xeon Gold 6548Y+, demonstrating secret-dependent leakage.

This shows that an attacker who measures CPU fre-
quency at a coarse granularity leaks information no greater
than an attacker who observes the entire P-state sequence.

Next, we consider an attacker who sends n requests and
measures the response times to infer the CPU frequency
via remote timing analysis. Let t1, t2, . . . , tn ∈ Z+ be the
response times in time quanta for each of the n requests,
where

∑n
i=1 ti = t. We conservatively assume that the

attacker can infer the average frequency within t1, t2, . . . , tn
for each request. The worst-case information leakage that an
attacker using remote timing analysis leaks is bounded by:

log

(
n∏

i=1

(
ti + |P | − 1

|P | − 1

))
.

Using Equation 6, we compare the worst-case informa-
tion leakage from this attacker to that of an attacker who
observes the entire P-state sequence for all t time quanta:

log |P |t − log

(
n∏

i=1

(
ti + |P | − 1

|P | − 1

))

= log

(
|P |t∏n

i=1

(
ti+|P |−1
|P |−1

)) =

n∑
i=1

log

(
|P |ti(

ti+|P |−1
|P |−1

)) ≥ 0.

This shows that an attacker who uses remote timing
analysis leaks information no greater than an attacker who
observes the entire P-state sequence.

Appendix B.
Uncore frequency leakage

Recall from Section 8.1.1 that on several Intel server
processors, once the core P-state reaches a certain value,
the processor handles further throttling by lowering the
uncore frequency instead of (or before) lowering the core P-
state further. Notably, the uncore frequency remains secret-
dependent under Hertzbleed-vulnerable workloads. Figure 7
illustrates this effect for SIKE on the Intel Xeon Gold
6548Y+ processor: under the unmitigated warm configura-
tion, the workload produces a secret-dependent uncore fre-
quency signal. This confirms that uncore frequency provides
an exploitable side channel on these platforms.
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