18-544: Network Design and Evaluation 

Out: September 7, 2006 

Due: September 21, 2006 

Programming Assignment 1 

1 Overview 

The purpose of this assignment is to help you become familiar with the IXP2400 microcode development environment we will be using in this course. The assignment requires you to add some extensions to a router so that it can support the “type of service” (TOS) field in the IP header. 

In this assignment you will use the Workbench to add some TOS-related logic to a router that currently ignores the field. This involves retrieving the TOS field value, resetting the value to 0 if it is greater than 31, storing the new value back in the appropriate SDRAM transfer register and, finally, updating the IP header checksum accordingly. 

The assignment is to be done in teams. You will have to program in microcode and will be using the Developer’s Workbench only (on your Windows machines) to complete this assignment. The hardware will be dealt with in the next assignment. 

2 Implementing TOS Support 

Your starting point is the ipv4_enp2611 project. Load it by clicking on “Open project” under the File menu, and selecting ipv4_enp2611.dwp, which resides in:
C:\IXA_SDK_3.5\src\applications\proj_544fall04\ipv4_enp2611\wbench_project 

The files you will primarily care about are: 

ipv4_fwder.uc: 
contains _ipv4_fwder, the top-level macro encapsulating all IP forwarding logic 

ipv4_fwder_util.uc: contains macros for IP header manipulation and route lookup 

ipv4.uc: a library file containing low-level IP-related macros 

ipv4.h: contains constants that will help you extract values from the IP header 
While there are many ways in which TOS support could be added, we strongly encourage you to stick with the existing control flow of the forwarding code. Specifically, you should add code to check and change the TOS in the section of _ipv4_fwder_update_header that modifies similar header values like the TTL. Similarly, you should add the code to update the checksum based on the TOS change in the section that has already recomputed the checksum as a result of the TTL change. 

The _ipv4_fwder_update_header macro makes use of low-level macros from ipv4.uc in order to accomplish its tasks—in particular, the ipv4_modify macro. Although you can put your code inside ipv4_modify, we recommend that you avoid modifying the library macros; instead, try to localize your code within _ipv4_fwder_update_header, after the invocation of ipv4_modify. You are encouraged to review the implementation of ipv4_modify for reference. 

2.1 Required Changes 

1. Retrieve the TOS value from the IP header. Check to see if the value is greater than 31. If it is, reset the value to 0. Make sure that the updated TOS value gets placed in the correct SDRAM transfer register so that the packet buffer gets updated with the new value. 
2. Re-compute the IP header checksum based on the change made (if any) to the TOS value. You can find out how to do this by reading http://www.networksorcery.com/enp/rfc/rfc1624.txt 
The code changes required are minor, on the order of 10-15 lines of code. The purpose of this assignment is to help you to become familiar with the development environment and the ipv4_enp2611 project. 

2.2 Testing 

To change the TOS field of simulated incoming packets: 

1. Exit Debug mode if you are currently in it. 

2. Go to Simulation -> Define Network Data -> DataStreams... on the menu bar. 

3. Select the stream stream_112_1_port0 and click “Edit Stream.” 

4. Select Frame 1 and click “Edit Frame.” 

5. Click “IP Header,” then change the TOS value and click OK in all the open windows. 

6. Modify the TOS field for the other frames in the stream. 

First, set the TOS value to 0 (this is the value that normal IP packets will have). Now start Debug mode (you will be asked to build the project if you have not already done so). Go to the “Thread View” tab in the Project Workspace pane on the right. Open Thread 1 on ME 0:1. 

Find the reference to the _ipv4_fwder macro in the dispatch loop code that is shown in the thread window. Right-click on it and select “Expand Macro One Level.” You will see a reference to the _ipv4_fwder_update_header macro in the resulting expansion; you should expand that macro as well. Now insert a couple of break points so that you can stop execution and step through the sections of code that check/modify the TOS value and modify the checksum. Use the Data Watch debug window to ensure that the TOS value is not changed from 0, and that the checksum value is not changed (other than by the existing code, of course). 

Note 1: You can easily add a register to the Data Watch window by right-clicking on the register name in the thread window and selecting “Set Data Watch for: register_name”. 

Note 2: If you don’t feel like using the Data Watch window, you can also get the value of registers by holding your mouse pointer over the register name in the thread window for a second. 
Note 3: All threads executing a particular section of code will be subject to the breakpoints you set in that section. Keep this in mind when debugging, as the context-relative registers in your Data Watch window will be thread-specific. 

Now change the TOS value to 32 or higher. Debug again, and check to see that your code resets the TOS to 0 and moves the updated value into the write-side of the appropriate SDRAM transfer register containing the IP header. Also check that the checksum value is recomputed correctly as a result of the change (you can use the Windows calculator to do the computation by hand and compare the results to the value in the Data Watch.) 
3 Where To Find Help 

Documentation for the IXP2400 can be found on the CD’s that have been distributed in class, as well as on the course web page, under the “Programming Help” link. Particularly useful for this assignment will be the Programmer’s Reference Manual, the Hardware Reference Manual, and the Development Tools User’s Guide. You may also find Section 14 of the Building Blocks Applications Design Guide useful, as discussed on the course web page. 

The ipv4_enp2611 project contains many macros that implement common packet handling functions. The list of macros can be found in the Macros folder in the FileView tab of the Project Workspace pane (right side of the Workbench window). You can also find the source of a macro by right-clicking on its name in the line where it is to be expanded and selecting “Go to Macro Definition.” 

4 Submission Instructions 

You should produce a short write up of the changes you made and what testing you did. Please include the names of all your team members in the write up. You should email your write up to one of the TA’s on or before the due date. 

You also need to give a short demo of your work to one of the TA’s or before the due date.  
