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Abstract - Transient faults in logic circuits are an important reliability
concern for future technology nodes. In order to guide the design process
and the choice of circuit optimization techniques, it is important to
accurately and efficiently model transient faults and their propagation
through logic circuits, while evaluating the error rates resulting from
transient faults. To this end, we give an overview of the existing methods for
modeling and reasoning about transient faults. We describe the main
aspects of transient fault propagation that each model needs to include and
the advantages and drawbacks of different approaches to modeling them.

1. Introduction

Sensitivity of circuits to radiation faults became an important
topic of scientific journals for the first time in the seventies [13]. At
that time, this topic drew an attention of military and aerospace
memory designers and nuclear physicists only. However, in the
middle of nineties, many electronics companies became very
interested in effects of alpha particles and neutrons on new
technologies, increasing the research efforts in this field [29].
Moreover, in recent years, further technology scaling results in
devices and systems that are more sensitive to transient faults [17]:
not only that the effect of radiation particles has increased, but also
sources of transient faults have increased in their number. For
example, current systems can contain millions of gates, working at
very high frequency and very small supply voltage levels. This trend
has already led to increased cross talk or ground bounce, as well as
variability in the behavior of transistors.

Faults that are induced by radiation still receive most of the
attention among transient faults and they are claimed to be one of
the major challenges for future technology scaling [4]. A transient
fault in a logic circuit, resulting from a single particle hit, is often
referred to as a single-event transient (SET). If a transient fault is
generated in a memory cell, or in a memory element (flip-flop,
latch), an error resulting from this fault can immediately occur.
Otherwise, the created pulse propagates through the circuit (Figure
1(a)), and causes an error once it is latched by memory cell or
memory element. An error caused by a transient fault is called soft
error, due to the fact that if a failure results as the end effect of this
fault, only data are destroyed. In contrast to this, hard errors stem
from permanent or intermittent faults that result from the damage in
the internal structure of semiconductor material. Another often used
term for a radiation-induced error is single-event upset (SEU). The
most often measure for soft errors is the rate at which soft errors
occur, called Soft Error Rate (SER), and its unit of measure is
Failure-In-Time (FIT). One FIT is equivalent to one failure in 10°
device-hours.

As stated in several recent works [25][24], logic soft errors are
increasingly important to the global SER. This stems from the fact
that the impact of fault masking is decreasing in logic, making it
more susceptible to soft errors. Reduction in feature sizes and
supply voltages allows lower energy particles to result in SETs.
Reduced logic depth and smaller gate delays decrease attenuation
when the glitch propagates through the circuit. Finally, increase in
clock frequency decreases latching-window masking.

Transient faults, and especially radiation-induced faults, have
been extensively studied in recent years. A number of approaches
were proposed to tackle the problem of evaluation of logic circuit
susceptibility to transient faults. One obvious method is to inject the

fault into the node of the circuit and simulate the circuit for different
input vectors and for different fault-originating locations (nodes), in
order to find whether the fault propagates [29]. However, this
approach quickly becomes intractable for larger circuits and larger
number of inputs and thus gives way to formal approaches that use
analytical and symbolic methods to evaluate circuit susceptibility to
transient faults.

The main goal of formal modeling of transient faults in logic is
to allow for efficient estimation of the susceptibility of
combinational and sequential circuits to transient faults, with a
small estimation error. Although so far there have been several
design solutions that address the transient fault issue, the remaining
challenge (emphasized by technology scaling) is finding low cost
solutions exhibiting best tradeoffs among power, performance, and
cost on one hand, and reliability, on the other hand [10]. Reliability
analysis is proven to be essential in early design stages for
improving system lifetime and for allowing exploration of existing
tradeoffs [3]. Therefore, fast and accurate estimation of error rates
resulting from transient faults in logic circuits is crucial for
identifying the features needed for future reliable circuits. In other
words, these models can be used to reduce the cost of applying
various techniques for error hardening, detection and correction.

2. Elements of fault modeling in logic

We describe in the following the elements of modeling transient
faults in logic that are related to individual nodes in the circuit. We
also compare how these aspects are handled in different approaches.
First, we discuss modeling decisions related to the pulse shape.
Next, we describe a very important aspect of transient fault
modeling in logic circuits - the set of masking factors (logical,
electrical and latching-window masking) that can prevent the fault
from propagating to the outputs of the circuit. Finally, we discuss
modeling of reconvergent glitches.

2.1. Transient fault shape

When evaluating the impact of transient faults on circuit
reliability, before developing a model for transient fault
propagation, one first needs to make a decision about the pulse
shape. In other words, it is necessary to determine which parameters
will be used to describe a pulse that represents a transient fault. One
approach to modeling pulses is to use very accurate model, which
requires detailed information about the pulse. For example, the
current pulse that results from a particle strike (Figure 1(b)) is
described as a double exponential function:
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where O, is the charge collected by gate and 1, and 14, are the
collection time constant of the junction and the ion-track
establishment time constant, respectively. If one is to use simulation
(e.g., HSPICE) to model pulse propagation through logic, the
description in (1) is sufficient for modeling the pulse shape.
However, there is a tradeoff between the accuracy of the glitch
model and the time required for a method based on such a model to
estimate the impact of the glitch on circuit outputs. Another
possibility is to model the pulse as piecewise linear and in that case,
it is enough to represent the pulse using a few simple parameters
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(Figure 1(c)). Simpler models, like triangular or trapezoidal [1][6]
[20] include information about glitch duration only, amplitude only,
duration and amplitude, and some models include slope in addition
to duration and amplitude [20].

When describing pulses as piecewise linear, one can use the
approach in [7] to determine the interval of pulse sizes of interest in
case of particle hits. The authors in [7] present an analytical
approach for estimating the width of a pulse described by equation
(1). The pulse width is computed for a given gate type, given fanout
gates, Q.o Trse and Ty, and the cell library data, drain-source
current, Ipg, input gate capacitance, and the output node diffusion
capacitance.

2.2. Logical masking

When the transient fault arrives at the input of a gate inside the
circuit under consideration, if at least one of the other inputs of that
gate has a controlling value, the fault is logically masked. In other
words, logical masking prevents the fault from propagating through
the gate and consequently, prevents the fault from propagating
further through the circuit, to the memory element or memory cell at
the end of the path. It is important to note here that different gate
types have different logical masking “strength.” More precisely, an
inverter will always logically propagate a glitch, since there is only
one input carrying the glitch, while the probability of propagating
the glitch of AND, OR, NAND and NOR gates is the same and
depends on the number of inputs. Furthermore, a glitch will always
propagate through XOR and XNOR gates due to their logic
function. Thus, the logical propagation of the glitch through the
circuit will depend on the type of gates used for implementing the
circuit, as well as circuit topology and primary input values.

The basic idea behind modeling logical propagation of a glitch
through a given gate is finding the probability of propagating a fault
from the inputs to the output of a gate. Therefore, it is necessary to
measure the sensitivity of the gate output to the value at the fault
carrying input. If the output of a given gate is denoted as f'=f{xy, ...,

X; ..., X,), the sensitivity of a gate output to a given gate input x;,
computed as a Boolean difference, is written as:
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When analyzing only a given gate, without taking into account
the context of the whole circuit, the sensitivity of a gate to an input
fault depends on the gate type and the correct values carried on the
other inputs. From a more global (circuit) perspective, values at gate
inputs depend on values at primary circuit outputs. Therefore, most
modeling approaches keep track of signal values (or probabilities)
starting from primary inputs and compute signal values
(probabilities) at each gate output. These signal values
(probabilities) are then used to compute propagated fault probability
in a fanout cone of a gate where the fault originated.

2.3. Electrical masking - pulse attenuation

Due to the relation between electrical properties of the gates and
the size of the pulse representing the transient fault, the fault may be
attenuated (electrically masked) by the gates through which it
propagates. Thus, electrical masking depends on the properties of
the gate the fault propagates through, as well as on the properties of
the fault (e.g., duration and amplitude) that resulted from the initial
characteristics of the fault and the path it propagated through.

The attenuation of the fault may result in its disappearance
before it reaches any or some of the outputs of the circuits, or it may
decrease the duration and amplitude of the fault such that it is no
longer large enough to cause a bit flip in a memory cell or memory
element, once it arrives at their inputs. Gates that have larger delays,
such as XOR and XNOR gates, will attenuate glitches more, while
an inverter usually attenuates glitches much less. If the glitch is
“small,” compared to the delays of gates it propagates through, it
will always be attenuated. On the other hand, if the glitch is “large,”
compared to typical gate delays, it will always propagate to outputs.

There are a number of methods that do not model electrical
masking, and instead just focus on logical masking [5][8][9][11]
and, in some cases, on latching-window (timing) masking [2][5]
[81[9][11]. However, approaches that completely overlook electrical
masking and simplify modeling by assuming logical and latching-
window masking only, are unable to correctly model fault
propagation, and thus provide too pessimistic error rate estimates —
in many cases more than 200% larger than actual values. As seen in
Figure 2(a), in most cases logical masking has approximately the
same impact as the electrical properties in affecting the propagated
glitch, thus emphasizing the importance of considering electrical
masking impact. Furthermore, as shown in [16][19], the impact of
process variations on error rates is increasing. Process variations
affect gate delays and thus, significantly impact glitch attenuation
and electrical masking.

In those works that tackle the electrical masking effect, there are
two main approaches: (i) lookup table ([20][21][22]) and (ii)
analytical modeling ([18]). In both cases, there is a tradeoff between
accuracy and efficiency, and often, this is the main source of error
in any SER modeling approach. In order to find the balance between
accuracy and efficiency, it is possible to use the combination of the
two, e.g., lookup table for pre-characterizing some library gate
parameters and analytical modeling for computing propagated pulse
duration and amplitude [20].

Analytical modeling of glitch propagation can be described on
the example path G—=G’—F (Figure 1). As described in [18], when
the glitch propagates to the input of gate G’, depending on the
relation between the duration d;, of the glitch and the propagation
time of the gate G’, #,,,,, there are three possible options:
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Figure 2. Impact of different masking factors on circuit reliability:
logical masking impact vs. electrical and latching-window masking
impact, computed as in equation (11) (a), and changes in reliability with
the increase in setup and hold time (latching-window) (b).
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e If ¢,,, < diy < 2 t,,,, then the glitch will propagate, but the
amplitude and the duration will be smaller at the output of a gate
(it is attenuated);

e If 2 - ¢,,, < d, then the glitch will not be attenuated and will be

propagated as is.

then the glitch will not propagate through the gate (it

As it can be seen, the duration of the glitch at the output of the gate
through which the glitch propagates depends on the input glitch
duration and the propagation delay of the gate. However, if the
output glitch amplitude a,,, is not larger than the switching threshold
for the downstream gate, then it can be assumed that the glitch does
not propagate at all. One possible approach to approximate the
amplitude of the glitch is presented in [18].

2.4. Latching-window (timing) masking

When the transient fault arrives to the input of a memory cell or
a memory element, it will be latched only if it arrives on time to
satisfy setup and hold time conditions. In other words, if for
example, the pulse arriving to the input of a flip-flop represents a 0-
1-0 transition, then its rising edge needs to reach the threshold of a
flip-flop (or latch), at least a setup time before the clock edge, and
its falling edge needs to reach the threshold of a flip-flop at least a
hold time after the clock edge. In order to determine the probability
of timing masking, one needs to compute the following: (i) the
interval where the pulse is allowed to occur and (i) the interval
where the pulse needs to occur in order to be latched.

The propagation of the glitch and the glitch parameters of
interest, when latching-window (timing) masking is considered, are
presented in Figure 1(c) [14], on an example path from gate G to
output F. More formally, the duration of a glitch at the output of the
gate is always measured at switching threshold voltage (V) of the
downstream gate, and therefore, according to Figure 1(c):
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At the latched output F, the glitch has amplitude 4 and duration
D. The switching threshold voltage of the latch at which D is
measured is V. Since there is a delay from gate G to output F
(T,), the time when the glitch becomes larger than Vs, is ¢;°, and
when it becomes lower than V., 1S £,’:
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To satisfy the latching condition, the time at which the glitch
reaches Vs e (t17) must satisfy:
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where T is the clock period and #,, is the flip-flop setup time. In
addition, the time when the glitch becomes less than Ve (%)
must satisfy:
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where #,,, is the flip-flop hold time. The condition that allows for a
glitch occurring at gate G to be latched, can be written as [14]:
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with duration D of the glitch at output F given by equation (5).
Besides the interval in equation (8), representing the interval where
t; needs to occur in order for glitch to be latched, one also needs to
determine the time interval where the glitch is allowed to occur.
One possible assumption is that a pulse is equally likely to occur at
the output of gate G anytime within a clock cycle period. In other
words, #; is uniformly distributed within the interval during which
the output of gate G is stable. The lower bound of this interval, T,
can vary, depending on the primary input vector and on the delay of
gates on the path from primary inputs to gate G. The expression for
the upper bound of the interval needs to allow for the analysis of the
propagation of a glitch with initial duration being equal d;,;. Thus,
the conservative definition of this interval is:

A S (T;minvﬂmax + Tclk - dim'r) (9)

The two intervals, the interval when #; occurs (9) and the interval
when it is required to occur (8), can be ordered in time differently,
depending on the values at primary inputs. These input values will
determine the values of 7), 7, and D. Thus, to be on a safe side, one
can find the probability for the worst-case scenario, which occurs
when the two intervals completely overlap. In other words, the
maximum probability of latching the glitch with a given duration D
at primary output is [14]:
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The latching of a glitch may also depend on the magnitude of the
glitch and the slope of the rising and falling edge of the glitch. The
impact of amplitude and slope on latching-window masking is taken
into account in [20], by pre-characterizing flip-flops and using a
lookup table to determine whether a glitch with given duration,
amplitude and slope is latched. If the impact of amplitude and the
slope is included in analytical approximation, this decreases the
probability of latching, and thus, the probability computed as in (10)
is conservative in that sense as well.

As it can be seen from the above discussion, the evaluation of the
impact of latching-window masking takes into account both local
properties, a setup and hold time of a flip-flop or latch, and global
properties, the pulse characteristics (arrival time, duration amplitude
and slope) that resulted from its propagation through the circuit. An
accurate approach to modeling latching-window masking is
important and it needs to include all these parameters. For example,
the importance of accurately modeling latching-window masking
size can be seen from Figure 2(b) that shows the impact of changes
in latching-window on circuit reliability. However, most of the
formal approaches that were proposed thus far include only a subset
of the above parameters (e.g., setup time, hold time, clock cycle and
the time difference between the affected latch and the fault source
[12], all parameters except initial glitch size [20], all parameters
except glitch slope [14], amplitude and clock cycle only [1],
duration and clock cycle only [6]).

2.5. Reconvergent glitches

Once a transient fault occurs at the output of a gate within the
circuit, it may propagate through the circuit on more than one path.
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Figure 3. Reconvergent glitches: (a) computation of the resulting glitch duration (d,), amplitude (a,), and arrival time (¢,,), after the reconvergence
of the two input glitches with given durations (d;, d>), amplitude (a,, a,) and arrival time (¢4 1, £45); (b) reconvergent paths in circuit S27.

Besides affecting multiple outputs of the circuit, glitches
propagating on different paths can result in reconvergent glitches at
different inputs of same gate in the fanout cone of the original gate.
Figure 3(a) presents the example of reconvergent glitches and
parameters that are to be considered when glitches are merged into
resulting output glitch. Situations that can occur when two glitches
arrive to different inputs of a two input NAND gate are also
presented in Figure 3(a).

In Figure 3(b), an example benchmark circuit, S27, is shown,
with its reconvergent paths highlighted. In circuit S27, there are two
paths from gate G, that reconverge at gate Gz, and thus affect the
probability of error propagation to the output of the circuit and two
next-state lines. From gate Gy, there is one path leading directly to
gate Gg and one that goes through gate Gy creating overall three
possible reconvergent paths to one of the next-state lines and two
reconvergent paths to the output and another next-state line. As will
be described in Section 3.1, it is important to model reconvergent
glitches when modeling glitch propagation. Methods that do not
model reconvergence incur a significant error when estimating
circuit reliability. However, as will be shown next, only approaches
that simultaneously model logical and electrical masking are able to
accurately incorporate reconvergent glitch modeling [14][20][26].
Furthermore, only those methods that keep track of the exact signal
values at the reconvergence site can model the correlation of gate
inputs accurately [14][26], while methods that only propagate signal
probabilities can only approximate input correlations [1][5][6].

3. Fault propagation modeling methodology

In the previous section, we gave an overview of important
elements that a transient fault modeling approach needs to include.
We provide in this section a comparison of different methodologies
that were proposed for the evaluation of circuit susceptibility to
transient faults.

3.1. Simultaneous treatment of all masking factors

The importance of treating logical, electrical and latching-
window masking in a unified manner is emphasized in the
following:

* The propagation of a glitch depends on inputs and circuit topology
since, for different input vectors, different paths in the circuit are
sensitized;

* Glitch attenuation on its way from the originating gate to circuit
outputs depends on the gates through which glitch propagates, and
thus its impact is affected by logical masking;

* The probability of latching the glitch depends on (7) the glitch size
at the output, which in turn is a function of the initial size of the
glitch and the attenuation on the sensitized paths; and (i7) the size
and relative arrival time of reconvergent glitches, which affects
the amplitude and duration of the resulting glitch.

Thus, considering these three factors independently is an
incorrect assumption as they all depend on the circuit inputs and
sensitized paths from the gate where they occur to outputs. To prove
this claim, the two examples are shown in Figure 4 and detailed
here. Two ISCAS’85 benchmark circuits, C/7 and S27, are analyzed
using two approaches:

1. First, two values are computed:

Py, — the probability of glitch being propagated when only logical
masking is taken into account (LM column in Figure 4(a));

Praw — the probability of glitch being latched when only electrical
and latching-window masking are assumed (ELWM column in
Figure 4(a));

Next, the two probabilities are multiplied to obtain the final error
probability (LM+ELWM column in Figure 4(a)):

P=P- Ppw

2. Logical and electrical masking factors are treated in a unified
manner, while glitch propagates through the circuit and the
probability of the glitch being latched is computed at outputs
according to the input vector probability distribution, latching—
window size and the glitch arrival time and size at the outputs (UM
column in Figure 4(a)).

As seen in Figure 4(a), the difference in error probability
obtained using a unified approach and any separate approach can be
significant. Furthermore, Figure 4(b) represents minimum,
maximum and average relative error of the model that evaluates
electrical, latching-window and logical masking separately,
compared to the unified model averaged across ten different input
vector probability distributions, for three different initial glitch
durations. All results are computed using the framework from [14],
which has been validated against HSPICE and found to have 95%
accuracy, while being 11000X faster. As it can be seen from these
results, multiplying the probability of logical masking with the
probability of electrical and latching-window masking that were
computed separately leads to the error in the probability of latching
the glitch, which can be as large as 3100%. For smaller glitch
duration (80ps), the average error is not very large, due to the fact
that most glitches are masked, and thus, separate and unified
methods give similar results. For the case of large initial glitches
(125ps), all glitches propagate, and the only difference between the
two methods comes from the way reconvergent paths are handled.

The reason behind the importance of simultaneous treatment of
the three masking factor can be described on the benchmark circuit
S§27 (Figure 3(b)) example. The reconvergent paths in circuit S27
lead to the following scenarios:

1. Only one path exists from a given gate to a given output.
2. More than one path exists from a given gate to a given output.
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Figure 4. Relative error of separate modeling vs. unified modeling of
three masking factors in (a) CI7, for three different input vector
probability distributions, (b) S27, for three different initial glitch sizes
and (c) symbolic modeling approach with simultaneous modeling of the
masking factors.

In case 1, the probability computed using the unified and
separate models is the same (P = Pgipw), since in the unified
model the probability of latching the propagated glitch is multiplied
by the probability of sensitization on this path.

In case 2, we also need to analyze two possible sub-cases: (a)
glitches on some of the paths are attenuated before reaching the
reconvergence point and (b) glitches on all paths are propagated to
the reconvergence point, where they merge into the resulting
glitch(es) with new durations. In these two different sub-cases, the
separate computation of different masking factors will incur an
error, since it sums separately (i) probabilities of sensitization of all
reconvergent paths, and (i7) probabilities of latching on all
reconvergent paths; and then it multiplies the two terms. This will
not take into account the relative arrival time and durations of the
glitches at the reconvergence point. Furthermore, when using
separate logical, electrical and latching window masking
computation, the propagation probability on the sensitized path
needs to be multiplied with the latching probability as well.

As seen from the above discussion and the examples in Figure
4(a) and Figure 4(b), a unified treatment of the three masking
factors (logical, electrical and latching-window masking) is
mandatory for highly accurate estimations. However, most of the
previous approaches either treat a subset of masking factors [2][5]
[OI[11][18], or treat and evaluate their impact separately and then
merge them into the final reliability measure [6][23][27][28].

One approach that is able to treat the three masking factors in a
unified manner is proposed in [14]. The main idea of that approach
is that the impact of the three masking factors can be modeled using
Binary Decision Diagrams (BDDs) and Algebraic Decision
Diagrams (ADDs). This approach is explained in detail in [14]. In
Figure 4(c), we give an example of glitch duration ADDs and
sensitization BDDs generated for benchmark circuit C/7 (Figure
1(a)), assuming that a glitch originates at gate G, and propagates
through gates G and Gs to primary output F. First, initial duration
and amplitude ADDs (we show only duration ADDs in Figure 4(c),
but amplitude ADDs are created similarly) are created, representing
a glitch originating at a given gate Gy. Non-zero terminal nodes of
ADDs represent duration (amplitude) of the glitch. Paths in ADDs

that lead to non-zero terminal nodes represent input vectors that
result in those glitch durations (amplitudes), given initial glitch
duration (amplitude) and input circuit parameters that determine the
attenuation. Non-terminal nodes of BDDs and ADDs (“1”, “2” and
“3” in Figure 4(c)) represent primary inputs of the circuit. Next, a
sensitization BDD, that represents the sensitization of output of gate
Ga, with respect to output of gate Gy, in terms of primary inputs
(non-terminal nodes) is computed. This sensitization BDD is used
for modifying the original glitch ADD and a new ADD is created,
representing the glitch at the output of gate Gz. Similarly, this new
ADD is then modified using the corresponding sensitization BDD
(0Gs/0 G3). The ADD computed for the glitch at the output of gate
G represents the duration (amplitude) of the glitch propagated from
gate Gy to primary output F.

This example shows the propagation of one glitch only.
However, the important advantage of the model proposed in [14] is
that it concurrently computes the propagation and the impact of
transient faults originating at any internal gate of the circuit. A
similar approach has been proposed in [26], but it uses BDDs only
and the algorithm presented is run separately for different polarities
at the output of affected gate (fault source location) and separately
for each affected gate. The concurrent computation of glitch
propagation can account for both single faults and multiple
simultaneous faults [15].

3.2. Error rate computation

To find the overall circuit error susceptibility, one can determine
the average across all output error probabilities or find the
maximum and minimum output error susceptibility. However,
multiple errors can occur as a result of a single fault being
propagated and latched by more than one flip-flop or memory cell.
Multiple latched faults are of special concern in sequential circuits
where, if latched by state flip-flops, they can continue to propagate
through the circuit, causing errors in more than one clock cycle. In
addition, averaging across output error probability to determine
mean susceptibility of circuit to faults may decrease accuracy, if
output error correlations are not accounted for. The reliability of a
given circuit when all output correlations are known, can be found
using output error probabilities:
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where ng is the number of primary outputs, P(F)) is the probability
that outputs Fj,... F; have latched errors in the same cycle,
stemming from the same fault source.

However, taking into account all possible output correlations can
severely increase complexity. One can instead determine upper and
lower bounds for circuit error probability by computing correlations
across pairs or triplets of outputs only. The symbolic approach that
uses BDDs and ADDs is very convenient for determining these
correlations, since ADDs that represent glitches at circuit outputs
include the information about all input vectors and finding output
error correlations require only multiplication of these ADDs (i.e.,
AND-ing of their corresponding BDDs).

4. Modeling accuracy and circuit optimization

Once the gate-output error probability, that is, the probability
that a fault originating at the gate results in an error at the output, is
obtained, it can be further used to obtain more information about the
circuit. For each gate, one can find a fanout cone affected by the
fault originating at that gate. Next, minimum, maximum, mean and
median probability of error at outputs can be determined, given that



the fault occurred at the specified gate. These values describe
individual gate error impact and provide guidance when deciding
which gates in the circuit need to be hardened. Similarly, for each
output, a fanin cone can be found, representing all gates from which
faults propagate to the output affecting its correctness. Minimum,
maximum, mean and median probability of error at the given output
can be computed, in order to better describe output error
susceptibility. Input vector probability distribution provides an
insight into the way by which input patterns affect gate error impact
and output error susceptibility. One can obtain information about
circuit’s susceptibility to faults by computing the weighted average
of error probability across different input probabilities. The
weighted average across different initial glitch sizes is of interest as
well, and one can assume a distribution of initial glitch duration and
amplitude to accurately determine the impact of glitch size on
circuit susceptibility.

As shown in Figure 2(b), the impact of latching-window
masking may also vary across different circuits. These results can be
affected by the initial size of the glitch, and the logical and electrical
masking effect in the circuit. As seen from Figure 2(b), the increase
in the size of latching-window did not affect much benchmarks
Sxpl, s27 and z4ml. This can be explained by the fact that the
reliability of circuits Sxpl, s27 and z4ml is already high for the
initial size used in experiments. Since reliability can have values
from 0 to 1, it does increase, but slowly, for those circuits. However,
in case of circuit 9symml, the reliability is initially very small, and
thus latching-window size has more impact on it. These results
provide important insight into the optimization techniques and
hardening of circuits. We can draw conclusions about which parts of
a specific circuit contribute more to transient fault masking, and
which masking factor has more impact on fault propagation for a
given circuit. Thus, based on this information, one can decide which
techniques, or combination thereof should be used to obtain best
results. For example, in the case of circuit 9symml, improving
electrical masking can lead to significant improvement in error
rates.

Thus, in order to guide protection techniques, accurate modeling
and evaluation of circuit reliability (error probability) is crucial.
With the inclusion of power and performance data, the accurate
model can be incorporated into circuit design tools and can provide
power, performance, cost and reliability tradeoffs for different
circuit implementations in earlier design stages. Underestimation
that might occur due to neglecting the impact of variability or, in
some cases, inaccurate modeling of reconvergence may result in
inadequate protection or hardening choices. On the other hand,
overestimation of error rates that can occur due to, for example,
ignoring electrical and timing masking, determines the use of too
conservative  protection and hardening techniques, and
consequently, in overdesigning with higher performance penalty,
power or area cost.

5. Conclusion

We presented in this paper the aspects of transient fault
propagation that need to be accounted for when using formal
methods to model and analyze them. In addition, we gave an
overview of how these aspects have been tackled by different
symbolic and analytical approaches proposed thus far. Finally, we
discussed the importance of accurate and efficient modeling for the
purpose of guiding the design process.
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