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Logi
al FrameworksLogi
al Frameworks

Formalism designed to represent and reason e�e
tively about dedu
tive systems

Formal systemsprogramming languages, logi
s, real-time systems, ...Meta-representation/reasoning� represent language 
onstru
ts� model their semanti
s� en
ode properties and their proofsE�e
tivenessimmedia
y, exe
utability
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ExamplesExamples

Logi
s� Prolog� �Prolog, Isabelle� Forum
Type theories� LF� Coq, Lego� ALF, NuPrl� LLF
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DesignDesign

� \Logi
ity"You re
ognize a logi
 when you see one!� Exe
utabilityProof-
he
king, possibly proof-sear
h� Identify and reify fundamental prin
iples of 
lasses of dedu
tive systems{ Re
ursive de�nitions ; Horn 
lauses{ Synta
ti
 
ategories ; sorts / types{ Binders ; Higher-order terms{ Hypotheti
al/parametri
 rules ; Embedded impl./quant.{ Derivations as terms ; Type theory{ State ; Linearity
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Unsupported Re
urring Constru
tionsUnsupported Re
urring Constru
tions

� Negation / extensionality� Modularity� Ordering� True 
on
urren
y
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LLFLLF(joint work with Frank Pfenning)� Linear type theory� Methodology
{ Judgment-as-linear_types / derivations-as-linear_terms{^LinearHigher-order abstra
t syntax

� Supports{ representation of state-based problems{ reasoning about state� Implemented as a higher-order linear logi
 programming languageIliano Cervesato | Are Transition-Based Systems Beyond the Rea
h of Logi
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Meta-LanguageMeta-Language

� Syntax Kinds K ::= type j �x :A:KType families P ::= a j P MTypes A ::= P j �x :A:Bj A�ÆB j A&B j >Obje
ts M ::= x j 
 j �x :A:M j M Nj ^�x :A:M j M^N j hM;Ni j fstM j sndM j hi� Typing judgment Linear 
ontextx^: A; : : :'
&

$
%�������;� `� M : A \M has type Ain �, � and �"Intuitionisti
 
ontextx :A; : : :'

&

$
%

������ Signaturea :K; : : : ; 
 :A; : : :'
&

$
%

HHHH��
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Some Inferen
e RulesSome Inferen
e Rules

ivar�; x :A; � `� x : A lvar�;x^: A `� x : A

�; x :A; � `� M : B ilam�;� `� �x :A:M : �x :A:B �;� `� M : �x :A:B �; � `� N : A iapp�;� `� M N : [N=x℄B�;�; x^:A `� M : B llam�;� `� ^�x :A:M : A�ÆB �;�1 `� M : A�ÆB �;�2 `� N : A iapp�;�1;�2 `� M^N : B�;� `� M : A �;� `� N : B pair�;� `� hM;Ni : A&B �;� `� M : A&B fst�;� `� fstM : A �;� `� M : A&B snd�;� `� sndM : Bunit�;� `� hi : >
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Main PropertiesMain Properties

� De
idable type 
he
king,! Automated support� Unique 
anoni
al forms,! Easy proofs of adequa
y,! Logi
 programming� Derivations represented by terms,! Meta-reasoning,! Program transformation� Conservative over LF,! Inherits work done on LFIliano Cervesato | Are Transition-Based Systems Beyond the Rea
h of Logi
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Appli
ationsAppli
ationsReasoning� Imperative programming languages� Substru
tural logi
s� Se
urity proto
olsSpe
i�
ation / Simulation� Hardware ar
hite
tures� Cryptoproto
ols� Real-time systems� Planning� Games+ LF a
hievements� Fun
tional languages, logi
 programming languages� Logi
s� Category theory, ...Iliano Cervesato | Are Transition-Based Systems Beyond the Rea
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ImplementationImplementation

Computer-aided spe
i�
ation� Type-
he
king� Type re
onstru
tion� Innovations: spine 
al
ulus, dependent expli
it substitutions, linear expli
itsubstitutions

Exe
ution� Higher-order linear 
onstraint logi
 programming language� Innovations: higher-order uni�
ation, 
ontext-management, 
ompilation
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Example: MLRExample: MLRMLR is a fragment of ML with� referen
es� value polymorphism� re
ursionTypes � ::= : : : j 1 j �1 ! �2 j � refExpressions e ::= xj hij lam x: ej e1 e2j : : :j 
j ref ej !ej e1 := e2Store S ::= � j S; 
 = v

Expressionsexp : type.
ell : type.unit : exp.lam : (exp -> exp) -> exp.app : exp -> exp -> exp....lo
 : 
ell -> exp.ref : exp -> exp.deref : exp -> exp.assign : exp -> exp -> exp.
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MLR: TypingMLR: Typing
 ` e : � \e has type � in 
"Contextxi :�i; : : : ; 
j :�j; : : :'
&

$
%

������ Expression#"  !������ Type#"  !HHHH��

Representation: p
q `� pT q : exp type peq p�qxi :exp; ti :exp type xi p�iq; : : :
j :
ell; lj :
ell type 
j p�jq; : : :'
&

$
%

������


 ` e1 : � ref 
 ` e2 : � et assign
 ` e1 := e2 : 1 et_assign : exp_type E1 (rf T)-> exp_type E2 T-> exp_type (assign E1 E2) 1.
 ` e : � ref et deref
 ` !e : � et_deref : exp_type E (rf T)-> exp_type (deref E) T.Iliano Cervesato | Are Transition-Based Systems Beyond the Rea
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MLR: EvaluationMLR: Evaluation
S; e ,! S 0; v���������������XXXXXXXXXXXXXXXContinuationinit; : : : ; �x: i; : : :'

&

$
%HHHH��

Instru
tioneval e;return v; : : :
'

&

$
%������S �K ` i ,! a \i followed by K evaluatesto a, starting from S"Store
i = vi; : : :'

&
$

%
������ Answer#"  !HHHH��

Representation: pSq `� pEq : eval pKq piq paq
i :
ell; hi^: 
ontains 
i pviq; : : :#"  !������
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MLR: Some Imperative RulesMLR: Some Imperative Rules

S0; 
 = v; S00 �K ` return hi ,! a ev assignS0; 
 = v0; S00 �K ` 
 := v ,! aev_assign : (
ontains C V -o eval K (return unit) A)-o (
ontains C V' -o eval K (assign2 (lo
 C) V) A).

S0; 
 = v; S00 �K ` return v ,! a ev derefS0; 
 = v; S00 �K ` !
 ,! a

ev_deref : read C V& eval K (return V) A-o eval K (ref1 (lo
 C)) A.rd : 
ontains C V-o <T>-o read C V.
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MLR: Adequa
yMLR: Adequa
y

Adequa
y theorem (Evaluation)Given a store S = (
1 = v1; : : : ; 
n = vn), a 
ontinuation K, an instru
tion i andan answer a, all 
losed, there is a 
ompositional bije
tion between derivations E ofS �K ` i ,! aand 
anoni
al LLF obje
ts M su
h thatpSq `� M : eval piq paqis derivable, where
pSq = 24 
1 :
ell; h1^: 
ontains 
1 pv1q: : :
n :
ell; hn^: 
ontains 
n pvnq

35
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MLR: Type PreservationMLR: Type Preservation� Fun
tional 
ore: implemented in LF� Referen
es: implemented in LLFTheorem (type preservation)If S �K ` i ,! a, with 
 ` i : � , 
 ` K : � ) � and 
 ` S : 
, then
 ` a : �Proof : by indu
tion on the evaluation derivationThe high level of abstra
tion of the representation permits trans
ribing this proofinto an LLF spe
i�
ation 
apturing its 
omputational 
ontents� ea
h 
ase yields one de
laration� the meta-reasoning is itself linearRepresentationtpev : eval K I A -> 
ont_type K T S -> instr_type I T -> ans_type A S -> type.Iliano Cervesato | Are Transition-Based Systems Beyond the Rea
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Evaluation of the En
odingEvaluation of the En
oding

� Adequa
y,! good, if Ok with 
ontinuation semanti
s� Exe
ution,! fully exe
utable� Type-
he
king,! as usual� Meta-reasoning,! elegant
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Multiset Rewriting for Crypto-proto
ol Spe
i�
ationMultiset Rewriting for Crypto-proto
ol Spe
i�
ation

Multiset X = X1; : : : ;XnMultiset rewrite rule X �! YComputation X;Z X�!Y����!R Y;Z + re
. + trans.

Parametri
 multisets Xi(~t),! 
omputation relies on uni�
ationGenerative multiset rule X(~t) �! 9~x:Y(~t; ~x)
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Message Ex
hangeMessage Ex
hange

A �! B : M

� Lo
al state transitions� Intera
tion with the networkAi(~a); : : : �! Ai0(~a); N+(M)Bj(~b); N�(M) �! Bj0(~b); : : :
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Syntax and EnvironmentSyntax and Environment

Non
es Ai �! 9n:Aj; N(: : : n : : : ),! not 
ompletely realisti


Cryptography,! 
onstru
tor: fMgk, < M1;M2 >,! destru
tor: pattern mat
hing,! unrealisti
 but often a

eptable

Network N+(M) �! N�(M)

Intruder Dolev-Yao model
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ExampleExample

Needham-S
hroeder key ex
hange (simpli�ed)A �! B : f<na; A>gkbB �! A : f<na; nb; B>gkaA �! B : fnbgkb � �! A0A0 �! 9na: N+(f<na; A>gkb); A1(B;na)A1(B;na); N�(f<na; n;B>gka) �! N+(fngkb); A2(B;na; n)� �! B0B0; N�(f<n;A>gkb) �! 9nb: N+(f<n; nb; B>gka); B1(A; n; nb)B1(A; n; nb); N�(fnbgkb) �! B2(A; n; nb)
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Formalization in Linear Logi
Formalization in Linear Logi


Generative multiset rewriting is linear logi
 in disguise

X(~x) �! 9~y:Y(~x; ~y) 
8~x: NX(~x) �Æ 9~y: NY(~x; ~y)

The translation preserves the semanti
s
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Coding in LLFCoding in LLF

No 
, no 9 !?
8~x: X1(~x) 
 : : : 
 Xm(~x) �Æ 9~y: Y1(~x; ~y) 
 : : : 
 Ym(~x; ~y) 

8~x: loop Æ� X1(~x): : :Æ� Xn(~x)Æ� 8~y: (Y1(~x; ~y) �Æ: : :Ym(~x; ~y) �Æ loop)
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Adequa
yAdequa
y

TheoremFor every transition sequen
e ~r su
h thatX ~r�!R Zthere is an LLF proof-term M su
h thatpRq; pXq; pYq�Æ loop `� M : loopis derivable, and vi
eversa.

Iliano Cervesato | Are Transition-Based Systems Beyond the Rea
h of Logi
al Frameworks? 25



No NetNo Net

TheoremFor every run R there is a run R0 that� does not use the network rule� ex
hanges the same messages in the same order� has the same or bigger intruder knowledgeProof: Repla
e network uses with inter
eption + resend by the intruder 2

� This proof 
an been represented in LLF� It is exe
utable and implements the transformation� Same te
hnique has been applied to more involved problems
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Evaluation of the En
odingEvaluation of the En
oding

� Adequa
y,! indire
t� Simulation,! trivial, but unfo
used� Atta
k dete
tion (model 
he
king),! at best ineÆ
ient� Reasoning,! feasible but painful
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What's wrong?What's wrong?

Continuation-based model of LLF ?,! No, but makes things worse

Sequential spe
i�
ation!,! same diÆ
ulties in multiset rewriting,! same diÆ
ulties in linear logi


Alternatives� Strands� Colored Petri nets
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Re
urrent enough?Re
urrent enough?

State Transition Systems� Con
urren
y� Programming languages� Cryptoproto
ols� Real-time system� Planning� Automata� Database transa
tions� : : :Iliano Cervesato | Are Transition-Based Systems Beyond the Rea
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Future Dire
tionsFuture Dire
tions

Logi
al frameworks that 
an handle transition systems e�e
tively

� Study existing formalism{ 
olored Petri nets{ pro
ess 
al
uli{ proof nets{ : : :
� Logi
s whose derivations are a
y
li
 graphs
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