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Part I

MSR
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e Follows the Dolev-Yao abstraction

® Based on
» Multiset rewriting, linear logic
Z > Type theory
~ e Used to prove
» Undecidability of protocol verification
> Completeness of Dolev-Yao intruder
® Specifications
» So many protocols ... so little time ...
® Related to CIL, strands, spi-calculus
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What's In MSR@ ?

® Multiset rewriting with existentials

~| ® Dependent types w/ subsorting "
® Memory predicates  n@"

e Constraints  ne"
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Role state pred.

var. declarations

e Generic [ 3L T'l(xl) X VA

roles

® Anchored (34 ™% x .. x Tt 1A
VX1, lhs N e .
ro l es v Ihs = Syt i)
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Jyy Ty,
lhs —> . rhs

ElYn': T‘n'-

(I\I(’r) Network —

e N(t) Network
e [(t,..,1t) Local state

e [(t,..,1) Local state
e M,(t, ..., T) Memory

\-MA(T, ., 1) Memor'y/
&X Cons‘rminﬁ

The Wolf Within




. A — Bi{ny, A
= NS Initiator = A, Neh

A — B {nghe

\VA
e X ®) x B x nonce.
L(A,B kg,ny)
¢ =
—> Na N({nA'A}kB)
L(A,B,kg,n,)
N
N({na.nglka) ({hg}e)
Ng: honce
: J
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3L

: NS Responder

(B) x BkB) x privK kg x nonce.

N{naAle) — Ing

L(B kg, K B,nB)
N({ng}ye)

— Bi{n,, Ahp

B — A:{n,, ngla

— B {nghe

L(B kg K'g,np)

N({na.ng}ka)

VB



= Type Checking —n* > |—P

t has type F|—1t:1
TinT

Pis well-
typed in =

® Catches:
» Encryption with a nonce
» Transmission of a long term key
» Circular key hierarchies, ...

The Wolf Within 10



sz Data Access Specification e

r is DAS-valid >|—P
for AinT

Pis DAS-
valid in X

> A sighing/encrypting with B's key
> A accessing B's private data, ...
e Static

e Decidable

® Gives meaning to Dolev-Yao intruder
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I e Interpret incoming information
il > Collect received data
> Access unknown data

" @ Construct outgoing information
» Generate data

> Use known data

> Access new data

.. all along, verify access to data
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Verifying a Rule

Knowledge sef:

Collects what A knows

S
[ ll—4 lhs » A [ All—4 rhs

['ll—,4 lhs — rhs

Role ownea
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&= Processing Predicates on the LHS

e Network [oAl=4t» A
messages A ”_A N(T) s A
* Memory A ll=4 Ty, » A

pr'ediCClTeS I: A "—A MA(TIV“'TH) >> Av
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&&= |nterpreting Data on the LHS

F,' A ”_A Tl, 1'2 >> A'
LA ll—4 (1, 1) A

e Pairs

Y e Encrypfed r; A ”_A k >> A' F,' A’ "_A 1- >> A”

terms LA ll—, {Th > A"

(‘

5 (AX) ll—4 x> (A,X
* Elementary ) (AX) =4 (a.x)

terms

(T'x:1); All—4 x> (A,X)
The Wolf Within
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s Accessing Data on the LHS

(‘

‘ Shared I (AK) I—4 k> (A k)

keys

_ (T x:shK A B); A ll—4 x>> (AX)

(‘

public | (CK:pubK AK:privk k). (A K) ll—4 k>> (A K)

keys <

_ (T k:pubK A K:privK k); A l—, k> (A k)
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Generating Data on the RHS

(T, x:nonce); (A, x) l—4 rhs

* Nonces
[; A ll—4 3x:nonce. rhs
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&= Constructing Terms on the RHS

[TAll—4 1y [TAl—4 15

[ A =4 (Tll TZ)

e Shared-key LAll=at LAl=ak
encryptions A ll—4 {T)
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Accessing Data on the RHS

e Principal

e Shared key

e Public key

e Private key

The Wolf Within

F, B:pr'inC "_A B

", B:princ, kishK A B ll—, k

I", B:princ, kipubK B I|—4 k

[, kipubK A, K:privK k [|—4 K
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Part IT

Data Access Specification

Dolev-Yao Intruder
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w2 The Dolev-Yao Intruder Model

® Interpret incoming information
> Collect received data
> Access unknown data

= ® Construct outgoing information

> Generate data
> Use known data
> Access hew data

® Same operations as DAS!
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q e B
T Tl ep
Cr 1 'l,':_’_‘.;:_‘.
N e
s | e, |
p
=
B i

® Interpret messages on LHS
® Access data (keys) on LHS

%% e Generate data on RHS
® Construct messages on RHS

® Access data on RHS
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Accessing Principal Names

I", B:princ "_A/IB

I
VB:princ. « — M(B)
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24



sz \Vhat did we do?

RHS data access:

® Instantiate acting principal to I
“* e Accessed data — Intruder knowledge
e Meta-variables — Rule variables

® Context provides types
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#== Checking It out: Shared Keys

VB: princ

Vvk: shK I B
.

+ dual

The Wolf Within

I, Agprinc, B:princ, kishK ApB ll—, k
— I

'\

o« — M(k)

.)
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sz Getting Confident: Pub./Priv. Keys

I", B:princ, kipubK B [|— 4 K
- T

ve: )
princ
[Vk pubK B * MI(k)]

T A/prmc k:pub A; K':privk k II—A/k'

Vk: pubK I ,
[Vk': privk k ° = M(k)
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JI o e :.._ll:: ;_
T - s, T
7 | e, | S
.
v
",

® Interpret messages on LHS
® Access data (keys) on LHS

= e Generate data on RHS
® Construct messages on RHS

® Access data on RHS
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@ Constructing Messages: Pairs

[CAl—1 [ A H—I®

[ Alll— I

} I
(t,.tm59. My(h), Me(t) > Mi((t1,)
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N —

F|l—t:msg T |—1t,:msg

I |— (t,1,) : msg
-
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sz Now, what did we do?

RHS message construction:

e Premises — antecedent
® Conclusion — consequent
e Types from auxiliary typing derivation
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sz=e Carrying on: Shared-Key Encrypt.

A ll—= o {th
(VA princ

Vk: shk A B M(1), M(k) > M ({t},)
V't msg

VI

Similar for public-key encryption
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By P DAS :/ DY
+
o ’ T
ae oa

® Interpret messages on LHS
® Access data (keys) on LHS

B o Generate data on RHS
® Construct messages on RHS

® Access data on RHS

The Wolf Within
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&= Generating Nonces

(I', x:nonce): (AX) ll—¢ rhs

[ A= §x:n3>qce; rhs
/

I
[- — dx:nonce. MI(x)]

Similarly for other generated data
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Now, what did we do?

® Remember generated object
¢ Follow knowledge acquisition flow
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& DAS = DY

® Interpret messages on LHS
| ® Access data (keys) on LHS

B o Generate data on RHS
® Construct messages on RHS

® Access data on RHS
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VB: princ

Vk: shK I B
.

%
NI
o« — M(k)
y

Similarly for other keys
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Now, what did we do?

LHS data access:

Same target rules as for RHS data access
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37



& DAS = DY

® Interpret messages on LHS
L e Access data (keys) on LHS

%8 e Generate data on RHS

® Construct messages on RHS

® Access data on RHS

The Wolf Within
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o0 0o
...................
L] Ld [ ] L]
.....

F,AII— k>>A FAII— T>>§"

Teooo
°
L]
.

VA ,B: princ B
Vki shK A B M({1}), M(K) > M (1)
Vi msg )

Similar for public-key encryption and pairing
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Now, what did we do?

LHS message interpretation

® Conclusion — antecedant

® "Last" premises — consequent

The Wolf Within
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Network Rules

sy

F;A”'—AT>>A' - ©
A ll—4 N(T) »> A

(vtimsg. N(t) - MI(T)]I

(vtimsg. My(t) - N(T)JI
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I
[timsg. N(1) > N()]
® or, innocuous (but sensible)

I
[V’rl,...,’rn ‘msg. M't(t4,...,1,) — MI(Tl):---:MI(Tn)]
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Part ITII

Protocol Spec.

Data Access Spec. Rules
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sz Automating DAS Rule Design?

® One size does not fit all

® | ook at protocol
> Typed MSR spec.
» Usage of constructs

® Tnvolve construct declarations
> Not sufficient
» Use annotations
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#5  Generating DAS rules from use

Constructors atoms

" companents on LH& o
~ @ Access data (keys) on LHS v
® Generate data on RHS v
® Construct messages on RHS v /
® Access data on RHS v
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sz Accessing data

® Annotate the type of freely

accessible dw can access |

princ: +type

e Make it conditional for dep. types

pubK: *princ -> +type

privK: IlA:+princ. +pubK A -> +type

The Wolf Within 46
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== (Generating data

® Again, annotate types

can be gener'a‘rej

nonce: !type

shK: +princ -> +princ ->

shK: +princ -> +princ ->

The Wolf Within

ltype

!type
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Pattern-matching constructors

® Mark arguments as input or output
output input

, ¢ -mSg -> -msg -> msg

{ }: -msg -> [IA:;princ. IIB: princ.+shK A B -> msg

{{ }} : -msg -> IlA:;princ. Ilk:;pubK A.,privK k -> msg

hash: +msg -> msg

[ 1 : +msg -> [IA:*princ. Ilk:*sigK A.*verK k -> msg
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sz Annotating Declarations

® Tntegrates semantics of types and
constructors

. ® "Trimmed down" version of DAS

® Allows constructing DAS rules
> ... and Dolev-Yao intruder

The Wolf Within
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== ... alternatively

Compute DAS rules from protocol

® There are finitely many annotations
® Check protocol against each of them

® Keep the most restrictive ones that
validate the protocol

Exponentiall

More efficient algorithms?
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Further Questions ...

® Relationship to "intruder-less”
languages
> E.g. Spi-calculus

The Wolf Within
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