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sz Representing Security Protocols

Several recent proposal based on the
Dolev-Yao model:

»Strand spaces
»Multiset rewriting
» Spi-calculus, ...

How are they related?
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Running Example

Needham-Schroeder Protocol

A — B: {N,, Alp
B — A: {NA, NB}KA
A — B: {NB}KB
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e Executable specification language

® Adapts multiset rewriting with 3
> Solid logical foundation

> Ties with linear logic and process algebra
e Flexible and fully precise

e Follows the Dolev-Yao model
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Multiset rewriting ...

® Multiset: set with repetitions allowed

® Rewrite rule:
r. N1 —> NZ

ol Application

M, —> M,
I_H I_H
M, N, > M, N,

® Multi-step transition, reachability
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r: F(x) — 3n. 6(x,n)
® Application
Ml —> Mz

A A
4 A\

M, F(1) - M, 6(te

¢ not in M,
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Network messages

Intruder info.

® A(ty,...1,) Role states

o Pr PrvK PubK ... Persistent info.
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Protocol Theories

e Tnitialization rules

% ® For each role
> 1 role generation rule

> h execution rules
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: @cted MSR

® Assume initialization has already
happened

e Tnitial info: 11

? No initialization in strands
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#=&= NS: MSR rules for Alice

Tao(A) = Ao(A), Ta0(A)

Ao(A), Ta1(B) = IN,. A(A,BN,), N{N4Algp), Ta1(B)
AL(A,B, N, N({NANglea) = A;(A.BN,Ng)
A(A,B N, Ng) — As(A,BN,Ng), N({Nghe)

where  m,0(A) = PHA), PrvK(A K, D)
na1(B) = Pr(B), PubK(B Kp)
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#=& NS: MSR rules for Bob

meo(B) — Bo(B), mo(B)

Bo(A), Tg1(A), N({N4,Ae) — B1(A,B.N,), mp:(A)
B,(A,B, N) = 3INg. B,(A,B,N,Np), NN, Ngka)
B,(A,B,N4,Ng), N({Ng}xa) = B3(A,B,N,,Ng)

where  mpo(B) = Pr(B), Prvk(B Ky 1)
ngi(A) = Pr(A), PubK(A K,)
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&= MSR Intruder

¢ Implement the Dolev-Yao model
»Decryption/Encryption
»Decomposition/composition

»Nonce generation
> ...

® Expressed within the language
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® Graphical representation of execution
® Designed for after-the-fact analysis
2 ® Very simple

® Follow the Dolev-Yao model

e Related to

»Lamport's causality
> Mazurkiewicz's traces
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NS: A Bundle

{NA: A}KB g {NA: A}KB
{Na, Ng}¢a - {Na, Ng}¢a
{NB}KB g
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sz Penetrator Strands

¢ Implement the Dolev-Yao model
»Decryption/Encryption
»Decomposition/composition

»Nonce generation
> ...

® Expressed within the language
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CStrands> — CDyn. St@

? Support executable specifications

| * Specification language
= »Parametric strands

® Execution capabilities
»Configurations
» Transitions
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== Parametric strands

e Strands are instances of rol/es

e Parameters: instantiable information

e Constraints:
> Nonces

>Persistent info.
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NS: Parametric Strand for A/ice

Alice (A,B,N,,Np) :

N, Fresh, n, (A,B) {N4, Alga >
{NA' NB}KA <
here
e {Nghe >

w(A,B) = PA), PrvK(A K,1),
Pr(B), PubK(B Kp)
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= NS: Parametric Strand for Bob

BOb (A,B,NA,NB) .

Ng Fresh, ng (A,B) > {N4, Al
< {NA' NB}KA

here

e > {Nghe

n(A,B) = PA(B), PrvK(B Kg1),
Pr(A), PubK(A K,)
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== C0 nflg urations

? Capture possible next actions

® Cxtension : bundle + remaining actions

2 o Configuration : bundle + extension

® Fringe : crossing arrows
/ : / + + /

Configuration =  bundle + extension +  fringe
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NS: Configuration

{N,, Al > N4 Ak {Ne, Co —
{N4, Nglea < {N4, Ng}¢a {N¢, Npkee <=
{Ng}¢a {Np}o
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Instantiate

Send

Receive

SUONISUBI] PUEIS
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0= - <— o
Jre

0= & o
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sz== Bundles vs. Transition Sequences
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¢ 1 bundle = O(n!) transition sequences
¢ 1 transition sequence = 1 bundle

Bundles
represent
execution
more
compactly



= Restr. MSR) — (Can. MR

o Merge role gen. with 15" exec. rule
® Choose nonces upfront
| ® Guess persistent info. upfront

Conversion to canonical form
preserves
reachability
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= NS: Canonical MSR rules for Alice

TCA(AtB) — E”\lA Al(A,B,NA), N({NAlA}KB)l TCA(AIB)
A1(A.B, Na), NN Ngla) = A(A,B N, Ng)

A,(A,BN, Ng) — As(A,BN, Ng), N({Ngke)

where T4(A,B) = PH(A), PrvK(A K, 1)
Pr(B), PubK(B Kp)
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k  * Rules = nodes
® Role state predicates = arrows
e Nonces, persistent info. = constraints

e Configuration < state

Reachable states

U

Reachable configurations
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e NS MSR - Strands

RA(A,B) Alice (A,B,N,,Np) :

N, Fresh, 7, (A,B)

Ai(A.BN,), - {N4, Algg—
NN Ae), U

where  w(A,B) = Pr(A), PrvK(A K, 1), Pr(B), PubK(B Ky)
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@ NS: MSR —— Strands

(2)
{NA' A}KB 7
Al(A,B, NA):
N({N4.Ng}ga) H
. ) (N, N —
A(A,BN, Np) U
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= NS: MSR - Strands

(3)
{NA' A}KB 7
A,(A,B,N,,Ng)

. |
Ay(A,BN L Ny), ) (N, Ny, —
N({Ng}xp) U

{Nehe —

Relating Strands and Multiset Rewriting for Security Protocols



Dyn. St@ o (Dec. St@

e Add initial (T) and final node (L)

® Add labels A (t,,..,1,) to arrows
© .1, from
»Constraints

»Arguments of A,
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A\ 4

Dyn. Strands)—;—Dec. Strands

® Transitions

=
/ /U
Fresh — TE

Instantiate / > | — j;

el — —

Decoration preserves reachability
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&= NS: Decorated Strand for Alice

Alice (A,B,N,,Np):
N, Fresh, n, (A,B)

{N4, Ng}a °

where

w(A,B) = PA), PrvK(A K,1),
Pr(B), PubK(B Kp)
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{Nge

.
U Ao(A)

A;(ABN,)

A

A,(A,BN, Ng)

“ A3(A,B,N, Np)

1

A



Dec. Str@ @str @

® | abels = role state predicates
¢ Events = network messages
® Constraints = nonces, persistent info.

¢ State < fringe

Reachable configurations

U

Reachable states
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g NS: Strands ——  MSR

Alice (A,B,NA,NB) N, Fresh, m, (A,B)

where

w(AB)=  Pr(A), PrvK(A K, ),
Pr(B), PubK(B Kg)

-
“ . ‘ Tao(A) = Ag(A), Tao(A)

. where m40(A) = Pr(A), PrvK(A K, 1)
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s NS: Strands —— MSR

. Alice (A,.BN,,Ng) N, Fresh, m, (A B)

where

n(AB)=  PAA), PrvK(A K, 1),
Pr(B), Pubk(B Ky)

“ Ao(A) AO(A): TCAI(B)
%
(Na, Alg— mmp  NaAABN)
N({NAzA}KB): Ta1(B)
A(ABN,)
i where m4;(B) = P(B), Pubk(B Kp)
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sz NS Strands - MSR

Alice (A,B,N,,Ng) N, Fresh, , (A,B)

where

n(A.B)=  PrA), PrvK(A K, D),
Pr(B), Pubk(B Ky)

“ A(A.BN,)
A (AB, N4), N({N4Ng}ea)
{NA, NB}KA «— ‘ N
A(A,BN, Np) A,(A,B,N,,N;)
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== \hat did we learn?

e Substantial equivalence of
> MSR
» Strands

34 ® Strands as executable spec. language
> Parametric strands

» Configurations, transitions

® Computational traces

» Bundles
» Transition sequences
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