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&= Outline

e Dolev-Yao model e MSR

e Specification » Motivations
> Evaluation criteria » Syntax
> Some languages > Type checking
= “Usual notation” > DAS - Data Access
* BAN logic Specification
= Spi calculus > Execution

Strand spaces
Inductive methods
CAPSL
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sz \Why IS Protocol Analysis Difficult?

e Subtle cryptographic primitives
> Dolev-Yao abstraction
= Lecture 4 - a bit more in this lecture

* e Distributed hostile environment

» "Prudent engineering practice”
= Lecture 4

¢ Tnadequate specification languages
= This lecture
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Dolev-Yao Network Model

Bob

Dan

W Charlie
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sz== The Dolev-Yao Model of Security

e Symbolic data
o > No bits

e Black-box cryptography
» No guessing of keys

eB BN,

» Knowledge soup )’

e Partially abstract data access.

> Found in most protocol analysis tools
Tractability
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Perfect Cryptography

.g ¢ k'l is needed to decrypt {m},
> ktlis just k for shared key ciphers

® . e No collisions

>{m, = {mo}, 7 my=m,and k, = kg
»>{m}, = n never

»{m}, = (m; m,) never

We will relax this to handle type violations
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sz Public Knowledge Soup

| ® Free access to auxiliary data
> Abstracts actual mechanisms
= Transmission of certificates

» Tnvocation of subprotocols
= Caching

e But ..

not all data are public
 keys
= secrefs
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== \Vhy IS specmcatlon Important?
‘“ good

e Documentation
» Communicate

4 ® Engineering

> Implementation
> Verification tools

® Science

> Foundations
» Assist engineering
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&= | anguages to Specify What?

e Message flow

® Message constituents

e Operating environment

¢ Protocol goals

Computer Security: 7 - Specification Languages



== Desirable Properties

e Unambiguous
e Simple

: ® Flexible
o > AdGPTS to pr‘OTOCOIS

e Powerful
> Applies to a wide class of protocols

e Insightful
> Gives insight about protocols

Computer Security: 7 - Specification Languages
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== | anguage Families

| "Usual notation” | e Temporal logic
. > (userinterfaces) | ¢ Automata
> - O K”OWIedge IOgiC > CAPSL
ﬁ P> EAN th » NRL Protocol Analyzer
e ©
POC?SS eory > N\UF‘(I)
> Spi-calculus
> Strands ° ..
> MSR Why so many?
> FDR' Casper > Experience from mature fields
: > Unifying problem
> PeTrlcneTs > Scientifically intriguing
e Inductive methods > Funding opportunities
Convergence of approaches
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&= Running Example

Needham-Schroeder public key protocol
(fragment)

® Devised in 78

® Brokenin'95 |

But ...

> purely academic
> attack subject to interpretation

Example of weak specification |

Computer Security: 7 - Specification Languages
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“Usual Notation”

A > B: {nA, A}kB
B A {nAl nB}kA

A — B: {nB}kB

Computer Security: 7 - Specification Languages
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&= Evaluation of the Usual Notation

¢ Flow
» Expected run

e Constituents
» Side remarks

e Environment
» Side remarks

® Goals
» Side remarks
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Unambiguous
Simple
Flexible

Powerful

Insightful
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# BAN Logic [Burrows, Abadi, Needham]

® Roots in belief logic
» Reason about knowledge as protocol unfolds
» Security: principals share same view

e Specification
» Usual notation
» "Idealized protocol”

» Assumptions
> Goals

e Verification
> Logical inference

Computer Security: 7 - Specification Languages
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] ] A > B: {A,nA}kB
2= BAN ldealization B s A: {n, g},
A > B: {nB}kB

NS-PK [3-5]

hg is a shared secret
between A and B

h, provides evidence J

A — Bi{nk, to the fact that ...

B— A: (A<= B),-

Ka
A—>B {(Ac&"=B,B|=A<c"= B >ns}ks

Believes

(more readable syntax proposed later)
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_ A — B: {Ansh,
BAN Assumptions B > A {nugh,
A — B: {ng},

NS-PK [3-5]

{ k, is the public

key of A n, is fresh

¢ Al=A B|=teR

.Alzl—kBB BlEI_L(AA
® Al=#n, ® B |=#n,
o Al=A<M= B eB|l=A"= B
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A > B: {A,nA}kB
BAN Goals B > A: {n,nghe,
A > B: {nB}kB

NS-PK [3-5]

Authentication goals expressed in terms of
> Mutual beliefs
> Beliefs about freshness

e BI=A|=zAEM=B
e AlI=B|=A™=B

o A |E#nB
® BlE#HA

Formally derived from BAN rules
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== Evaluation of BAN

e Flow
» Idealized run

e Constituents
» Assumptions

e Environment
» Implicit
® Goals
» BAN formulas

Computer Security: 7 - Specification Languages
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e Simple
e Flexible
e Powerful

e Insightful
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= The Spi-Calculus [Abadi, Gordon]

e n-calculus with cryptographic constructs

e Specification
> 1 process for each role
» Instance to be studied
> Intruder not explicitly modeled

e Verification
> Process equivalence to reference process

Computer Security: 7 - Specification Languages
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The Syntax of Spi

Computer Security: 7 - Specification Languages
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== Spi: NS Initiator

init(A,B,c.p.Ke* Ky) =

< (vna) cap< {IA, nAl}kB” >
S cpp(x) . case x of {|y[},- in
let (y1.y2) =y in [y, is n,l
Cap< {l v |}kB+ >
0

Computer Security: 7 - Specification Languages

A— B {A,nA}kB
— A {nA,nB}kA
A — B: {nB}kB

NS-PK [3-5]
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—> B: {A,nA}kB

sz=s= Spl: NS Responder B At {nungh,
: —> B: {nB}kB
NS-PK [3-5]

resp(B,A,cap. k" Kg) =

caa(x) . case x of {|yl},,- in

let (y1.y2) =y in[y;is A]
(vng) cap< {l v2, nBl}kA” >
Cap(X) . case X" of {|y'[} - in [y is ng]
0
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&= Spi: NS Instance

inST(A,B,CAB) -

(vka) (vkp)
( init(A,B,cap ks ks
| PZSP(B,A,CAB,kA+,kB_))

Computer Security: 7 - Specification Languages
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&= Evaluation of Spi

e Flow
» Role-based

e Constituents
3 » Informal math.

® Environment
» Implicit
® Goals
» Reference process

Computer Security: 7 - Specification Languages

e Unambiguous

e Simple
e Flexible
e Powerful

e Insightful
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z== Strand Spaces

® Roots in trace theory
» Lamport's causality
» Mazurkiewicz's traces
e Specification
» Strands

> Sets of principals, keys, ...

e Verification
> Authentication tests
» Model checking

Computer Security: 7 - Specification Languages
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A — B: {A,nA}kB

& Strands B > At {n Ngh,
A—> B: {nB}kB
NS-PK [3-5]
Initiator strand Responder strand
4 N 2 N
{nAl A}kB > > {nAl A}kB
{na, ngly, < < {na. ngh,
n > > n

Computer Security: 7 - Specification Languages 27



&= Evaluation of Strands

e Flow
» Role-based
= ® Constituents
~  » Informal math.

e Environment
» Side remarks

® Goals
» Side remarks

Computer Security: 7 - Specification Languages

e Unambiguous

e Simple
e Flexible
e Powerful

e Insightful

© ® ® © 0O
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IndUCUVe MEthOdS [Paulson]

_ e Protocol inductively defines traces
e Specification
» 1 inductive rule for each protocol rule
» Universal intfruder based on language

S
s

e Verification
» Theorem proving (Isabelle HOL)

e Related methods
> [Bolignano]

Computer Security: 7 - Specification Languages
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A — B: {A,nA}kB
: NS B> A: {nA:nB}kA
A —> B: {nB}kB

NS-PK [3-5]
[evs € ns; A = B; Nonce N, ¢ used evs]

— Says A B {Nonce N,, Agent A} (p # evs € ns

[evs € ns; A = B; Nonce N ¢ used evs;
Says A' B {Nonce N,, Agent A} p € set evs]
— Says B A {Nonce N,, Nonce N,} (4 # evs € ns

NS3 [evs e ns;
Says A B {Nonce N,, Agent A} s € set evs;
Says B' A {Nonce N,, Nonce N,} (4 € set evs]
— Says A B {Nonce N} (z # evs € ns
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Fake [evs € ns; B=Spy; X € synth(analz (spies evs))]
= Says Spy B X # evs € ns

synth, analz, spies, ... protocol independent

Computer Security: 7 - Specification Languages
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&= Evaluation of Inductive Methods

e Flow e Unambiguous ©
» Trace-based )
® Constituents * Simple ®

» Formalized math.

e Environment S ©
» Immutable e Powerful ©
® Goals
» Imposs. traces e Tnsightful ©
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= CAPSL [Millen]

e Ad-hoc model checker
e Specification
» Special-purpose language
» Intruder built-in
e Implementation
> CIL [Denker] -> similar to MSR

e Related systems

» Mur¢ [Shmatikov, Stern]
> SMV [Clarke, Tha, Marrero]

Computer Security: 7 - Specification Languages
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A > B: {A,nA}kB
=\ CAPSL B — A: {n,ngk,
NS-PK [3-5]
#  rroTOCOL NS MESSAGES
it - A -> B : {A, Na}pk(B);
i VARIABLES
: BLES B > A : {Na,Nb}pk(A)
A, B: PKUser; A->B: {Nb}pk(B),
Na, Nb: Nonce, GOALS
CRYPTO SECRET N
a.
HOLDS A: B; PRECEDES A: B | Na;
PRECEDES B: A | Nb;
END;
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s Evaluation of CAPSL

¢ Flow
» Explicit run

e Constituents
» Declarations

e Environment
» Implicit

® Goals
» Properties

Computer Security: 7 - Specification Languages

Unambiguous
Simple
Flexible

Powerful

Insightful
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MSR [Cervesato, Durgin, Lincoln, Mitchell, Scedrov]

~ A specification language based on
: > MultiSet Rewriting with existentials

e MSR10

> Designed to prove the
undecidability of
protocol correctness
verification = Easy to use |

> Poor specification = Support for automation

I

, :

: » Redesigh of MSR 1.0 as

:

I

I
language : » New background in type-

I

:

I

I

I

I

I

I

a specification language

theory

= Error-prone . e L
; » Margin for verification

= Limited automated

assistance = Current techniques can
= Limited support for be adapted
verification

Computer Security: 7 - Specification Languages
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=== Fvaluation of MSR 2.0

* Flow e Unambiguous (©)
» Role-based )
® Constituents * Simple ©
» Strong typing o Flexi
exible
e Environment ©
> In part e Powerful ©
® Goals
e Insightful ©
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| & Step-by-step specification of example
© > Neuman-Stubblebine protocol
® |anguage description

> Syntax

> Typing

» Data Access Control - DAS

> Execution semantics
> Properties

e More examples
> NS-PK[3-5]

Computer Security: 7 - Specification Languages

38



Multiset Rewriting

e Multiset: set with repetitions allowed

e Rewrite rule:
r. N1 —> N2

* o Application r

M1 —> MZ
— —
M, N, - M, N,

e Multi-step transition, reachability

Computer Security: 7 - Specification Languages
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, A—>B An,

NSt-1: B’s Role B> St BAANA ol M
S — A {B.naKap. Tohew T
A — B: T:{nB}kAB

where T = {A Kap, ta}ies

—> B: A p nA Neuman-Stubblebine - phase I

B, {A, na, ol Np

ve
"

—> B

{A, kAB’ TB}kBS: {nB}kAB
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, A—>B An,

NSt-1: S’s Role B > S B{A.N4 ok Mo
S — A {B.naKap. Tohew T
A — B: T:{nB}kAB

where T = {A Kap, ta}ies

Neuman-Stubblebine - phase I

—> S

B, {A, na, ol Np

S > & {B, ny Kap, Tahs (A, Kap, Tohies, Ne
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, A—>B An,

NSt-1: A’s Role B — S: B{AN, gl Mg
S —> A {BnaKap ot T
A — B: Tl{nB}kAB

A s A' nA where T = {A kg, Totie

Neuman-Stubblebine - phase I

— At {B, ny, Kap, Tahis: Ng

<

| 7

X <

A— . j{nB}kAB
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== Sending / Recelving Messages

° — N(A, HA)

Network predicate

N(m): m is a message in transit

N({B,nA,kAB,TB}kAS,X,nB) — N(XI{nB}kAB)
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e Atomic terms
» Principal names A
> Keys k
> Nonces n
> ...

e Term constructors

> ()
>3
> .

Computer Security: 7 - Specification Languages

O —0T O3 ==K O
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A—>ElAn,
Nonces

— A {B.ny Kap. Ttk
A — BT {ngh.

Neuman-Stubblebine - phase I

® —> ElnA N(A, HA)

Existential variables

h, instantiated to a new constant

N({B:nA:kAB:TB}kAs: X, nB) — N(X: {nB}kAB)

Computer Security: 7 - Specification Languages 45



s MSet Rewriting with Existentials

e Multisets of 1s'-order atomic formulas

r: F(x) — 3n. 6(x,n)

" e Application
M - M,
M, F(1) > M, 6(t.c)
¢ not in M,

Computer Security: 7 - Specification Languages
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] ] A—ELAn,
== Sequencing Actions

::.r.: = — A {B'nAlkAB'TB}kAB'
A— B ,{nB}kAB

Neuman-Stubblebine —}rase I

N(A, n,)
L(A.n,)

L(An,)
K N({B:nA:kAB'TB}kAS' X, nB) ]

Computer Security: 7 - Specification Languages 47



=== Role State Predicates
L(AL, .., 1)

e Hold data local to a role instance
> Lifespan = role

e Tnvoke next rule

> L, = control
> (AT, ..., 1) =data

Computer Security: 7 - Specification Languages

48



| . A—>EAn,
ze= Remembering Things

S A: {B,nA,kABITB}kAB'

A — B: '{nB}kAB
Neuman-Stubblebine - phase I
f L. \
L(An,)
® —> dng, N(A, nA)

L(An,) N(X, {ngli.e)
—> + \'1BJkap

k N({B.naKap Telias: X, Ng) Tkta(BKagX) |

Memory
predicate

Computer Security: 7 - Specification Languages 49



M,(t, ..., 1)

e Hold private info. across role exec.

.| ® Support for subprotocols

> Communicate data
> Pass control

® Interface to outside system

¢ ITmplements intruder

Computer Security: 7 - Specification Languages
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\

s Role Owner

A—EAn,

— A {B,nyKap,Totese,
A — B T{ngh..

Neuman-Stubblebine - phase I

Role owner

The principal executing the role

“ VA
L.
L(ANn,)
* ~ EInA. N(A, nA)
L(An4) N(X, {ng}y.s)
N({BlnAlkABITB}kASI Xl nB) -~ TktA(B,kAB,BX)j
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. L(AnNn,)
n,:honce. N(A, n,)

vV B:princ.
\% Ny Ng: Nonce L(A:nA) N N(XI {nB}kAB)

V Kagt ShLKAB  N({B,n, Kap,t ,
v k251 ShK A S ({X n,;) AB B}kAS TktA(B:kABfX)

\ Y X: msg

Computer Security: 7 - Specification Languages

J

VA
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&= [ypes of Terms

Types can depend
| e ki ShKk AB ° on term

| e Captures relations
® kipubKA < between objects

o k' privk k > Static
» Local
o . (definable) » Mandatory
\.
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sz Subtyping
T ' msg

¢ Allows atomic terms in messages

e Definable

> Non-transmittable terms
> Sub-hierarchies

Computer Security: 7 - Specification Languages
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&= Type of predicates

¢ Dependent sums e

’C(X) X I

® Forces associations among arguments

> E.g.: princ® x pubK A%+ x privK k,

Computer Security: 7 - Specification Languages
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@z Type Checking -

Cl—1:¢

Pis well-
typed in

e Catches:

» Encryption with a nonce
> Transmission of a long term key

Computer Security: 7 - Specification Languages

> |—P
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== Typing Terms

[|[—1t:msg T |—1,:msg

I I_ 1'1 1'2 ' mSg

Fl—t:msg T |—k:shKAB
[ |— {t}: msg

C,x:t,I'|—x:1

e Similar rules for
> Public key encryption
> Digital signatures, ...

Computer Security: 7 - Specification Languages
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&= Typing Types

I |[— msg I |— nonce [ |— time
I'|— A : princ I |[—B: princ
[ |—shK AB

e Typing for dependent types relies on typing

for terms

Computer Security: 7 - Specification Languages
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g Some Subtyping Rules

‘et T|—1+:7
C|l—t:1
pr‘inc 50 mSg honce .. msg time :: msg
shK A B :: msg
oubK A B:: msg  © No rule for public keys

> Prevent transmission

Computer Security: 7 - Specification Languages
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Typing Tuples and Tuple Types

F'|l—x:t T |—t:[t/x]z

[—e:e [|—(x1):t®™xz

F|l—x:t T ,xt|—1
[|— e [ |—t™®x<t

Computer Security: 7 - Specification Languages



Typing Predicates

I |— t:msg

I [— N(t)

Lz, T'|—1t:z

LM, T |[—(AL):

[, Lz, T |— L(1)

T

L, Mg, T [— My(1)

Computer Security: 7 - Specification Languages
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Typing Protocol Rules

[ |— lhs I |— rhs

I |— lhs - rhs

|l—1 L, xit|—r

|—Vxtr

Computer Security: 7 - Specification Languages
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/

FI L'I |_p
L |—3Lit.p
r|—p

Computer Security: 7 - Specification Languages
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= Typing Protocol Theories

> |—P ¥, Aiprinc |— p

r|—e Z[—P, p7A

¥, Aiprinc |[—P X, Aiprinc |— p

>, Aiprinc |— P, pA

Computer Security: 7 - Specification Languages
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&= Data Access Specification — DAS

ris DAS-
valid for A in Pis DAS-
B "_A r valid in >
e Catches

> A signing/encrypting with B's key
> A accessing B's private dafta, ...

® Gives meaning to Dolev-Yao intruder

Computer Security: 7 - Specification Languages
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== An Overview of Access Control

. o Interpret incoming information
> Collect received data
> Access unknown data

* o Construct outgoing information
> Generate data

> Use known data
> Access new data

e Verify access to data

Computer Security: 7 - Specification Languages
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Knowledge set:

Collects what A knows

o
['l—4 lhs » A [ Al—, rhs

['l—, lhs — rhs

Computer Security: 7 - Specification Languages
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z== Processing Predicates on the

* Network [CAl=, T »A
messages [ A=, N(T) » A

LHS

* Memory CoAl=p Tty » A
predicates A l—, My(tg,..1,) » A

Computer Security: 7 - Specification Languages
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F,' A "—A Tl, TZ >> A'
[ A I—, (1, 1,)> A

| « Encrypted CL Ay k» AD T A =4 15> A"

Terms F,’ A "—A {T}k >> A"

(‘

I (A X)I— >> (A
e Elementary (A,%) =4 x>> (A X)

terms

. (I',x:1); Al—4 x> (A,X)

Computer Security: 7 - Specification Languages
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sz Accessing Data on the LHS

i
* Shared [ (AK) I—4 k>> (A k)
keys
_ (T'x:shK A B); Al—, x> (A,X)
g
.puplic | (C/K:pubK AK:privk K): (AK)I—, k> (A K)
keys

_ (T kipubK A K':privK k); A I—4 k> (A k)
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&= Generating Data on the RHS

(T, x:nonce); (A, x) l—4 rhs

* Nonces
I'; Al—, 3x:nonce. rhs

Computer Security: 7 - Specification Languages
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z=e= Constructing Terms on the RHS

F,' A "_A Tl F,' A "_A TZ

 Shared-key A=, 1 DA l—, K

encryptions [ Al—, {1},

Computer Security: 7 - Specification Languages
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g=i= Accessing Data on the RHS

* Principal I, B:princ I—, B

* Shared key T B:princ, kishK A B I—, k

> Public key I, B:princ, k:pubK B I—, k

*Privatekey T KipubK A, K:privK k I—, K

Computer Security: 7 - Specification Languages
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NS-1: B’s point of view

— B: A,n,

B— : B,{A, ns, Tahas, Na

—> B

{A, Kag, Tohkes, {Nelae

Computer Security: 7 - Specification Languages
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NS-1: B’s role

vV A:princ.

¥ n,: nonce N(A
¥ kys: ShK B S Cl(k é}‘*‘))
V Ty time R

V ng: honce {ng}ras)
V T, Time Valg(A,Tg, Ty)
\v T, T, time  (T,=Tg+Ty)

Computer Security: 7 - Specification Languages

3L: princ® x princ x nonce x shK BS x nonce x time.

dng:nonce.

N(B, {A.n4s. Talkes, Np)
Clkg(Tp)
L(B,A,n, Kps ,ng, Tp)

Y. L(B,A.ng Kps .ng, Tp)
V kgt ShK AB  N{A Kup, Tohes,

Authg(A, Kap, T, T,)

Valg(A,Tg, Ty)

J

VB
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sz=s= Constraints

X

® Guards over interpreted domain
> Abstract
» Modular

e Tnvoke constraint handler

e E.g.: fimestamps
> (Te=Ty+Ty)
> (Tn < Te)

Computer Security: 7 - Specification Languages
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NS-1: S’s point of view

— S: B, {A, n,, Tohas, Ng

S > ' {B, N4 Kag, Tatkas, {A, Kag, Tolkes, Na

Computer Security: 7 - Specification Languages
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NS-1I: S’s role

Anchored role

=
v A B:princ. 3k,g: ShK A B,

|V kysi ShKAS
¥ kys: sShKk BS  N(B, {An,, Tehes, Ng) — N({{B/\'nl:\'ke‘gf}ra}ms,
¥V nh,,ng: honce "AB. " BJKBS/

ANg: ne)

\v4 TB: time
~ y
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Neuman-Stubblebine — Phase |1

A— B ny, {A, Kae, Tehas

B— Al ng, {Na)kar

A — B {nz}an

Computer Security: 7 - Specification Languages
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NS-I1: A’s role

r
3L: princ® x princ® x shK A B x nonce.

in’,:nonce.

V B:princ. N(n,, X)

V kg shk AB  TKta(BKgpX) - Tkt (B K g,X)

vV X: msg L(A, B kup.n'y)

\vd L(A/ B IkABln‘A) &

V n',ngi nonce  N(N'g, {n' s }ias) ~ N(ediar)

\

Computer Security: 7 - Specification Languages
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;

vV n'4: honce

V Kgs: ShK B S
vV A:princ.
2|V Ksp: ShK A B
vV Tg, T, time
V T, Time

now *

V...
\v n'g: honce

NS-11: B’s role

N(n'4, {A Kag, Tohes)
AuthB(A, kAB:TB:Te)
CIkB(Tnow)
(Toow < Te)

L(B,A kg .n')
N({n's}kas)

Computer Security: 7 - Specification Languages

3L: princ® x princ®® x shK A B x nonce.

9

dn'zinonce.

N(n'g, {n'A}iar)
Authg(A, Kap, Te, T,)
Clkg(T pou)

L(B,A kyg N'g)

vB
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VXI: T1.
. lhs -
VX, T,
/- N(t) Network

e [(t,..,1t) Local state
e M,(t, ..., T) Memory

\ X Cons’rrain’ry
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Y1t Ty
rhs
ElYn': T'n'-
4 N(tT) Network

e [(t,..,1t) Local state

L M,(t, ..., T) Memory y
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Role state pred.

ﬂ «; summary: Roles var. declarations

a ! !
LT 0 x (xn)

® Anchored (£ x - xT
vx:T. lhs Iy’ - rhs
r'o I es \.;’X‘C lhs Jy:t’ - r‘lll'SJ
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§ Summary: Snapshots

Active role
set
C- [S]RZ
@ State Signatur
e
*N(*) G
’L|(T, . T) ° LI T
\ ’MA(T, ey T)/ k . M_: L/
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@s= Summary: Execution Model

O
O
)

. ® Activate roles

® Generates new role state pred. names

e Tnstantiate variables

e Apply ru
e Skips ru

es
es
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sz=ee Summary: Rule application

r= F, ) — 3nz. 6(n)

Constraint check

Y =y (constraint handler)

[S ]R(r,p)"z—> [SZ]RPAZ,C:T ¢ hot in S,
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z Configurations

Active role
set
C- [S]RZ
@ State Signatur
e
*N(*) G
’L|(T, e, T) ° LI T
\ ’MA(T, ey T)/ K - M_: L/
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sz Fxecution Model

)

O
Po-C—o>C~

- ® Activate roles

e Generates hew role state pred. names
¢ Instantiate variables
e Apply rules
e Skips rules

Computer Security: 7 - Specification Languages
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sz \ariable Instantiation

Y=t

[ S]R (Vx:t.r,p) Az > [ S]R ([t/x]r.p) Az

e Not fully realistic for verification
» Redundancy realizes typing, ...
> ... but not completely

Computer Security: 7 - Specification Languages
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sz=s= Rule Application

r= F, ) — 3nz. 6(n)

Constraint check

[S R > [S TR .,
— —
S, F S, 6(c)
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Y =y (constraint handler)

c hot in S,

90



Properties
e Admissibility of parallel firing
= ° Type preservation

® Access control preservation

e Completeness of Dolev-Yao
intruder

Computer Security: 7 - Specification Languages

91



o A — EBi{n,, Al
&= MSR 2.0 — NS Initiator - A: {ny, nghs

A — B {nghe

/ \VA
=L X ® x B x nonce.
o L(A,Bkg,n,)
—> dn, N({Y\A,A}kB)
L(A,Bkg,n,)
N
N({nA'nB}kA) ({nB}kB)
Ng: honce
: J
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— B {n,, Ak

&= MSR 2.0 — NS Responder &- 4: (n,, ngh

— B {nghe
B
[ 3L: B) x BkB) x ks X nonce. \V
L(B kg,K'z,ng)
A
b
N(ih
k BJkB j
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sz=se Readings

- ~ e R.Needham and M. Schroeder, Using Encryption
M for Authentication in Large Networks of
Computers, 1978

. M. Burrows, M. Abadi, and R. Needham, A Logic of
' Authentication, 1989

= o M. Abadi and A. Gordon, A Calculus for
Cryptographic Protocols: The Spi-Calculus, 1999

e J. Thayer-Fabrega, J. Herzog, and J. Guttman,
Strand Spaces: Why is a Security Protoco/
Correct, 1998

e Tliano Cervesato, Typed MSR: Syntax and
Examples, 2000
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z=e= Exercises for Lecture 7

5 ® Give MSR 2.0 encodings of one of the following

. protocols from the Clark and Jacob library

(http://www—users-cs-york-ac-uk/~jac/drareview-ps-gz)
» Needham-Schroeder public key [6.3.1]

Amended Needham-Schroeder [6.3.4]

Wide-Mouthed Frog [6.3.5]

Yahalom[6.3.6]

Woo-Lam [6.3.10 IT1]

Kehne-Langendorfer-Shoenwalder [6.3.5]

Kao-Chow [6.5.4]

YV V.V VYV V V

Computer Security: 7 - Specification Languages
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e Tntruder Models

Computer Security: 7 - Specification Languages
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