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Abstract
Providing secure solutions for information systems relies on decisions made

by expert security professionals. These professionals must be capable of aligning
threats to existing vulnerabilities to provide mitigations needed to minimize security
risks. Despite the abundance of security controls, guidelines, and checklists, security
experts rely mostly on their background knowledge and experience to make security-
related decisions. In this thesis I explore how security experts make security-related
decisions, collect their assessments of security measures nested in scenarios, and
extract security mitigation rules. These rules could be used to build an intelligent
fuzzy logic intelligent system, which captures the knowledge of many experts in
combination. I present the Multi-factor Quality Measurement (MQM) method that I
introduced to the field of requirements engineering to empirically elicit and analyze
security knowledge from experts. This is done by using user-studies that instruments
factorial vignettes to capture the experts’ assessments of mitigations in scenarios
composed of many components affecting the decision-making process. The results
are analyzed quantitatively with multi-level modeling in order to capture the weights
and priorities assigned to security requirements, and qualitatively to explore new or
refined security requirements.

The outcome of the analysis will be used to generate membership functions for
a type-2 fuzzy logic system. The corresponding fuzzy rule-sets encode the interper-
sonal and intra-personal uncertainties among experts in decision-making.

I explores security decision-making in presence of: composite security require-
ments, varying expertise, and uncertainty. This work makes methodological con-
tributions on two aspects: empiricism, where I adapt different data collection and
analysis techniques adapted from other interdisciplinary fields to introduce a new
research methodology in software engineering; and modeling, where I explore a
data-driven modelling approach that can fit data collected from experts in a domain,
where the experts are scarce and the amount of data collected is not sufficient to use
machine learning.
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Chapter 1

Introduction

Despite the abundance of well-documented security best practices, we continue to see security
breaches that affect different organizations and industries. The 2014 OWASP Top 10 Application
Security Risks report shows that attacks are occurring due to the exploitation of common, well-
documented vulnerabilities, such as injection and cross-site scripting attacks [90].

Organizations rely on human security experts to evaluate the security of their systems. De-
spite the abundance of well-documented security best practices, such as the NIST Special pub-
lication 800-53 that lists 256 security controls [2], security experts rely on their own expertise
and tacit knowledge to assess the security risk and provide recommendations[61, 62, 65]. The
analyst must often reason over potentially millions of scenarios that account for various permu-
tations of network type, services offered, threat type, etc. When requirements change by adding
new components and features, these risk calculations must be updated[62]. What is not known
is how changes in threats and requirements affect the analyst’s ability to perceive changes in risk
and their ability to identify new, and re-prioritize existing, security requirements. In addition,
security experts in the world are scarce. There are 100,000 information security analysts in the
U.S. in 2016 according to the U.S. Bureau of Labor statistics[117], and there is an expected 58%
growth in demand by 2018[24]. The scarcity of experts and the need for cyber security as num-
ber of information security incidents keep increasing, makes the provision of intelligent decision
support and semi-automated solutions a necessity.

This thesis investigates how do design secure software when: security decisions involve mul-
tiple factors (e.g. risk analysis, attacks, vulnerabilities); uncertainty is always present with vary-
ing degrees in human decisions; and the number of experts in domains like security is scarce,
which limits the volume of data collected. To address these challenges, I use mixed quantitative
and qualitative methods from multiple disciplines. I collect data using interviews, surveys, and
user studies by creating new non-traditional computer science approaches that are well-known in
social sciences, such as factorial vignettes and mixed methods designs. For data analysis, I have
used the grounded analysis used in social sciences, the theory of situation awareness known in
psychology, and the advanced statistical multi-level modelling. I model the analysis results using
fuzzy logic, which is a formal method used in the computational intelligence community.
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Thesis Statement
The increasing complexity of security attacks takes advantage of three challenges to making
reliable security assessments: 1) security experts’ knowledge is typically stove piped, 2) secu-
rity against specific threats is achieved through composition of multiple requirements, and 3)
security-decisions carry a measurable degree of uncertainty. This thesis examines security re-
quirements composition in presence of uncertainty and attempts to extract and model experts’
knowledge in the form of rules. The theoretical outcome is repeatable methodology to create
risk assessment models that conform to the real world, while the practical outcome is a step to-
wards understanding how to automate and improve security recommendations. In this Below, I
will provide a summary of the technical contributions of thesis.

Exploring Challenges in Security Decision-Making
To reflect on the slow, deliberative decision-making process of security analysts, I have obtained
qualitative data by interviewing security experts (some with over 10 years of experience) and
used grounded analysis on interview scripts to discover patterns of situation awareness (SA),
a decision-making theory from cognitive psychology that decomposes decision making into
four states: perception, comprehension, projections, and decision. In my work, I validated the
decision-making model of situation awareness and the patterns shows that analysts try to handle
uncertainties using assumptions and prior knowledge. In addition, the analysis show that even
when presented with a checklist of requirements, experts’ in practice tend to put security require-
ments in a context by creating their own scenarios and analyzing possible vulnerabilities and
attacks. This work revealed the opportunity for further studies that measure how changes in cer-
tain factors, such as network configuration, and password requirements can increase or decrease
the experts rating of security. Our work also reveal that experts who combine hands-on industry
experience with academic knowledge exhibit different patterns of situation awareness compared
to novices who rely on academic background to evaluate security. The experts made assumptions
when faced with uncertainty while novices asked the interviewer for more details. The experts
also demonstrated patterns where they think from an attacker’s perspective, but novices failed
at demonstrating an attacker. These patterns may be useful to design tests to measure whether
novices can be effectively trained to reach expert SA. This work is explained in detail in Chapter
3

Capturing the Effect and Priorities of Composed Security Requirements
Asking security experts about decision-making has five challenges: 1) composition, risk assess-
ment of a system must consider the system context in which the requirements apply, and the
composition of requirements with components of a system; 2) priorities, some requirements
have higher priorities than others, depending on their strength in mitigating threats; 3) ambiguity
in abstract terms that could lead two experts to interpret a requirement differently; 4) Stove-
piped knowledge, security expertise crosses different domains of knowledge, such as hardware,
software, cryptography, and operating systems; and 5) the scarcity of security experts. Hence,
I developed the Multifactor Quality Measurement method (MQM), which models dependencies
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among requirements, and estimates how these requirements affect a perceived level of quality
in a requirements specification, called a scenario. The MQM process starts with ad hoc boot-
strapping of scenarios using factorial vignettes, a social sciences method where scenarios are
constructed using a template consisting of factors of interest. By treating the factors as variables
and manipulating the variables and their levels, we generate different instantiations of the tem-
plate. Generating multiple vignettes allows us to elicit more information from a smaller number
of experts. This creative and new study design adds more statistical power (increasing power
reduces the probability of errors) especially that the data is analyzed later with multi-level mod-
elling, which also increases power. The manipulation of factors/levels allows researchers to study
the effect of changing security requirements on adequacy ratings, to identify dependencies, and
to prioritize requirements based on the factor contribution to overall effect. For example, results
of the multi-level modeling suggests that, although experts realize that displaying detailed error
messages to end-users is an insecure approach that exposes internal vulnerabilities to hackers,
their overall security ratings were slightly improved when the scenario had a stronger logging
and monitoring mechanism. To close the security knowledge gap, the MQM approach also elic-
its new requirements from experts that has been experimentally shown to monotonically increase
security. I present this work in detail in Chapter 4.

Establishing the scientific validity of Ad-hoc Security Measures
To ask experts about security decision-making, we must first decide on the measure to be used
for security. Our initial expert interviews show that experts were hesitant to describe a feature
or a component as secure or insecure, and they preferred to say it depends. Decision scientists
investigate how to measure decisions, and this requires researchers to design and validate new
scales. The field of Psychometrics establishes the research methods for scale development. In
psychometrics, we distinguish between face value and construct validity. In contrast to construct
validity, the face validity is subjective: if a test or measure looks like it will measure what it is
supposed to measure, then it is said to have face validity. We examined a list of possible scales
to describe security, and concluded by choosing adequacy of security requirement(s) as a metric.
To follow methodological rigor, we empirically evaluated the adequacy scale by selecting 17
words that are synonyms to: inadequate, adequate and excessive, and we invited 205 participants
to rank the words. Because this ranking study depends upon human comprehension of natural
language, we also screened participants for English proficiency using the Nelson-Denny English
proficiency test. The empirical evaluation shows that participant can reliably use a scale of
adequacy to rate security. To align our semantic scale with intervals we invited 38 security
experts where we asked each expert to provide an interval for the word on a scale from 1-10
while imagining that the word is describing a security scenario. The collected intervals show that
the labels: adequate, inadequate and excessive covers the entire scale from 1-10 when modeled
using type-2 fuzzy sets. In Chapter 5, we present the results of these studies.

Data-driven Approach for Modeling Expert Knowledge
Formal Modelling of security knowledge is necessary to build a decision-support system (or an
intelligent system in general). The security expert judgments will always contain a degree of

3
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interpersonal uncertainty (two experts providing different judgments) and intrapersonal uncer-
tainty (the same experts provides different judgments over different times). The uncertainty in
the data a characteristic that cannot be ignored assuming precision of expert judgment, but rather
need to be modeled, because it represents the diversity of opinions of experts. Because we want
to model expert knowledge, with its uncertainties, I use type-2 fuzzy logic. Type-2 fuzzy sets
can model the uncertainties, both interpersonal and intrapersonal. I also propose new approaches
to build a type-2 fuzzy logic ruleset with reduced size, as I use the expert data to only keep real-
istic permutations of input/output, and exclude unrealistic permutations. My contributions to the
fuzzy logic community is in the rigorous approach to eliciting and modelling real expert data,
and in the application area of cyber security, which I will explain in further detail in Chapter 6

Examining the Phenomena of Systemic Scenario Generation
In Chapter 7 I examine the challenges that faces providing automated tools for scenario gen-
eration, where a tool is used to guide security experts to create their own security vignettes.
We evaluate the approach using qualitative analysis of responses from 40 security experts, and
provide lessons leaned for future work in scenario generation.

4
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Chapter 2

Background and Related Work

Haley et al. describe security as a wicked problem [59]. Wicked problems are those difficult to
solve problems due to unclear, ambiguous, or conflicting requirements [30, 59]. Wicked prob-
lems are challenging, because the space of possible solutions are difficult to enumerate [33], and
this is the challenge that faces analysts when addressing security problems. Security analysts
may respond differently to the same security problem, and they also may be resolving discrep-
ancies represented in the problem differently. For example, analysts can look at the same artifact
describing a network architecture, whereby one analyst might assess the security of the authenti-
cation mechanisms, while another is more focused on encryption mechanisms. With such wicked
problems, researchers suggest that the design of solutions should be aimed at reducing ambiguity
by reaching a collective understanding of the problem representation [30, 33].

We believe that there are three factors that make security analysis a wicked problem: how
security requirements work together, which we call composition; the varying levels of expertise
maintained by experts themselves; and the uncertainty that is present to some level in security
decisions. In the remainder of this section we will first explain the security risk quantification
problem, because security analysis is all about minimizing the risk. Next, we will explain the
problem with current security checklists. Lastly, we will discuss the role of security expertise
in decision-making and how requirements composition, expertise differences, and uncertainty
affect the analysts’ decision-making process.

2.1 Quantifying Security Risk

The U.S. National Institute of Standards and Technology (NIST) defines security risk to re-
searchers as the product of likelihood and impact: the likelihood of a threat to occur on a resource,
and the impact of the threat occurrence on the organization[110]. There has been a number of
efforts were researchers suggest methods that help assess the security risk and hopefully quantify
the risk according to NIST’s definition [4, 67, 74, 110]. However, existing approaches are being
criticized for not solving the security problem [48, 50] as our systems continue to get hacked
[50]; and some researchers question the terms of feasibility of such approaches. Garfinkel em-
phasizes that despite the rapid growth in technology solutions, the analysis tools and techniques
available for digital investigators is not accommodating the new demands of technology [49].
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This view also applies to security risk analysis, the rapid growth in technology and data calls
for new approaches for security risk assessment. Garfinkel also argues that despite the different
approaches to risk assessment, is not feasible in practice, because we cannot put an exact number
on impact and likelihood of adverse events and that is the reason why many organizations use
catalogues of best practices as a way minimize the security risk[48].

We cannot eliminate risk, but we can reduce it to an acceptable limit. This challenge with
security risk quantification goes back to security being a wicked problem. This âĂIJwickedâĂİ
nature made researchers suggest that security requirements could only be satisficed as opposed
to satisfied [23, 88]. Research in risk quantification is proposing methods that help with defining
what is secure enough, but the challenge with risk remains: when do we know a certain security
requirement or mitigation is sufficient? Since organizations are in need for risk assessment,
they rely on security best practice checklists to perform their analysis [48], and they probably
consider that there enough threshold. In addition, cost plays a big role when deciding on security
requirements, making most organization rely on the NIST’s impact and likelihood formula of
a possible failure [58]. Haley et al. asserts that it is more feasible to assess security risk and
reason about satisfaction of a security requirement in the context of a given situation as opposed
to reasoning in a broader context, because it is harder to claim that a negative event is never going
to happen [58]. Garfinkel points out that the context or situation where the security best practices
exist in is lacking from current checklists [48].

2.2 Security Checklists
Security guidelines and best practices are widely available and documented in a checklist style.
For example, the U.S. National Institute of Standards and Technology (NIST) Special Publica-
tion (SP) 800 series describes best practice security requirements[2], and the Common Criteria
describes a method to evaluate system security. In particular, the NIST SP 800-53 lists 256 se-
curity controls, which security analysts can apply in a checklist by deciding whether the control
applies to their system. To make this decision, the analyst must reason over potentially millions
of scenarios that account for various permutations of network type, services offered, threat type,
etc. Hence, the problem is not the lack of security guidelines but in the fact that they are not
usable. When requirements change by adding new components and features, these risk calcula-
tions must be updated. What is not known is how changes in threats and requirements affect the
analyst’s ability to perceive changes in risk and their ability to identify new, and reprioritize ex-
isting, security requirements. In other words, the checklists only lists the requirement that could
decrease the risk, mapping the requirement to certain threat scenarios or to other requirements is
totally done by the analyst. In addition, the context in which requirements exist in composition
with priorities and dependencies among each other is also missing from the checklists and it is
the security analyst’s job to figure out the context and the underlying dependencies[48].

To create repeatable solutions in security, a certain level of abstraction is needed. An abstract
solution exists regardless of the underlying technology(s), and this is what provides more stability
for a system [48]. For example, the Open Web Application Security Project (OWASP) is an
organization that provides software security checklists in its online materials that help developers
to reduce the security risk by applying security best practices to their software [90]. However,
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the technical solutions here are fine-grained to the program-level, where it is challenging for
the average developer to draw the abstraction. These specific solutions in guidelines are only
applicable as long as the specific technology(s) exist, and once new technologies appear, the
solutions are no longer applicable. What is needed here is the abstract solution that can be
applied in similar contexts independent of technology details so the solution will remain stable
no matter how the technology changes. Software design patterns are a good example of abstract
solutions [6, 47, 105], although, more work is needed to understand how analysts fit security
patterns to problems.

2.3 Security Risk Assessment as a Wicked Problem

Security problems are often assessed by experts who are responsible for reviewing a systems
specification, and deciding what mitigations will mitigate security threats. Experts are also some-
times responsible for making sure companies are in compliance with security guidelines, such
as NIST 800-53. This practice is affected by the analysts’ expertise and their ability to make
decisions about security requirements that exist in composition. Composition means that the
requirements do not exist independent of each other; instead they exist in a context with de-
pendencies and priorities among the different requirements. Adding or removing a requirement
affects other requirements in that context. For example, if an organization decides to open a web
access port to its in house system that was closed in the past, this would affect the authentication
mechanisms, the access control policy, passwords, and so on. As we have mentioned earlier,
the composition of requirements and context in which they exist is missing from conventional
representations of guidelines and it is all sorted out during the security risk assessment done by
analysts.

In addition to composition, security risk assessment is affected by the analysts’ own exper-
tise, and the level of uncertainty that might exist in the decisions they make. Below, we will
explain the three factors that affect security analysts risk assessment: expertise, scarcity of ex-
perts, composition, and uncertainty. We believe that these factors contribute to making security
risk assessment a wicked problem:

2.3.1 Security Analysts Knowledge and Expertise

Experts rely on tacit knowledge to conduct the analysis. Security experts are not all equal in
their knowledge and skillset. For example, security knowledge can be acquired from specialized
courses, on-the-job training, or self-study. In addition, some experts may be more specialized
in certain areas of security, such as web-security or mobile security. Ben-Asher and Gonzalez
[15] examined how the knowledge gap between novices and experts affect analysts’ ability to
detect cyber attacks as the experts performed significantly better than novices. To detect attacks
successfully, cyber security experts need: 1) domain knowledge [22, 39, 56] that is obtained
through formal academic learning and practical hands-on experience with tools; and 2) situated
knowledge which is organization dependent and which analysts tend to learn through continuous
interaction with certain environments [55, 56, 104]. We elaborate more on security expertise in
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Chapter 3 as we show our results from 11 interviews of security experts during the conduct of
security assessments.

2.3.2 Security Experts Scarcity
The number of security experts in the world is scarce. According to the U.S. Bureau of Labor
statistics, there are 82,900 information security analysts in the U.S. in 2014, earning a median of
$95,510 a year [117]. The employment is projected to grow by 28% by 2026, which is a faster
growth rate then averageUSBLS16.

2.3.3 Security Requirements Composition
Expert’s tacit knowledge in security includes many domains under security, including cryptog-
raphy, network security, web security, mobile security, database security, and malware analysis,
among others. It is challenging to find one expert in all these area, combined. Understanding
complex attacks, for example, requires knowledge combined from a number of security fields and
understanding how the “pieces of the puzzle” are composed together to form the attack, [15, 62].
Stuxnet is a good example of such attacks where the attack targeted networks with hosts running
the Windows operating system and the Siemens Step7 software [21]. This attack, which targeted
vulnerabilities found on network hosts proves that focusing on strengthening the security of the
network alone is not sufficient as other factors such as the hosts, their operating systems, and
other connected components need to be taken into consideration when performing the security
risk assessment [50]. This broad understanding helps analysts decide upon the proper require-
ments that work together to mitigate attacks. For example, stronger passwords with rules of 16
alphanumeric and special characters could be considered a good security requirement, but this
cannot be an absolute rule. The type of password relies on other factors such as: the type of
network where the connection is made, the sensitivity of the data involved, and so on[62]. In
Chapter 4, we elaborate on this effect when we report the results of our studies.

2.3.4 Uncertainty in Security Decisions
The research paradigm in software engineering is shifting towards recognizing uncertainty as a
first-class concern that affects design, implementation, and deployment of systems[51]. Garlan
argues that the human in the loop, mobility, rapid evolution, and cyber physical systems are
possible sources of uncertainty[51]. These sources of uncertainty affect the analysts’ security
assessment. In this thesis we focus mostly on the uncertainty in expert’s security assessments that
could be interpersonal and intrapersonal. The interpersonal uncertainty exists between different
experts as experts can judge the same situation differently. The intrapersonal uncertainty is the
uncertainty that experts might have about a decision that they are making [84]. For example, an
expert might describe a security requirement to be adequate. The uncertainty that this expert has
about the meaning of adequate security is intrapersonal uncertainty, and the uncertainty about
the meaning of adequate between two different experts is interpersonal uncertainty.

8



May 9, 2018
DRAFT

Chapter 3

Exploring Challenges in Security
Decision-Making

This section reports our summary results of 11-security experts interviews [65], where we apply
grounded analysis [28, 54] and Situation Awareness [36, 38] to understand how security experts
form their decisions. In this study, we examine different security analysts’ responses to the same
artifacts with and without checklists, a prominent requirements analysis method. We develop a
novel coding method to apply Situation Awareness (SA) to interview data, to understand how se-
curity experts decide on appropriate security requirements. As a result, we present the following
outcomes of this formative study [65]:
• New hypothesis based on SA decision-making patterns to measure how attack models

enhance security analysis and how novices and experts differ in the application of these
models under uncertainty; and

• New evidence based on SA decision-making patterns that explain the issues with using
checklists;

• New hypotheses about security requirements composition that impact security analysis and
decision-making.

3.1 Situation Awareness and Security Risk Assessment
Situation Awareness (SA) is framework introduced by Mica R. Endsley in 1988[36] that distin-
guishes between a user’s “ perception of the elements in the environment within a volume of
time and space, the comprehension of their meaning, and the projection of their status in the near
future” during their engagement with a system. Perception, comprehension and projection are
called the levels of SA, and a person ascends through these levels in order to reach a decision.
To illustrate, consider an SQL injection attack, in which an attacker inserts an SQL statement
fragment into an input variable (often via a web form) to gain unauthorized database access.
When an expert conducts a source code vulnerability assessment, they look for cues in the code
to place input sanitization, which is a mitigating security requirement. Upon finding such cues
(perception), analysts proceed to reason about whether the requirement has or has not been im-
plemented (comprehension). Once understood, they can informally predict the likelihood of an
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SQL injection attack and the consequences on the system (projection) based on their experience
and understanding of the threat and attack vector.

We believe SA can be used to explain how analysts perform risk assessments. The NIST
Special Publication 800-30 [2] defines risk as the product of the likelihood that a system’s vul-
nerability can be exploited and the impact that this exploit will have on the system. The ability to
predict likelihood and impact depend on the analyst’s ability to project prospective events based
on what they have perceived and comprehended about the system’s specification and its state of
vulnerability. If the expert succeeds in all three SA levels, then they have good SA and they
should be able to make more accurate decisions about security risks. Failure in any level results
in âĂIJpoorâĂİ SA that leads to inaccurate decisions or no decisions at all. We will describe
below our method to detect the SA-levels in security expert interviews.

Endsley and other researchers [36, 37, 38]go beyond the SA definition to establish a holistic
framework that scientists in other fields could benefit from and apply. This framework entails
details and relationships to other concepts such as: expertise effect, goals, mental models, au-
tomation, uncertainty, and requirements analysis. A schema in cognitive psychology is defined as
the mental framework in the human’s cognition of prepossessed ideas that represent some aspects
of the world [7, 8, 13]. Schemata are a group of schemas organized in cognition that improve
humans ability to retrieve knowledge or acquire new knowledge [7, 8, 13]. For example, when
we solve new problems using a computer programming language, schema theory suggests that
our cognition matches the new problem structure with existing schemata for solving past prob-
lems and this process is what cognitive psychologists call: schema abstraction [66]. Rao et al.
found that the number and variety of training examples in programming language experiments
had minimal effect on schema abstraction [97]. Thus, we may conclude that schema abstraction
is an expert ability that is acquired over multiple, repetitive examples across different contexts.
Endsley explains how expertise can help a person build and enhance mental schemata which in
turn, facilitates the person’s ability to interpret their perceptions and make necessary projections
that lead to better decisions [38].

The SA framework is flexible and could be customized according to the needs of a system.
Examples of fields in which SA has been applied include military operations [31], command and
control [42], cyber security [20, 69] and many others [38, 103]. Researchers have modeled SA
in intelligent and adaptive systems [31, 42, 103]. Feng et al. proposed a context-aware decision
support system that models situation awareness in a command-control system [42]. Their focus
was to have agents based on “rule-based inference engines’ that provide decision support for
users. They applied Endsley’s concepts and focused on âĂIJShared Situation AwarenessâĂİ
along with a computational model that they applied to a case study of a command and control
application. Chen et al. extended a cyber intrusion detection system using a formalization of SA
concepts; the logic formalization is derived from experts’ experiences [20]. Jakobson proposed
a framework of situation aware multi-agent systems that could be cyber-attack tolerant [69]. To
our knowledge, SA has not been widely adopted in requirements engineering to understand how
requirements analysts make decisions early in system design.
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3.2 Using SA to Explore Security Decision-Making
We chose the definitions of SA levels to be our basis for the grounded analysis that we perform
on interview data of 11 security experts[65]. Below we provide an overview of our approach that
consist of three phases:
• The preparation phase, in which we developed the research protocol, including tailoring

SA to security analysis, selecting the system artifacts to use in the analysis, and recruiting
the security analysts to be interviewed;

• The interview phase, wherein we elicited responses from the selected analysts; and
• The qualitative data analysis phase, in which we coded the interview transcripts and sys-

tematically drew inferences from the data.
We applied grounded analysis using coding theory [102] to link SA concepts to the dataset and
validate whether our observations are consistent and complete with respect to that dataset [28,
102]. In the first cycle, we applied the hypothesis coding method to our dataset [102] using a
predefined code list derived from Endsley’s SA levels; this method tests the validity of the initial
code list. In the second cycle, we applied theoretical coding to discover decision-making patterns
from the dataset. We now discuss the three phases.

3.2.1 The Preparation Phase

The SA framework can be tailored to a field of interest by mapping SA levels to statements
made by domain analysts. We tailored the framework by verbally probing the analyst during the
interview as they were asked to evaluate the security risk of information system artifacts. We
expected the dataset to show how analysts build situation awareness. We also expected it to help
us further discover how perceptions of security risk evolve as the analysts’ awareness of both
potential vulnerability and available mitigations increases. The inability to perceive risk may be
due to limitations in analysts’ knowledge or ambiguities in the artifacts. We map Endsley’s SA
levels to security analysis as follows:

Level 1: Perception:the participant acknowledges perceiving security cues in the given ar-
tifact. Examples include:“there is a picture of a firewall here” or “there are SQL commands in
the code snippet.” Each observation excludes any deeper interpretation into the meaning of the
perception.

Level 2: Comprehension: the participant explains the meaning of cues that they perceived
in Level 1. They provide synthesis of perceived cues, analysis of their interpretations, and com-
parisons to past experiences or situations. Examples of comprehension include: “the firewall
will help control inbound and outbound traffic...” and “the SQL commands are used to access
the database which might contain private information, so we need to check the input to those
commands, but this is not done in the code...”

Level 3: Projection: the participant has comprehended sufficient information in Level 2,
so they can project future events or consequences. In security, projections include potential,
foreseeable attacks or failures that result from poor security. Examples include: “this port allows
all public traffic, which makes the network prone to attacks... ”, or “unchecked input opens the
door to SQL injectionâĂę”
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Finally after Level 3, we expect participants to make security-related decisions. Decisions
include steps to modify the system to mitigate, reduce or remove vulnerabilities. Continuing with
the SQL injection example, one decision could be: “this port should be closed” or “a function
should be added here that checks the input before passing it to the SQL statement.” Closing the
port prevents an attacker from exploiting the open port in an attack, whereas checking the input
can remove malicious SQL in an SQL-injection attack.

Selection of Security Artifacts

We presented each participant with three categories of security-related artifacts: source code,
data flow diagrams, and network diagrams. We chose these artifacts to cover a broad range of
security knowledge, from low-level source code to high-level architecture, noting that security
requirements should be mapped to each artifact in different ways and analysts require different
skills to do this mapping. Based on our own experience and knowledge of security expertise, we
considered the effect of specialization in areas such as secure programming, network security,
and mobile security in selecting these artifacts. Hence, the selection aims to satisfy two goals:
1) to account for diverse background and experience; and 2) to assess whether different artifacts
show differences among SA levels. We selected artifacts that are typical examples comparable
to what is generally taught in college-level security courses. We now describe the artifacts used
in this study:
(a) Source Code (SC). We present participants with JavaScript code snippets, corresponding

SQL statements, and a picture of a web user interface related to the snippet. The SC con-
tains two vulnerabilities, an SQL injection attack and unencrypted username and password.
JavaScript is a subset of a general purpose programming language, i.e., no templates, point-
ers, or memory management. Thus, we expect analysts with general programming language
proficiency and knowledge of SQL injection to be able to spot these vulnerabilities in the
SC. We also list a high-level security goal to prompt participants and we ask participants if
the goal has been satisfied.

(b) Data Flow Diagram (DFD). We present participants with a DFD for installing an application
on a mobile platform. As shown in Figure 3.1, the diagram contains high-level information
about the data flow between the user, app developer and the market. The participants are
asked about possible security requirements to ensure secure information flow, and whether
they can evaluate those requirements based on this diagram.

(c) Network Diagrams (ND). We present participants two network diagrams: ND1 shows an in-
secure network, and ND2 shows a network with security measures that address weaknesses
in ND1. After participants are provided time to study ND1, we present ND2 and ask par-
ticipants to evaluate whether ND2 is an improvement over ND1. After collecting data on
participants evaluation of ND2, we present 15 security requirements to participants, which
we explain are part of a security improvement process, and we ask participants to assess
whether the network in ND2 satisfies the 15 requirements (shown in Appendix A).

All of the selected artifacts are typical examples comparable to what is generally taught in
college-level security courses. For example, the network diagrams were originally used in the
Applied Information Assurance Class taught by Christopher May at Carnegie Mellon University[81].
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Figure 3.1: The Data Flow Diagram Artifact

Selection of Security Experts

In this study, we aim to observe how security expertise affects requirements analysis. However,
security analysts are not all equal in expertise; some analysts have more experience than others
in particular areas, and training in academia is different than hands-on practice. To cover a
broad range of expertise, we invited industrial practitioners and Ph.D. students at different stages
of matriculation, all working in security. We will present the demographics data later in this
section.

3.2.2 The interview Phase
We designed the interviews to study how analysts reach a security-related decision, and not to
study the correctness of the decision or degree of security improvement. We chose this design to
reduce a participant possible anxiety about being personally evaluated. During our interviews,
we only ask the following kinds of questions:
• What cues did the participant look at? (Perception)
• How were the cues interpreted? (Comprehension)
• Why did they interpret a cue that way? (Comprehension)
• What are the future consequences of each interpretation? (Projection)
• Based on those projected consequences, what is the best practice? (Decision)
Our approach differs from how SA is traditionally studied in human operator environments

(e.g., airplane cockpits and nuclear power plants) that use the Situational Awareness Global
Assessment Technique (SAGAT)[38], in that our participants are not immersed in a simulation
per se. Rather, we present artifacts (SC, DFD, ND1 and ND2) to participants with prompts to
evaluate artifacts for vulnerabilities asking them to act as the security analyst in this setting. We
observe their ability to conduct requirements analysis, their proposed modifications or decisions,
and their evaluation of security requirements satisfaction.
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In addition, we ask participants to share information about their decision-making, such as
unstated assumptions and what artifact cues led participants to reach a decision. We were careful
not to guide participants in a particular direction by keeping our questions general. In addition,
we avoided questions such as: what do you perceive, comprehend, or project? For example, if
a participant identified an attack scenario, we would follow with “why would you think such an
attack could occur”, or “could you describe how it could happen?” Based on our approach to
limit our influence on their responses, we found participants returning to the artifact to identify
cues and to explain their interpretation.

We present ND1 before ND2, and we ask participants to draw on ND1 to improve this dia-
gram. After this step, we show participants the secure diagram ND2 and ask them to compare
this diagram to their own solution to ND1. Then, we ask participants to review the requirements
list (shown in Appendix A), and to answer the following questions for each requirement:
• Is the requirement satisfied or not satisfied based on the information given in the diagram?
• How would the participant evaluate the security requirement: is it good, bad, unnecessary,

immeasurable, unrealistic, etc.
The questions above are asked in a conversational style with an open-ended fashion where

participants are free to comment, explain and elaborate in their answers.
Finally, given our interest in distinguishing novices from expert analysts, we asked partici-

pants to provide a brief description of their relevant background. Questions to elicit background
information were asked twice: first, at the interview start, we ask participants about their security
background, their education, industry experience, and security topics of interest. Lastly, at the
end, we ask the participant about the analysis process they used during the interview and how it
relates to their background. We audio recorded the interviews for transcription and analysis.

3.2.3 The Grounded Analysis Phase

Grounded analysis is used to discover new theory and to apply existing theory in a new context
[28]. We apply grounded analysis in three steps: (1) we transcribe the interviews; (2) beginning
with our initial coding frame (see Table 3.1), we code the transcripts by identifying phrases that
match our codes, while discovering new codes to further explain phrases that do not match our
preconceived view of the data; and (3), we review previously coded datasets to ensure the newly
discovered codes were consistently applied across all transcripts. After piloting the initial study
design on two participants, we observed uncertainty among participants so we added codes to
capture the uncertainty. Table Table 3.1 shows the complete coding frame: the first eight codes (P,
C, J, D, including the variants that account for uncertainty U*) constitute the initial coding frame
and were inspired by Endsley’s terminology for the Situation Awareness [38]; the remaining four
codes were discovered during our analysis to account for the interview mechanics. We employed
two coders (myself and a co-researcher) who first met to discuss the coding process and coding
frame, before separately coding the transcripts, and finally meeting to resolve disagreements.
The process to resolve disagreements led to improvements in the form of heuristics that explain
when to choose one code over the other in otherwise ambiguous situations. To efficiently iden-
tify disagreements, we used a fuzzy string-matching algorithm [9] to align the separately coded
transcripts. Finally, each coder recorded their start and stop times.
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Table 3.1: Situation awareness annotation codes
Code Name and Acronym Definition and Coding Criteria Used to Determine Ap-

plicability of the Code
Perception {P} Participant is acknowledging that they can see certain cue(s)
Comprehension {C} Participant are explaining the meaning of cue(s) and con-

ducting some analysis on the data perceived
Decision {D} Participant is stating their decision
Uncertain Perception {UP} Uncertainty at perception level: participant is missing cer-

tain data that would help they need to analyze the artifact
Uncertain Comprehension
{UC}

Uncertainty at comprehension level: participant is not miss-
ing data but they can’t interpret their meaning confidently

Uncertain Projection {UJ} Uncertainty at projection level: participant cannot predict
possible future consequences confidently

Uncertain Decision {UD) Uncertainty in decision: participant is not confident about
the decision that should be made

Assumption {A} Participant is stating assumption(s)
Ask Question {Q} Participant is asking the interviewer questions
Probe {Pro} Interviewer is triggering the participant’s thinking with

questions or guidance information
Background {B} Participant is providing information regarding their per-

sonal background
Null code {NA} Statement is not applicable to code criteria above

To ensure all statements are coded, we applied the null code {NA}to any statements that
did not satisfy the coding criteria, such as when participants request a scrap of paper to draw
a figure, or when they ask how much time is remaining for the interview, and so on. We code
statements, such as: “I took a course in security...” or “I saw on the news a security breach related
to this artifact” as background {BG}, which includes their personal experience and knowledge.
If the participant compares and contrasts comprehended information from the artifact to their
experience or knowledge, then that information is coded as comprehension {C}. To improve
construct validity, the two raters resolved borderline cases by discussing and refining the code
definitions and heuristics. The following heuristics were used to classify statements and draw
clearer boundaries between coded data:

Perception: The participant verbally identifies a cue in the data (e.g. line number in code, an
entity on the network diagram, a specific requirement in the text). Participants are only reporting
what they see, and are not commenting or analyzing the cue.

Comprehension: The participant analyzes, makes inferences, or makes comparisons about
what they see. This may include the name of the cue (e.g. firewall), but the statement at least
includes an interpretation in addition to reporting the perception of the cue.
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Projection: The participant forecasts future attacks, possible threats or any events that could
occur based on the context found in the artifact.

Decision: The participant makes a decision with regards to the context. This includes deciding
whether the system is secure or not secure, or if a certain requirement is satisfiable. Introducing
new mitigations of security threats are also considered decisions.

Uncertianty (at any SA level): To determine if the participant is uncertain, first examine the
verbal cues that indicate uncertainty, including, but not limited to: “I guess”, “I am not sure”,
and “this is not clear to me”. For example, the participant may indicate that they do not know
what an icon represents. Alternatively, if the participant acknowledges that they see a cue, but
that they cannot understand its role in the artifact, then this is an uncertain comprehension.

Assumption: The participant here needs to explicitly express that they are making an assump-
tion. Examples of such statements include: “I am going to guess that this means”, “I assume”,
“Based on my experience this means, but it’s not necessarily what the artifact tells me” and so on.
To clarify how to distinguish assumptions from comprehensions, a comprehension is when the
participant is explaining a certain cue’s meaning based on the information given in the artifact.
Assumptions, however, provide further explanation based on the participant’s experience with
similar systems to compensate for missing cues or missing information in the artifact.

After the first cycle coding, we conducted a second cycle or axial coding [102] to identify
decision-making patterns. In grounded theory, axial coding is the process of relating codes to
each other by finding relationships, themes and phenomena that exist among the codes and cate-
gories [28, 102]. We defined cut-offs between coded sequences by sequentially numbering each
statement and then assigning group numbers to statements that address the same idea or topic
the participant is discussing. The groups serve to delineate transitions between units of analysis.
We programmatically extracted SA-level sequences (e.g., P-C for perception followed by com-
prehension) that we later associated with separate, named patterns, and we searched the dataset
without the cut offs to assess pattern validity, i.e., to detect false-positives, wherein the SA-level
sequence does not correspond to the pattern that we assigned. We used the false positives identi-
fication to compute pattern accuracy, which is the ratio of true positives over the sum of true and
false positives.

The next step in our grounded analysis includes labeling interviewee statements with entity
identifiers from the specifications, such as variables and functions in the source code or servers
and firewalls in the network diagram. The labeled artifacts allow us to sort our results by entity
to see how different participants react to and analyze the same entity and to link the decision
patterns to corresponding entities involved in the pattern.

3.3 Evaluation of the Qualitative Approach
We recruited a total of 11 participants. In grounded analysis, reaching a point of âĂIJsatura-
tionâĂIJ is the main determinant of the number of participants (or cases) needed to complete a

16



May 9, 2018
DRAFT

qualitative study [54], because determining the exact right sample size is context-dependent on
the type of research being conducted. Atran et al. [10] estimated that a minimum of 10 partici-
pants is needed to show consensus, while Guest et al. [57] argued that a sample size of six could
be sufficient if there is a homogeneity that exists among participants in the sample. In our sam-
ple, we reached saturation after 8 participants, but we continued to recruit 3 more participants to
explore more data and confirm that we reached saturation.

Below, we report the results from our empirical evaluation: the artifact assignment and inter-
rater reliability.

3.3.1 Artifact Assignment

Due to self-perceived inexperience by participants and time limitations, not every participant
analyzed all artifacts in the three categories we described above. The average total interview
time per participant to complete each interview was 29 minutes. Table 3.2 presents the partic-
ipant assignment to conditions: the shaded cells show the category of artifacts that participants
attempted; cells labeled with “X” indicate that the participant spent at least 15 minutes analyzing
the artifact. Because participants have varying skills and expertise, some participants invested
more time than others analyzing certain artifacts. The order in which the artifacts were presented
to different participants was randomized and the time allowed to complete the interview was
limited to 60 minutes. Thus, not all participants reviewed all artifacts. The Sum column in Table
3.2 presents the total number of participants who reviewed each artifact.

Table 3.2: Participants’ assignment by artifact

Artifact Participant Sum1 2 3 4 5 6 7 8 9 10 11
1) Source Code X X X X X X
2) Data Flow X X X X X
3) Network X X X X X

3.3.2 Agreement and Inter-Rater Reliability

Two raters applied the coding frame from Table 3.3 to the transcripts of participant audio record-
ings. We measured inter-rater reliability using Cohen’s Kappa, a statistic for measuring the pro-
portion of agreement between two raters above what might be expected by chance alone [25]. We
calculated Kappa for each participant, which ranges between 0.51-0.77 with a median of 0.62.
These values are considered moderate to substantial agreement [25]. The coding times were 19
and 8 hours for raters 1 and 2, respectively. Rater 1 spent more time documenting heuristics and
developing the method. In addition to the above time, 6 hours were used for the resolution of
disagreements between the two coders. Table 3.3 shows the breakdown of the total 2,595 coded
statements in our final dataset by code (including the pilot participants P1 and P2).
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Table 3.3: Final dataset frequencies by code
Code Total Codes Code Total Codes
Perception 250 Uncertain Percept. 82
Comprehension 498 Uncertain Comp. 180
Projection 215 Uncertain Proj. 13
Decision 367 Uncertain Dec. 25
Question 95 Probe 535
Background 47 Assumption 45
N/A 243

3.4 Summary Results from the “SA Study”

We will summarize below the major takeaways from this qualitative study that informed the
next steps of this dissertation (full results can be found in the published paper in Journal of
Cybersecurity [65], and ESPRE’14 workshop paper [61]).

3.4.1 Participants Background and Expertise

We investigated whether more experienced participants would exhibit better SA and, thus, be
able to form more confident decisions. Herein, we report our findings drawn from demographic
data including participants background and experience, and their experiences reported as remarks
during their interview that we coded as {BG}. Next, we examine the role of expertise in forming
more confident decisions.

Table 3.4 summarizes participant backgrounds: the participant number P# which is used
consistently throughout this paper; Years is the number of years of industry experience, including
internships; Security Areas are the general topics that best describe their industry experience;
Research Focus are the topics that best describe their research experience; and Degree is their
highest degree earned, or in progress; Among the total eleven, four participants (P1, P3, P4, P5)
have extensive industry experience in security (4-15 years) with diverse concentrations.

P1, and P4 hold a Ph.D. in security and specialize in systems and infrastructure. These
two PhDs and P5 have teaching experience in which they taught advanced security courses.
The remaining seven participants were all PhD. students with research specialties in security.
The PhD. students had varying levels of experience, from a student who completed security
courses, but who did not apply these lessons in practice beyond class projects, to students who
had completed internships with a reputable company working on infrastructure security and log
visualizations.

According to Endsley & Jones [38], an increase in experience may affect a participant’s abil-
ity to project future consequences and, hence, may lead to more confident decisions. In our study,
we observe that participants with more industry experience were able to make more assumptions
compared to those with less experience. For example, participants with more than 5+ years of
industry experience made an average of 7 assumptions, while participants with less than 5 years
of experience made an average of 1 assumption. We coded statements with assumptions when
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Table 3.4: Summary of participants background

P# Industry Research DegreeYears Security Areas
P1 5+ Network, systems, forensics and

more.
Mobile computing, forensics,
systems security

Ph.D.

P2 < 1 Security protocols, social net-
works.

Global cyber threat Ph.D.*(5th yr)

P3 15+ Systems, Networks, program-
ming, and more.

NA B.S.

P4 5+ Systems, Networks, architecture,
and more

Security for real-time critical
systems & architecture

Ph.D.

P5 10+ Software Architecture, Secure
Programming

Software Architecture M.S.

P6 0 NA Cyber & system security Ph.D.*(4th yr)
P7 0 NA Android security, malware, static

analysis.
Ph.D.*(4th yr)

P8 1 Infrastructure security, log visu-
alization

Security and Privacy Ph.D.*(5th yr)

P9 0 NA Security analysis, network traffic Ph.D.*(2nd yr)
P10 0 NA Anomaly Detection Ph.D.*(1st yr)
P11 0 NA Network traffic Ph.D.*(4th yr)

*PhD student, followed by year of matriculation in parentheses

the participant explicitly mentions that they are missing relevant details and that they have to
assume or guess to complete their understanding.

Difference in artifacts presentation and notation could possibly affect situation awareness.
Certain portions of an artifact were likely more unclear than others, so we may only expect to
see assumptions when participants encountered less clear portions of the artifact. The pattern (UC
→A→D) was observed for experts P1, P3, and P9, when they analyzed the network artifact, and

was observed for P11 when they analyzed the source code artifact. Participant P11 demonstrates
advanced understanding when analyzing the source code artifact by reaching 24 decisions and
this participant was the only participant to make 2 assumptions in that artifact.

3.4.2 Expertise Role in the Attacker Threat Model
Expert security analysts project future attack scenarios, and then decide how to mitigate these
attacks. In security analysis, projection and decision are closely related, because security ana-
lysts may be trained to think like an attacker and have an attack model in mind [94, 120]. With
an attack model in mind, the analyst decomposes a future attack scenario into multiple steps
that exploit vulnerabilities. Under SA, we expect this decomposition to first appear as percep-
tions and comprehensions of the vulnerabilities, which then lead to the conclusion of projected
exploitation, and finally a commensurate decision to mitigate the vulnerabilities. For example,
Participant P3, notes:“what could I do since I am looking at this code to do bad stuff”, which is
their reflection on trying to walk through threat models that could be relevant to the code segment
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under review. P3 further stated:“it’s critical if you’re trying to design something secure to try and
get into the mind of an attacker. If you can’t think like an attacker, then you don’t know how to
defend against an attacker”

The anlaysis of the dataset measures how often security analysts employed the attacker per-
spective. In the study, five participants (P1, P2, P6, P8, P10) demonstrated the need to think
like an attacker as demonstrated by the word attack in their statements while referring to how an
intruder would act.

The study results show 45 instances of attack words used where participants demonstrate
knowledge of an attack; out of which only 29 instances describe an application of the attacker
model where participants describe how the attack is taking place. The remaining 16 instances out
of the 45 statements include instances where participants are explaining attacks that they knew
about from their background, but without relating that knowledge to the artifact being analyzed.
For example, the word attack could show up in a {BG} statement without a relevant SA pattern.
For our analysis, we are interested in the 29 instances where participants are actually thinking like
an attacker by demonstrating an attack scenario. Table 3.5 shows our results from this analysis:
the participant number (P#) who described the attack scenario; the frequency (Freq.) that the
term attack appears, the security artifact (Art.); and the relevant in-context patterns associated
with the word âĂŞ the SA code of the statement containing the attack word is highlighted in
bolded text to show the position within the pattern. Each participant can exhibit multiple, separate
instances of thinking like an attacker, which we separated by artifact and in-context pattern.

Among the 29 instances of the word attack, we observe that most instances (25/29) occurred
in the projection stage of SA. In less than half of the instances (12/29), the projection was ob-
served after the interviewer probed the participant to explain why they were perceiving, compre-
hending or projecting prior to describing the attack scenario (coded as Pro→[*J*]). Participants
P2, P5, P7 are absent from Table 3.5, as they failed to demonstrate the attacker model.

Attack scenarios can be simple, meaning a single vulnerability is exploited to achieve an
attacker’s goal, or complex, meaning that multiple exploits are needed. In our results, we can
observe and measure the complexity of attack scenarios as a series of different SA stages needed
to demonstrate how an attack occurs within an artifact. For example, P9 projects a password
brute force attack by looking at one item: requirement R7 on the list that reads: “Company X
will require strong passwords (8 characters with complexity) for all user accounts.” Based on the
brute force projection, P9 decides that 8 characters alone are insufficient for a secure password
policy. Alternatively, consider the attack pattern that P1 and P4 found in ND1: our entity analysis
shows that in order to demonstrate the possible attack on the insecure network, both participants
where analyzing multiple items in the ND1 diagram: allowed inbound ports on the router, the
web server, the DNS controller, and the mail server. P1 further explained:

{J} From an attacker that has no other entry point he is going to look
at these three things [speaking about the 3 allowed inbound ports shown on

the router], and if they didn’t have any DNS server inside, there will be no
reason to have port 53 open {/J}

Using SA patterns, we can compare participants analysis when looking at the same entity (see
our explanation of entity analysis earlier in this chapter). For example, In Table 3.5, partici-
pant P1 presents the pattern (P→C→J→C) in ND2 by first perceiving server names (entity code:
NAME), such as Alpha, Lima, Bravo, etc. Participant P1 comprehends the server naming scheme
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Table 3.5: Participants use of the term attack
P# Freq. Art. In-Context Pattern

P1 5

ND1 {P→C→C→Pro→[*J*]}

ND2 {P→C→[*J*]→C}

ND2 {D→D→Pro→C→C→[*J*]→C→C}

ND2 {U→J→Pro→[*UJ*]→Pro→J}
ND2 {Pro→UJ→Pro→[*J*]}

P3 3
ND1 {P→C→D→Pro→C→D→C→D→J→D→D→Pro→[*J*]}

ND2 {D→J→Pro→J→Pro→[*J*]→Pro→[*J*]→C}

P4 2
ND2 {D→C→C→[*J*]}

SC {D→C→Pro→[*J*]→Pro→C→C→P→C}

P6 4
SC {[*J*]→D→[*J*]→J→C→C→J→Pro→C→C→Pro→P→J}

SC {C→C→[*J*]}
SC {D→[*J*]→D→D→J→Pro→C→P→J}

P8 3
SC {C→Pro→[*J*]→Pro→J→D}

DFD {C→C→D→[*J*]→Pro}

DFD {C→J→[*J*]→C→C}

P9 1 SC {Pro→[*J*]→J→D→UP→D}

P10 7
SC {D→Pro→[*J*]→J→[*J*]→D→C}

SC {[*J*]→Pro→Pro→J→[*J*]→D}

SC {[*J*]→J→Pro→[*J*]→J→[*J*]}

P11 4
SC {P→[*J*]→J→[*D*]}

SC {C→C→[*D*]}
ND2 {D→[*C*]→C→UC}

and subsequently projects that an attacker discovering these names alone cannot tell the role or
function of the servers. Based on our entity analysis that links SA codes to these servers across
participants, we found that participant P11 perceived the same naming scheme in their analysis
(Q→P→C→UC→C), but they were unable to project based on the meaning of the scheme and thus
were unable to see the attack scenario. Instead, P11 asks questions, experiences uncertain com-
prehension due to the meaning of the naming scheme and whether the scheme has any relevance
to network security. Unlike P1, participant P11 stops at comprehension and does not proceed to
projection or decisions. This is an example of how the same cue could be interpreted differently
by experts of different expertise levels.

Our SA attack model shows how we can use SA to detect a certain expertise skill: thinking
like an attacker. A conclusion that is based on the background data alone that is shown in
Table 3.4 above, might indicate that participants P1, P3, P4, and P5 have more expertise with
respect to these artifacts compared to the remaining participants in the table who could be treated
as novices. This classification, which could be referred to as industry classification, is based
on participants clearly combining years of practical industry experience along with academic
degrees. However, this classification does not take into account the personal skills that a security
analyst might acquire through their job or academic learning. Our attack threat model, on the
other hand, help address this limitation by identifying the experts who demonstrate who can
think like an attacker. Table 3.5 shows that in addition to P1, P3, P4, who are already identified
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experts based on their industry experience, P6, P8, P9, P10 P11 can also demonstrate the skill of
thinking like an attacker.

Going back to Table 3.5, we observe that except for P11’s ND2 pattern, all participants had
their attack keyword appearing in a projection or a decision statement, which resonates with
the definition of our projection statements where a future attack is described, and our decision
statements where mitigations to an attack is explained. By looking into the details of P11’s
pattern (D→C→C→UC), we observe how the participant is stuck at the comprehension level where
they demonstrate a level of uncertainty.

3.4.3 Expertise Role in Security Requirements Mapping
After presenting the diagram ND2 to the participants, we presented the security requirements
checklist. We observed individual differences among experts and novices when assessing a sin-
gle requirement and linking it to the diagram entities. In general, 5 out of 7 participants who were
presented with ND2 exhibited an improved ability to discuss items in the checklist that they pre-
viously missed, as compared to the two modes above. Analysts made an effort to connect each
requirement to entities in the diagram. Table 3.6 below shows the results of mapping require-
ments to entities in the diagram by the 5 participants who were presented with ND2 and were
successful in the mapping exercise. Participant P2, and P5 are absent from the table as they have
stated that they could not see how to do the mapping. None of the participants shown in Table
3.6 managed to map requirement R3 (shown in Appendix A), which is about âĂIJhardeningâĂİ
the network. Participant P4 stated that the rule makes no sense, as it cannot be qualified nor
quantified. Participant P3 commented: “that’s not uncommon for compliance to do that, to just
state in very general terms a requirement, and then it’s a little loose interpretation as to whether
or not you’ve met that compliance or not.” Highlighted cells in the table indicate that participants
stated that dependencies exist among the highlighted requirement. Participant P1 found the re-
quirements R11 and R12 to be related. Participants P1, P3, and P11 agreed that R9 and R10 are
related, but P11 failed to point out the entities on the diagram that map to the requirements.

Mapping the requirements-entity matching data in Table 3.6 to experience and background
data in Table 3.4, it can be observed that P1, P3, P4 who has more industry experience then P9
and P11, were able to match more requiremnts on the list.

Using entity analysis, participants’ responses are compared across entities in diagram ND2.
The analysis results indicate that the requirements list could help both experts and novices: the
experts attention was focused towards a specific security component and help them reach better-
informed decisions, and the novices became aware of a requirement and/or its security justifica-
tion. Consider requirement R12 that requires a split DNS policy: expert participants P1, P3, P4,
and P9 were able to map requirement R12 to the split DNS servers shown on the diagram and
to state that the network satisfies the requirement, and they were also able to explain why such
requirement is important from a security standpoint. Participants P1, P3, P4, P9 demonstrated
the patterns: (P→P→UP→P→UP→D),(P→Q→Pro→D→J→J→J→A→J), (Q→C→C→C→J→J),(C→P
→J→D→Pro→D→UC→C→A→C→C→J→C→D) respectively.

By investigating why P3 and P9 had longer patterns, it is found that they were demonstrating
an attacker’s attempt against the DNS server and how the split DNS increases the difficulty for
attackers to break into the system. Towards the middle of participant P9’s pattern, the participant
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Table 3.6: Participants requirements mapping to entities in ND2
R#* P1 P3 P4 P9 P11
R1
DMZ

Firewall-1 Firewall-1 Firewall-1 DMZ

R2
Proxy

Proxy
(Squid)

Firewall-1,
DNS-1

Proxy
(Squid)

R3
Harden services

R4
Web filtering

Proxy
(Squid)

Proxy
(Squid)

Snort1,
Snort2,

ArpWatch

R5
Windows group policy

Windows
DC

Firewall-1,
Firewall-2,

Exchange Mail
Server

R6
Electronic mail
relay and filters

Firewall-1,
Firewall-2

Exchange
Mail

Server

Exchange Mail
Server,

DMZ Mail Server,
Firewall-1

Exchange Mail
Server

R7
Strong passwords

Windows
DC

Exchange Mail
Server

R8,
Network segments

Firewall-2 Firewall-1, Firewall-2

R9
Logging

Syslog Syslog
Nagios,

ArpWatch
Syslog

R10
Time synch

Windows
NTP

Windows
NTP

Windows
NTP

R11
IDS

Snort1,
Snort2,

ArpWatch

Snort1,
Snort2

Snort1,
Snort2,

ArpWatch

R12
Split DNS

DNS-1,
DNS-2,
DMZ

DNS-1,
DNS-2,
DMZ

DNS-1,
DNS-2,

Firewall-1,
Firewall-2

DNS-1, DNS-2

R13
Packet Sniffers

ArpWatch
Snort1,
Snort2,

ArpWatch
R14
Centralized System
Monitoring

WinMRTG,
Nagios

Syslog
WinMRTG,

Nagios

R15
Isolated admin network

Firewall-2

exhibits uncertainty about why this requirement in needed for the system’s security and thus they
made an assumption in order better comprehend and project before reaching their final decision.
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Participant P11 was able to state that the requirement R12 is satisfied based on the diagram, but
was unclear why a split DNS policy is needed. This is an example of how introducing structure
to security analysis, could help analysts become aware of essential security requirements.

Table 3.6 suggests that participant P4 provided more mitigations among all participants. We
found that P4 employed a matrix-based analysis approach by drawing a table on a blank piece of
paper, listing the requirements numbers, and documenting how the requirement could be satisfied
given the information shown on the diagram. During the interview process, P4 exhibited more
depth in their analysis and had greater confidence as evidenced by the absence of uncertainty
patterns in his analysis of the ND2 and the requirements mapping. The word depth is used
here because P4 was able to refine requirements into specification levels and write down system
specification and software configurations that are essential to satisfy the requirement, and this
observation did not occur with any of the other participants.

3.5 Summary Conclusions of the “SA Study”
The major contribution of the SA study was new hypotheses regarding security decision-making
and security requirements composition. The SA study highlights the following [65]:

Security requirements exist in composition Deciding on security requirements that mitigate
threats relies on: the context of the attack and the composition of requirements. Attack pat-
terns found in the data confirm this finding as participants need to understand and comprehend
how perceived cues interacts forming a context where a future attack can occur. This thorough
understanding can lead to deciding on proper attack mitigations

Security decision-making involves uncertainty Uncertainty in this context means missing
information that is essential to the get the full picture, or ambiguity in presentation where analysts
could have different interpretation of the same item. Experts differ in handling uncertainty based
on their past experiences, but even when highly confident, experts tend to quantify security with
“it depends”, which means: 1) that security decisions rely on the context, 2) we need better
linguistic expressions that accommodates the uncertainty present in security decisions.

Security expertise is broad and stove-piped The results of the suggest that experts vary in
their domains of security expertise and that variation impacts their security analysis. Participants
P11 for example, performed better when analyzing the SC artifact, as they were able to detect
and mitigate the SQL injection vulnerability, but performed poorly trying to map ND2’s entities
to the requirements list.
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Chapter 4

Capturing the Effect and Priorities of
Composed Security Requirements

This Chapter reports summary results of multiple user experiments [60, 62] conducted on secu-
rity experts and examined how changing threats and requirements affect the analystsâĂŹ ability
to perceive security risk and make corresponding decisions to prioritize security requirements.

In the first half of the Chapter, I report results from two user studies conducted on a sample
of mostly graduate students from CMU and NCSU [62]. The purpose of these two studies was
to examine security requirements composition through the use of my factorial vignettes method-
ology that I adapted from social sciences. This work led me to develop the Multifactor Quality
Measurement method (MQM) [60] that I explain in the Second half of this Chapter. The MQM
models dependencies among requirements, and estimates how these requirements affect a per-
ceived level of quality in a requirements specification, called a scenario. I also explain how I
applied the method to conduct user experiments on 69 security experts with average 10 years of
experience to evaluates security scenarios in four different security domains networking, operat-
ing systems, databases and web applications [60].

4.1 Composition in Security Requirements

To study the composition effect in security decision-making, I started by designed two user
online experiments that elicit risk perceptions from multiple analysts and target the mitigating
effects of specific requirements to the threats they address. This approach allows us to isolate
the effect of composition on security risk, and to address the limitations of differing levels of
security expertise. To improve completeness and reducing ambiguity,the design asks analysts to
report missing requirements.

4.1.1 Approach for the Composition Studies

I will now introduce factorial vignettes, before describing the experimental design.
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Factorial Vignettes Design

The Composition study is based on, factorial vignettes, which are scenarios comprised of discrete
factors that contribute to human judgment. Researchers systematically manipulate the factors to
understand their composite and individual effects on a decision [101, 123]. This method is used
by social and decision scientists and applied across psychology, sociology, and marketing, to
name a few [11, 123]. Factorial vignettes are proven more effective to understanding decision
making than direct questioning or single statement ratings that obscure the underlying contribu-
tions of different factors to the overall decision[5, 101, 123]. Factorial vignettes are presented in
surveys using a basic template that contains multiple dimensions of the construct of interest. In
our case, each dimension is a security requirement that influences the perceived level of security
risk: some requirements increase risk, while others decrease risk. Figure 2 shows the template
that we used in our study to create the vignettes: a vignette is a standard scenario generated by
the template, wherein each variable name (starting with a $) is replaced by a level in the corre-
sponding dimension. In this study, each level corresponds to a requirement or system constraint

Figure 4.1: The template used for vignette generation

variant, which is either a quality requirement (e.g., a weak vs. strong password) or more concrete
interpretation of an otherwise ambiguous requirement (e.g., unencrypted vs. encrypted Wi-Fi).
In Table 4.1, we present the dimensions and levels to Figure 4.1. Each level has a code (in
parentheses) that we used to analyze and report our results. The level ($Threat = Man-in-the

-Middle) occurs when an attacker intercepts the encrypted communication between two parties
by decrypting the encryption. The level ($Threat = Packet Sniffing) is passive in that the
attacker eavesdrops on network packets to steal information without interacting with any parties,
directly.

The choice of dimensions and levels in factorial vignettes is determined by the researcher’s
judgment based on the research questions. I seek to evaluate the effect of changes in requirements
composition and in threats where the composition spans a range of security knowledge, including
network and application security, perceived sensitivity of information, and general best practice
vs. threat-targeted mitigations. The dimensions that we chose are not the only dimensions that
can be evaluated. In addition, the number of levels for each dimension is not the only number
that exists.
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Table 4.1: Vignette dimensions and their levels
Dimension Level Code Level(s)

$NetworkType

EmpNetwork Your employer’s network at your office

PublicWIFI
Public unencrypted Wi-Fi at a public area
(restaurant, airport)

VPNUnencrypted
Your employer’s VPN that you connected to
through public unencrypted Wi-Fi

VPNEncrypted
Your employer’s VPN that you connected to
through public encrypted Wi-Fi

$Transaction
E Accessing your email account and replying to confidential email
F Performing a financial transaction using your credit card

$Connection SSL

$Password
Weak A password that is at least 8 characters long

Strong
A password that is at least 16 characters and must include
an uppercase and a lowercase letter, a symbol, and a number digit

$Timer
Yes Automatically log you off the session after 15 minutes of inactivity
No Never time-out

$Threat
M-i-t-M Man-in-the-Middle
Packet-Sniffing Packet-Sniffing

In factorial vignette design, the space of all possible dimensions and levels is called the
factorial object universe [101] and the factorial object sample is the sample across the universe
that we use to instantiate the vignette template [101]. Sampling is random or systematic and
the choice is based on prior theory, research, and reasoning [70]. Factorial sampling is used to
eliminate unrealistic combinations of levels and to exclude scenarios that are likely to produce
a predictable outcome [123]. Sampling from vignettes is more efficient than classic factorial
designs, wherein all possible combinations of factors are tested [101].

The initial scenario about logging into a remote e-mail service was chosen because it crosses
between novice and expert security knowledge, and this would allow us to measure the effect of
security expertise on risk perception. We reviewed the universe and selected dimensions that had
a sufficient number of levels to provide a rich space from which to sample; this includes network
types and password complexity. Based on Table 4.1, we have 32 (4× 2× 1× 2× 2) conditions
per $Threat type.

Our vignette selection is based on removing unrealistic and idiosyncratic scenarios. For
example, the $Connection dimension consists of one level, only, which is called a blank di-
mension. While we can evaluate unencrypted HTTP sessions in a scenario, the prevalence of
knowledge about the high risk of unencrypted sessions suggests this level would predictably lead
respondents to rate this requirement as inadequate to protect against the chosen threats. Blank
dimensions are included in the vignettes, but not as statistical variables in the analysis, because
they have no statistical effect to be measured. That said, blank dimensions are not to be elimi-
nated, because their presence and absence affect how participants make decisions. In our case,
removing SSL introduces an ambiguity: some participants may assume it exists, while others
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may assume it is absent. To control for this variability, we made this requirement explicit.

Survey Design and Research Questions

The survey was designed to answer three research questions:

RQ1 Does requirements composition affect risk perception in a security scenario to cause var-
ied ratings of the security adequacy level, or can requirements be treated independently in a
checklist?

RQ2 Which security requirements in a security scenario contribute more weight to experts
security adequacy judgment?

RQ3 Would experts be able to detect ambiguities in a security scenario and provide modifica-
tions to improve the security adequacy ratings?

To answer these questions, the survey instrument was designed with three parts: the secu-
rity vignettes, a security knowledge test, and a demographics test. In addition, each participant
receives a consent form noting that participation is voluntary. Participants were with the Man-
in-the-Middle threat, where they answer all three parts of the survey. A week after taking the
survey, participants were invited back for the Packet-Sniffing threat, where they do not repeat the
security knowledge test or the demographic questions.

The Security Vignettes: In this study, each participant rates four vignettes to observe all the
four network levels (see Table 4.1). Since we have a total of 32 vignettes per threat, we have 8
possible combinations of the dimensions and, thus, each participant is randomly assigned to one
of eight conditions, where they rate four vignettes (8 × 4 = 32 vignettes). Each condition
randomly assigns the participant to a single level of the $Transaction, $Password, and $Timer

dimensions (between-subjects effect), which are the same across all the four vignettes that the
participant rates. The four vignettes differ by the $NetworkType dimension (within-subjects
effect) and are presented in a randomized order. For all four vignettes, a participant is asked
to first rate the overall security level of the scenario within the context of the given threat. The
rating levels are displayed in a random order from the following list:
• Excessive security measures that exceed the requirements to mitigate the threat
• Adequate security measures that are enough to mitigate the threat
• Inadequate security measures that are not enough to mitigate the threat
Next, we ask participants to rate the dimension levels based on the security requirement’s

ability to mitigate the given threat. This mitigation rating is applied to the $NetworkType, $

Connection, $Password and $Timer, only, because they represent a mitigation that can be
modified to improve security. Participants provide their rating on a 5-point semantic-scale, where
point 1 is labeled inadequate mitigation, point 3 is labeled adequate mitigation and point 5 is
labeled excessive mitigation. For each such dimension, we list the selected level for the vignette
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from Table 4.1. These ratings are used to test which requirements (or factors) affect the overall
security.

Participants are also given the opportunity to list additional security requirements that they
believe contribute to increasing the security level to adequate. These are open-ended responses
that is later analyzed by coding [102].

The Security Knowledge Test: Following the vignettes, participants are required to answer ten
security knowledge questions. These questions were selected to cover user-level to administrator
security knowledge, including cryptography, firewall rules, encryption, hashing, file permissions,
and network security. The questions cover security concepts, and are intentionally inconvenient
to search for on the Internet to reduce cheating. The responses are used to calculate a score that
serves as a proxy experience metric.

Demographics Survey: Finally, participants answer questions about job experience and secu-
rity training.

Deployment and Subjects Recruitment

Security experts were recruited using e-mail invitations to participate in the Man-in-the-Middle
study (32 vignettes, where each participant sees 4 vignettes). The invitation was sent to security
class mailing lists at Carnegie Mellon University and North Carolina State University. We also
sent invitations to security-research mailing lists at Carnegie Mellon University. Participants
were compensated with a $10 Amazon gift card for participation. A week after taking this study,
those participants were invited back to the Packet-Sniffing study (another 32 vignettes, where
each participant sees 4 vignettes), and compensated with a second $10 Amazon gift card.

Analysis Approach

Now I will explain the multi-level modeling and grounded analysis used for the analysis.

Analysis of Multi-level Models Multi-level models are statistical regression models with pa-
rameters that account for multiple levels in datasets [52]. Our study design described above
supports both within and between subjects effects (mixed-effects). Thus, we treated the data as
two studies based on the two levels of the $Threat dimension, which we assume the participant
responses to the two threats are independent due to the week delay between surveys.

The quantitative dataset consists of one major outcome dependent variable: the $OverallRating

, which is the security experts judgment rating of the overall security level. This variable has
three possible values -1, 0, or 1 that correspond to inadequate, adequate or excessive security,
respectively. The fixed effects independent variables are the vignette dimensions: $NetworkType
, $Transaction, $Password, $Timer, which we will refer to as requirements-mitigation vari-

ables. The random effect, independent variable is grouped by participant $ID, because we have
repeated measures for each subject who sees four levels of $NetworkType. We have four depen-
dent mitigation-rating variables: $NetworkRating, $Connection-Rating, $PasswordRating,
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and $TimerRating that correspond to individual ratings of the $NetworkType, $Connection, $
Password, and $Timer dimensions, respectively. Mitigation-rating variables are assigned an

integer from 1-5.

Experience is quantified using a $Score variable, which is an independent exploratory vari-
able assigned an integer from 0-10 equal to the number of correct answers provided by the
participant to the 10 security screening questions.

The data is analyzed using multi-level modeling [52]to account for our mixed effect experi-
ment design. Tools to conduct the analysis include: R [96] and lme4 [14]. As described earlier,
each participant rated all four levels of the $NetworkType dimension, while only rating one level
of the remaining dimensions. Hence, the analysis simultaneously accounts for dependencies in
the repeated measures, calculates the coefficients (weights) for each explanatory independent
variable, and tests for interactions. The significance of the multi-level models is tested using
the standard likelihood ratio test by: fitting the regression model of interest; fitting a null model
that excludes the independent variables used in the first model; computing the likelihood ratio;
and then, reporting the chi-square, p-value, and degrees of freedom[52]. For fitted models that
show statistical significance, the coefficient values from the regression model are reported, which
represents the dimension weight for predicting the dependent variable.

To determine sample size, a priori power analysis was conducted using the G*Power [41]
tool to test for the required sample size of repeated measures ANOVA. An estimated sample size
>96 was needed per threat scenario for the recommended power level of 0.8 and a medium-sized
effect[26].

Grounded Analysis The mitigation requirements were analyzed by first excluding non-mitigation
responses. Then, open coding was applied [28, 54] to code responses with short phrases (con-
cept labels) and then group the phrases into six emergent categories: server, if the requirement
is the responsibility of a web server,client, if the requirement is the responsibility of an applica-
tion on the user’s computer (e.g., a browser); encryption, if the requirement primarily concerns
encrypting data or communications; private network, if the requirement suggests switching to a
non-public network; attack detection and prevention, if the requirements is aimed at preventing
and/or addressing certain attacks; and identity and authentication, if the requirement concerns
verifying the identity of the user or their device.

After first cycle coding and categorization, a second-cycle coding [102] was conducted,
wherein the categories were linked to vignette dimensions and a direction as follows: a refine-
ment, if the requirement refines the dimension by extending its functionality; a reinforcement, if
the requirement adds auxiliary security not directly related to the dimension; a generalization,
if the requirement is more general than the dimension, but includes the dimension’s mitigation;
and a replacement, if the requirement replaces the dimension. For example, two requirements,
multi-factor authentication and password expiry policy, are coded by the password dimension,
yet the former is a replacement, because it replaces passwords with new functionality, and the
latter is a refinement, because it extends passwords with expiration.
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4.1.2 Summary Results
The results for the requirements composition study is summarized here. The full results can be
found in our published paper in the Requirements Engineering conference (RE’15)[62].

Descriptive Statistics

A total 174 participants responded to the Man-in-the-Middle threat survey, of which, 116 re-
turned to respond to the Packet-Sniffing survey. These sample sizes exceed what we estimated
prior to conducting the study. The sample consists of 26% females and 73% males (1% un-
reported gender). The age groups sorted by dominance in the sample are 18-24 (63%), 25-34
(33%), and 35+ (3%). Within the sample there are 101 graduate students, 42 undergraduate
students and 2 university professors.

The average number of participants per vignette is: 22 for the Man-In the-Middle threat,
and 15 for the Packet-Sniffing threat; the number of participants is close but not equal across
vignettes due to randomization. Tables 4.2 and 4.3 presents descriptive statistics of participant
ratings.

Table 4.2: Descriptive statistics of the $OverallRating variable
Man-in-the-Middle Packet_Sniffing

Adequacy Scale Adequacy Scale
1 0 -1 1 0 -1

$OverallRating 5 % 53% 42% 7% 92% 0%

Table 4.3: Descriptive statistics of the variables for requirements ratings
Man-in-the-Middle Packet_Sniffing

Adequacy Scale Adequacy Scale
5 4 3 2 1 5 4 3 2 1

$NetworkRating 1% 9% 37% 21% 32% 2% 7% 36% 22% 33%
$ConnectionRating 2% 12% 68% 17% 1% 0% 11% 71% 15% 3%
$PasswordRating 7% 17% 43% 21% 12% 8% 13% 39% 26% 14%
$TimerRating 2% 11% 29% 17% 41% 4% 12% 27% 21% 36%
*Percentages are calculated with respect to each threat study sample; adequacy scale 5=Excessive, 3=Adequate, 1=Inadequate

Grounded Analysis of Suggested Mitigations

We elicited 905 mitigations from 108 participants: 540 for Man-in-the-Middle (104 participants)
and 365 for Packet-Sniffing (64 participants). We organized the mitigations into 6 categories.
Figure 4.2 shows all 6 categories with mitigation concepts under each category. We analyzed
elicited mitigations in response to the network effect, because our statistical results suggest that
the $NetworkType has the most influence on participants judgments. Table 4.4 shows for each
$NetworkType, the number of mitigations provided by participants, the number of respondents
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providing these mitigations, and total mitigations. Table 4.5 shows the number of refinements,
which are elaborations on an existing security requirement in the vignette (e.g., SSL, VPN); re-
inforcements , which describe auxiliary or new security functionality intended to complement
existing requirements; replacements, which describe a requirement to supplant an existing re-
quirement(e.g., WPA2 supplants WEP); and generalizations, which describe more abstract re-
quirements (e.g., secure network v. VPN).

Figure 4.2: The elicited requirements and their categories (numbers in parentheses correspond to
number of statements)

Table 4.4: Number of mitigation requirements by threat and network type
$NetworkType Man-in-the-Middle Packet-Sniffing Total

Mitigations Responses Mitigations Responses Mitigations
Employer’s Network 129 73 100 51 229
Public Wi-Fi 162 82 110 57 272
VPN over Unencrypted Wi-Fi 135 73 79 47 214
VPN over Encrypted Wi-Fi 114 73 76 42 190

In Table 4.4, the weakest network type Public Wi-Fi has the highest number of mitigations
for both threat types. Notably, Table 4.5 includes 155 auto-log off timer mitigations suggested
by participants who observed no auto logoff timer in the vignette, and 107 complex-password
mitigations suggested by participants who observed a weak password in the vignette. After
removing such refinements that we expected to see in the lower security dimension levels, we
found 125 refinements remaining. Some more findings are highlighted below.
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Table 4.5: Refinements, reinforcements, replacements, and generalizations requirements by net-
work type
$NetworkType Refinements Reinforcements Replacements Generalization Total
Employer’s Network 107 41 63 18 229
Public Wi-Fi 88 33 122 29 272
VPN over Unencrypted Wi-Fi 91 23 78 22 214
VPN over Encrypted Wi-Fi 101 23 57 9 190
Total 387 120 320 78 905

Several refinements served to remove ambiguity. For example, we found 51 mitigations that
refine SSL, such as requiring updates or patching the heart bleed vulnerability [118]. One par-
ticipant suggested using WPA2 encrypted Wi-Fi, because the Wi-Fi encryption was unspecified.
Two participants stressed that VPN over encrypted network should use a reliably strong encryp-
tion.

Among reinforcements, we found 25 mitigations proposing attack detection / prevention tech-
niques (see Figure 4.2), 24 mitigations adding email encryption under the email transaction con-
dition, and 8 requirements to add browser security and pre-installed SSL certificates, among
others. Some reinforcements were inspired by the vignette: four mitigations against man-in-the-
middle attacks, four against packet sniffing, and two against email phishing attacks.

Replacement mitigations aim to replace a less secure requirement or constraint with a more
secure alternative. We found 95 mitigations to replace the password with multi-factor authentica-
tion. We also found 21 mitigations to replace SSL with TLS or HSTS, which is a recent security
proposal receiving more attention[35, 80].

Requirements Composition and Priorities

Results from the multi-level modeling and the grounded analysis suggest that risk perception
varies with how requirements are composed. The coefficients obtained from the regression sug-
gest that there are weights and priorities assigned to the requirements.

The $OverallRating variable is the major outcome dependent variable of interest, because
this variable represents the experts security rating of the scenario based on the composition of
the requirements. The multi-level regression results indicate that the $NetworkType is the only
dimension that had an effect on experts $OverallRating of the security scenario. This does not
mean the other dimensions had no effect on expert judgment. These estimates imply that the
network type had the most influence (weight) on judgments of overall rating and the importance
of each network type depends on the type of $Threat.

A composition is observed across the participants $PasswordRating, $TimerRating, and
$ConnectionRating and from the grounded analysis results. When participants rated the pass-
word level adequacy, the $PasswordRating was lowered by the Public Wi-Fi network level,
even when the password level was strong. Similarly, the $TimerRating was lowered by the use
of Public Wi-Fi or VPN over unencrypted Wi-Fi. When the $NetworkType changes to Public
Wi-Fi, respondents rate the strong password and auto-logoff timer as less than adequate, because
participants likely view these two requirements as reinforcements that raise the general level of
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security, but do not mitigate the threat. From grounded analysis, we can further observe that
participants were focusing their attention on providing requirements to replace the weak net-
work. One participant stated that the timer, password, and SSL are no longer effective, if the
communication is happening over a vulnerable network like Public Wi-Fi. Another participant
explained that, despite the use of employer’s VPN, a public unencrypted Wi-Fi could still be
vulnerable. In addition, our multi-level modeling results for the $ConnectionRating show that
for the Man-in-the-Middle threat, participants generally rated SSL near adequate, but the ratings
dropped in the presence of Public Wi-Fi. Moreover, we saw participants providing requirements
refinements for SSL regardless of change in dimensions levels. For example, five participants
suggested to update the SSL version, and five participants suggested to verify SSL certificates
and they replicated these modifications for all four-network types.

The suggested refinements for SSL levels indicate that our proposed vignettes are incom-
plete, and that we should broaden the scope of our composition to include new dimensions/levels
than what we proposed. Our grounded analysis also confirms that there are more dimensions to
consider, such as browser security configurations. Secure communication relies on the browser’s
configuration, as we found 17 browser security reinforcements that 11 participants proposed as
mitigations to increase the overall security level. Among these, seven browser security reinforce-
ments were suggested in the presence of the employer’s network and/or VPN over Encrypted
Wi-Fi. After examining all the mitigations provided by these participants, we found that when
$NetworkType is weak, because participants marked it as inadequate or propose to replace it.
When the risk is lowered by using a more secure $NetworkType, participants propose require-
ments that target other dimensions to increase the overall security level.

The grounded analysis in this study also shows how experts identified ambiguous require-
ments proposed to reinforce, replace, and/or refine these requirements. The vignette dimensions
were observed to affect participants risk perception leading them to list mitigations based on the
dimensions and their levels. For example, participants focus attention on replacing weaker re-
quirements with stronger levels (e.g. replacing Public Wi-Fi), and that explains the high number
of replacement mitigations provided for public Wi-Fi (see Table 4.5). In addition, out of the
total 907 mitigations, only 78 (9%) were not directly related to our dimensions in the study as
they include categories such as browser security and device identifiers (see Figure 4.2 for cate-
gories). Regarding ambiguity, we note that participants might assume that the public Wi-Fi is
unencrypted, because vignette description omits mention of encryption. Similarly, the vignette
does not provide details about the SSL dimension and participants made their own assumptions
that made them list mitigations of refinements (e.g. version update), reinforcement, (e.g. cer-
tificate verification), and even replacement (e.g. TLS). This observation suggests two things
with regards to ambiguity resolution: 1) when participants make assumptions to resolve ambi-
guity, they might lean towards assuming lower security (e.g. unencrypted Wi-Fi, insecure SSL
versions); and 2) adding and removing requirements in a composition can have interactions by
increasing or decreasing levels linked to the refined requirement (e.g. SSL).

4.1.3 Summary Conclusions from the “Composition Study”
The purpose of this security requirements Composition Study is to empirically examine hypothe-
ses generated earlier by the SA study. We summarize our findings from the Composition Study
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below:

Security requirements exist in composition Our study showed some evidence that assess-
ment of requirements relies on how they are composed together along with other requirements.
Participants did not judge security requirements independent of other existing requirements in
the scenario For example; the network type affected the ratings of other requirements involved
in the scenario (e.g. password, timer) as participants were evaluating everything involved in the
scenario to make their judgment.

Certain security requirements have more weight In the study, we have seen that until the
security of some requirements are increased; other requirements may not be introduced or con-
sidered in depth. The evidence of this finding comes from our quantitative and qualitative results.
For example, we have demonstrated how the public Wi-Fi had an impact on decreasing the rat-
ings and participants would not consider other factors (e.g. connection, password) unless the
network type requirements security level improves.

The methodology introduced in this work allowed us to assess security composition, however,
additional work is needed to evaluate the effect of these elicited mitigations on the overall and
dimension-specific risk perceptions. Next, I will explain how I extended this work and structured
the process to introduce the Multifactor Quality Measurement Method.

4.2 Using the Multifactor Quality Measurement Method to
Assess Composed Security Requirements

The factorial vignette-based approach introduced earlier in this chapter, uses scenarios to de-
scribe an environment that mimics reality to the security analyst to discover dependencies among
requirements and elicit previously unforeseen requirements that mitigate threats. Choosing how
to write natural language scenarios is challenging, because stakeholders may over-generalize
their descriptions or overlook or be unaware of alternate scenarios. In security, this can result
in weak security constraints that are too general, or missing constraints. Another challenge is
that analysts are unclear on where to stop generating new scenarios. Hence, I will introduce the
Multifactor Quality Method (MQM) [60] that aims to help requirements analysts to empirically
collect system constraints in scenarios based on elicited expert preferences. This method com-
bines quantitative statistical analysis to measure system quality with qualitative coding to extract
new requirements. The method is bootstrapped with minimal analyst expertise in the domain
affected by the quality area, and then guides an analyst toward selecting expert-recommended
requirements to monotonically increase system quality. We report the results of applying the
method to security. This include 550 requirements elicited from 69 security experts during a
bootstrapping stage, and subsequent evaluation of these results in a verification stage with 45
security experts to measure the overall improvement of the new requirements. Security experts
in our studies have an average of 10 years of experience. The results that we discuss at the end of
this chapter, show that using our method, we can detect an increase in the security quality ratings
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collected in the verification stage. In this Chapter I will also discuss how the proposed MQM
method helps to improve security requirements elicitation, analysis, and measurement.

4.2.1 The Multifactor Quality Measurement
I will now describe the Multifactor Quality Measurement (MQM) method for eliciting system
constraints that affect an overall quality such as security. Earlier in this chapter, I presented
an empirical evaluation of using factorial vignettes for collecting security and found it to be
effective. I will show here, the technique is integrated into a framework, the MQM, that can be
extended and reused outside of security. Figure 4.3 shows the different stages of the MQM. In
addition, the limitations of prior work is addressed in the following way:

1. The MQM is evaluated across four security domains: networking, operating systems,
databases and web applications. In the prior security requirements composition study,
only one domain was evaluated (computer user surfing the web).

2. Participants are put in an expert role in the scenario (e.g. network administrator)

3. We recruit security experts from industry and government.
I will now describe each phase of the MQM using a walk-through example from one of the
security domains.

Figure 4.3: The Multifactor Quality Measurement (MQM) Method

Stage 1: Bootstrapping

During bootstrapping, an analyst first chooses the quality to evaluate (which is security in this
study), and then the analyst chooses an initial scenario that describes a cohesive system viewpoint
[89]. The ad hoc scenario is selected by the analyst who might have limited knowledge, because
the MQM will collect empirically measured improvements in this stage. This scenario is a text-
based system description that includes the ways people interact with the system. An example
scenario template is shown below.
You are a website administrator responsible for security a web app against
cyber attacks. Currently, you are evaluating the following settings:
- The web app performs WebAuth− ThewebappwillStoredUserData in a database for
display to other users
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The Cross-Site Request Forgery attack is a serious security concern. Please
answer the following questions with regards to mitigating this threat.

The template above is from the web applications security domain that consists of variables pre-
ceded by the ($) sign. A variable in the scenario is a security requirement category. The variables
are replaced by different values that correspond to constraints on the system. The manipulation
of variables and their values allows the analyst to generate different instantiations of the tem-
plate, called vignettes, which will increase the number of scenarios that can be evaluated at one
time. The $WebAuth variable represents the type of authentication used in the web application
and it can take one of many values. To illustrate, we consider two extremely different values:
“basic authentication,” which is a weak form of web-based authentication, or “form-based au-
thentication using encrypted credentials stored in a database,” which is stronger. Similarly, the
The $StoredUserData variable represents how the user input is being collected, and could take
the values: “collect user-supplied content from GET request,” or “require CSRF tokens and es-
cape and validate user-supplied content from POST requests before storing;” and again, the latter
value is stronger than the former.

Study participants are asked to rate the adequacy of the overall security of the scenario on
a 5-point scale where point 1 is labeled “inadequate”, point 3 is labeled “adequate” and point
5 is labeled “excessive.” This generates the $Overall dependent variable. Similarly, users are
asked to provide ratings for the individual security requirements in the scenario, which gener-
ates a dependent variable for each rated requirement. For example, the web applications study
has the $WebAuthRating, and the $StoredUserDataRating, which are the dependent variables
representing expertsâĂŹ ratings of the $WebAuth, and $StoredUserData, respectively.

After creating the initial ad-hoc scenario, the analyst decides the number of factors and factor
levels in the scenario:

1. Factors per domain: a domain could have its own subset of factors, with the possibility
of having factors that are shared among different domains. The factors often correspond
to categories of system constraint e.g., passwords, authentication type, etc.. In addition,
factors may, but do not necessarily have to, cross multiple domains, e.g., passwords affect
databases, networks, and systems.

2. Levels per factor: how many levels will be manipulated. The levels, which correspond
to technically specific interpretations of the factor, can be chosen as high or low levels.
The goal is to choose levels that experts can distinguish to measure an effect or interaction
among different levels. For example, if password complexity has high and low levels, we
can measure whether password complexity affects overall security adequacy in conjunction
with other security constraints.

Deciding on the number of factors depends on the quality of interest, the cost of running the
surveys, and the estimated number of experts available to rate the scenarios against the quality
of interest. An analyst would need to conduct a priori statistical power analysis to decide on the
right number of factor/level combinations. Initial pilot studies and focus groups can also help
with the design decisions in the bootstrapping phase as it would help eliminate unrealistic factor
and level combinations [62].

In addition to the web application template shown above, we describe in the following sec-
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tions of this chapter how to generate more templates and integrate factors and levels for three
more security domains.

Domain experts may suggest additional unforeseen requirements that would improve the
measurements. An analyst could elicit new expert requirements from experts to improve the
measurements. For example, security experts could provide more mitigation that would increase
the adequacy ratings, so, we ask experts to list additional mitigations that they believe will in-
crease security.

Stage 2: Data Collection

Once the scenarios are ready, the analyst finalizes the design of the overall experiment. This
includes deciding which factors are between-subject or within-subject factors. The analyst in
this stage decides on how to operationalize the survey: recruitment methods (e.g. in person,
online, mailing lists), tools to be used, and whether expertise screening questions are needed
(e.g. knowledge tests, demographics). Finally, the analyst deploys the survey and starts data
collection.

Stage 3: Quality Analysis

In this stage, the analyst uses regression analysis to discover the weights of the factor levels (e.g.,
$WebAuth, and $StoredUserData) and to discover any interactions among the variables. The
priorities of requirements are decided based on the weight of the coefficient. The type of regres-
sion (e.g. linear, multi-level) depends on the study design (within-subject vs. between-subject
effect). Linear regression is used when there is no within-subjects effect in the data, while multi-
level modeling is used if there is at least one within-subject factor. Next, the analyst classifies
the experts new requirements into broader categories and links these to the factors/levels in the
scenario. The collected new expert requirements mitigations are expressed in natural language.
The problem with natural language statements is that different experts could describe the same
requirement using different words and phrases. As a first step, requirements are coded using
short phrases (concept labels), an open coding grounded analysis approach [62, 102]. Then, the
analyst categorizes the requirements using a more abstract security concept. For example, miti-
gations coded as password salt and stronger password, are grouped under passwords; and input
sanitization and input validationare categorized under SQL injection mitigations.

After first-cycle coding and categorization, a second-cycle coding is conducted [102], where
requirements are linked to the factor levels that they appear in, which would help to filter the
requirements that we anticipated to appear vs. new unanticipated requirements. For example, in
the network study, there are scenarios with insecure Dematerialized Zone (DMZ) configuration
and a more secure split-DMZ configuration. Mitigations that suggest better network segmenta-
tion are linked to the level of the DMZ level shown in scenarios where the mitigation was elicited.
If associated with the weaker DMZ, then this makes the mitigation anticipated, but if associated
with the stronger DMZ, then that means there are further segmentation configurations for the
network and DMZ that was not anticipated in the scenario.

In addition, each requirement is assigned one of the following codes: refinement, if the re-
quirement refines the dimension by extending its functionality; a reinforcement, if the require-
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ment adds auxiliary quality not directly related to the dimension; and a replacement, if the re-
quirement replaces the dimension.

Upon completion of analysis, the analyst decides to either stop and be satisfied with the data
collected, or continue to the next stage: verification. Verification is an expensive step that the
analyst could pursue if the results show rich data that needs further verification, and stop once
they reach saturation. By saturation, we mean no new requirements are being collected and the
analyst continues to see the same statistical results (e.g. same effect, same dependencies among
the variables).

Stage 4: Verification

Based on the output of stage three, the analyst defines a selection criteria and heuristics that
will guide the requirements selection process. For example, to ensure monotonically increasing
quality, an analyst may only select requirements that would increase the quality of interest in the
next scenarios.

In our series of security experiments, our goal is to increase security adequacy. Hence we
define the following criteria:
• For each domain, select two categories from second cycle coding with the highest number

of requirements within the category.
• For each category, select the requirements with highest frequency that appear even in vi-

gnettes where the level of the requirement is strong.
In the verification stage, the requirements evaluated in the bootstrapping stage are assigned a

fixed level, which is the strong security level. By fixing these levels, the effect of unanticipated
requirements becomes the focus of measurement.

Then, the analyst will repeat steps from stages two and three to verify whether the new set
of requirements affects the quality measurements as intended. To exit the iterative process of the
MQM, the analyst establishes an end goal to be achieved.

4.2.2 Experimental Evaluation of the MQM Method
I will explain below the research approach used to evaluate the MQM on security-specific do-
mains.

Stage 1: Bootstrapping

For this stage, we select the initial security vignette that is needed to design and run a user study
to collect from security ratings of security requirements from experts. We selected four different
security domains and we ran four user studies one for each domain. A text template used for all
four studies is shown below.

A popular online retailer offers a wide variety of products for
purchase. User information in the company’s databases includes consumers’
credit card information for purchasing products in the future.

You are a $Domain administrator for the retailer who is responsible
for securing the $Domain against cyberattacks. Currently, you are evaluating
the following settings:
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- $Factor1
- $Factor2
- $Factor3 ...
The $Threat attack is a serious security concern. Please answer the

following questions with regards to mitigating this threat.

The values for the variables shown in the template are changed depending on the user study
domain. Figure 4.4 lists the variables used for security requirements in the four domains and
their levels. For example, the $Domain is replaced with either network, systems, database, or
web applications. The factors ($Factor1, $Factor2) are replaced with different sets of secu-
rity requirements factors for each domain. Within a domain, the factors are manipulated with
different values (levels) to generate the values for the user study corresponding to that domain.

Figure 4.4: User study security domains and their corresponding requirement variables

Stage 2: Data Collection

Each vignette has a different combination of variable levels which generated 12 unique vignettes
(study conditions) for each of the network (2× 3× 2), systems(2× 2× 3), and databases studies
(2×3×2), and 8 vignettes for the web applications study(2×4). We decide to choose one factor
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in each study to have a within-subjects effect. This approach increases power at smaller sample
size (security experts are scarce [63]). A participant will evaluate 4 vignettes: two domains
with two vignettes in each domain. Within a domain, the two vignettes will vary by the within-
subjects 2-level factor. The variables shown in bold in Figure 4.4 are within-subject variables:
each participant has seen all the levels of that variable; the remaining variables are between-
subject variables where each participant was exposed to one level only of that variable. This
results in a mixed-effect design.

Upon completion of the security ratings, participants are asked to take a security knowledge
test (14 questions); and answer demographics questions (e.g. gender, age, experience, etc.). It
is recommended to place background and demographics questions at the end of surveys to avoid
potential bias and to increase participants response rate [99].

We targeted security experts who attended the SANSFIRE 2016 conference at Washington,
DC. The SANS is a security research and education company that offers security training and
certification to government and industry security analysts[3]. Each participant was compensated
with a $25 Amazon gift card.

Stage 3: Quality Analysis

AS mentioned above, the qualitative data was analyzed using grounded analysis open coding. I
will explain below the use of multilevel modeling to analyze the quantitative data collected in
stage 2.

Multilevel regression models can better handle the mixed effect in the study design (between-
subject and within-subject effects)[52]. Each dependent variable generated from user ratings is
analyzed using multi-level regression. For the security knowledge test, we use a $Score variable,
which is an independent exploratory variable assigned an integer value equal to the percentage
of correctly answered security questions. Tools used include: R[96] with the lme4 [14] and
SJPlot[76] statistical packages, and the G*Power tool [41] for the power analysis.

Stage 4: Verification

Based on the selection criteria defined above, we select two new requirements from the reinforce-
ment category for each security domain. The new generated scenarios will keep the bootstrapping
requirements, and include new variables for the new reinforcement requirements. Since the goal
is to increase security ratings, the levels for the bootstrapping requirements were fixed at the
strongest level. For the new requirements, a weak and a stronger level were used to test their
effect in improving security ratings. Hence, each new study domain had a 2× 2 factorial design
(2 new variables with 2 new levels each). Figure 4.5 shows all the added requirements and their
levels. After deciding on the new requirements and the redesign on the new vignettes, we ran the
user experiments using the same protocol from the bootstrapping stage, but with the following
changes:
• Recruitment: we re-invited security analysts that we previously recruited for the bootstrap-

ping stage and for other security-related studies by using the emails they provided to opt-in
for future studies. We sent each participant a unique one-time code to be used to access
the online survey.
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• Experiment set-up: we set up the user experiment such that each participant sees one
vignette from each domain, so the experiment has a between-subject design (no-mixed
effects).

• Statistical analysis: since the new design is between-subject with no mixed-effect, we use
linear regression for analysis

Figure 4.5: User study security domains and their corresponding added requirement variables

4.2.3 Summary Results
In this section, I will report the sample demographics, and summary results. The full results,
along with threats to validity, can be found in the paper published at the Requirements Engineer-
ing Conference (RE’17) [60].

Descriptive Statistics from the Bootstrapping Stage

The bootstrapping stage aims to collect ratings and new requirements for an ad hoc vignette. In
this stage, we recruited 69 security participants. Table 4.6 summarizes our sample demographics,
and the participants performance on the security knowledge test. Participants have an average
of 10 years of experience. The number of responses for each domain is: 39, 30, 49, and 21 for
networking, operating systems, databases, and web applications, respectively (each participant
was randomly assigned to two vignettes from two domains).

New Requirements from the Bootstrapping Stage

After text cleanup and preparation, participants provided a total 550 mitigations that we classified
into 55 categories and 187 sub-categories. Table 4.7 shows the top five categories for each
domain based on number of occurrences (Freq.). The table shows how some categories appear in
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Table 4.6: Bootstrapping study: demographics

Description Participants
Number Percentage

Gender*
Male 59 86%
Female 7 10%

Years of Experience*
(Mean=10)

Less than 2 9 13%
2 - 5 years 15 22%
6 - 10 years 15 22%
11 - 15 years 9 13%
16 - 20 years 13 19%
more than 20 years 5 7%

Job Sector* Industry: non-research 24 35%
Government: non-research 22 32%
Industry: research 5 7%
Academia 5 7%
Other 9 13%

Took academic classes in security 39 57%
Took job training in security 54 78%
Self-taught security knowledge 54 78%

Job Roles

Security analyst 46 67%
Other - IT security related 6 9%
Other - IT related 13 19%
Other - Non IT 4 6%

Highest Degree Completed

Bachelor’s degree 31 45%
Masters graduate degree 17 25%
High school or equivalent 8 12%
Some college, no degree 7 10%
Associate degree 5 7%
PhD degree 1 <1%

Security Knowledge Score
Scored above 60% 18 26%
Scored between 40% and 60% 40 58%
Scored below 40% 11 16%

* A few participants did not answer this question

multiple domains (e.g. accounts/access control), while other categories were unique to a security
domain (e.g. SQL injection mitigations).

Descriptive Statistics from the Verification Stage

The verification stage aims to evaluate to what extent the new requirements increase security. We
sent 100 email invitations, and received 45 expert responses (45% response rate). Survey Gizmo,
a large online surveying platform reports that internal employee surveys receive a 30-40% re-
sponse rate on average and external surveys receive an average of 10-15% [45]. Compared to the
bootstrapping stage, respondents to the verification stage scored higher on the security knowl-
edge test (MeanBootsrapping = 52%,MeanV erification = 60%). Demographics of the sample
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Table 4.7: Top five mitigations categories
Networking Operating Systems

Category Frequency Category Frequency
Passwords 29 Accounts/Access Control 59
Segmentation 20 Software Installation 21
Authentication 17 Social Media 17
Firewalls 6 Malware Detection 13
Certificates 6 White/Blacklisting 12

Databases Web Applications
Category Frequency Category Frequency
Logs 74 Authentication 14
Accounts/Access Control 68 SQL Injection Mitigations 9
Error Handling 31 Web Applications Protections 9
Monitoring 10 Accounts/Access Control 4
Authentication 8 Testing 4

from the verification stage are shown in Table 4.8

Comparing the Security Ratings Between Bootstrapping and Verification Stages

Recall from above that the purpose of the verification stage is to evaluate to what extent the new
requirements increase security. In Table VII, the mean ratings in the verification stage are higher
than the bootstrapping stage, except for the overall rating for database, which has a slightly lower
average than the bootstrapping stage. Table VII also shows that some variables increased more
than others, for example, the $OverallRatingfor Networking only increased by 0.20, while the
$NetworkAuthRating increased 4.5 times by 0.90. Despite the ratings increase, the values in
Table 4.9 also indicates that all averages are close to adequate (3.0 on the 5-point scale). The
standard deviation of all the ratings ≤ 1.

4.2.4 Discussion and Conclusions from the “MQM Study’́
The results from the MQM study show that the mean overall security ratings increased in the
verification stage over the bootstrapping stage. This means that experts view the refined scenar-
ios in the verification stage to have higher security adequacy than the original scenarios used in
the bootstrapping stage. The results in Table VII also indicate that the average ratings are ap-
proximately 3 ± 1 (STD) (adequate=3, see above sections). One possible explanation could be
that security experts are more conservative when rating security and cannot envision excessive
security. We found in earlier work that security experts do prefer more conservative security
ratings [63].

The regression analysis of the verification stage also shows that the new requirements matters
to the analysis, but the individual levels do not vary significantly. While in the verification stage
experts report a ratings increase over the bootstrapping stage, the increase cannot be attributed to
the new requirements levels. This finding yields two key insights: security saturation, wherein
it is sufficient to accept new, elicited requirements and a verification stage may not be necessary;

44



May 9, 2018
DRAFT

Table 4.8: Verification study: demographics

Description Participants
Number Percentage

Gender*
Male 43 96%
Female 1 2%

Years of Experience*
(Mean=10)

Less than 2 1 2%
2 - 5 years 14 31%
6 - 10 years 16 36%
11 - 15 years 8 18%
16 - 20 years 4 9%
more than 20 years 2 4%

Job Sector* Industry: non-research 14 31%
Government: non-research 12 27%
Industry: research 2 4%
Academia 6 13%
Other 7 16%

Took academic classes in security 34 76%
Took job training in security 40 89%
Self-taught security knowledge 374 82%

Job Roles

Security analyst 30 67%
Other - IT security related 4 9%
Other - IT related 4 9%
Other - Non IT 4 9%

Highest Degree Completed

Bachelor’s degree 12 27%
Masters graduate degree 24 53%
High school or equivalent 2 4%
Some college, no degree 4 9%
Associate degree 1 2%
PhD degree 1 2%

Security Knowledge Score
Scored above 60% 20 44%
Scored between 40% and 60% 21 47%
Scored below 40% 4 9%

* A few participants did not answer this question

and label bias, in which the excessive label is unreachable and thus reduces the ability to measure
significant differences. Below, I will further discuss these two insights. Reaching saturation is an
important point in empirical research, where analysts receive little new information and thus they
can stop iterating through a process. Saturation is also important in practice, because security
analysts would prefer a wish-list of all possible security mitigations, but it is the financial cost
that forces analysts to revise and only choose what is necessary. Our results from the verification
stage indicate that increasing the requirements from the bootstrapping stage to a stronger level is
what is necessary to reach security adequacy. When we increased the requirements to a stronger
level, the overall security increased to a point that the two new added requirements with their
levels did not necessarily standout in the regression model. This is an effect caused by the
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Table 4.9: Comparison of experts security ratings
Bootstrapping Stage Verification StageRating Variable Name

Mean Rating Mean Rating
Networking

OverallRating 2.37 2.57
NetworkAccessRating 2.70 3.09

NetworkAuthRating 2.32 3.22
DMZRating 2.53 2.82

Operating Systems
OverallRating 2.10 2.70

SocialMediaRating 2.60 3.13
AdminPriviligesRating 1.74 3.07

VirusScanRating 2.73 2.80
Databases

OverallRating 2.51 2.34
DBAccessRating 2.62 2.71

DBMonitorRating 2.56 3.00
ErrorRating 2.25 2.60

Web Applications
OverallRating 1.80 2.62

WebAuthRating 2.05 2.69
StoredUserDataRating 1.86 3.07

combination of strong security requirements in the scenarios tested.
The security ratings that do not rise above adequate raise a question about the adequacy scale.

The adequacy scale was evaluated in separate studies [63, 64] to select the appropriate language
labels that explain adequacy. The evaluation examined synonyms for inadequate, adequate and
excessive in four scenarios where adequacy perception is skewed by the object being evaluated
(see Chapter 5 for details). Haley et al. proposed a framework to “determine adequate security
requirements for a system” [58]. What has not been discovered, yet, however is whether security
experts view any security requirements as excessive, or whether the nature of security unknowns
inhibits experts from reaching this conclusion.

The MQM employs vignette surveys to link requirements as factors to a system quality,
and to elicit expert judgements about quality levels achieved by those requirements. This is
different from prior work in scenario-based requirements elicitation that employs interviews
[95, 112, 119]. Although interviews provide detailed scenario descriptions, our approach allows
analysts to attribute a quality level to specific requirements and their interactions. The MQM
does not measure coverage, but it offers increased coverage of scenarios as it allows the ma-
nipulation of descriptions, and the measurement effects of certain requirements on the outcome
as well as the dependencies between the requirements. In addition, the use of surveys make it
more convenient to recruit more stakeholders, which increases the number of viewpoints of the
scenario, and multiple viewpoints improve inter-personal uncertainty; which means, one expert
might point out something that other experts missed while other experts find something differ-
ent. This uncertainty among experts, which impacts security assessments [62, 63, 65], is due to
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differences in background or human memory limitations[65].
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Chapter 5

Establishing the scientific validity of
Ad-hoc Security Measures

To ask experts about security decision-making, we must first decide on the measure to be used
for security. Our initial expert interviews show that experts were hesitant to describe a feature
or a component as secure or insecure, and they preferred to say it depends. Decision scientists
investigate how to measure decisions, and this requires researchers to design and validate new
scales.

Since I am asking security experts to provide security assessments in a survey, I found it
necessary to communicate security levels on some labeled scale. There has been a number of
efforts to represent security on a scale, for example, the National Institute of Standards and
Technology (NIST) special publication 800-30 recommends three levels to represent security
risk: low, medium and high. In this chapter, I will describe how we created new labels to describe
security on a scale of adequacy. It is important to realize here that we are creating a new scale
to measure our construct of security adequacy, because there are no existing, empirically valid
scales to measure this construct. Psychometric researchers describe this type of scale as an ad hoc
scale due to the lack of valid or reliable scales [46]. Creating ad hoc scales requires evaluation
to examine the reliability of the scales rather than relying on the face validity, alone [46]. On
the contrast of construct validity, a face validity is subjective: if a test or measure ”looks like“ it
going to measure what it is supposed measure, then it has face validity [86].

5.1 Approach
In this section I will describe the details of our research methodology.

5.1.1 Selecting the Initial Label Set
The linguistic labels should describe a security assessment metric to users of the system. The
choice of such labels is context dependent by application, and relies on the background knowl-
edge supported by empirical evaluation using experiments [82, 84]. We conducted a focus group
of five researchers in our lab to discuss the initial set of labels that we are considering for the
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security assessment application. We used the context of a concrete scenario to be able assess
labels that mostly came from prior research in fuzzy logic [82, 84]. An example of some of
the labels used in prior research include: low, medium, high, and moderate. The focus group
discussion concluded that these labels are not very well suited to describe security, for example:
how can we define low security vs. high security?

Experts analyze threats in a security scenario as they are concerned with risks involved with
the threat. Security requirements are intended to mitigate the threats and decrease the risk. This
understanding of security requirements enables us to describe requirements in terms of “ade-
quacy” of a security requirement to mitigate a threat. For example, a certain requirement can be
inadequate, adequate, or excessive.

We choose the three labels: inadequate, adequate, and excessive. Below, we will describe
our approach of evaluating the labels experimentally, and the English language proficiency test
needed for our experiment results to be reliable.

5.1.2 Experimental Evaluation of the Label Set

As explained above, creating new scales to measure a construct requires proper evaluation that
does not rely on face validity alone. We are evaluating three anchor points: inadequate, ade-
quate and excessive. We looked into a standard English dictionary for synonyms of the words:
inadequate, adequate and excessive and we created a 17-word data set: the original labels and
the additional synonyms. Since these labels will be ranked by participant to describe adequacy,
we replace adequate with “average” for the purpose of creating a middle anchor point where we
can observe whether the two extremes : inadequate, excessive are actually placed further from
average towards on the opposite ends of the ranking scale.

Since humans’ perception of adequacy can vary by scenario and context, we chose to create
four scenarios where we vary scenarios by adequacy skewness bias. By adequacy skewness bias
we mean the bias introduced in a scenario that might cause some bias in adequacy ratings. For
example, if we ask participants to rate adequacy while thinking of the size of meal portion at a
restaurant, their ratings might be skewed towards inadequacy. In fact, research has shown that it
is hard to introduce smaller portion sizes at restaurants to promote health, because of consumer
resistance to the smaller portions [16]. Another example is thes U.S. citizens’ concerns over their
privacy against government surveillance [32]. Below, we list the different adequacy scenarios
we showed to consumers:
• Length of a time waiting for a bus (skewed towards excessive)

Imagine you are waiting for a bus and you want to choose a word to describe the length
of time that you have been waiting. Rank the following words from least to greatest as you
might use them to describe the wait time

• Distance of a walk to a parking spot (skewed towards excessive)
Imagine you are walking from your parked car to a building. You want to choose a word
to describe the distance that you have to walk from your parking spot. Rank the following
words from least to greatest as you might use them to describe the distance of the walk

• Size of meal portions at a restaurant (skewed towards inadequate)
Imagine you sitting down at a restaurant to eat dinner and the waiter brings your food
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to the table. You want to choose a word to describe the size of the meal portion that you
have received. Rank the following words from least to greatest as you might use them to
describe the meal portion

• Amount of privacy protecting from government surveillance (skewed towards inade-
quate)
Consider the degree of government surveillance in the United States. You want to choose
a word to describe the amount of privacy you have from the government and technology
companies. Rank the following words from least to greatest as you might use them to
describe the amount of privacy you have

We recruited participants from Amazon Mechanical Turk (Mturk). Participants were screened
for English proficiency (explained in detail later in this section) before proceeding to the word
ranking task. Then, we provided text and video instructions with an example of how to complete
the task to reduce ambiguity and learning fatigue/bias. We presented each participant with the
four scenarios. The order of the scenarios was randomized and so is the order of the words.
Based on pilot results, we estimated the completion time to be 15-25 minutes, so we compen-
sated participants with $3. Throughput the paper, we will refer to this study as the word-ranking
study. Figure 5.1shows an example screen-shot of what was shown to participants. The collected
data were analyzed by calculating means of rankings provided for each label. Our goal was to
ensure that the labels: inadequate and excessive are listed on the far ends away from the average
point.

5.1.3 English Language Proficiency Screening

English proficiency of a participant is necessary to yield accurate results as a participant need
to have the language capabilities to distinguish meanings among the list of words that contain
synonyms. One could limit the AMT participation to people located in the U.S., but this is unre-
liable, because U.S. residency does not guarantee English proficiency, and there are ways to fake
locations. Hence, we tested participants for English language reading proficiency using a subset
of the Nelson-Denny reading comprehension test. The Nelson-Denny reading comprehension
test is a standardized reading comprehension test used in the US and other countries to measure
reading levels for students [? ].

The complete Nelson-Denny test consists of 80 English vocabulary questions, followed by
38 comprehension questions based on six half-page essays and one full-page essay, that needs
to be completed in 35-minute time period. Since using the full test could increase fatigue, we
sought to identify a scored subset of the complete test that correlates with the complete scored
test. We ran the complete test on 402 AMT participants, who were paid $6 to participate, and
were allowed 45 minutes for completion. Mean score values for participants were 70 out of 80
(88%) for vocabulary and 31 out of 38 for reading comprehension (82%).

We analyzed the results using Multiple Correspondence Analysis (MCA) [Ler10] to select
questions that are mostly representative of the variance in the sample. We selected the top 15 vo-
cabulary questions and chose one half-page essay that contains the most representative questions,
and used this subset as our screening test for the word-ranking study. Since these questions are
still used in standardized tests, we will not share them in this report, but they can be made avail-
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Figure 5.1: Word ranking task shown to participants

able for researchers for use upon request. The final subset of the Nelson-Denny’s test was used
for screening participants. Participants from Mechanical Turk are only allowed to proceed to the
word-ranking survey, if they pass the English language reading proficiency test in 15 minutes
with a score of 80% or above in every section: vocabulary and reading comprehension.

We collected data from 205 participants who passed the English proficiency assessment with
a score or 80% or more. Table 5.1 shows the mean rankings for each scenario along with the
mean values associated with these rankings.

Results in Table 5.1 shows similarities in rankings among skewed scenarios. Note how the
words outrageous, extreme and excessive rank in the bus and car scenarios that are intended
to be skewed towards excessive, and how that changes for the meal size and privacy scenarios.
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Table 5.1: Mean word rankings for each scenario
Waiting for a bus Walking to car in

parking
Restaurant meal
portions

Privacy measures
against surveillance

Word Rank Mean Word Rank Mean Word Rank Mean Word Rank Mean
Outrageous 2.82 Outrageous 3.14 Extreme 3.69 Extreme 5.77
Extreme 3.47 Extreme 3.21 Excessive 3.86 Excessive 5.91
Excessive 3.90 Excessive 4.06 Outrageous 4.40 Outrageous 6.00
Too much 5.24 Too much 5.63 Too much 4.56 Too much 6.37
Unacceptable 6.21 Unacceptable 6.98 Sufficient 7.91 Moderate 8.29
Unsatisfactory 7.40 Unsatisfactory 8.31 Moderate 8.04 Reasonable 8.92
Inadequate 10.94 Moderate 9.47 Reasonable 8.06 Sufficient 8.94
Moderate 10.03 Tolerable 9.88 Acceptable 8.14 Average 9.05
Average 10.35 Average 10.55 Average 8.32 Decent 9.05
Tolerable 10.35 Reasonable 10.69 Decent 8.36 Acceptable 9.21
Insufficient 11.46 Inadequate 11.07 Fair 9.55 Fair 9.55
Sufficient 11.78 Decent 11.31 Tolerable 10.54 Tolerable 9.95
Acceptable 11.79 Acceptable 11.32 Not bad 10.85 Unsatisfactory 10.66
Reasonable 11.51 Sufficient 11.40 Inadequate 14.03 Unacceptabl 10.77
Fair 11.77 Fair 11.46 Unsatisfactory 14.078 Not bad 11.00
Decent 11.71 Insufficient 11.49 Insufficient 14.082 Inadequate 11.53
Not bad 12.08 Not bad 12.28 Unacceptable 14.51 Insufficient 11.86
*Participants rated words from greatest at the top and lowest at the bottom; values from 1-17
with 1: greatest, 17: lowest

In all the four scenarios, excessive ranked way greater than average; and except in the time
waiting for bus scenario, inadequate ranked lower than average. This result makes us confident
using excessive and inadequate as anchor points in semantic scales in surveys with average being
the middle anchor point. In addition, we are especially interested in the results of the meals
and privacy scenarios, because we intend to use the labels:excessive and inadequate in security-
related scenarios which is also skewed towards inadequate.

5.2 Conclusions from the Security Labels Evaluation Study
In all the four scenarios tested, excessive ranked way greater than average; and except in the time
waiting for bus scenario, inadequate ranked lower than average. This result makes us confident
using excessive and inadequate as anchor points in semantic scales in surveys with average being
the middle anchor point. In addition, we are especially interested in the results of the meals and
privacy scenarios, because our intention is to use the labels:excessive and inadequate in security-
related scenarios which is also skewed towards inadequate.
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Chapter 6

Data-driven Approach for Modeling
Expert Knowledge

In this chapter, I will introduce my attempt to investigate the challenge of developing a secu-
rity requirements rule base that mimics human expert reasoning to enable new decision-support
systems. I will show how to use relevant information collected from cyber security experts to
enable the generation of: (1) interval type-2 fuzzy sets that capture intra- and inter-expert uncer-
tainty around vulnerability levels; and (2) fuzzy logic rules underpinning the decision-making
process within the requirements analysis. The proposed method relies on comparative ratings of
security requirements in the context of concrete vignettes, providing a novel, interdisciplinary
approach to knowledge generation for fuzzy logic systems. The proposed approach is tested by
evaluating 52 scenarios with 13 experts to compare their assessments to those of the fuzzy logic
decision support system. The initial results show that the system provides reliable assessments
to the security analysts, in particular, generating more conservative assessments in 19% of the
test scenarios compared to the experts’ ratings.

The full results of this work is discussed further in our paper published at the 2016 IEEE
Symposium on Computational Intelligence in Cyber Security (CICS 2016) [63].

6.1 Motivation and Background

As already mentioned in previous Chapters, the number of cyber-security experts is scarce. The
scarcity of experts and the need for cyber security, makes the demand for intelligent decision sup-
port and semi-automated solutions a necessity. The following summarizes the general challenges
to human-based security assessments:
• Context: experts risk assessment of a system must consider the system context in which

the requirements apply [62, 65].
• Priorities: some requirements have higher priorities than others, depending on their strength

in mitigating threats [62].
• Uncertainty: security risk assessment and decision-making includes a level of uncertainty[65,

98].
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• Stove-piping: security expertise crosses different domains of knowledge such as hardware,
software, cryptography, and operating systems [65].

The goal is not to remove the above challenges through increased decision-support. Instead,
we account for these challenges by modeling human decision making with uncertainty, in a
security assessment support tool based on collected data from various security experts.

6.1.1 Uncertainty and in Requirements Engineering

Uncertainty is increasingly a focal point for researchers in requirements and software engineer-
ing. In architecture, Garlan argues that the human-in-the-loop, mobility, rapid evolution, and
cyber physical systems are possible sources of uncertainty [51]. Esfahani and Malek identify
sources of uncertainty in self-adaptive systems and they include the human-in-the-loop as a
source of uncertainty [40]. In requirements engineering, Yang et. al [127] used machine learning
to capture language uncertainties in speculative requirements. The approach succeeds at iden-
tifying speculative sentences, but performs weaker at identifying the scope of uncertainty when
identifying specific parts of speech such as adjectives, adverbs, and nouns. The FLAGS is a goal
modelling language introduced to model uncertainty in self adaptive systems [12, 92].

Cailliau and van Lamsweerde introduce a method to encode knowledge uncertainties in prob-
abilistic goals [18]. This method characterizes uncertainty as the probability of goal satisfaction
using estimates of likelihood collected from experts. Although the authors method is sound, the
reliability depends heavily on a third-party method to record expert estimates [18]. In this paper,
we contribute a novel method to elicit estimates and incorporate estimates into an IT2FLS.

6.1.2 Uncertainty and Type2 Fuzzy Logic

Zadeh introduced Fuzzy Logic (FL) in 1965 as a mathematical tool where in which the calcu-
lations use a degree of truth rather than simple propositions;, true or false [128]. To illustrate,
security experts have been shown to use the linguistic adjectives inadequate, adequate, and ex-
cessive on a 5-point semantic scale to evaluate the security of the scenarios [62]. Let X be our
universe of discourse on a continuous, real-valued, inclusive scale X=[1,5] and set A ∈ X to
represent “Adequate” Assume that an interval between [2,3][2,3] is adequate, as shown in Figure
6.1(a). The function A(x) is the membership function (MF) to describe A, where 1 is true and 0
is false:

A⇒MA(x) =

{
1 2 ≤ n ≤ 3

0 oherwise

Based on the definition above, a value like 1.9 for example is not adequate, because 2 is the
inclusive threshold value for the adequate set, but 1.9 is very close to adequate or is adequate
with a lesser degree than 1, but greater than 0. To address this concern, fuzzy set theory allows
one to express to what degree a value x belongs to a (fuzzy) set A [84, 128]. Figure 6.1(b) shows
how a fuzzy set F , captures adequate.
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Figure 6.1: The definition of adequate in crisp and fuzzy sets

A fuzzy set F of values in X may be represented as a set of ordered pairs of the value x and
its membership grade [84].

F = {(x,MF (x)|x ∈ X)} (6.1)

Type-1 MFs summarize the results of experts ratings into a single MF, suppressing the uncer-
tainty in the data. Alternatively, Type-2 MFs model the uncertainty by providing a footprint of un-
certainty (FOU) [82, 84]. Figure 6.2 below highlights a prototypical Type-2 MF; it is as if we blur
the Type-1 MFs with the uncertainties. With the general Type-2 approach we construct MFs from

Figure 6.2: Type-2 FOU constructed by blurring a Type-1 MF

each expert’s response and as if we sketch all the Type-1 MFs together to form the FOU. For each
value x, there is N possible grades or MFs associated with it: MF1(x),MF2(x), .......MFN(x).
For each of these MFs, we think of the possibilityof this MF value for a value x by assigning a
weight that represents the possibility. This is called the secondary MF (in 3-D) where at each
point x, the collection of MFs and their weights is represented as: {(MFI(x), wxi), i = 1, , N}
[84, 85].
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To make computation more feasible to the demand of applications and systems, the general
Type-2 approach can be simplified by assuming uniform weights, which would result in a uni-
form FOU. This type of fuzzy set (FS) is called the interval Type-2 fuzzy set (IT2FS) Men01,
Men07. Figure 6.2 shows an example of IT2FS.

6.1.3 Interval Type 2 Fuzzy Logic Systems
Type-2 fuzzy sets are used in rule-based intelligent systems. The rule base is expressed as a
collection of if-then statements and they can be collected by surveying experts in the field [85].
In the remainder of this chapter, I will show how we build a security system using an IT2FL
approach. Figure 6.3 shows the main components of the proposed system. The components
shown in Figure 6.3 represent what is typically found in IT2FLS [82, 85]. The components in an
IT2FLS are similar to a Type-1 FLS, but with the addition of a type reducer. The type reducer
reduces the inference engine’s IT2FS output to an interval Type-1 fuzzy set that the defuzzifier
can use to produce the final crisp output number.

Figure 6.3: IT2FLS for Security Assessment

6.2 Overall Approach
This section explains the overall research method to build a security assessment system using
IT2FLS. The contribution is two-fold:
• A comprehensive approach for developing the linguistic labels and associated membership

functions for an FLS.
• An innovative approach to designing the rule base from surveys of domain experts.
Now, I will describe these two contributions.

6.2.1 Developing Linguistic Labels and Associated Fuzzy Sets
For the FSs used in the security assessment system, a decision had to be made on the appropriate
linguistic labels, which are the vocabulary used in the system. The choice of labels relies on
background knowledge and expertise in the field, and user surveys that support the choices made
[82, 84]. Recall from Chapter 5 how three labels to describe security adequacy were developed:
inadequate, adequate, and excessive. The labels were empirically evaluated because they are
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considered a new scale to measure our construct of security adequacy, and there are no existing,
empirically valid scales to measure this construct (see Chapter 5 for details).

6.2.2 Eliciting the Membership Functions for the Fuzzy Sets
The membership function definition depends upon a scale assignment along an interval (e.g.,
from one to ten) for each word selected from our word ranking study (see Chapter 5 for details).
The approach commonly accepted by the fuzzy logic research community was adopted in which
experts are asked to assign the interval start and end points on one scale for each word [82,
84]. Participants were asked to specify the intervals of the 17 words from our previous ranking
survey plus the word adequate (total 18 words) using the text template we show below, replacing
Adequate with each of the other 17 words. We include a security scenario to add context to each
word as follows:

A security expert was asked to rate a security scenario with regards
to mitigating the Man-in-the-Middle threat.

The expert would give an overall security rating using a linguistic
term.

In the next sections of this survey, we will present 18 linguistic
terms describing the overall security of a scenario. We would like you to
mark an interval between 1-10 that represents each term.

Note: Intervals for different terms can overlap.

For each word (e.g., “adequate”), participants were asked:

Imagine "Adequate" represented by an interval on a range from 1-10.
Where would you indicate the start and end of an "AdequateâĂİ security
rating?

The word order in the survey was randomized, and we recruited participants by sending out
email invitation to security mailing lists at Carnegie Mellon University. Similar to our prior work
[60, 62], a test was used to assess the security knowledge of the survey participants.

Intervals were collected from 38 security experts that consists of 74% males, 18% females,
and 8% unreported. The average score on the security knowledge test is 6 out of 10 possible
points (sd=1.75). For each word, we calculated the average for the interval end points that we
collected from participants. The results show that the three words: inadequate, adequate, and
excessive are sufficient to be used as fuzzy sets covering an interval from 1-10. Figure 6.4
shows all the labels and the selected fuzzy sets and their coverage of the 1-10 interval. The
solid region represents the interval between the mean values of the start and end points collected
from the experts. The shaded region on each side of the solid region represents the standard
deviation for that point, which represents the uncertainty surrounding the mean value. It is only
possible to cover the entire region from 1-10 using only three labels (Inadequate, Adequate, and
Excessive)because of the uncertainty that yield overlapping intervals for the three words. Mendel
explains how this approach improves performance as it reduces the size of the rule base [84].

After choosing the labels for the fuzzy sets, we now explain how to derive the MFs. We create
the Type-1 MF and then blur its mean by adding a degree of uncertainty and creating the shaded
region that represents the FOU. We calculate the mean for the Gaussian Type-1 MF by averag-
ing the two end points for the interval representing each word: Meaninterval = Meanstart +
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Figure 6.4: The fuzzy sets with the start and end means and standard deviation

Meanend/2. Then, we average the standard deviation : σinterval =
√

(σ2
start + σ2

end/2) .
To represent the uncertainty level surrounding the Gaussian Type-1 MF: let α represent the

uncertainty level, and then calculate two means: m1 and m2 and use these for the upper and
lower membership calculations: m1 = Meaninterval − α, andm2 = Meaninterval + α. We
assume that we have 50% uncertainty present in our data, which makes: α = 0.5. Table 6.1
shows the final means and standard deviations for each word label for fuzzy sets. Figure 6.5
illustrates the membership functions. We use the same MFs for all the inputs: network, SSL,
password, and timer; and for the output.

Table 6.1: Summary statistics of the three fuzzy sets
Word MeanInterval σInterval m1 m2

Inadequate 2.58 1.26 2.08 3.08
Adequate 6.75 1.75 6.25 7.25
Excessive 9.50 1.35 10.00 9.00

6.2.3 Designing the Fuzzy Logic Assessment system
A number of researchers have built software packages and tools for IT2FLSs [19, 91, 125, 126].
Packages and tools were designed for the mathematics modeling and simulation software MAT-
LAB, and are based on the .m files originally written by Mendel and Wu. We chose to use the
Juzzy and JuzzyOnline Java-based toolkit to obtain our results, because these are open-source
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Inadequate Adequate Excessive

Figure 6.5: The MFs of the input/output variable(s)

and actively maintained by a team of fuzzy logic researchers [121, 122]. Based on prior IT2FLSs
research [126], we made the following design choices:

Input and output MF shapes: The choice of MFs is dependent upon the context of the prob-
lem and other factors, such as continuity, and computational cost. We chose to use a Gaussian
shape for our MFs for it’s added advantage of simplicity and faster computation time [126]. As
explained in above, three membership functions were selected for each input domain: inade-
quate, adequate, and excessive.

Input Fuzzification: An important step in a fuzzy system is to fuzzify the input by mapping
an input vectorX = (x′1, . . . , x

′
p)into p fuzzy setsXi, i = 1, 2, . . . , p [84, 126]. We choose to use

the singleton fuzzifier, where: MXi(xi) = 1atxi = x′iand : MXi
(xi) = 0otherwise. Singleton

fuzzifiers are more practical due to their simplicity [84, 126]. The input to the system would be
a number between 1-10 representing the level of the security requirements adequacy to mitigate
a threat.

Rules: we construct the rules following the Mamdani style, because of its better human in-
terpretability [84, 126]. We also chose the minimum t-norm, because we want our security
assessment system to give conservative security ratings.

6.3 Ruleset discovered from security experts

In this section I will explain how the user survey results from prior work[62] is translated to
a rule base for the assessment system. In the user study, participants rated the overall security
of scenarios using a 3-point scale: 1=excessive, 0=adequate, and -1=inadequate. Participants
also rated four individual requirements related factors in scenarios: network type, using SSL,
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password strength, and presence of a timer using a five-point semantic scale with: 5=exces-
sive, 3=adequate, and 1=inadequate with the midpoints: 2,4 between inadequate-adequate and
adequate-excessive, respectively. Experts rated four security scenarios with four network types:
employer’s network, public Wi-Fi, unencrypted VPN, and encrypted VPN. Each scenario in-
cluded a password, timer, and SSL requirements. The password and timer had two conditions
each (either strong or weak)[62].

Based on our prior results [62], the rules were built as follows:
• The regression results for the overall security ratings indicate network type has the major

significant effect, it takes priority over other requirements.
• The network rating suggests that network type can drop the overall ratings significantly

with no significant effect for the other factors, hence it is safe to remove the other factors
from the rule antecedents only when the network type drops to inadequate.

• When network type increases to adequate, other requirements are included as antecedents,
because the statistical results show that the model with all the four factors exhibits an effect
over the null model.

Next, I will show how we applied the above heuristics.

6.3.1 The Inadequate Network
The public Wi-Fiand the VPN over unencrypted Wi-Fi networks significantly dropped the overall
security ratings towards inadequate (Public Wi-Fi: Mean = −0.7, VPN-unencrypted Mean =
−0.4). The public Wi-Fi ratings are closer to inadequate (Mean = 1.3) while VPN-unencrypted
ratings are in between adequate and inadequate (Mean = 2.2). From the above, we can infer
that when the network type is definitely inadequate, then that has more priority that no other
requirement(s) would matter in deciding the adequacy of the overall security of the system.
Hence, we construct the following rule:

R1 : IF NetworkType is Inadequate

THEN OverallRating is Inadequate

Reduction of rules in rulesets used in intelligent systems simplifies the reasoning for the hu-
man analysts interacting with the system[84]. Without the results from our user study[62], we
would have more rules with more input combinations. For example, we would have a four an-
tecedent rule, wherein each input antecedent has three MFs: inadequate, adequate, and excessive.
For the inadequate network alone, input combinations of the remaining three inputs (SSL, pass-
word and timer) will result in 27 rules and, if we follow a canonical approach, we would need
to survey experts to obtain the consequents of all 27 rules. However, our approach derives rules
from the statistical analysis of the empirical results in which factor levels that are not significant
are dropped.

6.3.2 The Adequate and Excessive Network Types
When the network adequacy level increases, then the rules for factors would change as well. The
remaining network types in the study: “employer’s network” and “encrypted VPN” were rated
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close to adequate, but never close to excessive (Mean = 2.6, andMean = 2.9 respectively). The
overall security of the scenario was rated below adequate: (Mean = −0.19, andMean = −0.16
respectively). This data is not sufficient to infer a rule similar to R1; i.e. we cannot use network
adequacy alone in a single antecedent rule. However, our data does show that when the network
adequacy level improves, participants begin paying attention to the other factors in the scenario
and their decisions become based on the composition of these other factors. The regression
model for the overall security rating shows that all the factors in the scenario are predictors of
the model [62]. Hence, we decide to include more input variables in our rule set antecedents.
Table 6.2 below shows the antecedents and consequent combinations for the remaining rules
that we constructed from our scenarios. The column R# is the rule number, Antecedents are
the requirements that serve as input antecedents in the if-then rules, and Consequence is the
consequence output that is the rating of the overall security.

Table 6.2: Rules for security assessment system

R#
Antecedents (IF) Consequence (THEN)

Network SSL Password Timer Overall
R1 I I
R2 A I I
R3 A I I
R4 A I I
R5 A A A A A
R6 E E E E E

6.4 Qualitative System Evaluation
I will explain in the section the qualitative approach for system evaluation. Qualitative methods
are better suited to our system evaluation as we are looking for the participants description of the
process, the rationale, and their reasoning.

6.4.1 Evaluation Process
The IT2FLS was evaluated using a two stage process: first, we survey 13 experts and have each
evaluate 4 scenarios each (52 total test scenarios); and second, we conduct follow-up interviews
to discuss participants’ decisions and their rationale.

The survey used in the first stage is similar to the survey in the original factorial vignettes
study, which examined the interaction of a public/private network with SSL-encrypted connec-
tions, varying password strengths and an automatic, timed logout feature [62]. We modified the
original design to limit the network levels to two levels that highly contrast each other: pub-
lic unencrypted Wi-Fi and encrypted VPN. Furthermore, we use two levels for the password
(weak/strong), and two levels for the logout timer (no timer, 15 min timer). We did not use a
number of different SSL levels as this would present an obvious focal point for the participant
to become concerned about security [62]. Hence, we reworded the scenario to describe SSL
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as follows: “The browser is already using the latest (and patched) version of SSL/TLS for the
session.” Participants were randomly assigned to different conditions, and we randomized the
order in which they see different vignettes. Each participant rates four vignettes in total with
combinations that show the two levels of each variable: network, timer, and password.

For each of the four scenarios, participants provide their overall security judgement of the
scenario. Participants choose either: inadequate, adequate and excessive to evaluate the overall
security adequacy without the use of any scales or numbers.

The four inputs to the IT2FLS are the adequacy ratings for the network, the SSL, the pass-
word, and the timer. We use the participants’ provided ratings as inputs to our system. The output
would be the overall security rating represented by a number on an interval from 1-10. After we
calculate the output, we interview participants and remind them of their initial ratings including
the overall security judgement of the scenario. Before showing them the output of the system,
we ask them to describe the overall security ratings on a scale from 1-10, and why they rated a
scenario the way they did. Then, we show the participant the output of our security assessment
system in the form fuzzy sets and we solicit their opinion. Finally, we ask participants to state
what they would change in the scenario to improve the adequacy ratings, and in contrast, what
would they imagine to be the worst possible change to drop the adequacy ratings further.

6.4.2 Evaluation Results
The participants median score on the knowledge test was 7 out of 10. Three out of 13 participants
work in cybersecurity at Federally Funded Research and Development Centers, one participant
has 10 years of experience as a security consultant, and the remaining 9 are graduate students
from Carnegie Mellon University who completed security courses and who are involved in secu-
rity research.

Table 6.3 shows the participant agreement for all eight scenario combinations: the network
type, the password (Pwd), the logout timer (Timer), the total number of participants per scenario,
and the percent agreement, which is the total number of overall ratings that match the ratings
produced by the security assessment system. In Table 6.3, we see participants disagreed with
the system’s overall security rating predictions. We conducted follow-up interviews with nine
participants. Six participants agreed with the security assessment system’s overall ratings for
4/4 scenarios: however, they explained that their assessment was borderline between two rating
levels. Two participants agreed with 3/4 scenarios in the system’s result: in the one disagreeable
scenario, both participants provided an excessive rating while the system rated the scenario as
adequate. Finally, the last participant P5, who scored 7 on the security knowledge test, disagreed
with the system for 4/4 scenarios, because they mistakenly believed that SSL was an adequate
mitigation against man-in-the-middle attack in all scenarios, even when the network is public Wi-
Fi. The participant explains: “for the purpose of man-in-the-middle, SSL is all what we need;
if we worry about sniffing while in a public place, then passwords and timers are important.”
The participant acknowledged why the overall security could be inadequate: “If we are worried
that users may not understand insecure certificates, then the VPN over an encrypted connection
might provide an extra layer of security.”

The follow up interviews helped us verify the participants inputs, check for mistakes, and
identify false positives. By false positives, we mean that participants could provide assessments
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Table 6.3: Participant agreement with overall security
Sceanrio Total Participants Agreement Ratio

Network (Wi-Fi) Password Timer
Public unencrypted Weak None 5 4/5 (80%)
Public unencrypted Weak 15-min 8 6/8(75%)
Public unencrypted Strong None 8 6/8(75%)
Public unencrypted Strong 15-min 5 3/5(60%)
VPN over encrypted Weak None 8 6/8(75%)
VPN over encrypted Weak 15-min 5 2/5(40%)
VPN over encrypted Strong None 5 2/5(40%)
VPN over encrypted Strong 15-min 8 4/8(50%)

that match the results of the system, but their reasons and priorities for security requirements
did not match what the rule base had encoded. We found one false positive, participant P8,
who scored 8 on the security knowledge test. Unlike P5 who disagreed with the system, P8
agreed but using a rationale similar to P5. Participant P8 mistakenly believed that SSL made the
other factors less relevant, because they believe that SSL alone is sufficient to defeat man-in-the-
middle attacks. The participant did not rate SSL as adequate, because they were concerned about
checking the certificates and about whether or not users would trust untrusted certificates.

We asked participants: “what is the most important change in the scenario that, if it occurs,
will cause you to drop your ratings?” All eight participants identified SSL, which only had
one level; participants did not see stronger or weaker SSL variants, despite the existence of
such variants. Participants identified requirements when weaker settings were presented: e.g.,
if they saw no timer, they would suggest adding a timer. This behavior was expected, because
participants saw combinations where they reviewed both weak and strong settings for network,
timer, and password.

We asked participants to identify requirements changes that would cause them to improve
their adequacy ratings. Participant P8 indicated they would improve SSL by ensuring the server
certificates are checked. The remaining six participants all suggested avoiding public unen-
crypted Wi-Fi and replacing it with a VPN over encrypted Wi-Fi or even better, as two partici-
pants suggested, using their own private home network. The six participants also suggested using
a timer for automatic logout instead of no-timer, and using a stronger password setting instead of
a plain 8-character password with no enforced character requirements. One participant suggested
adding two-factor authentication to the scenario.

Our survey results reveal when participants provide different ratings to the same requirement
level in two different scenarios. Eight of 13 participants provided different network ratings for
the same network, but in two different scenarios. Four of eight participants clarified their choice
during a follow-up interview. Three of four participants reported not remembering their previous
choice, which suggests within-subject’s variance. The remaining participant reported provid-
ing different network ratings, because they believe that their decisions were impacted by other
requirements settings, such as the timer and password.
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6.5 Discussion and Conclusions from the Security Assessment
System

I will now discuss the results in the presence of inter- and intra-personal uncertainties in analysts’
security decisions, and explain the reliability of the security assessment system.

Interpersonal uncertainty is the uncertainty that exists between multiple analysts [84]. Secu-
rity analysts, in particular, demonstrate this uncertainty by disagreeing on the same scenario [62]
or artifact [65]. Our method does not rely on a single analyst’s assessment: if the analyst expe-
riences uncertainty, then judgments from other analysts would reduce the uncertainty, unless all
analysts are uncertain. As shown in the previous section above, two participants P5 and P8 stated
that a good SSL/TLS protocol is sufficient to defeat a man-in-the-middle attack, even if the net-
work is public Wi-Fi. While these analysts believe that SSL/TLS is sufficient, others argue that
this is insufficient over public Wi-Fi and they recommend using a secure VPN. This is an exam-
ple of interpersonal uncertainty. To illustrate, if a user is connected over public Wi-Fi, and they
are visiting a non-SSL website before being redirected to an SSL-enabled website, then it is easy
for a malicious adversary to hijack the session and redirect the user to a website with a forged
certificate. Furthermore, the attacker can use certificates signed with trusted certificates, which
can cause the SSL connection to appear safe in the browser [34, 68]. Rare events and recent
advances in technology illustrate the need for decision-support tools that can address limitations
of human memory, such as the over- or under-estimation of risk. Cognitive psychologists argue
that human memory can fail to recall relevant facts, which can be used to inform decision support
models, theories and frameworks to yield intelligent systems [27]. Even the “best” expert could
make mistakes and needs support with their evaluation.

Intrapersonal uncertainty is the uncertainty that one analyst experiences about a judgment
[84]. In our follow-up interviews, we observed how three experts provided different ratings of
the same factors, because they forgot their ratings in the prior scenario. This inability to recall
allowed these participants to demonstrate uncertainty within their own ratings. Other factors that
affect intrapersonal uncertainty include how representative a scenario appears, or how available
the analyst’s knowledge of recent events are when passing judgment [116]. In a prior study [62],
the SSL Heartbleed vulnerability that affects OpenSSL had recently been announced and this
event affected participants’ responses about adequacy ratings for SSL [62]. Thus, surveys to
collect adequacy ratings may need to be repeated to react to the evolving influences of certain
events.

We choose IT2FL to build our assessment system because it handles interpersonal and in-
trapersonal uncertainties. As shown in our results, we interviewed nine participants in order to
verify 36 test scenarios. In only six scenarios (19%), participants disagreed with the security
assessment system. In all six disagreed test cases, the security assessment system was more con-
servative compared to the participants’ ratings, i.e., the system provides inadequate for a situation
that the participant believes is adequate, or adequate for a situation that the participant believes
is excessive. Participant P9 commented, “in security, I prefer a conservative system’s rating like
that.”

Rule reduction improves readability by human analysts. Earlier in this chapter we have shown
how the rule base is derived from expert-ratings in factorial vignette surveys and we present
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heuristics to omit unnecessary inputs in the rule antecedents. However, this method has a lim-
itation in that it does not model situations that are absent from the dataset. For example, in
the scenarios that we studied, we cannot model requirements combinations that are excessive or
adequate overall, because these were not present in survey data. However, this limitation can
be addressed by improving the survey design using expert focus groups aimed at discovering
scenarios wherein security is deemed excessive.

Fuzzy logic has been applied in multiple domains [82], including security [44, 75, 109].
Fuzzy data mining techniques using Type-1 Fuzzy Logic have been introduced in intrusion de-
tection systems and have shown an improved outcome [44, 75, 109]. De Ru and Eloff proposed
modeling risk analysis using Type-1 Fuzzy Logic and explain that modelling risk analysis with
fuzzy logic produces system recommendations that are very close to real situations. They argue
that without such systems, organizations run the risk of over- or under-estimating security risks
[29]. In this work, we have shown how sometimes analysts underestimate the risk as our assess-
ment systems provided more conservative ratings in 19% of the test scenarios. De Ru and Eloff’s
use of Type-1 Fuzzy Logic addresses vagueness, but it does not account for uncertainty and their
method did not elicit security knowledge from multiple experts.

In this chapter, I have shown a new approach to build an automated security assessment sys-
tem based on an Interval Type 2 Fuzzy Logic system (IT2FLS). Survey data collected from 174
security experts were used to derive the IT2FL rules, and we built membership functions based
on this data. Finally, we evaluated the system by running 52 test scenarios on 13 participants.
Results indicate that the system succeeds in providing a reliable assessment to analysts, although,
it was more conservative in 19% of the 52 scenarios by assessing the security to be lower than
our human evaluators.
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Chapter 7

Examining the Phenomena of Systemic
Scenario Generation

As I have shown in most the user studies used in my research, I relied heavily on generating
scenarios. Scenarios are frequently used in requirements elicitation, validation, and analysis.
Scenarios provide requirements engineers with rich detail to discover dependencies among sys-
tem components and the environment. Generating scenarios directly from stakeholders can be an
ad-hoc process and subject to ambiguity and incompleteness. In this chapter, I will show how I
examined the phenomena of systematic scenario generation based on a simplified process model
of iterative scenario refinement. The model consists of three steps: 1) eliciting an interaction
statement that describes a critical action performed by a user or system process; 2) eliciting one
or more descriptive statements about a technology that enables the interaction; and 3) refinement
of the technology into technical variants that correspond to design alternatives. Notably, stake-
holders are asked to rank the variants according to a certain system quality, e.g. high to low
security. Forty scenarios were collected from security analysts who has an average 6 years of
experience. The results include a qualitative analysis of responses to evaluate the completeness
of the method. Finally, I will present lessons learned for future work in scenario generation.

This chapter shows an examination of the phenomena of systematic scenario generation by
stakeholders in the form of natural language. Previous research for scenario generation has
mainly focused on formatted scenarios that are closer to models [112]. In this work, users are
guided to generate scenarios expressed in natural language, which is considered user-friendly,
within the constraints of a structured approach in constructing the text to avoid ambiguity found
in unstructured approaches.

7.1 Related Work in Requirements Engineering

Scenario sampling is a challenge that faces scenario-based techniques in requirements engineer-
ing [112]. To address the challenge, we need to generate and collect a number of scenarios that
can be appropriately enough to represent a problem [112]. Some generation techniques were in-
troduced that use a single scenario as a single seed to generate multiple variations [111, 113, 114],
but these techniques relied on using scenario representations that are closer to a model [112].
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CREWS-SAVRE is a systematic scenario generation prototype that was introduced by Maiden
et al. [78]. Their proposed approach relies on allowing stakeholders to express scenarios using
use cases. However, the scenarios used lack a theme or a storyline that helps stakeholders place
requirements into a real-world context. In our approach, we use scenarios expressed in natural
language text, and participants are asked to identify the scenario domain of interest and provide
interaction statements that help stakeholders systematically add context to the scenario.

Makino and Oshnishi proposed a method for scenario generation that uses scenarios written
in natural language and presented to stakeholders viewpoints [79]. The proposed theoretical
method and its prototype was not evaluated by stakeholders, however.

Other automated tools used in scenario research in requirements engineering have mainly
focused on deriving specifications and generating models from scenarios [71, 77, 124]. In this
chapter I show a different approach by generating scenarios from the stakeholders who possess
the domain knowledge needed for the application of interest.

7.2 Systematic Scenario Generation Approach
I will describe the approach to study the activity of systematic scenario generation. The ap-
proach assumes a model of scenario generation that is inspired by factorial vignettes templates
previously used in the Multifactor Quality Measurement method for requirements elicitation
[60, 62](see Chapter 4). Consider the example text scenario shown in Figure 7.1. The example
starts with an interaction statement, which is a statement that describes a critical action per-
formed by a user or a system process. The interaction statement used in the example is specific
to a domain (healthcare) but can also be stated more generically with no domain. Next, appears
the descriptive statement, which describes a technology that enables the interaction.

Figure 7.1: Example of a text scenario

For any type of technology, based on the stakeholder’s needs and environment, there could
be a variety of design alternatives to identify. To accommodate this diversity, the model allows a
stakeholder to define a variable for a technology and list the design alternatives as different levels
of that variable. In the example shown in Figure 7.1, we define a $Network variable with three
possible levels.
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The model is intentionally limited to these three elements: interaction statement, one or more
descriptive statements that each contains a variable with levels. This limitation is necessary to
identify and isolate sources of error in scenario generation. In the future, one could imagine
studying more advanced scenarios with nested levels of interaction and description.

7.2.1 Stakeholders Input

To generate scenarios from stakeholders, the approach involves three steps corresponding to the
model elements described above:

1. Interaction statement elicitation: where stakeholders are asked to provide a domain of
interest and a related interaction statement.

2. Descriptive statement(s) elicitation: where stakeholders are asked to provide one or more
descriptive statements.

3. Technology refinement: where stakeholders define variables to represent the chosen tech-
nology and define a number of levels representing different design alternatives. After
defining their own variables, stakeholders are asked to rank these variables based on a
certain quality (e.g. security).

Scenario collection from users is completed through an automated tool that is accompanied with
explanatory text and training material (see appendix B for examples).

7.2.2 Evaluation of the Model

We designed a prototype tool to test the model on stakeholders in the form of a survey. Our
evaluation targets experts in the security domain. For each step in the model, we provide users
with definitions and running examples to help them understand the concepts needed to perform
each step of the task (see Figure 7.1). The examples, the instruction text, and questions related to
the tasks are presented in the appendix B. At the end of the task, the study participant can view
their input and revise the input for each of the model elements. Throughout the survey, whether
while reading the training text or during the question-answering, we referred to a scenario using
the term vignette. We will be using these two terms interchangeably throughout this chapter.

Upon task completion, participants were asked to rate their own experience with the task.
They are asked to rate the difficulty of each individual task on a 7-point scale. In addition, we
ask participants about the likelihood (using a 7-point scale) of using a tool for scenario creation
that is similar in design to the exercise that they just completed. We repeat this likelihood of use-
question twice: for someone inside the participant’s organization, and for someone outside the
participant’s organization. This repetition encourages participants to think more broadly about
the possible broader benefits of the tool prototype that they just have tried even if they do not see
a direct benefit to themselves in using such tool.

Lastly, participants are asked to answer 14 security knowledge questions and standard demo-
graphic questions (e.g. gender, age, and years of experience). Collecting background information
at the end is shown effective in avoiding possible distraction and bias and also shown to increase
participant response rates[99].
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Participant recruitment was made through the Black Hat 2017 conference in Las Vegas, USA.
The Black Hat conference is an annual security conference that is recognized worldwide as a
highly professional event series providing cutting-edge technical information and training in the
computer and network security[1]. Each participant was compensated with a $25 Amazon gift
card.

7.2.3 Analysis of the Qualitative Data

This is an exploratory study about the phenomena of systematic scenario generation, where the
user study is designed to mainly collect qualitative data. When studying phenomena for the first
time, qualitative research offers datasets that are richer in detail and that can help explore the
topic of interest in more depth. Mainly, we use grounded analysis [28, 53] and coding theory
[102] to code participants open-ended, text responses. Below, I will explain how we analyzed
the data.

Domains: Participants were asked to list their domains of interest and the interaction statement.
Using open coding, we review participant answers and categorize the elicited domains into a
broader domain category. For example, the forensics domain is categorized into the broader
domain of cybersecurity, and the banking domain will be categorized into the broader domain
finance (finance can include corporate investment for example). I will present all the domain
categories in the results section below.

Interaction Statement: We coded interaction statements as complete, if the participant pro-
vides a fully comprehensible interaction statement, and incomplete, if otherwise. We coded
empty responses with N/A.

Descriptive Statement: We coded descriptive statements as correct, if the participant provides
a fully comprehensible descriptive statement using a format similar to the training, partial, if
the participant provides partial text that still can be comprehensible as a descriptive statement,
and incorrect if otherwise. We also coded the relationship between descriptive statements and
interaction statements with one of the following codes: related, if a strong relationship can be
derived from the text; semi-related, if the relationship can be derived but is not obvious; and not
related, if otherwise.

Variables: Initially, we coded a variable correct, if it correctly represents a technology that can
have multiple design alternatives (levels), and incorrect, otherwise. Later, we added two codes;
level, if the variable is not perceived as a broader category of its level but rather is perceived as
another level (e.g. the variable “home network” is coded as level, if the participant provides “em-
ployer network” and “public network” as levels); and description, if the variable is a repetition,
or is presented in the format of the descriptive statement.
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Variable/level structure: We coded the structure as correct, if the participant provided vari-
ables and levels in the expected format where variables are a broader technology category of the
levels, and we coded the variable/level structure to be incorrect, if otherwise.

7.2.4 Inter-Rater Reliability
When coding qualitative data that is subject to different interpretations, it is a recommended to
use multiple raters and calculate inter-rater reliability where researchers use statistical measures
like Cohen’s Kappa to measure above chance agreement [25] and be able to judge the quality
of the code set being used [25, 102]. We use two coders for our data set (the first and second
authors) and we calculate Cohen’s Kappa for each coded data type separately. Our calculated
Kappa ranged between 0.4-0.7, which is considered moderate to good agreement[25]. Next, the
two coders discussed and resolved their disagreements to finalize the dataset for analysis.

7.3 Evaluation Results
We now present our analysis results. We initially collected 48 responses that were distilled down
to 40 after data cleanup, where we removed empty and incoherent responses. The mean time that
a participant used to complete the survey is 18 minutes.

7.3.1 Demographics
Table 7.1 below summarizes the demographics descriptive statistics of our security experts. The
demographic information covers 39 responses (one participant did not complete this section of
the survey). The mean score for participants on the security knowledge test is 46%.

7.4 Participant Feedback on Difficulty and Use Likelihood
Table 7.2 summarizes the participant feedback about the task difficulty involved in scenario cre-
ation. In general, almost half (between 50-66%) of participant responses were skewed toward
harder ratings (somewhat hard, hard, and very hard combined). With regards to the likelihood of
using a tool for vignette creation, Table 7.3 summarizes participant feedback about using such
a tool or the likelihood someone else inside or outside their organization would use such a tool.
In general, participants were more likely to use the tool themselves, but felt less confident about
how others would like to use a vignette generation tool.

7.4.1 Task Completion
Out of 40 responses, only three participants fully completed all the tasks involved in scenario
generation correctly. This includes providing a correct interaction statement, and four correct
descriptive statements with its related variables and levels. These three participants had 8, 10,
and 15 years of experience, which is above average for our sample. As mentioned earlier in this
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Table 7.1: Demographics information for the scenario generation study

Description Participants
Number Percentage

Gender
Male 31 79%
Female 6 15%
Prefer not to say 2 5%

Years of Experience
(Mean=6)

Less than 1 4 10%
1 - 2 years 11 28%
3 - 5 years 9 23%
6 - 10 years 8 21%
more than 10 years 7 18%

Age Range 18-24 4 10%
25-34 17 44%
45-54 18 46%

Job Sector Industry: non-research 14 36%
Government: non-research 7 18%
Industry: research 8 21%
Government: research 2 5%
Academia 2 5%
Other 6 15%

Took academic classes in security 21 54%
Took job training in security 27 69%
Self-taught security knowledge 26 67%

Job Roles

Security analyst 14 36%
Programmer/developer 8 21%
Software engineer 4 10%
System/network administrator 9 23%
Other - IT related 11 28%
Other - Non IT 4 10%

Highest Degree Completed

Bachelor’s degree 17 44%
Masters graduate degree 13 33%
High school or equivalent 6 15%
Some college, no degree 1 3%
Associate degree 1 3%
PhD degree 1 3%

Security Knowledge Score
Scored above 60% 7 18%
Scored between 40% and 60% 20 51%
Scored below 40% 12 31%

chapter, we defined multiple task completion criteria to evaluate participants performance for
different subtasks involved in the scenario generation exercise. Table 7.4 summarizes participant
subtask performance.
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Table 7.2: Participants feedback about task difficulty
Task Very Easy Easy Somewhat Easy Neutral Somewhat Hard Hard Very Hard
Understanding
vignettes

5% 5% 24% 16% 37% 11% 3%

Understanding
interaction
statements

3% 3% 22% 16% 38% 16% 3%

Crafting
interaction
statements

3% 5% 16% 11% 42% 16% 8%

Understanding
descriptive
text

3% 17% 17% 11% 39% 11% 3%

Crafting de-
scriptive text

0% 11% 22% 11% 36% 14% 6%

Understanding
variables

9% 3% 6% 23% 40% 11% 9%

Crafting
variables

3% 8% 19% 11% 35% 19% 5%

Understanding
levels

3% 11% 16% 14% 32% 19% 5%

Carfting lev-
els

3% 6% 17% 19% 34% 20% 11%

Table 7.3: Participants feedback about likelihood of using a vignette generation tool
If this tutorial was integrated
into an online tool
for crafting vignettes
that can be used later
for running user studies,
how likely

Very
Unlikely Unlikely Somewhat

Unlikely Neutral Somewhat
Likely Likely Very

Likely

would YOU use such a tool 8% 5% 18% 21% 37% 8% 3%
would someone IN
your organization
use such a tool

10% 8% 23% 33% 13% 13% 0%

would someone OUTSIDE
your organization
use such a tool

3% 11% 27% 35% 16% 5% 3%

7.4.2 Domain Selection and Interaction Statement

Experts were asked to specify a domain of interest for the scenario creation. Recall from above
that we coded the domains into broader domain categories. Table 7.5 lists the domain categories
and the frequency, or number of participants providing a domain within that category. Out of 40
complete responses, 32 participants (80%) provided fully comprehensible interaction statement,
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Table 7.4: Participants performance on tasks

Evaluation Criteria Number of
Participants

Provided correct interaction statement, and
FOUR correct descriptive statements with its related variables
and levels

3

Provided correct interaction statement,
and THREE correct descriptive statements with its related
variables and levels

2

Provided correct interaction statement,
and TWO correct descriptive statements with its related variables
and levels

2

Provided correct interaction statement,
and ONE correct descriptive statement with its related variables
and levels

7

Provided at least one correct variable with its related levels,
but failed to provide related descriptive statement

8

Provided correct interaction statement,
and at least one correct descriptive statement with one correct variable,
but no correct levels.

2

Provided correct interaction statement,
and at least one correct descriptive statement, but failed to provide correct
variables and levels.

3

Only provided correct interaction statement 7
Failed to provide interaction statement, but
provided at least one correct descriptive with its variable and levels

1

Were able to rank the technologies based on
security impact

25

Table 7.5: Categories of domains selected by security experts
Category Frequency
cybersecurity 25
healthcare 10
finance 2
Internet of Things 1
vehicles 1
operating systems 1

seven participants (18%) provided incomplete partial text that consists of words and/or phrases,
and only one participant did not provide any input.
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7.4.3 Descriptive Statements
We expect security experts to provide a descriptive statement for each variable to help explain
the role of the technology represented by the variable in a way that relates back to the interaction
statement. Recall from above, participants were asked to provide four descriptive statements
along with their related variables and levels. Table 7.6 summarizes the participant performance
with regards to providing descriptive statements. An important observation from Table 7.6, is
how participants tend to provide fewer statements as they proceed though the survey.

Table 7.6: Descriptive statements performance

Evaluation Descriptive Statement Performance
1st 2nd 3rd 4th

Descriptive Statement Validity
Correct 23 8 12 11
Partially correct 10 12 4 5
Incorrect 7 9 11 6
Not provided 1 11 13 18
Descriptive Statement Relationship to Interaction Statement
Related 27 18 12 9
Semi-related 6 3 4 6
Not-related 5 7 10 6
*N/A 2 12 14 19

*Either the interaction statement or the descriptive statement is not provided

7.4.4 Variables and Levels
Providing variables and their levels in the correct format is an important part of scenario gen-
eration. In our analysis, we evaluate the correctness of variable formats, the correctness of the
structure of the variable/level combination, and most importantly the relationship between each
technology variable and its levels that emerged as a result of our open coding. Below, the rela-
tionship codes along with their definitions are listed:

Technical Variants: if the levels are technical variants that correspond to design alternatives.
Each level will have a different impact on system’s quality. For example, the levels: public Wi-
Fi, home Wi-Fi, and employer Wi-Fi are technical variants for a $Network variable and each of
these levels will impact security, differently.

Added properties: The levels cannot be viewed as comparable design alternatives to a vari-
able, instead, they represent properties that can be added to a variable’s descriptive statement, one
of the variable’s levels, or can be separated by creating a separate new variable. For example,
the levels: “authentication,” and “input validation” cannot be viewed as design alternatives for
a $MobileDevice variable, because we do not compare security when implementing authentica-
tion vs. the security when implementing input validation. Instead, we can design a scenario with
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new variables and levels representing each of these items, or we can modify the current levels to
become authentication with input validation, and authentication without input validation.

Environmental variant: The levels describe comparable environment factors that have vary-
ing effect on a quality. For example, “traffic is normal” and “traffic is abnormal,” are environ-
mental variants that impact the security of a system.

Alternatives: The levels are not technical variations of the variable but are considered alter-
native technologies to the variable. This is more likely to occur when a participant could not
distinguish the difference between a variable and its levels. For example, the level “Home Wi-
Fi” is an alternative to the variable $PublicWiFi.

Actors/Agents: The levels describe actors or agents. For example: the levels “employee,”
“contractor,” “vendor,” and “guest” represent different actors for the $user variable and they
affect the security of the system differently.

Actions: The levels are different actions for the variable. For example, “create,” “delete,”
“modify,” and “transfer” are levels for a variable like: $adminActions.

Events: The levels describe an event. For example, “sensor alert” and “error has occurred” are
two possible levels for an $IDS (intrusion detection system) variable.

No Relationship: we use this code when a participant provides levels, but we could not infer
a relationship among these levels based on our own security knowledge.

N/A: we use this code, if a participant does not provide input for a variable or at least one level
for the variable is empty or incoherent

Table 7.7summarizes all results of variables and levels analysis. Similar to what was observed
for the descriptive statements, the number of inputs from participants decrease for variables
and levels as security experts proceed through subsequent steps of the survey. Interestingly,
participants seem to understand the concept of varying levels that impact security, even when they
fail to provide the correct corresponding variable. We observed in our dataset that a participant
could write an incorrect variable format, repeat the descriptive text, or create a variable that
is actually another level for the levels that they provided, but the same participant appears to
understand how to provide a number of varying levels that share a meaningful relationship. This
observation occurred in our data 14, 20, 23, and 24 times for the first, second, third and fourth
variables, respectively.

7.5 Discussion and Lessons Learned
I will discuss here the results and lessons learned from the “scenario generation study”. I will also
suggest possible future research directions for improving study design for scenario generation.
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Table 7.7: Variable/level combinations performance

Evaluation Descriptive Statement Performance
1st 2nd 3rd 4th

Variable Format Correctness
Correct 20 17 15 13
Level 11 1 2 2
Description 4 4 4 2
Incorrect 4 6 5 4
Not Provided 1 12 14 19

Variable/Level Structure Correctness
Correct 18 14 17 12
Incorrect 22 13 9 9
*N/A 0 13 14 19

Levels relationship to Variable
Technical Variants 21 15 13 11
Added properties 5 3 2 1
Environmental variants 1 0 1 1
Alternatives 1 1 1 2
Actors/agents 2 1 2 2
Actions 1 1 2 1
Events 0 2 0 0
No relationship 9 4 5 3
*N/A 0 13 14 19

*Either the variables or levels is not provided

7.6 Increasing Participants Response Rate and Quality
Our results show that participant response rates to the tasks decreased as they continue to provide
the next descriptive statements, variables, and levels. First, note how only three participants were
able to complete the full exercise successfully. In addition, the number of empty responses in the
descriptive text increased from 1 at the first descriptive statement attempt to 18 at the fourth at-
tempt (see Table 7.6). Similarly, the number of empty responses for variable/level combinations
increased from the first variable to the fourth (see Table 7.7). One explanation could be partici-
pant fatigue when repeating the same task. Another explanation is Simon’s satisficing principle
[107] from cognitive psychology that suggests participants tend to avoid increasing their cogni-
tive overload and settle for the first acceptable satisfying answer that may not necessarily be the
optimal answer [73, 107, 115]. Krosnick’s general model of satisficing suggests that satisficing
is more likely to occur as task difficulty increases, and the lower respondent’s ability and motiva-
tion to provide an optimal response [72]. The model is summarized with the following equation
[72]:

p(respondent satisficing) =
a1(task difficulty)

a2(ability)× a3(motivation)
(7.1)

The model above suggests that increasing task difficulty will put more pressure on enhancing
participants’ ability and motivation to gain better performance. We will discuss these factors in
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light of our findings in detail below.

Task difficulty: Our participants view on task difficulty is slightly skewed towards hard. In
future research, we suggest piloting a training session on a sample of the population and incor-
porate training strategies that enhance participant understanding. For example, when participants
provide their input, offering immediate feedback during the user study could help participants
learn about their own mistakes, correct them, enhance their understanding of the new concepts,
and improve the scenario design as they move further.

Distractionis another factor that affects difficulty[72]. We conducted the user study in a very
busy environment (conference lobby area, and some participants completed the survey while
waiting in line to get a picture with a famous Hollywood actor). We believe that there was high
distraction that increased task difficulty. For future studies, we suggest choosing a more stable,
quiet environment setting for user studies that require training, introduction to new concepts, and
substantial cognitive focus from participants.

Participant Ability: The security experts in our user study are less likely to have training in
scenarios and factorial vignettes which are methods adopted from social sciences. Participant
ability to provide better survey input can be enhanced with increased training in a new topic[72].
In future studies, we will investigate ways to improve participants training material that can
enhance participants understanding of scenario construction and generation.

Participant Motivation: The security experts that we recruited while attending a technical
security conference were more likely pressured in time and thus their motivation was to complete
the survey and get compensated in an efficient manner. In future studies, we will experiment
with ways to motivate participants such as, asking follow-up questions that ask for participant
rationale behind a certain response. Asking respondents to justify their answers has been shown
to increase a participant’s sense of accountability, which could motivate a participant to provide
more optimal input [72].

7.6.1 Considering the Effect of the Experts Domain of Interest
Our participants were recruited from a security conference. The majority of responses (67.5%)
selected cybersecurity as domain of interest. Even when other domains are specified, 39 par-
ticipants provided descriptive statements, variable and levels related to cybersecurity, that they
believe had an impact on the application domain that is explained in their interaction statement.
Only one participant provided descriptive statements, variable and levels related to automotive
vehicles that had no relationship to cyber security. This result is expected among our sample
population of security experts who would be more likely to focus on technical scenarios in cy-
bersecurity that could be applied in different application contexts. The demographics statistics
(see Table 7.1) show that 90% of our sample have job roles related to security and IT.

Recall from above, how 25 participants were able to rank technologies based on their cyber-
security effect. Participants even provided levels with varying impact on security even when they
fail to create the correct variable that represents these levels. We argue that a participant’s good
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performance on these tasks is related to their strong cybersecurity background. Fiske and Kinder
argue that participants are more likely to answer questions when they are more experienced in
the question topics [43]. Experienced participants already possess the needed background knowl-
edge in memory and they are already trained to invoke the necessary cognitive procedures for
memory retrieval [72]. These qualities of domain experts make them excel at tasks related to
their domain knowledge as they do not feel the need to satisfice [72].

In this study, we used examples in our training material drawn from the cybersecurity domain
to motivate security experts. Because of the benefits we experienced this preliminary study, we
suggest that future research for scenario generation should consider the stakeholders domain
knowledge in the design and testing of scenario generation tools.

7.6.2 Controlling the Priming Effect
The examples in the training material used in a study may introduce a priming effect on par-
ticipants. From the results shown earlier, 10 participants provided the healthcare domain which
is identical to the domain used in training text. Furthermore, 5 out of the 10 participants chose
a variable/level combination related to networks in a similar fashion to what have been shown
in the training examples. In future studies, we need to investigate approaches to decrease the
priming effect while still providing the training examples needed. For example, we can enforce
input validation on participants text where we reject a response if it contains text used from the
training text.

7.6.3 Learning from Domain Experts
In this study, we found that domain expert input can help improve future design of a scenario
generation tool. The scenario generation tool design did not anticipate that security scenarios
could include variable/level relationships, where the relationship is not defined as being a techni-
cal variant. The qualitative analysis in our dataset revealed new relationships between variables
and their levels, other than what had been anticipated before conducting the study. This discovery
was caused by the participants’ security domain knowledge, their interest in the security field,
and their exposure level to different technologies, that enabled them to identify additional factors
that affect cybersecurity in practice. One must not confuse a participant’s struggle and lower
performance in completing the scenario generation tasks (as previously shown in the results sec-
tion above) with their high ability to provide rich cybersecurity domain knowledge. This finding
will be reflected in our future user studies and tool development for scenario generation. We
also suggest that researchers in the requirements engineering field seek samples for future user
studies from domain experts rather than settle for a convenience sample drawn from students or
the general population.

Enhancing Participant Training with Immediate Feedback The lessons learned that we dis-
cussed above, motivate to incorporate in future studies, techniques that provide immediate feed-
back to participants, so they can understand the effect of their responses, feel more accountable,
and possibly be more inclined to revise their responses and improve their performance. One de-
sign direction would be to show participants the final scenario template they have constructed by
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combining all the pieces together, and then present instances of the scenario showing the change
of levels. This would enable participants to look at the full picture and understand if the different
scenario components are coherent when placed together.

7.7 Conclusions from the “Scenario Generation Study”
In this chapter I presented results from our scientific evaluation of a user study to examine the
phenomena of systemic scenario generation by stakeholders. Unlike previous research in re-
quirements engineering where scenarios were produced from formal representations that more
closely correspond to models, our method relies on guiding stakeholders to generate scenarios
presented in natural language text. The analysis results for this preliminary study show a promis-
ing future in this area. We believe this area is promising, because out of 48 responses only 8
responses were discarded due to containing bad or significantly incomplete data. In the remain-
ing 40 responses, participants had demonstrated (in an average completion time of 18 minutes)
an acceptable amount of understanding on how to construct a scenario in a security context and
they completed the tasks to the best of their ability. However, the lessons learned suggest that
more research is needed to refine the methodology to discover how to reduce task difficulty, re-
duce external distractions, increase participants motivation, and improve the training material
while controlling for the priming effect. Such research may result in important insights that help
guide the optimal design of tools for scenario generation where stakeholders can generate more
accurate scenarios.
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Chapter 8

Conclusion and Future Research
Directions

In this thesis, I studied security experts decision-making in the presence of uncertainty and made
an attempt to model this knowledge to create human-centric intelligent solutions that conform to
the real-world. Throughout this research, I have investigated a number of challenges that impact
security decision-making and risk analysis: scarcity of experts, uncertainty, experts stove-piped
knowledge, and the limited volume of data that can be collected.

I used mixed quantitative and qualitative methods from multiple disciplines. I collected data
using interviews, surveys, and user studies by creating new non-traditional computer science
approaches that are well-known in social sciences, such as factorial vignettes and mixed methods
designs. For data analysis, I have used the grounded analysis used in social sciences, the theory
of situation awareness known in psychology, and the advanced statistical multi-level modeling. I
model the analysis results using fuzzy logic, which is a formal method used in the computational
intelligence community. I will provide below some insights and future research opportunities
derived from the diversity of subtopics and research methods that I used in this thesis:

8.1 Improving Security Decision-Making for Novices

I have shown in Chapter 3 how novices and experts show different patterns of situation aware-
ness when analyzing security artifacts. Based on the results of this work, One could envision
an adaptive security analysis system that can adapt to the training needs of a security trainee
based on their perception and comprehension of cues. If a trainee fails to identify a cue, then
the system could provide deeper training with further cues in order to help the trainee perceive
vulnerabilities, comprehend its risk, project the impact, and decide on the proper mitigation. The
SA application described that I described earlier in Chapter 3 helps to surface the cues that likely
need to be supported in such a system. While experts may have little difficulties reaching projec-
tion and decision, novices may need additional information to help them in reaching these higher
levels.

In Chapter ?? I have shown a proof-of-concept security assessment system that aims to model
expertise using real-world experts data. The idea introduced in this this is a building block to
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build more intelligent solutions for decision-support where rules are derived from real experts
data. One could envision building a system that provides recommendations for novice security
analysts that would educate the analyst about better design choices or security configurations that
would improve the security ratings of their systems.

8.2 Capturing the Effect and Priorities of Composed Require-
ments

I have discussed in Chapter 4 how security requirements exist in composition and I proposed
the multi-factor quality measurement method to help study the effect of the composition and
capture requirements weights. The MQM method can be applied to domains other than security
where composition of requirements exist. For example, the MQM can be applied to study the
composition of privacy requirements, and help understand the weights and priorities affecting
privacy risk assessment performed by an analyst or an engineer.

8.3 Examining Scalability in Scenario-Based Approaches
One limitation that challenges the MQM method is scalability. Although the MQM offers more
coverage when compared to other scenario-based approaches (see Chapter 4), scalability be-
comes an issue as the number of scenarios, factors, and levels increase. The MQM could benefit
from future research that improves scalability for scenario-based approaches.

8.4 Developing New Metrics
In this thesis, I have shown how to develop and empirically evaluate new scales when existing
metrics are not available or insufficient. Specifically, I have discussed in Chapter 5 how a new
scale was developed for security adequacy and then used and applied in the following user stud-
ies. Moreover, observations from the MQM user studies indicated that security experts might
not use excessive to describe requirements (see Chapter 4), so in my future studies I will use
adequate to label the high end of a security scale.

I suggest that as researchers in computer science in general, that we think of the direction
of developing scientifically valid metrics, whether by applying the approach I used in this thesis
or other sound approaches suggested in the field of psychometrics. This direction will help im-
prove the construct validity and the internal validity of empirical research conducted in computer
science and software engineering.

8.5 Modeling Human Experts Knowledge
In application areas where there is high dependency on human reasoning, modeling human
knowledge becomes a necessity and a challenge. The scarcity of experts and the limited amount
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of data collected from these experts adds more to the challenge because applying machine learn-
ing approaches would not be very applicable. In Chapter 6 of this thesis I have shown an attempt
to use Interval type-2 fuzzy sets to model linguistic security measures, and built a rule-base de-
rived from quantitative and qualitative analysis of survey data. For future research, it is beneficial
to study how to scale my approach and formalize the processes into a broader algorithm that can
be applied to other application areas.

So far, this thesis have only examined using fuzzy logic, but different formal modeling ap-
proaches could be examined in future research. In addition, other sources for data could be
examined to help build such intelligent systems. In this thesis, I have surveyed experts to obtain
security ratings. Other possible sources to obtain security assessment data could be through the
setup of a honey-pot environment or by collecting network data that contain information about
users behavior. With security experts being scarce, new data sources could create an opportunity
to use machine learning or data mining methods to help model human expertise.

8.6 Final Remarks
My aim in this work was to study human experts reasoning to help build and create smarter
tools that could potentially help human analysts achieve their goals. As I explained in earlier
chapters, there is currently a high demand and reliance on human analysts to perform crucial
tasks like security risk assessments with a lack of intelligent decision-support tools that can
provide support to the human analyst. This thesis highlights a number of technical challenges
and explains possible approaches and research methodologies that if adopted, could be a building
block towards more advanced decision-support systems that closely mimics real-world human
reasoning.
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Appendix A

List of Requirements Used in Artifact ND2

R1. Company XâĂŹs network, with the exception of the publicly available services which will
reside in a demilitarized zone (DMZ), will be unavailable for connections initiated from the
Internet to Company XâĂŹs network

R2. The employees of Company X will be required to use a web proxy server for connections to
the World Wide Web.

R3. Company X will harden and secure the services and operating systems of critical systems

R4. Company X will implement web content filtering and shall block inappropriate (porno-
graphic) web sites

R5. Company X will implement a Windows domain, and will manage server and user system
configurations through group policy centrally on the network

R6. Company X will implement a electronic mail relay, relaying mail from the Internet through
a mail filter, which will filter spam and malware as mail enters Company XâĂŹs network.

R7. Company X will require strong passwords (8 characters with complexity) for all user ac-
counts.

R8. Company X will implement multiple networks (management, user, data center), and will
implement strict access controls between each network.

R9. Company X will deploy system logging capabilities at all critical systems and will gather
the logs centrally for review and response

R10. Company X will implement system time synchronization on the network for logging and
auditing capabilities.

R11. Company X will implement multiple Intrusion Detection Systems (IDS) in multiple places
on the network and shall audit regularly

a. File System Integrity IDS sensors shall be implemented

b. Network packet pattern matching IDS sensors shall be implemented.

R12. Company X shall implement split Domain Name System (DNS) services.

R13. Company X will monitor network traffic with packet sniffers.

R14. Company X will implement centralized system/service availability monitoring.
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R15. Company X will administer all systems either interactively from the console or remotely
from an isolated management network.
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Appendix B

Scenario Generation User Study Materials

This appendix shows the training materials and the questions used in the tasks in the user study.
We will present the text as it appears page by page. After each page, a participant clicks next to
proceed through remaining survey section.

Page 1 welcome message and consent text

Page 2: Introduction to Vignettes
In this section of the survey, we will give you a brief tutorial about vignettes and how they

can be used in security scenarios.
What is a Vignette?
A vignette is a story that people read before making an important decision. For example, one

can describe a security scenario and then ask questions about the overall level of security in that
scenario. The vignette adds context to help the person make a more informed decision.

In this survey, we will guide you to create a vignette on your own based on your experience
in security.

Page 3: Crafting a Vignette: The Interaction Statement 1/2
The Interaction Statement
An interaction statement is a sentence that describes an actor performing an action for some

purpose. In this application the interaction statement is crafted as a user story that will be built
upon. The actor will be bolded, the action italicized, and the purpose underlined.

Example Interaction Statements
As a patient, I’d like to use email to contact my doctor so that I can share the results of my

Peak Flow Meter.
As a nurse, when I receive a referral request from the doctor’s office I review it over a shared

secure product so that both the acute and post-acute providers have proper access to the referral.
To craft these statements, you must a) choose an area within healthcare that involves an

electronic device and requires one or more actors. Secondly you must b) craft a sentence like the
examples above which show how these all interact.

Example areas:
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• Billing
• Health monitors (e.g. insulin pump, heart monitor, etc.)
• Communication systems
Q: Please enter the name of a security domain that interests you.
You will next write an interaction statement in this domain.
Domain Field:.............................................................................

Page 4: Crafting a Vignette: The Interaction Statement 2/2
The Interaction Statement
An interaction statement is a sentence that describes an actor performing an action for some

purpose. In this application the interaction statement is crafted as a user story that will be built
upon. The actor will be bolded, the action italicized, and the purpose underlined.

Example Interaction Statement
As a patient, I’d like to use email to contact my doctor so that I can share the results of my

Peak Flow Meter.
Further Guidance: A basic format for crafting an interaction statement comes from Connex-

tra. There are several variations but this is the format we would like you to follow:
As an < actor >, I want to < action > so that < purpose >.
Please write an interaction statement below
Q: You may change your selected domain, if desired. Domain Field:.............................................................................

Interaction text: .............................................................................

Page 5: Descriptive Statement Tutorial
In the next four pages, we will teach you how to write a descriptive statement. At the end,

you will have completed a vignette of your own.
Please click next to proceed.

Page 6: Descriptive Statement Tutorial: 1/4
The Descriptive Statement
A descriptive statement describes a technology that affects whether the interaction is secure.

The descriptive statement contains a $variable that represents the technology.
Below we show an example of a descriptive statement with the $Network variable. In ad-

dition, we show how the $Network variable can be described by multiple underlined options,
which describe different security levels.

I decide to contact my doctor while I am $Network.
• I decide to contact my doctor while I am on my home network.
• I decide to contact my doctor while I am at work.
• I decide to contact my doctor while I am using public Wi-Fi.

Q: Please choose a technology and write a descriptive statement that contains a $Vari-
able describing that technology. In addition, copy the $Variable name from your descriptive
statement into the text box provided. The description should extend your interaction statement.
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Your Domain: (domain is shown to participant)
Your interaction statement: (interaction statement is shown to participant)
Description 1 text:............................................................................ Variable 1 text: ............................................................................

Page 7: Descriptive Statement Tutorial: 2/4
The Descriptive Statement: Levels
Each variable is described by one or more security options, which we call levels.
Example Variables and Levels:
We can describe the $Network variable in three levels as follows:

1. Home network with WPA2 encryption

2. Employer’s wired network

3. Public unencrypted wifi

Alternatively, we can describe the $Database variable as follows:

1. mySQL

2. Oracle

3. MongoDB

Q: Please add levels to describe different security options for your $Variable. (descriptive
statement and variable from previous page are shown. Participant can still make changes if
desired)

Descriptive Statement: ............................................................................ Variable: ............................................................................
Level A:............................................................................ Level B: ............................................................................
Level C: ............................................................................ Level D: ............................................................................

Page 8: Descriptive Statement Tutorial: 3/4
Additional Guidance on Variables
In order to prompt $Variables, the security analyst may be asked questions such as:

• How is my data shared?
• How is the data stored?
• Who has access to the data?
• How do I know that I am contacting the correct person?

These sentences prompt the expert to think of $Variables such as $Connection, $Encryption,
$Access, and $Authentication. Then with these $Variables in mind, a sentence is crafted includ-
ing each one.

The question "How is my data shared?", can motivate the security analyst to think about
different methods of access control, so they define the variable $Access. Similarly, "How is my
data shared?", could motivate the security analyst to think about Network types, so they define
the variable $Network.

This is a suggested, but optional, method to help you generate $Variables.
Please click next once you understand this concept.
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Page 9: Descriptive Statement Tutorial: 4/4
The Descriptive Statement
Example:
Domain:Healthcare
Interaction Statement: “As a patient, I’d like to use email to contact my doctor so that I can

share the results of my Peak Flow Meter.” Descriptive statements, $Variables, levels:
I decide to contact my doctor while I am $Network.

• I decide to contact my doctor while I am on my home network.
• I decide to contact my doctor while I am at work.
• I decide to contact my doctor while I am using public Wi-Fi.

These sentences can then be combined to create several different vignettes varying from the
lowest security to the highest security. With each level they should be ranked from first to last
with first being most secure to last being least secure. For example, public Wi-Fi would be ranked
last but a home network would likely be ranked first.

Below we illustrate an example of vignettes. A vignette is a combination of the interaction
statement and descriptive statement(s) with $Variables replaced by one of their corresponding
levels. This affects the overall security of the vignette.

Higher Security Vignette
“As a patient, I’d like to use email to contact my doctor so that I can share the results of my

Peak Flow Meter. I decide to contact my doctor while I am on my home network. ”
Lower Security Level Vignette
“As a patient, I’d like to use email to contact my doctor so that I can share the results of my

Peak Flow Meter. I decide to contact my doctor while I am using public Wi-Fi.”
Q: Please rank the levels of $Variable, starting with the highest security level at the

top: (A participant’s variable is shown, and the levels are shown in the order in which they were
entered. The participant can drag-and-drop to rank the variables)

Page 10: Additional Descriptive Statements
(In this page, a participant is presented with their previously entered domain, interaction

statement, descriptive statement, variable and levels. They are allowed to revise and edit their re-
sponses. Then, they are asked to provide three more descriptive texts, along with their associated
variable/level combinations)

Page 11: Ranking the levels for varibles in descriptive statmetns
(In this page, a participant is presented with their four previously entered descriptive state-

ments, each with their associated variable/level combinations. Then, they are asked to rank the
levels for each variable)

Page 12: Ranking the variables
Please rank your technologies ($Variables) from greatest to least impact on security.
Begin by placing the technology with the greatest impact on security at the top.
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Page 13: Your Crafted Vignette
(In this page, a participant is presented with their final vignette that is crafted from their

responses in previous steps)
Below, we will ask you some questions about your experience with this survey
Q: Please describe the difficulty of the following tasks in the survey
(a 7 point-scale is used for ranking)

• Understanding Vignettes
• Understanding interactions statements
• Crafting interactions statements
• Understanding descriptive statements
• Crafting descriptive statements
• Understanding variables
• Crafting variables
• Understanding variables’ levels
• Crafting variables’ levels

Q: Please provide further comments and feedback that would help improve this tutorial
Q: If this tutorial was integrated into an online tool for crafting vignettes that can be

used later for running user study, how likely would YOU use such a tool:
• ( ) Very Likely
• ( ) Likely
• ( ) Somewhat Likely
• ( ) Neutral
• ( ) Somewhat unlikely
• ( ) Unlikely
• ( ) Very unlikely
Q: If this tutorial was integrated into an online tool for crafting vignettes that can be

used later for running user study, how likely would SOMEONE IN YOUR ORGANIZA-
TION use such a tool:
• ( ) Very Likely
• ( ) Likely
• ( ) Somewhat Likely
• ( ) Neutral
• ( ) Somewhat unlikely
• ( ) Unlikely
• ( ) Very unlikely
Q: If this tutorial was integrated into an online tool for crafting vignettes that can be

used later for running user study, how likely would SOMEONE OUTSIDE YOUR ORGA-
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NIZATION use such a tool:
• ( ) Very Likely
• ( ) Likely
• ( ) Somewhat Likely
• ( ) Neutral
• ( ) Somewhat unlikely
• ( ) Unlikely
• ( ) Very unlikely
(After this page, participants proceed to knowledge test and demographics questions)

94



May 9, 2018
DRAFT

Bibliography

[1] Black Hat. URL https://www.blackhat.com/about.html. 7.2.2

[2] NIST/ITL Special Publication (800), January 2015. URL http://www.itl.nist.
gov/lab/specpubs/sp800.htm. 1, 2.2, 3.1

[3] SANS Institute: About, February 2017. URL https://www.sans.org/about/.
4.2.2

[4] Mohammad Salim Ahmed, Ehab Al-Shaer, and Latifur Khan. A novel quantitative ap-
proach for measuring network security. In INFOCOM 2008. The 27th Conference on
Computer Communications. IEEE, pages 1957–1965. IEEE, 2008. 2.1

[5] Cheryl S. Alexander and Henry Jay Becker. The use of vignettes in survey research. Public
opinion quarterly, 42(1):93–104, 1978. 4.1.1

[6] Christopher Alexander, Sara Ishikawa, and Murray Silverstein. A Pattern Language:
Towns, Buildings, Construction. Oxford University Press, 1977. ISBN 978-0-19-501919-
3. 2.2

[7] James A Anderson. Cognitive styles and multicultural populations. Journal of Teacher
Education, 39(1):2–9, 1988. 3.1

[8] John Robert Anderson. Learning and memory, volume 86. John Wiley New York, 2000.
3.1

[9] Arvind Arasu, Surajit Chaudhuri, Kris Ganjam, and Raghav Kaushik. Incorporating String
Transformations in Record Matching. In Proceedings of the 2008 ACM SIGMOD Interna-
tional Conference on Management of Data, SIGMOD ’08, pages 1231–1234, New York,
NY, USA, 2008. ACM. ISBN 978-1-60558-102-6. doi: 10.1145/1376616.1376742. 3.2.3

[10] Scott Atran, Douglas L. Medin, and Norbert O. Ross. The cultural mind: environmen-
tal decision making and cultural modeling within and across populations. Psychological
review, 112(4):744, 2005. 3.3

[11] Katrin Auspurg and Thomas Hinz. Factorial Survey Experiments, volume 175. SAGE
Publications, 2014. 4.1.1

[12] Luciano Baresi, Liliana Pasquale, and Paola Spoletini. Fuzzy goals for requirements-
driven adaptation. In Requirements Engineering Conference (RE), 2010 18th IEEE In-
ternational, pages 125–134. IEEE, 2010. URL http://ieeexplore.ieee.org/
xpls/abs_all.jsp?arnumber=5636887. 6.1.1

[13] Frederic C Bartlett and Cyril Burt. Remembering: A study in experimental and social

95

https://www.blackhat.com/about.html
http://www.itl.nist.gov/lab/specpubs/sp800.htm
http://www.itl.nist.gov/lab/specpubs/sp800.htm
https://www.sans.org/about/
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=5636887
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=5636887


May 9, 2018
DRAFT

psychology. British Journal of Educational Psychology, 3(2):187–192, 1932. 3.1

[14] Douglas Bates, Martin Maechler, Ben Bolker, Steven Walker, Rune Haubo Bojesen
Christensen, Henrik Singmann, and Bin Dai. lme4: Linear mixed-effects models using
Eigen and S4, July 2014. URL http://cran.r-project.org/web/packages/
lme4/index.html. 4.1.1, 4.2.2

[15] Noam Ben-Asher and Cleotilde Gonzalez. Effects of cyber security knowledge on attack
detection. Computers in Human Behavior, 48:51–61, July 2015. ISSN 0747-5632. doi:
10.1016/j.chb.2015.01.039. URL http://www.sciencedirect.com/science/
article/pii/S0747563215000539. 2.3.1, 2.3.3

[16] David Benton. Portion size: what we know and what we need to know. Critical reviews
in food science and nutrition, 55(7):988–1004, 2015. 5.1.2

[17] Max Black. Vagueness. An Exercise in Logical Analysis. Philosophy of Science, 4(4):
427–455, 1937. ISSN 0031-8248.

[18] Antoine Cailliau and Axel van Lamsweerde. Handling knowledge uncertainty in risk-
based requirements engineering. In Requirements Engineering Conference (RE), 2015
IEEE 23rd International, pages 106–115. IEEE, 2015. URL http://ieeexplore.
ieee.org/xpls/abs_all.jsp?arnumber=7320413. 6.1.1

[19] Oscar Castillo, Patricia Melin, and Juan R. Castro. Computational intelligence software
for interval type-2 fuzzy logic. Computer Applications in Engineering Education, 21(4):
737–747, 2013. URL http://onlinelibrary.wiley.com/doi/10.1002/
cae.20522/full. 6.2.3

[20] P. C. Chen, P. Liu, J. Yen, and T. Mullen. Experience-based cyber situation recognition
using relaxable logic patterns. In 2012 IEEE International Multi-Disciplinary Confer-
ence on Cognitive Methods in Situation Awareness and Decision Support, pages 243–250,
March 2012. 3.1

[21] Thomas M. Chen and Saeed Abu-Nimeh. Lessons from stuxnet. Computer, 44(4):
91–93, 2011. URL http://ieeexplore.ieee.org/xpls/abs_all.jsp?
arnumber=5742014. 2.3.3

[22] Michelene TH Chi. Two approaches to the study of experts’ characteristics. The Cam-
bridge Handbook of Expertise and Expert Performance, pages 21–30, 2006. 2.3.1

[23] Lawrence Chung. Dealing with security requirements during the development of
information systems. In Advanced Information Systems Engineering, pages 234–
251. Springer, 1993. URL http://link.springer.com/chapter/10.1007/
3-540-56777-1_13. 2.1

[24] Cisco Systems, Inc. Cisco 2014 Annual Security Report. Technical report, Cisco Systems,
Inc., 2014. 1

[25] Jacob Cohen. Weighted kappa: Nominal scale agreement provision for scaled disagree-
ment or partial credit. Psychological bulletin, 70(4):213, 1968. 3.3.2, 7.2.4

[26] Jacob Cohen. Statistical Power Analysis for the Behavioral Sciences. L. Erlbaum Asso-
ciates, 1988. ISBN 978-0-8058-0283-2. 4.1.1

96

http://cran.r-project.org/web/packages/lme4/index.html
http://cran.r-project.org/web/packages/lme4/index.html
http://www.sciencedirect.com/science/article/pii/S0747563215000539
http://www.sciencedirect.com/science/article/pii/S0747563215000539
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7320413
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7320413
http://onlinelibrary.wiley.com/doi/10.1002/cae.20522/full
http://onlinelibrary.wiley.com/doi/10.1002/cae.20522/full
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=5742014
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=5742014
http://link.springer.com/chapter/10.1007/3-540-56777-1_13
http://link.springer.com/chapter/10.1007/3-540-56777-1_13


May 9, 2018
DRAFT

[27] Alan F. Collins. Theories of Memory. Psychology Press, 1993. ISBN 978-0-86377-290-0.
6.5

[28] Juliet Corbin and Anselm Strauss. Basics of qualitative research: Techniques and proce-
dures for developing grounded theory. Sage, 2007. 3, 3.2, 3.2.3, 3.2.3, 4.1.1, 7.2.3

[29] Willem G. De Ru and Jan HP Eloff. Risk analysis modelling with the use of fuzzy logic.
Computers & Security, 15(3):239–248, 1996. URL http://www.sciencedirect.
com/science/article/pii/0167404896000089. 6.5

[30] Peter DeGrace and Leslie Hulet Stahl. Wicked problems, righteous solutions. Yourdon
Press, 1990. 2

[31] G. Digioia and Stefano Panzieri. INFUSION: A system for situation and threat assessment
in current and foreseen scenarios. In 2012 IEEE International Multi-Disciplinary Confer-
ence on Cognitive Methods in Situation Awareness and Decision Support (CogSIMA),
pages 316–323, March 2012. doi: 10.1109/CogSIMA.2012.6188403. 3.1

[32] Tamara Dinev, Paul Hart, and Michael R Mullen. Internet privacy concerns and beliefs
about government surveillance–an empirical investigation. The Journal of Strategic Infor-
mation Systems, 17(3):214–233, 2008. 5.1.2

[33] Allen H. Dutoit, Raymond McCall, Ivan MistrÃ k, and Barbara Paech. Rationale man-
agement in software engineering: Concepts and techniques. In Rationale management in
software engineering, pages 1–48. Springer, 2006. URL http://link.springer.
com/content/pdf/10.1007/978-3-540-30998-7_1.pdf. 2

[34] Wassim El-Hajj. The most recent SSL security attacks: origins, implementation, evalua-
tion, and suggested countermeasures. Security and Communication Networks, 5(1):113–
124, 2012. URL http://onlinelibrary.wiley.com/doi/10.1002/sec.
295/full. 6.5

[35] Andy Ellis. SSL is dead, long live TLS - The Akamai Blog, October 2014. URL https:
//blogs.akamai.com/2014/10/ssl-is-dead-long-live-tls.html.
4.1.2

[36] Mica R Endsley. Design and evaluation for situation awareness enhancement. In Proceed-
ings of the Human Factors and Ergonomics Society Annual Meeting, volume 32, pages
97–101. SAGE Publications, 1988. 3, 3.1

[37] Mica R Endsley. Toward a theory of situation awareness in dynamic systems. Human
Factors: The Journal of the Human Factors and Ergonomics Society, 37(1):32–64, 1995.
3.1

[38] Mica R Endsley and Debra G Jones. Designing for situation awareness: An approach to
user-centered design. Taylor & Francis US, 2003. 3, 3.1, 3.2.2, 3.2.3, 3.4.1

[39] K. Anders Ericsson and Andreas C. Lehmann. Expert and exceptional performance: Ev-
idence of maximal adaptation to task constraints. Annual review of psychology, 47(1):
273–305, 1996. URL http://www.annualreviews.org/doi/abs/10.1146/
annurev.psych.47.1.273. 2.3.1

[40] Naeem Esfahani and Sam Malek. Uncertainty in self-adaptive software sys-

97

http://www.sciencedirect.com/science/article/pii/0167404896000089
http://www.sciencedirect.com/science/article/pii/0167404896000089
http://link.springer.com/content/pdf/10.1007/978-3-540-30998-7_1.pdf
http://link.springer.com/content/pdf/10.1007/978-3-540-30998-7_1.pdf
http://onlinelibrary.wiley.com/doi/10.1002/sec.295/full
http://onlinelibrary.wiley.com/doi/10.1002/sec.295/full
https://blogs.akamai.com/2014/10/ssl-is-dead-long-live-tls.html
https://blogs.akamai.com/2014/10/ssl-is-dead-long-live-tls.html
http://www.annualreviews.org/doi/abs/10.1146/annurev.psych.47.1.273
http://www.annualreviews.org/doi/abs/10.1146/annurev.psych.47.1.273


May 9, 2018
DRAFT

tems. In Software Engineering for Self-Adaptive Systems II, pages 214–238.
Springer, 2013. URL http://link.springer.com/chapter/10.1007/
978-3-642-35813-5_9. 6.1.1

[41] Franz Faul, Edgar Erdfelder, Albert-Georg Lang, and Axel Buchner. G* Power 3: A flexi-
ble statistical power analysis program for the social, behavioral, and biomedical sciences.
Behavior research methods, 39(2):175–191, 2007. 4.1.1, 4.2.2

[42] Yu-Hong Feng, Teck-Hou Teng, and Ah-Hwee Tan. Modelling situation awareness for
Context-aware Decision Support. Expert Systems with Applications, 36(1):455–463, Jan-
uary 2009. ISSN 0957-4174. doi: 10.1016/j.eswa.2007.09.061. 3.1

[43] Susan T Fiske and Donald R Kinder. Involvement, expertise, and schema use: Evidence
from political cognition. Personality, cognition, and social interaction, pages 171–190,
1981. 7.6.1

[44] German Florez, Susan M. Bridges, and Rayford B. Vaughn. An improved algorithm
for fuzzy data mining for intrusion detection. In Fuzzy Information Processing Soci-
ety, 2002. Proceedings. NAFIPS. 2002 Annual Meeting of the North American, pages
457–462. IEEE, 2002. URL http://ieeexplore.ieee.org/xpls/abs_all.
jsp?arnumber=1018103. 6.5

[45] Andrea Fryrear. What’s a Good Survey Response Rate?, July 2015. URL https://
www.surveygizmo.com/survey-blog/survey-response-rates/. 4.2.3

[46] Mike Furr. Scale construction and psychometrics for social and personality psychology.
SAGE Publications Ltd, 2011. 5

[47] Erich Gamma, Richard Helm, Ralph Johnson, and John Vlissides. Design patterns: ele-
ments of reusable object-oriented software. Pearson Education, 1994. 2.2

[48] Simson Garfinkel. Design principles and patterns for computer systems that are simul-
taneously secure and usable. PhD thesis, Massachusetts Institute of Technology, 2005.
URL http://dspace.mit.edu/handle/1721.1/33204. 2.1, 2.2

[49] Simson L. Garfinkel. Digital forensics research: The next 10 years. digital investigation, 7:
S64–S73, 2010. URL http://www.sciencedirect.com/science/article/
pii/S1742287610000368. 2.1

[50] Simson L. Garfinkel. The Cybersecurity Risk. Commun. ACM, 55(6):29–32, June 2012.
ISSN 0001-0782. doi: 10.1145/2184319.2184330. URL http://doi.acm.org/10.
1145/2184319.2184330. 2.1, 2.3.3

[51] David Garlan. Software engineering in an uncertain world. In Proceedings of the FSE/SDP
Workshop on Future of Software Engineering Research, pages 125–128. ACM, 2010. URL
http://dl.acm.org/citation.cfm?id=1882389. 2.3.4, 6.1.1

[52] Andrew Gelman and Jennifer Hill. Data analysis using regression and multilevel/hierar-
chical models. Cambridge University Press, 2006. 4.1.1, 4.2.2

[53] Barney G Glaser. Theoretical sensitivity: Advances in the methodology of grounded the-
ory. Sociology Pr, 1978. 7.2.3

[54] Barney G. Glaser and Anselm L. Strauss. The discovery of grounded theory: Strategies

98

http://link.springer.com/chapter/10.1007/978-3-642-35813-5_9
http://link.springer.com/chapter/10.1007/978-3-642-35813-5_9
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=1018103
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=1018103
https://www.surveygizmo.com/survey-blog/survey-response-rates/
https://www.surveygizmo.com/survey-blog/survey-response-rates/
http://dspace.mit.edu/handle/1721.1/33204
http://www.sciencedirect.com/science/article/pii/S1742287610000368
http://www.sciencedirect.com/science/article/pii/S1742287610000368
http://doi.acm.org/10.1145/2184319.2184330
http://doi.acm.org/10.1145/2184319.2184330
http://dl.acm.org/citation.cfm?id=1882389


May 9, 2018
DRAFT

for qualitative research. Transaction Publishers, 2009. 3, 3.3, 4.1.1

[55] John R. Goodall, Wayne G. Lutters, and Anita Komlodi. I know my network: col-
laboration and expertise in intrusion detection. In Proceedings of the 2004 ACM Con-
ference on Computer Supported Cooperative Work, pages 342–345. ACM, 2004. URL
http://dl.acm.org/citation.cfm?id=1031663. 2.3.1

[56] John R. Goodall, Wayne G. Lutters, and Anita Komlodi. Developing exper-
tise for network intrusion detection. Information Technology & People, 22(2):92–
108, 2009. URL http://www.emeraldinsight.com/doi/pdf/10.1108/
09593840910962186. 2.3.1

[57] Greg Guest, Arwen Bunce, and Laura Johnson. How many interviews are enough? An
experiment with data saturation and variability. Field methods, 18(1):59–82, 2006. 3.3

[58] Charles Haley, Robin Laney, Jonathan Moffett, and Bashar Nuseibeh. Security require-
ments engineering: A framework for representation and analysis. IEEE Transactions on
Software Engineering, 34(1):133–153, 2008. 2.1, 4.2.4

[59] Charles B. Haley, Robin C. Laney, Bashar Nuseibeh, and W. Hall. Validat-
ing security requirements using structured toulmin-style argumentation. Department
of Computing, The Open University, Milton Keynes, UK, Technical Report, 4:21,
2005. URL http://citeseerx.ist.psu.edu/viewdoc/download?doi=
10.1.1.127.7270&rep=rep1&type=pdf. 2

[60] H. Hibshi and T. D. Breaux. Reinforcing security requirements with multifactor quality
measurement. In 2017 IEEE 25th International Requirements Engineering Conference
(RE), pages 144–153, Sept 2017. doi: 10.1109/RE.2017.77. 4, 4.2, 4.2.3, 6.2.2, 7.2

[61] H. Hibshi, T. Breaux, M. Riaz, and L. Williams. Towards a framework to measure security
expertise in requirements analysis. In 2014 IEEE 1st International Workshop on Evolving
Security and Privacy Requirements Engineering (ESPRE), pages 13–18, Aug 2014. 1, 3.4

[62] H. Hibshi, T. D. Breaux, and S. B. Broomell. Assessment of risk perception in security
requirements composition. In 2015 IEEE 23rd International Requirements Engineering
Conference (RE), pages 146–155, Aug 2015. doi: 10.1109/RE.2015.7320417. 1, 2.3.3, 4,
4.1.2, 4.2.1, 4.2.1, 4.2.4, 6.1, 6.1.2, 6.2.2, 6.3, 6.3.1, 6.3.2, 6.4.1, 6.5, 7.2

[63] H. Hibshi, T. D. Breaux, and C. Wagner. Improving security requirements adequacy.
In 2016 IEEE Symposium Series on Computational Intelligence (SSCI), pages 1–8, Dec
2016. doi: 10.1109/SSCI.2016.7849906. 4.2.2, 4.2.4, 6

[64] Hanan Hibshi and Travis D. Breaux. Evaluation of Linguistic Labels Used in Applications.
Technical Report, Carnegie Mellon University, 2016. 4.2.4

[65] Hanan Hibshi, Travis D. Breaux, Maria Riaz, and Laurie Williams. A Grounded Anal-
ysis of Experts’ Decision-Making during Security Assessments. Journal of Cybersecu-
rity, 2016. URL http://cybersecurity.oxfordjournals.org/content/
early/2016/10/04/cybsec.tyw010.abstract. 1, 3, 3.2, 3.4, 3.5, 4.2.4, 6.1,
6.5

[66] Douglas L Hintzman. "Schema Abstraction" in a multiple-trace memory model. Psycho-

99

http://dl.acm.org/citation.cfm?id=1031663
http://www.emeraldinsight.com/doi/pdf/10.1108/09593840910962186
http://www.emeraldinsight.com/doi/pdf/10.1108/09593840910962186
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.127.7270&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.127.7270&rep=rep1&type=pdf
http://cybersecurity.oxfordjournals.org/content/early/2016/10/04/cybsec.tyw010.abstract
http://cybersecurity.oxfordjournals.org/content/early/2016/10/04/cybsec.tyw010.abstract


May 9, 2018
DRAFT

logical review, 93(4):411–428, 1986. 3.1

[67] John Homer, Xinming Ou, and David Schmidt. A sound and practical approach to quanti-
fying security risk in enterprise networks. Kansas State University Technical Report, pages
1–15, 2009. URL http://people.cis.ksu.edu/~xou/publications/tr_
homer_0809.pdf. 2.1

[68] Lin Shung Huang, Alex Rice, Erling Ellingsen, and Collin Jackson. Analyzing forged ssl
certificates in the wild. In Security and privacy (sp), 2014 ieee symposium on, pages 83–
97. IEEE, 2014. URL http://ieeexplore.ieee.org/xpls/abs_all.jsp?
arnumber=6956558. 6.5

[69] G. Jakobson. Using federated adaptable multi-agent systems in achieving cyber attack tol-
erant missions. In 2012 IEEE International Multi-Disciplinary Conference on Cognitive
Methods in Situation Awareness and Decision Support (CogSIMA), pages 96–102, March
2012. doi: 10.1109/CogSIMA.2012.6188415. 3.1

[70] Guillermina Jasso. Factorial survey methods for studying beliefs and judgments. Socio-
logical Methods & Research, 34(3):334–423, 2006. 4.1.1

[71] L. Kof. From Textual Scenarios to Message Sequence Charts: Inclusion of Condition Gen-
eration and Actor Extraction. In 2008 16th IEEE International Requirements Engineering
Conference, pages 331–332, September 2008. doi: 10.1109/RE.2008.12. 7.1

[72] Jon A. Krosnick. Response strategies for coping with the cognitive demands of attitude
measures in surveys. Applied Cognitive Psychology, 5(3):213–236, May 1991. ISSN
1099-0720. doi: 10.1002/acp.2350050305. URL http://onlinelibrary.wiley.
com/doi/10.1002/acp.2350050305/abstract. 7.6, 7.6, 7.6, 7.6, 7.6.1

[73] Jon A. Krosnick and Duane F. Alwin. An evaluation of a cognitive theory of response-
order effects in survey measurement. Public Opinion Quarterly, 51(2):201–219, 1987.
7.6

[74] K. Labunets, F. Massacci, F. Paci, and Le Minh Sang Tran. An Experimental Comparison
of Two Risk-Based Security Methods. In 2013 ACM / IEEE International Symposium on
Empirical Software Engineering and Measurement, pages 163–172, October 2013. doi:
10.1109/ESEM.2013.29. 2.1

[75] Jianxiong Luo and Susan M. Bridges. Mining fuzzy association rules and fuzzy frequency
episodes for intrusion detection. International Journal of Intelligent Systems, 15(8):687–
703, 2000. URL http://citeseerx.ist.psu.edu/viewdoc/download?
doi=10.1.1.58.743&rep=rep1&type=pdf. 6.5

[76] D. LÃijdecke. sjPlot: data visualization for statistics in social science. R package version,
1(4), 2015. 4.2.2

[77] N. Maiden, S. Jones, and M. Flynn. Integrating RE methods to support use case based
requirements specification. In Proceedings. 11th IEEE International Requirements Engi-
neering Conference, 2003., pages 369–370, September 2003. doi: 10.1109/ICRE.2003.
1232790. 7.1

[78] N. A. M. Maiden, S. Minocha, K. Manning, and M. Ryan. CREWS-SAVRE: systematic

100

http://people.cis.ksu.edu/~xou/publications/tr_homer_0809.pdf
http://people.cis.ksu.edu/~xou/publications/tr_homer_0809.pdf
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6956558
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6956558
http://onlinelibrary.wiley.com/doi/10.1002/acp.2350050305/abstract
http://onlinelibrary.wiley.com/doi/10.1002/acp.2350050305/abstract
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.58.743&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.58.743&rep=rep1&type=pdf


May 9, 2018
DRAFT

scenario generation and use. In Requirements Engineering, 1998. Proceedings. 1998 Third
International Conference on, pages 148–155, 1998. doi: 10.1109/ICRE.1998.667820. 7.1

[79] M. Makino and A. Ohnishi. A Method of Scenario Generation with Differential Scenario.
In 2008 16th IEEE International Requirements Engineering Conference, pages 337–338,
September 2008. doi: 10.1109/RE.2008.17. 7.1

[80] Marshall Honorof. SSL vs. TLS: The Future of Data Encryption, September 2013. URL
http://www.tomsguide.com/us/ssl-vs-tls,news-17508.html. 4.1.2

[81] Christopher May. Applied Information Assurance, June 2016. URL https://www.
andrew.cmu.edu/course/14-761/. 3.2.1

[82] Jerry Mendel and Dongrui Wu. Perceptual computing: aiding people in making subjective
judgments, volume 13. John Wiley & Sons, 2010. 5.1.1, 6.1.2, 6.1.3, 6.2.1, 6.2.2, 6.5

[83] Jerry M. Mendel. Fuzzy logic systems for engineering: a tutorial. Proceedings of the
IEEE, 83(3):345–377, 1995.

[84] Jerry M. Mendel. Uncertain rule-based fuzzy logic systems: introduction and new direc-
tions. Prentice Hall PTR„ 2001. ISBN 0-13-040969-3. 2.3.4, 5.1.1, 6.1.2, 6.1.2, 6.1.2,
6.1.2, 6.2.1, 6.2.2, 6.2.2, 6.2.3, 6.2.3, 6.3.1, 6.5

[85] J.M. Mendel. Type-2 fuzzy sets and systems: an overview. IEEE Computational Intelli-
gence Magazine, 2(1):20–29, February 2007. ISSN 1556-603X. doi: 10.1109/MCI.2007.
380672. 6.1.2, 6.1.3

[86] Charles I Mosier. A critical examination of the concepts of face validity. Educational and
Psychological Measurement, 1947. 5

[87] Masao Mukaidono. Fuzzy logic for beginners, volume 34. World Scientific, 2001.

[88] John Mylopoulos, Lawrence Chung, and Brian Nixon. Representing and using nonfunc-
tional requirements: A process-oriented approach. IEEE Transactions on software engi-
neering, 18(6):483–497, 1992. 2.1

[89] B. Nuseibeh, J. Kramer, and A. Finkelstein. A framework for expressing the relationships
between multiple views in requirements specification. IEEE Transactions on Software
Engineering, 20(10):760–773, Oct 1994. ISSN 0098-5589. doi: 10.1109/32.328995.
4.2.1

[90] OWASP. OWASP Top Ten Project - OWASP, October 2014. URL https://www.
owasp.org/index.php/Category:OWASP_Top_Ten_Project. 1, 2.2

[91] Muzeyyen Bulut Ozek and Zuhtu Hakan Akpolat. A software tool: Type-2
fuzzy logic toolbox. Computer Applications in Engineering Education, 16(2):137–
146, 2008. URL http://onlinelibrary.wiley.com/doi/10.1002/cae.
20138/abstract. 6.2.3

[92] Liliana Pasquale and Paola Spoletini. Monitoring fuzzy temporal requirements for ser-
vice compositions: Motivations, challenges and experimental results. In Requirements
Engineering for Systems, Services and Systems-of-Systems (RESS), 2011 Workshop on,
pages 63–69. IEEE, 2011. URL http://ieeexplore.ieee.org/xpls/abs_
all.jsp?arnumber=6043924. 6.1.1

101

http://www.tomsguide.com/us/ssl-vs-tls,news-17508.html
https://www.andrew.cmu.edu/course/14-761/
https://www.andrew.cmu.edu/course/14-761/
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://onlinelibrary.wiley.com/doi/10.1002/cae.20138/abstract
http://onlinelibrary.wiley.com/doi/10.1002/cae.20138/abstract
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6043924
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6043924


May 9, 2018
DRAFT

[93] Witold Pedrycz, Petr Ekel, and Roberta Parreiras. Fuzzy multicriteria decision-making:
models, methods and applications. John Wiley & Sons, 2011.

[94] Bruce Potter and Gary McGraw. Software security testing. Security & Privacy, IEEE, 2
(5):81–85, 2004. 3.4.2

[95] Colin Potts, Kenji Takahashi, and Annie I. Anton. Inquiry-based requirements analy-
sis. IEEE software, 11(2):21–32, 1994. URL http://ieeexplore.ieee.org/
abstract/document/268952/. 4.2.4

[96] R Core Team. R: A Language and Environment for Statistical Computing. R Foundation
for Statistical Computing, Vienna, Austria, 2013. URL http://www.R-project.
org/. 4.1.1, 4.2.2

[97] Ashwini Rao, Hanan Hibshi, Travis Breaux, Jean-Michel Lehker, and Jianwei Niu. Less
is more?: Investigating the role of examples in security studies using analogical transfer.
In Proceedings of the 2014 Symposium and Bootcamp on the Science of Security, page 7.
ACM, 2014. 3.1

[98] Loren Paul Rees, Jason K. Deane, Terry R. Rakes, and Wade H. Baker. Decision
support for Cybersecurity risk planning. Decision Support Systems, 51(3):493–505,
2011. URL http://www.sciencedirect.com/science/article/pii/
S0167923611000728. 6.1

[99] Michael T Roberson and Eric Sundstrom. Questionnaire design, return rates, and response
favorableness in an employee attitude questionnaire. Journal of Applied Psychology, 75
(3):354, 1990. 4.2.2, 7.2.2

[100] Timothy J. Ross. Fuzzy logic with engineering applications. John Wiley & Sons, 2009.

[101] Peter Henry Rossi and Steven L. Nock. Measuring Social Judgments: The Factorial
Survey Approach. SAGE Publications, April 1982. ISBN 978-0-8039-1816-0. 4.1.1,
4.1.1
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