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ixw���¨D¯7l3l8w�h¶m��£¿3c��Æix�S�Uidy��U¿3cUm%hji�cU�8m«�,iklohaf7z3c�wxi�ik�<c�Ð]�<fS�Qikhjl8f:`

�df,c��/��y�¨<�jc�h¶mMÓÅ��� �7Ã��<c�wkc�ix�/cdÐ]�<fS�Qikhjl8f�h�m�
�� �[Z y�l�¯/7 �<Ã��<c�wxc�7 � ? H]\�` ?&�-\?�/��fS¯_^���wkc
¨<wkhjy,c4�>?��UfS¯_\£�Uwxcpixw���¨D¯7l3l[w�mK°±l8f<�j��l[f<cph¶m�f/c�cU¯7cU¯S²®`��3l �<hjf�¨<�<Í<�ah¶��ÌÊ¿3c��Æ�U�j�[l8wxhaix�<y�m6�%��°��Â²�h¶m�ik�<c
¨<�<Í/�jh¶��¿3c��)°]c3` �/``^"� 7)²1�<Ã��/c�wxcU�8m�ix�<cpikw®��¨D¯7l3l8w�h¶m�ik�<cp¨<wxhaz8��ixcp¿3c��Ç°±cÉ` �<` ?�l[wa\º²�`

 P��º¹ *q·[¥<b)·<��¤�\]P ½ �:X�PYZ[RU\]VSPY� � l8f<cQÌÊÃ������S�[mÄ�<hjf/�oÐ]�<fS�Qikhjl8f)h¶m�Ã�wxhaixikc�f 
 �5c�°��Â²�`dc h¶m��
y��Uf7�3Ì.ikl�Ì�_�Ð]�<fS�Qikhjl[f
�<��fg¯�
Kh¶m%l�Ð]ikc�f�¯7cËeSf<cU¯£ixlqÍ?cÅ�ÅeS��cU¯£�jc�f<�8ix��°]f7�/yoÍSc�w%lUÐ:Í<hai®m®²%hjfg¯7c�¨Sc�fS¯7c�f7i
l�Ð�ix�<cp�jc�f<�[ik�)l�Ð �:` ���/crÐ]�<fS�Ëixhjl8f�c�h�m����<lÉm«c�f5m«lÆix�S�Ui������¶�Ë�<�¶�Uixhjf/��
 Ð]wxl8y �)h¶m�cU�8m«�4�<Í/�<id�8hjz3c�f
��
o���U�¶�Q�/�¶��ikhjf<�Æ�Uf7� �)m«�g����ix�g��i&
 �*c5°��Â²�h¶m � �S��w�¯ �7`

��mrhaf�ik�<c����8m«c,lUÐ�l[f<cËÌ.ÃB�¸��Ð]�<fS�Ëixhjl8fSm��%l8f<cQÌÊÃ�����ixw®�U¨D¯7l3l[w£Ð]�<fS�Qikhjl8fSmK�UfS¯�l[f/cQÌ.ÃB�����S�8m«�<haf<�
Ð]�<fS�Ëixhjl8fSm����Uf)ÍScq¯7cQeSf<c¸¯ Ã�haix�Çm«hay,hj����w%Ð]l[wky����ahjiÄ�3`

Ò



� � ��F£I�F���F��UL

�dc�wkcKÃMc£¯7cUmk�QwxhaÍSc£�,f7�/yoÍSc�w�lUÐ�Íg�[m«h��K¨<wxl8ixl��Ql8�¶m6�YmÄ�<lUÃ�hjf<��¨?lÉmxmÄhjÍ<�ac£hjy,¨<�ac�yÆc�f7i���ikhjl[fgmQ`�Î�c£f<l[ikc
ix�g��i�haf��8c�f<c�w����A�o¨<wkl[ixl��Ël[�%Ã��<h����Ç���Uf�ÍScKhjy�¨<�jc�yÆc�f3ikcU¯ �gm«hjf/��� ¨/wxhjz8�UixcQÌÊ¿3c����Qwk�7¨/ixl3mÄ�<mÄixc�y ���Uf
����m«l�ÍSc hay,¨<�ac�yoc�f7ikcU¯��Sm«haf<����¨<�<Í<�ah¶��ÌÊ¿3c����Qwx��¨<ixlÉm«�/m«ikc�y � ��¨<wxhay���wk��¯7h ÔDc�wkc�fS�Qc�h�mÂix�S�Ui:ix�<c%Ð]l[wky,c�w
y����Æwxc��3�<hjwkcp�Kixwk�Sm«ikcU¯�y�h¶¯<¯7�ac�y���f:`

� ��� � ���������	��
 ��� ��� ��
&� �  
�'¯7hj�8hji����:mÄhj�8fS��ik�<wxcph¶m�mÄ�<¨<¨Sl3mÄcU¯�iklowkc�¨<���[�Qcp�Kf/l[wxy ���:mÄhj�8fS��ik�<wxc3` ���/cr¨/wxl[¨Sc�wkixhacUm�Ã�cpÃ�l8�<�¶¯,�ahj¿3c
l�Ð m«�S�®�Ç�£m«hj�8fS��ik�<wxcqhjfS�Ë�j�S¯7cÉ©
_[`�È�l8f7z�hjfS�Ëc)��wxc¸�Qhj¨<hac�f�irl8w,�UwxÍ<haixw���ixl8wolUÐpix�/c)�U�<ix�/l[w,lUÐq� y�cUmxmk���[c�° '"�).]� � y ��¿3c�mÄ�<wxcÇix�S�Ui

���U�j�jl8wx������f/f<l[i�Ð]l[wk�[c£���jh¶�Ëc�Dëm�m«ha�[fS�Uix�<wkc4�S�[mkm«�<y�hjf<�Æ�d�ah¶�Qc�h¶m�f/l[i�y����ah¶�Qhal[�Sm®²®`
t7`�bdlqf<l[iB���a�jlUÃ
wkc�¨<�S¯7h���ikhjl[fÇ°1'"�). � �7y��U¿3c�m«�<wkcdik�S��iB�d�jh��Qc���Ð]ixc�wBm«hj�8f<hjf/�K�q¯7l��Q�<y�c�f7i�¯7l3cUm�f<l8i
�Ql8y,c�ÍS�8��¿���fg¯)�Q����hjy m«�/c£¯7h�¯ f/l[i�m«ha�[fÇhjiQ²�`

s7` ���U¿3c�hji�hjy,¨Sl3mkm«haÍ<�jcMixlpi®�Uy,¨Sc�w%Ã�hjik�Æ�pm«hj�8f<cU¯Ky,c¸mxmx�U�[c�Ã�haix�<l8�<i�hjf�z[�U�jh�¯<��ikhjf<��ix�<c�m«ha�[fS�Uix�<wkc
° '"�).]� �?y ��¿3cpmÄ�<wxc£ik�S��i �����a�jl[wk�Ç����f<f/l[i����S�Uf<�[c£ik�<cq�Ql[f�ixc�f7i�mÏlUÐM�oy,cUmkmx�U�[cpix�S�Uip�d�ah¶�Qc��g�[m
mÄhj�[f/cU¯?²®`

bdha�[hji�����mÄhj�[fg��ix�/wxcUm£���Uf
ÍSc�hjy,¨/�jc�yÆc�f�ixc�¯)�Sm«haf<��c�hjix�/c�wK¨<wkhjz8��ikcQÌÊ¿3c��!�UfS¯!¨<�<Í<�ah¶��ÌÊ¿3c����Qwx��¨<ikl3m«�/m Ì
ixc�y�m��8mdhj�a�j�SmÄixw®�UixcU¯,ÍSc��al�Ãp`B­ i�mÄ�<l[�/�¶¯)ÍScK¨Sl[haf7ikcU¯�l8�<i �S�<lUÃ�c�z3c�w ��ix�S�Uidf<c�hjix�/c�w�l�ÐMix�/cUm«cqmx�®�<c�y�cUm
¨<w��[�Qikh¶���U�j�j� �[¯<¯7wkcUmxm�ik�<c£mÄcU�Ql[fg¯)�[l3�U�.` ���<h¶m�h¶m�Í?c¸�����SmÄcÆ�d�jh��Qcq�Ql[�/�¶¯��Q����hjy ix�S�Uir�/c�wd¨/wxhjz8�UixcQÌÊ¿3c��
�S�8¯�ÍSc�c�fÇ�Ql8y,¨<wxl8y,h¶mÄcU¯�°�.]� #�� �<¨SlÉm«ixc¸¯�l[fÇix�<cpÃMc�ÍÂ²�Ã�hjik�<l[�/id�<c�w�¿7f<lUÃ��acU¯7�[cÉ` ���<h¶m�¨<wkl[Í<�ac�y ���Uf
ÍSc,wxc¸¯7�S�QcU¯�Í<�<iqf<l[i m«l8�jz3cU¯�Í7���gm«hjf/�)ixhay,cÆm«i���y,¨gmQ`��d��m«l�ix�<c m«cU�Q�/wxhjiÄ�Çl�Ð�ix�/co¨<wkl[ikl��Ql[��mKh¶mrf/l
y,l8wxcpmÄcU�Q�<wkcrik�S��f�ik�<cq�Ql[y,¨Sl8f<c�f�i®m�ix�/c��,�SmÄc4�<mÄlof<l8f<cKlUÐ%ik�<cp�[lÉ���¶m�m«ixwkh¶�Qik�j�Æ�<l[��¯Â`

Bob

Trent
K

Alice

B
E   (M+Signature)KA

E   (M)

ÁYha�[�<wkc)t�©)Á��jlUÃ��®�S��wkiÆm«�<lUÃ�haf<�!�Uf
hay,¨<�jc�y,cQf�i®�Uixhal[f�l�Ðq¯7ha�[hai®����mÄhj�8fS��ik�<wxcUm£�SmÄhjf<��� ¨/wxhjz8�UixcQÌÊ¿3c��
�Qwk�7¨<ikl3mÄ�<mÄixc�y�`
� ��\]P ½�· 
�TU\¾µg·7RU�3¹®»S�º¥ �qT¸¥�
:RUVS�Q¥��QR¸�7��� ­.f�ÁYha�[�<wkcÆt����jh¶�ËcK�UfS¯ � wkc�f7iÅm«�S�UwxcÆix�<c£¨<wkhjz8��ikc£¿3c��

� . ��fg¯£ª�l[Í£�UfS¯ � wkc�f7iAm«�g��wxc�ik�<c�¨/wxhjz8�Uixc�¿3c�� ��� `��:wxc�f�i�°Ê�dixwk�Sm«ikcU¯Ky,h�¯<¯7�jc�y,�UfÂ²<wkcU�Qc�haz3cUm
�py,cUmxmk���8cÏÐ]wkl[y �d�jh��Qc�Ã��<h¶�®�Æ�<c�����f�¯7c¸�Qwx��¨<i��Sm«haf<� � . `�ª�c¸�����SmÄcd�/c����Uf�¯7cU�Ëwx��¨<i�hji��gm«hjf/�
� . ���<c)¿�f<lUÃ�mÆ�d�jh��Qc,mÄc�f�ioik�<c�y,cUmxmk���8c3` �dc�f<lUÃGc�fS�Ëwx��¨<i®mKik�<c�¯7c¸�Ql�¯7cU¯!y,cUmkmx�U�[c�¨<�j�gm
�Çm«hj�8fS��ik�<wxcÇmk�¸��hjf/�)ix�g��i£���jh¶�Ëc£wxcU�U�j�j��mÄc�f�iKix�/h¶mry�cUmxmk���[cÆ�SmÄhjf<� � � ` �dc�m«c�fg¯<mrik�<h¶mpf<c�Ã
z3c�w�m«hal[f�ixlÆª�l8Í �<Ã��<l�����f�f<lUÃ'¯7c¸�Ql�¯7cphji��SmÄhjf<�Æix�/cr¿3c�� � � `

�



Bob
E   (M)KIAlice

ÁYha�[�<wkc�s7©!Á��jlUÃ��®�S��wki,mÄ�<lUÃ�hjf<�³�Uf{hjy,¨<�ac�yÆc�f7i���ikhjl[f�l�ÐÆ¯�hj�[hai®�U��mÄhj�[fg��ix�/wxcUm,�SmÄhjf<���!¨<�/Í<�jh���Ì.¿3c��
�Qwk�7¨<ikl3mÄ�<mÄixc�y�`

� ��\]P ½�· 
�X�¡Y�]\±Z[¹�»S�º¥ �qT�¥�
:RUVS�Q¥��QRU����� ­ f5ÁYhj�8�<wxcqs ��� h¶m��d�jh��Qc�Dëm�¨<wxhaz8��ixcp¿3c��É`�ª�l8Í�¯7cU�Ëwx��¨<i®m
ik�<coy�cUmxmk���[c£�gm«hjf/�)�<c�w�¨<�<Í<�ah¶�K¿3c��3` ���<c��[�ËirlUÐ�c�fg�Qwx��¨<ixhaf<��ix�<cÆy,cUmkmx�U�[c£Ã�hjik�!�,¨<wkhjz8��ikc
¿3c��Æix�g��i�l[f<�a���d�jh��Qc�¿7f<lUÃ�m�wxc�¨/wxcUmÄc�f7i�m �<c�w�m«hj�8fS��ik�<wxcql[f�ix�/cry�cUmxmk���[cÉ`
���<cpÐ]l[�a�jlUÃ�hjf<��h¶m��oy,l[wkcpc 1��Ëhjc�f�i�hjy,¨/�jc�yÆc�f3i®�Uixhal[f,�SmÄhjf<� �o¨<�<Í<�ah¶��ÌÊ¿3c����Ëwx��¨<ixlÉm«�/m«ixc�y�`�­.f

Bob
KI

E   (H(M)) + M
Alice

ÁYha�[�<wkco�/©£ÁY�jlUÃB���S�UwxipmÄ�<lUÃ�hjf<�5��y,l8wxc£c 1 �Qhac�f7i�hjy,¨<�ac�yÆc�f3i®�Uixhjl8f)lUÐ�¯7hj�8hji®�U�Mm«hj�8fS��ik�<wxc¸mr�SmÄhjf<�5�
¨<�<Í/�jh¶�®Ì.¿3c��Æ�Ëwx��¨<ixlÉm«�/m«ixc�y�`

ÁYha�[�<wkco� c�°SY ²�h�mK��l8f<cQÌÊÃ������S�[mÄ�!l�ÐJY'` � ¨Sl[f�wxcU�Qc�hjz�hjf<�_Y ��ª�l[Í����Uf�z3c�wxh Ð]�Çix�S�UiKhai
hafS¯7c�cU¯Æ�Ql8y,c�Ð]wxl8y×�d�jh��Qc�Í7�Æ¯�cU�Qwx��¨<ikhjf<� c�°SY ²%�gm«hjf/�£�d�ah¶�Qc�Dum ¨/�<Í<�jh��Ï¿3c�� ��� �UfS¯,�®�<cU�®¿7haf<�
ik�S��iJY ¯7l3cUm�hjf,ÐÊ�[�Qi��g�[m«�ÇixlÆix�<cpz8���a�<cpc�fS�Qwk�7¨/ixcU¯Â`

� ��� � �������
	������ ���
���<cUmÄc���wkco¨/wxl[ikl��Ql[��mrÐ]l[wqc��<�®�S�Uf<�[haf<�Ç��¿3c���ÍSc�iÄÃ�c�c�f�iÄÃMl�¨Sc�l8¨<�jcÉ`��d�3�Uhjf ��ix�<c������Uf�ÍSc,hay,¨<�jcËÌ
y,c�f�ixc¸¯ ÍSl[ik�)Ã�haix��¨<wxhaz8��ixcËÌ.¿3c�����fg¯�¨<�<Í/�jh¶�®Ì.¿3c����Qwk�7¨<ikl3mÄ�<mÄixc�y�m��8mBÐ]l8�j�jlUÃ�mË©

Bob

generates k
Trent

Alice

KB
E   (k)KA

E   (k)

ÁYha�[�<wkcÆ|7©�Á��jlUÃ��®�S��wki�mÄ�<lUÃ�hjf<�Ç�Uf�hjy,¨<�ac�y,cËf7i���ikhjl[f�lUÐ�¿3c���c��<�®�S��f/�[cK�gm«hjf/�)�Æ¨<wxhaz[�UixcQÌÊ¿3c��Ç�Qwk�7¨7Ì
ixlÉm«�/m«ikc�y�`
� ��\]P ½�· 
�TU\¾µg·7RU�3¹®»S�º¥ �qT¸¥�
:RUVS�Q¥��QR¸�7��� ­.f�Á�hj�[�/wxcq|?�D�d�jh��Qcp�UfS¯ �:wxc�f�i�m«�S�UwxcKik�<cK¨/wxhjz8�Uixcp¿3c��

� .,�UfS¯£ª�l[Í ��fS¯ �:wxc�f7iAm«�S�UwxcMix�<cM¨<wxhaz[�UixcM¿3c�� � � ` � wkc�f7i:�8c�f<c�w���ikcUm%��¿3c���+��[ik�<c�fqc�fS�Ql�¯7c¸m
+,Ã�hjik� � .�ixlÆmÄc�fS¯�iklÆ�d�jh��Qc���fS¯�c�fS�Ql�¯7c¸m +,Ã�hjik� � � ikl,mÄc�fS¯,ixl�ª�l[Íâ`

� ��\]P ½�· 
�X�¡Y�]\±Z[¹�»S�º¥ �qT�¥�
:RUVS�Q¥��QRU����� ­ f5ÁYhj�8�<wxcqÒ ��� h¶m�ª�l[ÍEDumÏ¨<�/Í<�jh��d¿3c��3`M�d�jh��Qc��8c�f<c�w���ixc¸m
�,¿3c�� +��:Ã��<h¶�®�!mÄ�<cÆc�fS�Qwk�7¨<i�mdÃ�hjik�!ª�l8ÍEDëm�¨<�/Í<�jh��K¿3c��3`£ª�l8Í!¯7c¸�Qwx��¨<i®m�ik�<c£y,cUmkmx���8co�gm«hjf/�
�<h�m�¨<wxhaz8��ixcp¿3c��É`

�



BobAlice
generates k

KI
E   (k)

ÁYha�[�<wkc,Ò�©£ÁY�jlUÃB���S�Uwxiqm«�/l�Ã�haf<���Uf!hjy�¨<�jc�yÆcËf7i���ixhal[fÇl�Ð�¿3c��Çc��<�®�S�Uf<�[cÆ�Sm«haf<����¨<�<Í<�ah¶��ÌÊ¿3c��Ç�Qwk�7¨7Ì
ixlÉm«�/m«ikc�y�`

� ��� � 
 � �!� � ��� 	 � �������
���<cUmÄcd¨/wxl[ikl��Ql[��m���wkc�l�Ð]ikc�fo�gm«cU¯ohafo¨g�[mxmÄÃ�l8w®¯,¨<wxl8�[w���y�m�°±c3`��<`Yik�<c � f<hj�������	��

�dÐ]�<fg�Qixhal[fÂ²�Ã��<c�wkc
�£�<l3mÄidf<c�cU¯<m�ixlÆ�U�<ix�/c�f7ikh¶���Uixcpix�g��i��£�Sm«c�w�h�m�Ã��<lÆix�<c�� mx���,ix�/c�����wkc3`

f(p) =? y

Host

y stored in table

p
Alice

ÁYhj�8�<wxc£�É©�ÁY�jlUÃ��®�S�Uwxi�m«�/l�Ã�haf<���KÍS�[mÄh¶��hjy,¨/�jc�y,cËf�i®��ikhjl8folUÐ��Uf����/ix�<c�f�ixh�����ikhjl8f�¨/wxl[ikl��Ql[�Ê`
ÁYhj�8�<wxc,��mÄ�<lUÃ�mK�,ÍS�[mÄh¶�£hjy,¨/�jc�yÆcQf�i®�Uixhal[f�l�ÐÏ��f����<ik�<c�f�ixh¶����ixhal[f�¨<wxl8ixl��Ql8�.`Æ�d�ah¶�Qcqm«c�fS¯<m ?�ikl

ix�/cr�/l3m«i�` ���<cq�<l3mÄi��Ql8y,¨<�<ikcUm���° ?S²®` ���<cp�<lÉm«ip�U�jwkcU�[¯7���S�[m�� i���Í<�acpÃ��<h¶�®���S�[m-
���fS¯Ç���<c¸��¿/m ikl
m«c�crik�S��i&�Y° ??²
� 
S`<�)h¶m��£l[f<cËÌ.ÃB�¸�ÆÐ]�<fS�Qikhjl[fâ`

� l�y��U¿3cYhaiÂ�jc¸mxmÂ�jha¿3c��j�Mix�S�Ui����U�j�al[wx��Ã�hj�a�[ÍScM��Í<�ac%ixl�¨<wkc�ixc�fg¯dixl�ÍSc����jh¶�ËcYikl�ix�<c��<lÉm«i �8m«c��º�<c�fS�QcUm
l�ÐB¨S�[mkm«ÃMl[w®¯/m£����f�ÍSc,�Sm«c¸¯Â`��3c��º�<c�fS�QcUmdlUÐ�¨S�8mxmÄÃ�l[w�¯<m£��wkco�gm«cU¯�Í7���g�¸z�hjf/�)���jh¶�ËcK�[haz3c£ix�<cÆ�<lÉm«i
�ow���fS¯7l8y�f��<yÆÍ?c�w!:p` ���<cq�<l3mÄiq�Ql[y,¨/�<ixcUm �
� � :���� $ � ��° :�² ��� Q � �Y°���° :�²k²���n�n�n ��� � � � ° :�²��fg¯��[haz3cUm����a�ÂÍ<�/i!�
�£ixlÆ���jh¶�Ëc3`����<cp�<lÉm«i�¿3c�c�¨Sm �
��` D lUÃ��7ix�/creSw�m«i�ixhay,c��d�jh��Qc��jl8�3m�hjf �/m«�<cq�Sm«c¸m
�
� " $ �8mdix�/cK¨S�8mxm«ÃMl[w�¯Â` ���<c£�/l3m«iÅ�Ql[y,¨/�<ixcUm ��°��
� "%$ ²���fg¯��Ql[y,¨g��wxc¸m�hji�ixl,ik�<c �
�£Ã��<h����Çhji��S�[mË`­±Ð:ik�<cdiÄÃMlK�Uwxc�c��3�<hjz8���ac�f�i �3�d�ah¶�QcM�S�[m�ÍSc�c�f,�U�<ix�<c�f7ikh¶���UixcU¯Â` D lUÃ
ik�<cd�/l3m«iMwxc�¨/�¶�[�ËcUm��
�pÃ�hjix� �
� " $ `
���<c�f<c���iKikhjy,cÆ���jh¶�Ëco�al[�3mKhaf ��m«�/c��gm«cUm �
� "UQ `!ª�cU�����SmÄc,cU�[�®�!¨S�8mxmÄÃ�l[w�¯�h�mKl[f<�a���SmÄcU¯!l[fS�Ëc�Í��
�d�ah¶�Qc4���UfS¯��)h�m�� l8f<cQÌÊÃ����oÐ]�<fS�Ëixhjl8f �Sm«c��º�<c�fS�QcUm�l�Ð�¨S�8mxmÄÃ�l[w�¯<m��Uwxcpy,l[wkcpm«c¸�Q�<wxcÉ`
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(Schneier fig. 12.3)
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� $ Ð]l8w,_�t�l�Ð�ik�<cÒU��¨SlÉmxm«haÍ<�jc£haf<¨<�<i�mdixlÇ�[Ì.ÍSlU��|7`p­Ä¯7c¸���j�a��ix�<h�m�m«�<l8�<�¶¯)ÍSc£ikwx�<cKÐ]l8w�c��/�[�Qik�j���S���ÕÐ�°.s8tº²�l�ÐMik�<c
¨Sl3mkm«haÍ<�jcphjf/¨<�<i®mË`ÏÖShaf<cU�Uw��Qwx��¨<i®�UfS���a�<mÄh¶m����Uf�i®��¿3cq�8¯7z8��f�i®���8cKlUÐ�ix�<h�m�Í<h¶�8mQ`

´ �¾} �a´ � �p�³\±P�RU¤Y���,��·<���ÑVSTU�±W
b����,h�m��Sm«c¸¯�Ð]wkc��3�<c�f�ix�j�Æhjf�ix�<c � wkcU����Ã�l8wx��¯Â` �
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S-Box 5

ÁYha�[�<wkcÆ_[_[©��[Ì ª�lU��|

� ª��Uf<¿<m
�
Íg��f<¿�y��8���<haf<cUm

�
haf7ikc�w«ÌÊÍS�Uf<¿,ixw���fSm.Ð]c�w®m

� ­x��b D °Êm«l[y�c[²
� ��c�wkÍ?c�wxl3m
� � f/hj�Æ¨S�[mkm«Ã�l8w®¯��U�<ix�<c�f7ikh¶���Uixhjl8f�°.���ay,l3mÄiQ²
� v%wxhaz8�[�Q�3Ì.c�f<�S��fg�QcU¯,y���ha��°.v�� ��²
b����)h�m�f<l[ip�SmÄcU¯ haf�y ��f���f/c�Ã�c�wÅm«�/m«ixc�y�mÏÍScU�����SmÄcolUÐ�ix�/c,mÄy����a�%|8Ò¸ÌÊÍ<hjiq¿3c��<mÄh%$�cÉ` �dlUÃ�c�z3c�w+�

, %�' # @ . 0 � H���°±l8w��-0 � H��/²�¨<wkl�z�h¶¯�cUm�m«ha�[f<hÕeD���Uf7ik�j��y,l8wxc£mÄcU�Q�<wkhjiÄ�)Ã��/hj�jc�m«ikhj�a�%�Sm«haf<��ix�<c�b������U�j�[lUÌ
wxhaix�<y5` ���/cKÍS�8m«h¶��h�¯7cU�Kh¶m�ikloc�fS�Qwx��¨<iMyo�<�aixha¨<�jc�ikhjy,cUm%�SmÄhjf<��¯7hÕÔÂc�wxc�f�i�¿3c��/mQ`�­.fÇs¸Ì b���� �

� � ��� $ ° � � Q ° ��� T °
3
²x²k²3

� � � T ° ��� Q ° � � $ ° � ²x²x²
D l[ikc�ix�S�Uio�3l8� ;1*
	 	 �-,�m«hjy�¨<�j���Sm«c � � ��� $ ° ��� Q °

3
²x²pÐ]l[w�b����³°±l8w,�Uf7�!l8ix�<c�woÍ<�al���¿ ��� Ì

�[l8wxhaix�<y)²q�UfS¯��8c�iÆyo�S�®�!ÍSc�ikixc�wÆmÄcU�Q�<wkhjiÄ�!ix�g��f{mÄhjy,¨/�j���Sm«haf<��l8f<c)¿3c��3`
­±Ðpik�<cÇ���a�[l[wkhjik�<y h¶mÆ�
�[wkl[�<¨
�Âix�<c�f)ix�/h¶m�h¶m��Ql[y,¨/�jc�ikc��j�£c��3�<haz[�U�jc�f�i�ikl�mx����hjf<� � � � � T °

3
²�Ð]l[wpmÄl[y,c � T ��fg¯)�3l[�)�g�¸z3c�3�Uhjf<c¸¯ f/l[ix�/hjf<�/`�­ÊÐAix�/cp���a�[l[wkhjik�<y h�m�f<l[i��K�8wxl8�<¨ �<ix�/c�wxc�h�m��£m«¨ScU�Qh����â��ixi��[�®¿oÃ��/h¶�®�,�jc�i�m �3l8� egfS¯

ix�/cK¿3c��Æhjf5t �	� $ c�fS�Qwk�7¨<ikhjl8fSm Ð]l[wp�Uf��U�j�[l8wxhaix�<y Ã�hjik���Uf�AgÌÊÍ<haid¿3c�� �<hjfSmÄixcU�8¯�l�Ð�ix�<cqc��7¨ScU�ËixcU¯,t Q �
c�fS�Ëwx��¨<ixhal[fSmË`�b����,h¶m�f/l[i��£�[wxl8�<¨:`

� ��� � ��
<��� � � ����� �
� � ��� ��� � � � �! �� 
bdcQegf<c���� ��� $
� � Q ��fg¯���� ��� $
� � Q `ÓÏcËÐ]c�w�ixlÆÁYha�[�<wkcÆ_�toÃ��<h���� m«�<lUÃ�m�¨S��wkidlUÐ�l[f<cqwxl8�<fS¯�lUÐ�b��B�g` ���<cpÍS�8m«h��rh¶¯�cU�KÍSc��<hjfg¯�¯�h ÔDc�w«Ì
c�f�ixh����A�Qwx��¨<i®�UfS���a�<mÄh¶m�h¶m�ix�S�UiÅÐ]l8wq��f��)�[haz3c�f������Âf<l8iq���j�Az[�U�j�<c¸mÅlUÐ����G��wkcoc��º�S�U�j�a���ahj¿3c��a�3`p­±ÐB�
�Qwk�7¨<i���fS�U�j�/m«i�h¶mA��Í<�ac�ixlrÐ]l8w®�Qc�mÄl[y,c�l[f<c�iklrc�fS�Qwx��¨<i���¨S�Uhjw�l�Ðâ¨<�¶�Uhjf�ixc���i�y,cUmxmk���8cUmYÃ�hjik�,����� ix�S�Ui
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ÁYhj�8�<wxc _�t7©MbdhÕÔÂc�wxc�f�ixh����YÈ�wk�7¨/i®��fg���j�/m«h�m

�<cp¿�f<lUÃ�m��<�<cq���Uf��al3l[¿Ç��i�ik�<cq�Ql[wkwxcUmÄ¨Sl[fS¯7haf<�Æ¨S��haw�l�ÐAc�fS�Qwk�7¨<ikcU¯oy,c¸mxmx�U�[cUm6�S�Ql[y�¨<�<ixc�ix�/c�hjw������
��fg¯��Sm«c ����� � �<����fS¯�ik�<c�� Dëm�ikl��8c�i£mÄl[y,c£haf7Ð]l[wky���ikhjl8f���ÍSl[�<i � ^ 
 M `���ÐÏ�Ql[�<w�m«c4�:�3l8��f<c�cU¯�jl8i®m�l�Ð�¨S�Uhjw®m%lUÐ�y,cUmxmk���8cUm%Í?cËÐ]l[wxc�ix�<c�¯7c��ai®�[m�ÍScU�Ql[y�c�m«i®�Uixh�m«ixh������a�j� m«hj�8f<h e?����f�i�c�f<l[�/�[��ixlq�[hjz3c��3l8�
hjf�Ð]l[wxy ��ixhal[f��UÍSl[�<i�ik�<cp¿3c��3`

���<h¶mÆh¶¯7cU��h¶mÆ��¨/¨<�jhacU¯�l8f<c)wkl[�<fS¯{�Ui���ixhjy�c3` ���<cÇy,l[wkc�wkl[�<fg¯<moix�/c�wxc5��wxcÇhjf³ix�<c5�Qhj¨<�/c�w �
ix�/co�S�Uw®¯7c�wKhjiph�mÅikl�¯7c�wxhjz3c£ik�<cÆl[wxha�[hafS���M¿3c��)�SmÄhjf<�Çix�<h�m�ixcU�®�<f<h��º�<c£ÍScU�����SmÄc,ix�<c�m«i���ikh¶m«ikh¶���U��Í<h¶�8m
¯7cU�ËwxcU�8m«cUm�Ã�haix��cU�[�®��wxl8�<fS¯Â`

bdh ÔDc�wkc�f�ixh¶�U���Qwk�7¨<i���fS�U�j�/m«h�mry��U¿3cUmr_Ë��ÌÊwxl8�<fS¯
b��B� m«hj�8f<h e?����f�ix�a�)cU�8m«hjc�wrikl)Í<wkcU��¿�ik�S��f�Í<wx�<ikc
Ð]l[w��Qc4��Í<�<i,�g�[m£�jhjikix�ac,cQÔDcU�QiÆl[f³ix�<c5m«cU�Q�/wxhjiÄ��l�ÐÆ_�Ò¸ÌÊwxl8�<fS¯ b����S` ���/c�¯7cUmÄhj�8f<c�w®m£l�Ðrb����!¿�f<c�Ã
��ÍSl8�<i�¯�h ÔDc�wxc�f7ikh¶���D�Qwk�7¨/i®��fg���j�/m«h�m���fS¯�¯7c¸m«hj�8f<cU¯oik�<c£�[ÌÊÍ?lU��cUm�°.�UfS¯����/l3m«cpik�<c�f��<yoÍSc�w�lUÐ%wkl[�<fS¯/m�²
ixlÆwxc¸m«h¶mÄi�ix�<h�m���iki®�[�®¿D`

� ��� � �1�!� �<��� � ��� � ��� �	� �! �� 
� ' 	 .�*4%�; %65 # , *
	 *-@ 5 7+' 7��U�j�jlUÃ�m��Uf!�Uixi��[�®¿3c�w�ixl��3��haf!mÄl[y,cqhjf7Ð]l8wxy��Uixhal[f���ÍSl8�<ipl[f<cÆÍ<hji�l�Ð��Æ¿3c��)hÕÐ
�<cq¿7f<lUÃ�m��£¨<����hjf�ixc��7i��UfS¯)hji�md�Ql8wxwkcUm«¨Sl[fg¯7hjf<� �Qhj¨<�/c�wxikc��7i�` ���<cqh¶¯7cU�£h¶m�ix�g��i£°]ix�<c��r��Ó lUÐ�mÄl[y,c
¨<����hjf�ixc��7i�Í<hji�m�² � °]ix�<c �r��Ó l�ÐÏm«l8y,cÆ�Qhj¨/�<c�wxikc���idÍ<hai®m®²1�:��l[f<cQÌÊÍ<hai�Í7�Çl[f<cËÌ.Í<hai �r��Ó ik�S��ip�8hjz3cUm
�3l[� ��l[f/cQÌ.Í/hjipwxcUmÄ�<�ji+�Y�8hjz3cUm��3l[��hjf7Ð]l8wxy��Uixhjl8f���ÍSl[�/i£ix�<c �p��Ó l�Ð�mÄl[y,c£lUÐ�ix�<c,¿3c��)Í<hai®mQ` ���<h�m
Ã�l8wx¿/m�Ã��<c�f!ik�<c�wxc£h�mp��Í<h��[m�hjf�ix�<cÆ�jhaf<cU�UwK�U¨<¨<wkl���hjy ��ixhal[f)Ð]l8wK�Uf
�[ÌÊÍSl��D`��8Ì.ÍSlU�!|�h¶m�ix�/coy,lÉm«i
Í<h��[m«c¸¯5�8Ì.ÍSlU�,Ð]l[w�b����S`

ÓÏcËÐ]c�w�ixlÆÁYha�[�<wkcK_�sKÃ��<h¶�®�,mÄ�<lUÃ�m�ix�<c�l[¨Sc�w®�Uixhal[f,lUÐ��[ÌÊÍSlU�,|�`�­ÊÐ��3l8�,�SmÄc��jhaf<cU��wM�Qwk�7¨/i®��fg���j�/m«h�m��
¿�f<lUÃ�hjf<�Çm«l8y,c�ik�<hjf<����ÍSl8�<i V Q!
 °]ix�<cÆmÄcU�Ql8fS¯ haf<¨<�<i�Í<hji�ikl��[Ì.ÍSlU��|?�:hÕÐ�ÃMc£f7�/yoÍSc�w�haf<¨<�<i�Í/hji®m�iklix�/c��Uwxw®���£lUÐ%�[ÌÊÍSl���cUmMm«i®�Uwxikhjf<�qÃ�hjix�ÆÍ<hai�_dl8foik�<cd�acQÐ]iQ² ��fS¯�� $ = � � $�� � � $�� ���UfS¯�� Q � °]ix�<c�m«c�z3c�f7ikc�c�f�ix�ix�/wxl[�/�[��iÄÃ�c�f�ixhac�ix��l[�<ik¨<�<i�Í<hji�mBÐ]wkl[y ix�<cq�Uwxw®����l�ÐB�[Ì.ÍSlU��cUm�²MÃ�hj�a�:ixc��a�:�3l[�Çm«l8y,c�ix�/hjf<�Æ�UÍ?l8�<i�ik�<c
t[ÒUD ik�,Í<hji�lUÐ:ix�/cd¿3c��q�Sm«c¸¯ohjfÆix�S�Ui�wkl[�<fS¯D` ���<h¶m%h¶m%ÍScU���U�Sm«c °x_�² V Q!
 h¶m%ix�<c �p��Ó�l�Ð�ik�<c�t8Ò�D�ix�,Í<hai�l�Ð
ix�/cd¿3c��q�Sm«c¸¯ hafoik�S��i�wxl8�<fS¯���Ã�hjik�oik�<c�t8Ò�D�ix�ÆÍ<hji�l�Ðâix�<c�l[�/ix¨<�<i�Ð]wxl8y ix�<c�c���¨S��fSmÄhjl8fo¨Sc�wkyo�<i���ikhjl[f
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ÁYhj�8�<wxc _�s7©�ÖShjf/cU��wpÈ�wx��¨<i®�UfS���a�<mÄh¶m��SmÄhjf<���[Ì ª�lU��|

Ð]l[wpik�S��ipwxl8�<fS¯
°]Ã��<h¶�®���3l[��¿�f<lUÃ h ÐM�3l8��¿�f<lUÃ ik�<c£hjf<¨/�<ipÍ<hji�mÅikl�ix�S�Uirwkl[�<fg¯?²1�A��fS¯�°.t3²r�8Ì.ÍSlU�
|o�S�8mdix�/crÐ]l[�a�jlUÃ�hjf/�Æm«i®�Uixh�m«ixh�������Í<h��[mQ©@V Q!
 �-� $ = � � $�� � � $�� � � Q � Ð]l[w�l[f<�a��_�tol�ÐMik�<c£ÒU�,¨Sl3mxmÄhjÍ<�achjf/¨<�<i®m�ikl,�[ÌÊÍ?lU��|�`���wxy,cU¯£Ã�hjik�,c�f<l8�<�[�Ç¨<�¶�Uhjf�ixc���i«Ì �Qha¨<�<c�wkixc���i%¨S�Uhjw®m6�<�jhaf<cU��wB��¨<¨/wxlU�7hay���ikhjl8fSm�Ð]l8w
ix�/c��[Ì.ÍSlU��cUm��3�UfS¯Æ�dy,l�¯7c���l�ÐDik�<c��[ÌÊÍ?lU��cUm D8Í<h¶�8m«cUm6�[�3l[�Æ���UfÆ¯7lpmÄi®��ikh¶mÄixh¶�����S�UfS���a�<mÄh¶mYikl��jcU�UwxfÆ�UÍ?l8�<i
ix�/cr¿3c��3`

ÖShjf<c¸��w��Qwx��¨<i®�UfS���a�<mÄh¶mKh�mKix�<c�y,lÉm«i£mÄ�S���Qc¸mxm Ð]�/����ixi��[�®¿!l[f b����S`��3ikhj�j� �%hji Dëmrf/l[iÆyo�S�®��Í?c�ixixc�w
ix�g��f��KÍ/wx�<ikcrÐ]l[w��Qc�¿3c���m«c¸��w®�®�:`

� ��� 5 � � �
­Äb���� �[ha�j�j�gm«ixw���ikcU¯KhjfÆÁYha�[�<wkcK_Ë� �3h¶m��Uf<l[ik�<c�w�Í<�jl��®¿Æ�Qha¨<�<c�w�`Y­.i%l8¨Sc�w®�UixcUm�l[f�Ò���ÌÊÍ<hai�Í<�al���¿/m%��fg¯o�Sm«c¸m
_�t8�¸ÌÊÍ<hji�¿3c��/mQ`�­Äb���� h�m�� ¨<wkl�¯7�S�Qi��Qha¨<�<c�w�`%­.i��Ql[y�¨?lÉm«cUm�ik�<wxc�cK�U�j�8c�Í<w®�Uh¶���[wkl[�<¨gmQ©

� ��¯/¯7hjikhjl[f�°]Ã��<h¶�®�,¨<wkl�z�h¶¯�cUm�ix�<cq¯7hÕÔD�Sm«hal[f�¨<wxl8¨Sc�wxiÄ�S²
� �)�<�aixha¨<�jh�����ikhjl[fÇ°±Ã��/h¶�®��¨/wxlUz7h�¯7cUm�ix�<cq�Ql8f7Ð]�Sm«hal[fÇ¨<wxl8¨?c�wxiÄ�?²
� �p��Ó
­Äb���� �S�[m�m«l8y,c�Ã�cU�U¿,¿3c��/m��3Í<�<i�ik�<c�� D wxc�f<l8i�Ã�cU�U¿,hjf,ik�<cpmk��y,cpmÄc�fSmÄcp�[m�b����Æ¿3c��<mË`�°Ê­ÊÐ��3l8�

�SmÄc)��Ã�cU�U¿�­Äb���� ¿3c��4�A��f³��iki®�8��¿3c�wq���Uf!eS�[�<wkc�l[�<i£Ã��<h�����¿3c����3l[�!�gm«cU¯!Í����SmÄhjf<�����®�<lÉm«c�f7Ì
¨<����hjf�ixc��7i��Uixi��[�®¿Â`Õ² ���<c�wxc���wkcpt T Q Ã�cU�U¿Æ­«b�� �{¿3c��/m��3Í<�<iBm«hafS�Qc�ix�<c�wkc��Uwxc�m«lqy���f��£y,l[wkc�¨Sl3mxmÄhjÍ<�ac
­Äb���� ¿3c��/m%ix�S�Uf�b����Æ¿3c��<m6�3ix�<cp�®�S�UfS�QcUm%l�ÐA¨<h���¿�hjf<��l[f<cpl�Ð�ik�<cUmÄc�w®�UfS¯7l[y��j�£h¶mMm«y��U�j�ac�w%ix�g��f,ik�<c
�®�S��fS�ËcrlUÐ%¨/h¶�®¿7haf<�Kl8f<cpl�Ð�ik�<cpÃ�cU�U¿�b����,¿3c��/m w���fS¯�l[y,�a�3`

�%hj�[��i«ÌÊwxl8�<fS¯Ç­«b�� � �S�8mdmÄixl3l�¯)�<¨�ikl,�U�j����iki®�8��¿/m�ixl�¯<��ikc3`�­Äb���� h¶m��SmÄcU¯,hjfÇv�§�v�`
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X1 X2 X3 X4

Z1(1) Z2(1) Z3(1) Z4(1)

Z5(1)

Z6(1)

Y1 Y2 Y3 Y4

Z1(9) Z2(9) Z3(9) Z4(9)

seven
more
rounds

one
round

Xi = 16-bit plaintext subblock
Yi = 16 bit ciphertext subblock
Zi(r) = 16-bit key subblock

= bit-by-bit XOR of 16-bit subblocks

= addition modulo 2    of 16-bit integers
16

= multiplication modulo 2    + 1 of 16-bit integers with the
16

zero subblock corresponding to 216

(Schneier fig. 13.9)

ÁYhj�8�<wxc£_Ë�<© ���<c£­Äb���� �Ëhj¨<�<c�w
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Block Cipher                         Stream Cipher

ÁYha�[�<wkcÆ_�|7©Mª��jl��®¿ÆzÂ`��3ikwxcU�Uy�È�hj¨/�<c�w

� ��� � ��� 	�� � � � �!��� ��� 	 � ��� ������� 
7��� � 6� 
��fg�Qwx��¨<ixhal[f��3¨Sc�cU¯/mÏlUÐ�mÄl[y,cpª��al���¿�È�hj¨/�<c�w®m�l[fÇ�Æs[s � � $��É�[Òº� �

���a�[l[wkhjik�<y m«¨Sc�cU¯�°.�pª &¸m«cU��² �U�j�[l8wxhaix�<y m«¨Sc�cU¯�°.�pª &UmÄcU��²
ª��alUÃ�eDm«��°x_�t wkl[�<fg¯<m�² _��8t ��brÈ °±�gm«hjf/����bd��² _��8Ò
ª��alUÃ�eDm«��°x_�Ò wkl[�<fg¯<m�² _�s8| ��brÈ °±�gm«hjf/����b�|3² _�s8|
ª��alUÃ�eDm«��°.t8¬ wkl[�<fg¯<m�² _[_�¬ ��brÈ'°]�Sm«haf<�,� ���p² t[s

b���� s8| D c�Ã�b���� t[s8s
ÁA� �pÖ<ÌÄ� s[¬8¬ Ó���br�pÈ{­k­ _
Á%���rÖ<Ì�_�Ò _�Ò�_ Ó���br�pÈ ­x­k­ �U�
Á%���rÖ<Ì s[t ��_ ÓdÈM|¸Ì s[t &¸� _�t3�
§r�p� � |8s ÓdÈM|�ÌÄs8t &É_�t �[Ò
­Äb���� �¸¬ ÓdÈM|�ÌÄs8t &É_�Ò Ò[|

���7�7Ð]��°k_�Ò£wxl[�/fS¯<m�² t[t�_ ÓdÈM|�ÌÄs8t &¸t[¬ |[t
���7�7Ð]��°Êt��Æwxl[�/fS¯<m�² _�|8s ����Á%��Ó °ÊÒ wkl[�<fg¯<m�² �7_
���7�7Ð]��°Ês[t£wxl[�/fS¯<m�² _[_�| ����Á%��Ó °Ê� wkl[�<fg¯<m�² Ò7_

ÖS�<Í��ºÌ Ó��[�®¿3l�Ô�°]�Sm«haf<� ��bd�7² ��� ����Á%��Ó °k_�¬£wxl[�/fS¯<m�² �3�
ÖS�<Í��ºÌ Ó��[�®¿3l�Ô�°]�Sm«haf<� ��b�|º² sU� ����Á%��Ó °k_�t£wxl[�/fS¯<m�² �<_
ÖS�<Í��ºÌ Ód�8��¿3lUÔ�°]�Sm«haf<��� ���r² _8_ s�Ì.Î���� t[|

ÖS�S�Qh Ð]c�w |8t �:wxhj¨/�jcQÌ b���� _�t
Ð]wxl8y �º���<f/c�hjc�w+� �Y�UÍ<�jcÆ_Q�/`ës

� ��� 
 � � � ��� 	 � � �!���  
	 @ �C;12 ;+' #&� .6% 7�l[¨Sc�w���ixcÆl[f�Í<�al���¿/m�l�Ð�¨/�¶��haf7ikc���i ; Ð]l8wrc¸�[�®��haf<¨<�<i�Í/�jl��®¿�ix�<c��Ç¨<wxl�¯��S�Qc���f�l[�<ik¨<�<i
Í<�al���¿D`�� , % .�*48 ; ' #&� . % 7��SmÄ�S���a�j�Kc�fS�Qwx��¨<i &U¯7cU�Ëwx��¨<iYl8f<c�Í<hai���i���ixhjy�c3` ���<c�¯7hÕÔDc�wxc�fg�Qc�h�mYhj�a�j�SmÄixw®�UixcU¯
hjfqÁYha�[�<wkc�_�|?�8Ã��<h¶�®�p¯7c�¨/h¶�Qi�mÂix�<c�l[¨Sc�w���ikhjl[fql�ÐD��iÄ�7¨/h¶���U�[Í<�al���¿p�Ëhj¨<�<c�w:��fg¯K��i«��¨<h������Ém«ixwkcU��y �Qhj¨<�/c�w�`
�3ikwxcU�UyÀ�Qha¨<�<c�w�mpm«c�c�y ikl)ÍSc,y,l8wxcÆ¨Sl[¨<�<����w£haf!�%�<wkl[¨Sc4�%Ã��<ha�jcÆÍ<�jl��®¿!�Ëhj¨<�<c�w®mpm«c�c�y ixl)ÍSc,y�l[wxc
¨Sl[¨<�/�¶��w�hjf�ik�<c � f<hjikcU¯��3i���ikcUmQ`

�
mÄixwxc¸��y �Ëhj¨<�<c�wY�SmÄcUm%�ÏÐ]�/fS�Qixhal[f�°��{hafKix�/c�¨<h��Qix�<wkc[²Dix�S�Ui%i®�U¿3cUm%�d¿3c��Å��fS¯£¨<wxl�¯��S�QcUm%��m«ixwkcU��y
l�Ð�¨gm«c��S¯�l[w®�UfS¯7l8y Í<hai®m£° � M hjf�ix�<cÆ¨<h��Qix�<wkc[²®`���f<colUÐ�ix�<c¸m«cÆÍ<hji�mÅh�m �r��Ó�cU¯)Ã�hjik��l8f<c,Í<hairlUÐ�ik�<c
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ÁYhj�8�<wxc£_�Ò7©M� Í<�jl��®¿��Qha¨<�<c�wMhjf�ÈMªdÈ
y�l�¯7c

¨<����hjf�ixc��7iMhjf<¨<�/ip°�� M ² �<¨<wxl�¯7�g�Qhjf<�£l8f<cKÍ/hji�l�ÐAix�/cK�Ëhj¨<�<c�wxixc��7iMl[�<ik¨<�<iq° � M ²®`� Í<�jl��®¿Ç�Qhj¨/�<c�w 8�� �?.B�Ql[yÆÍ<haf<cUm�ix�/cÆ�Qhj¨<�/c�w��U�j�8l[wxhaix�<y hai®m«c�� Ð�Ã�haix�)Ð]c�cU¯�ÍS�[�®¿�°±�gm«�S�U�j�j�S²®`pÁ�hj��Ì
�<wkc�_�Ò)ha�j�j�gm«ixw���ikcUmp�)Í<�jl��®¿����a�[l[wkhjik�<y haf
ÈMªdÈ×°«È�ha¨<�<c�w ª��jl��®¿!È��S��haf<hjf/�7²py,l�¯7cÉ`)ª�cU�����SmÄcoik�<c
�Qha¨<�<c�wkixc���iÏÐ]l8w�Í<�al���¿ ' 0��qh¶md�SmÄcU¯)hjf������¶�Ë�<�¶�Uixhjf/�oik�<cÆ�Qhj¨/�<c�wxikc���i�Ð]l[wpÍ<�jl��®¿ V �Âh�¯7c�f�ixh¶�����:¨<����hjf�ixc��7i
Í<�al���¿/mÏÃ�ha�j�Df<l[ip�U�jÃB�¸�/m�c�fS�Ëwx��¨<i�ixl,ik�<cqmx�Uy,cq�Qhj¨<�/c�wxikc��7i�°.�8mdh¶m�ikwx�<cqÃ��<c�f��£Í<�al���¿��U�j�8l[wxhaix�<y h�m
�SmÄcU¯�¯7hjwkcU�Qix�a�oÃ�haix�<l8�<i�Ð]c�cU¯�ÍS�[�®¿?²�`

ª��jl��®¿,�Ëhj¨<�<c�w®m��Uwxc�iÄ��¨<h¶�����j�a�£y,l[wkcdc 1��Qhac�f�ix�j�qhjy,¨/�jc�yÆc�f�ixc�¯Khjf�mÄl�Ð]iÄÃ��Uwxcpix�S�UfÇm«ixwkcU��y �Qhj¨<�/c�w®m
ÍScU���U�Sm«cpÍ<�al���¿��Ëhj¨<�<c�w®m�l[¨Sc�w���ikcKl[f�y��Uf7�ÆÍ<hai®m���i��Kixhay,c3`

� ��� ��� �

� ����h�mp�)m«ikwxcU�UyÀ�Ëhj¨<�<c�w�ix�S�UiK�8c�f<c�w���ixc¸mrl[f/c,Í7��ixc���i ��ikhjy,c3` ���<c�¿3c��)h�mÅ�gm«cU¯�ikl)�8c�f<c�w���ixc �
t[|8Ò¸ÌÊc��jc�y,c�f�i�i®�UÍ<�jc����>��� $ ��� Q ��n�n�n�� Q���� Ã��/h¶�®�)�Ël[f�i®��hafSm��£¨?c�wxyÆ�<i®�Uixhjl8f,l�Ð�ix�<cqf7�<yÆÍSc�w®mM¬Kixl�t[|8|7`��fS�Qc£ik�<h¶m�i®�UÍ<�jcÆ�S�8mrÍSc�c�f�hjf<haixh����jh $�cU¯��Six�/cKÐ]l[�j�alUÃ�hjf<��¨SmÄc��S¯7l��Ql�¯�coÐ]l[wqÓdÈ��)�8c�f<c�w���ikcUm�l[f<cÆÍ7��ixc
l[fÇcU�[�®�,wkl[�<fS¯D`
	�

��
��

�� 	��
������������� ��� 	���� �"!

	#
$��	�%'&(�*) + �-,�.�/
�0
$�1��%�2�34	
�*) + �5,�.
/
��
 � � 2�34	 � � � 2�36�
� 
$�12734	8%5273����9)'+ �:,
.�/
+�; � � ; � 
<2�3 �

=
���<c�Í7��ixcQÌ m«h $�cU¯ +�; � � ; �ph¶m �p��ÓÏcU¯KÃ�haix���rÍ��7ikc�l�Ðâ¨<�¶�Uhjf�ixc���i%ixlq¨<wxl�¯��S�Qc��rÍ��7ikc�l�ÐA�Qha¨<�<c�wkixc���i

l[fÇcU�[�®�,haixc�w���ixhal[f:`
ÓdÈ��oh�m��Sm«c¸¯ haf�ÖSl[ix�gm D l8ixcUm6�Â��w®�[�Ë�jcK�3c¸�Q�<wxc£�7>pÖ �S�UfS¯�l8ix�<c�w�¨/wxl�¯7�S�Ëi®mQ`
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� =?>6@ ');�0B24. 5�*-@ #��4%�' ,�� 8 7p�UwxcÆÍS�[mÄcU¯�l[f�l[f/cQÌ.ÃB����ixw®�U¨D¯7l3l[wKÐ]�<fg�Qixhal[fSmË`,��m�¨<wkc�z7hal[�SmÄ�j�Çy,c�f�ixhjl8f<cU¯��
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ÁYhj�8�<wxcÆ_��É©Ï��f<cËÌ.ÃB�¸��ixw®�U¨D¯7l3l[wdÐ]�/fS�Qixhal[f

� �
	 .10�� *45 � = 	 ;6,:' �
	,h¶m � c¸�[m«� �,ixlÇ��¨/¨<�j�Çhjf�ix�/c Ð]l8wxÃ��Uw®¯�¯7hjwkcU�Qikhjl[fÇÍ<�<i � �g��w®¯ ��ixlÇ�U¨<¨<�j�Çhjf�ik�<c
wxc�z3c�w®mÄc�¯7hjwkcU�Qikhjl[fâ`���f<cQÌÊÃ�����Ð]�<fg�Qixhal[fSm£Ã�hjik�
� , % *�# �
���4%���wkc � cU�8m«� ��ixl��U¨<¨<�j��hjf�ix�<c,Ð]l8wxÃ��Uw®¯
¯7hawxcU�Qikhjl8f,�UfS¯ � �g��w®¯ �Kixl£�U¨<¨<�a�£hjfÆix�<c�wkc�z3c�w�m«c�¯7hawxcU�Qikhjl8f = 	?@ . 717��3l8�,¿�f<lUÃ{�KmÄcU�Qwkc�i�`A­ÊÐâ�3l[�,¿�f<lUÃ
ix�/cKmÄcU�Qwkc�i ��ix�<c�f�ik�<c�Ð]�<fS�Qikhjl[f�h�m����¶mÄl � cU�[mÄ� �£ixl���¨/¨<�j�,haf�ix�<cpwxc�z3c�w®mÄcp¯7hjwkcU�Qikhjl[fâ`

v%�<Í<�jh�� ¿3c������a�[l8wxhjik�<y�m��SmÄc,iÄÃ�l)¿3c��<mË©K�$#&%�')( *-,�.�24.65Æ��fS¯!�$#&=?>6@ '); 24. 5�`Ç�d�jh��Qc£�[c�f/c�w®�UixcUmq�
¨<�<Í/�jh¶�®Ì.¨<wkhjz8��ikc,¿3c���¨S��haw�`��É�<c,¨<�<Í/�jh¶mÄ�<cUmp�<c�w£¨<�<Í/�jh¶�£¿3c�����fS¯!¿3c�c�¨Sm�ix�<cÇ�Ql8wxwxc¸m«¨Sl[fS¯�hjf<��¨<wkhjz8��ikc
¿3c��£¨<wkhjz8��ikc3`��:lÆm«c�fS¯,�d�ah¶�Qc��py,cUmxmk���8c4��ª�l[Í,c�fg�Qwx��¨<i®m%�SmÄhjf<� �d�jh��Qc�DumY¨<�<Í<�ah¶��¿3c��3` � l ¯7cU�Qwk�7¨<i�ik�<c
y,cUmkmx�U�[c4�U�d�ah¶�QcA�Sm«cUmÂ�/c�w:¨<wxhaz8��ixc�¿3c��É`Y­.fq�Ql8f7ikw®�[mÄi:ixl�¨<wxhaz8��ixcËÌ.¿3c���c�fS�Ëwx��¨<ixhal[f ��iÄÃ�l�¨S�UwxixhacUmÂÃ�h¶mÄ�<hjf/�
ixl5�Ql[y�yo�<f/hj����ixcp�SmÄhjf<�5��¨<�/Í<�jh���Ì.¿3c��)�U�j�8l[wxhaix�<y ¯7l8fED ipf<c�c¸¯ ikl)y,c�c�idhaf�¨Sc�w�m«l[f�ixl)c��<�®�S��f/�[c��
m«c¸�Qwxc�i�¿3c�����ik�<c����x�Sm«ipf<c�cU¯�ikl,�jl3l8¿��<¨�cU�[�®�)l8ix�<c�w]Dëm�¨<�<Í<�ah¶�r¿3c��<m�hjfÇix�<c£¨<�/Í<�jh��r¿3c���¯�hjwxc¸�Qixl8wx�3`
�%�<�8�Qix�a�,�<lUÃ ixlÆhjy,¨<�ac�yÆc�f7i��omÄcU�Q�<wkc�¨<�<Í<�ah¶��¿3c���¯7h¶mÄixwkhjÍ<�<ikhjl8f)mÄ�<mÄixc�y °±cÉ` �<`��Æm«c¸�Q�<wxcp¨<�/Í<�jh��d¿3c��
¯7hawxcU�Qikl[wk�?²Ah¶m��3�<hjikcK�Uf<l[ik�<c�w�mÄixl[wk�3`

�%fS�Qwx��¨<ikhjf<�5�)y,cUmxmk���8c,Ã�hjik�
��¨<�<Í<�ah¶�o¿3c�������f�ÍSc�ix�<l8�<�[��i£l�ÐÅ�[m£�U¨<¨<�j��hjf/�)ix�/c � Ð]l[wkÃ���w�¯ �
¯7hawxcU�Qikhjl8fKl�Ð ��l[f<cQÌÊÃ����KÐ]�<fg�Qixhal[f:` ���<c��Ql[wkwxcUmÄ¨Sl[fS¯7haf<�K¨/wxhjz8�Uixc�¿3c��ph¶m�ix�<c � ikw®��¨D¯7l3l8w �Kik�S��i�y��U¿3cUm
ix�/c�l[f<cËÌ.ÃB�¸�£Ð]�<fS�Ëixhjl8f,cU�8m«�,iklKwxc�z3c�w®mÄc4�����j�alUÃ�hjf<�qix�<c�c�fS�Qwx��¨<ikcU¯ y�cUmxmk���[c�ixl£ÍScp¯7cU�Ëwx��¨<ixcU¯D`����<h�m
h¶m�ha�j�a�Sm«ikw®��ikcU¯ohaf)Á�hj�[�/wxcÆ_��É`

� ��� � ������������� � � � � ��� � ��� �� � 	 � � ����������� ���
���<c�� . % 2 @ .10
	 .1@ @ 8�*
	���	 *�# 7+*4; 2 � @ #
�4%6' ,�� 8 h�mY��¨<�/Í<�jh���Ì.¿3c����U�j�[l8wxhaix�<y ik�S��iA¯7c�wkhjz3cUmShji�m � m«c¸�Q�<wxhaiÄ� �
Ð]wxl8y�ik�<c D vAÌ �Ql8y,¨<�jc�ixc�2�	 *�# 7+*4; 2<#&% �4>�@ .68K` ���/c,¯7c¸m«hj�8f<c�w�mdl�ÐBix�<h�m����a�[l[wkhjik�<y ÍSc��jhac�z3cU¯�ik�S��ipikl
¯7cU�Ëwx��¨<i��dy,c¸mxmx�U�[c�c�fg�Qwx��¨<ixc¸¯K�Sm«haf<��ix�/c����j�8l[wkhjix�/y �3��¨Sc�w®mÄl[fÆÃ�l[�/�¶¯Kf<c�c¸¯Kixlqm«l8�jz3c�ix�/c�¿7fS�U¨Smx�8��¿
¨<wkl[Í<�ac�y�` � f7Ð]l8wxix�/fS��ikc��j�pix�/c��KÃMc�wxcMÃ�wxl[f/�<©%Ã��<ha�jc�ix�/c�¿7fS�U¨Smx�8��¿q¨<wxl8Í<�jc�y hji�m«c��ÕÐSh¶m D vYÌÄ�Ql8y,¨<�ac�ixc4�
ix�/c,hjfSmÄi®�UfS�QcUmpl�Ð�ix�/c,¨<wxl8Í<�jc�y Ã��<h¶�®�!�Uwxc,�gm«cU¯ Ð]l8w£c�fS�Qwk�7¨/ixhjl8f��gm«hjf/�)ix�/c�hjwq���a�[l8wxhjik�<y y���¿3c£hai
¨Sl3mkm«hjÍ/�jcpixl�¯7cU�Qwk�7¨/i�Ã�hjix�/l[�<i��S��z�hjf<�£ikl,mÄl[�az3cp��f D vYÌÄ�Ql8y,¨<�ac�ixc�¨<wxl8Í<�jc�y�`

���<c�2 	 *�# 7+*4; 2$#&% �4>6@ .68 mx���<mË© §�haz3c�f³�)z3cU�Qixl8w�� l�ÐpÃMc�hj�8�7i�mK�UfS¯
��m«�<y � �������¶�Ë�<�¶�Uixc,ik�<c
ÍSl3l[�acU��f�z3cU�Ëixl[w 	³m«�S�®��ix�S�Ui�
 M�� M Y M �0�M`

�dlUÃ ���Uf�ix�<h�m�Í?c£ik�<wxf/cU¯ haf7ikl��,¨<�<Í<�ah¶��ÌÊ¿3c��Ç���a�[l8wxhjik�<y�� �:l)c�fg�Qwx��¨<i �SeSw®mÄi�Í<wxc¸��¿�ix�/c£hjf<¨<�/i
hjf�ixlÇÍ<�jl��®¿/mÅlUÐ�m«h $�c��]Y��£Í<hji�mQ`�°�� mÄ�<l[�/�¶¯�ÍSc���z3c�wx���al[f<�Çz3cU�Qixl8w�`Õ²³Ágl8wKcU�8����Í<�jl��®¿��������Q�<����ixc
�)mÄ�<y � M ��
 M � M Y M �YÃ��<c�wkc � M h¶m�ix�<c�¨<�¶�Uhjf�ixc���i�` ���<c�m«c�wxhjc¸mÅlUÐ � M z8���a�<cUmq�������Q�<�¶�UixcU¯�h¶m�ik�<c�Qha¨<�<c�wkixc���i�` ���<cpz3cU�Qixl8w�� �SmÄcU¯�ikl£c�fS�Qwk�7¨/i�cU�[�®�,Í<�al���¿,h�m�ix�<cp¨<�/Í<�jh��d¿3c��3`

t[s



���<cp�Ql8wxwkcUm«¨Sl[fg¯7hjf<�q¨<wxhaz8��ixc�¿3c��qh¶m��p¯7hÕÔDc�wxc�f�i�z3cU�Qikl[w%lUÐ�Ã�c�ha�[��i®m ; ÃMc�D �a�S�����a�<hji���� ` ���x�S�8m ik�<c
Ð]l[�a�jlUÃ�hjf/��hay,¨Sl[wki®��f�i�¨<wkl[¨Sc�wkixhjc¸mQ©,°k_�²�hjiph¶mp�Çm«c�wkhjcUmdlUÐ�m«�<¨Sc�wkhjfS�ËwxcU�8m«hjf/��ÃMc�hj�8�7i�m£°±Ã�c��[mkm«�<y�c��
Ã��8m�f<l[iË²1�/��fS¯)°Êtº² 
 M�� M Y �M �:� � hjf,l8ix�<c�wMÃ�l8w®¯<m6� ���Ë����f��U�¶m«lqÍScr�gm«cU¯oikl£mÄl[�jz3c�Ð]l[w 	��[haz3c�f �g`

���<coÐÊ�8�Qi®mKik�S��i£y��U¿3cUmdik�<h¶m£�Çm«c�fSmÄhjÍ<�ac,¨<�<Í/�jh¶�®Ì.¿3c��5���a�[l[wkhjik�<yÀ�Uwxc�ix�g��i,°k_�²pl8f<cÇ����f�egfS¯ 	
�[haz3c�f���mÄ�<¨Sc�wxhafS�Qwxc¸�[m«haf<������haf�¨Sl[�j��f<l8y,h¶�U�Yikhjy,c4�<Í/�<ipf<l[i�haf�¨Sl[�j��f<l8y,h¶�U�Yikhjy,cph ÐM�8hjz3c�f�l8f<�j�5�
f<l8f7ÌÄmÄ�<¨Sc�wxhafS�QwkcU�[mÄhjf<��� �Â�UfS¯�°Êtº²�haidh�mÏc¸�[m«��ikl,ix�<wkf��,mÄ�<¨Sc�wxhafS�QwkcU�[mÄhjf<�Æ¿7fg��¨Smk�[�®¿)mÄc��3�<c�fS�Qcphaf7ikl
��f<l[wky����M¿7fS�U¨Smx�8��¿ m«c��3�<c�fS�Ëc3`
°Êtº² ����¿3c¸mrhji£c¸�[m«��ixl��Ql[y,¨/�<ixcÆ�3l[�<w£¨/�<Í<�jh��,¿3c���l8fS�Qc��3l[� D z3c
m«c��jcU�QikcU¯o�3l8�<wd¨/wxhjz8�UixcK¿3c��3` � f7Ð]l8wxix�/fS��ikc��j�4�<ik�<cKÃB����ik�<cq���<ik�<l[w�md�[c�f<c�w®�Uixcqix�<cp¨<�<Í/�jh¶��¿3c��ÆÐ]wxl[y
ix�/c�¨<wxhaz[�Uixc�¿3c���y���¿3cUm:hji�¨Sl3mkm«hjÍ/�jc�Ð]l[w��Uf,�8¯7z3c�w®mk��wk�KixlÅ�Ql[y,¨/�<ixcMix�<cM¨<wxhaz[�Uixc�¿3c���Ð]wkl[y ik�<c�¨<�<Í/�jh¶�
¿3c�� ; ik�<c,y,cUmkmx�U�[c�����f�ix�/c�f!ÍSc�¯7cU�Ëwx��¨<ixcU¯�hjf�¨Sl[�a�7f<l8y,h¶�U��ixhjy�c3`	���<h¶mph¶mpix�<c,ÃMcU��¿�f<cUmkmrhaf�ik�<c
���a�[l8wxhjik�<y�`

���<c � ` �S`�¨S�Uixc�f�i�l[fKik�<c �)c�wx¿��jcQÌ �dc��a�jyÆ��f�¿7fS�U¨Smx�8��¿p¨<�/Í<�jh���¿3c��p���a�[l[wkhjik�<y c���¨<hjwkcU¯�l[fÆ�d�/�[�SmÄi
_�� �Y_��[�3�3`

� ��� � 
 �

Î{�<ha�jc �)c�wx¿��jcQÌ �dc��a�jy���fEDum�m«c¸�Q�<wxhaiÄ��ÃB�[m�ÍS�8m«cU¯�l[f�ix�<cÆ¯�h 1 �Q�<�jiÄ�,lUÐ�mÄl[�jz�hjf/�,ix�<c£¿�fS�U¨Smx�8��¿Ç¨<wxl8Í7Ì
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