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LEARNING GOALS 

Understand the product-line specific QA challenges 

Differentiate and understand different sampling strategies, 

their limitations, and their tradeoffs 

Select a suitable sampling strategy for a given project 



EXPLOENTIAL 

CONFIGURATION SPACES 

usually finite 

but huge 



320 features 

 

more combinations than estimated 

  atoms in the universe 

optional, independent 



System exhibits bug when selecting multiple  

options in specific combination 

Configuration Bug 





void main() { 
 int i = 0; 
 int j = 10; 
#ifdef PLUS 
 i = i + 1; 
#endif 
#ifdef DIV 
 j = j / i; 
#endif 
 printf(“%d - %d”, i, j); 
} 

DIV & !PLUS: 

Floating point exception (core dumped) 



open_transformer.c 
bunzip2.c, 

uncompress.c, … 

check_signature16() 

compiled if  

FEATURE_COMPRESS_USAGE ||

MODINFO || RPM || GUNZIP || 

FEATURE_SEAMLESS_XZ || … 

compiled if  

BUNZIP2 || UNCOMPRESS || … 

11-way interaction. 11-way interaction. 

First repair attempt 

resulted in 26-way 

interaction. 





[:weather:] 

Plugin 

:) 8-) ;-) … 

Plugin 

Today's weather: [:weather 



Feature Interactions 

 
Features designed in isolation  

(divide and conquer) 

 

Interact in intended and unintended ways 

when composed 

 

(Failure of compositionality  

due to hidden underlying domain) 



Interaction 

Bugs 

in Practice 
135 bugs across 24 open source systems 

 

a 59 

a & b 13 

a & b & c 5 

a & b & c & d & e 1 

!a 16 

!a & !b 8 

!a & !b & !c 1 

!a & !b & !c & !d 1 

!a & !b & !c & !d & !e & !f & !g 1 

a xor b 17 

(a & b) xor c 6 

(a & b & c) xor d 3 

a & b & !c 2 

a & b & !c & !d & !e & !f 1 
Options 

Faults 

[Abal, ASE’14] [Medeiros’15] 



What's the Specification? 



Product Configuration 

Conventional 

Analysis 

Brute-Force 



320 features 

 

more combinations than estimated 

  atoms in the universe 

optional, independent 



Product Configuration 

Conventional 

Analysis 

One Configuration 



Checking Products 

2000 Features 
100 Printers 
30 New Printers per Year 
 

Printer 

Firmware 



Checking Products 

10000 Features 
210000 Configurations 

Linux 

Kernel 



AUTOMATION? 

Frameworks vs Components 

 

Implications for QA? 



Product Configuration 

Conventional 

Analysis 

Sampling 

Check random configurations 

Check representative configurations 

Check maximum configuration 

Check config. used by customers 

Combinatorial interaction testing 

 (pairwise, etc) 

Code coverage heuristics 



CODE COVERAGE 
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http://math.nist.gov/coveringarrays/ 





Product Configuration 

Conventional 

Analysis 

Sampling 

Check random configurations 

Check representative configurations 

Check maximum configuration 

Check config. used by customers 

Combinatorial interaction testing 

 (pairwise, etc) 

Code coverage heuristics 



Interaction 

Bugs 

in Practice 
135 bugs across 24 open source systems 
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(a & b) xor c 6 

(a & b & c) xor d 3 
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a & b & !c & !d & !e & !f 1 
Options 

Faults 

[Abal, ASE’14] [Medeiros’15] 







CHALLENGES FOR 

SAMPLING 

Constraints 

Build system information 

Global vs local analysis 

Header files 

 






