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CORRELATED EQUILIBRIUM

Let N = {1,2} for simplicity

A mediator chooses a pair of strategies
(s1,S2) according to a distribution p over S*

Reveals s; to player 1 and s, to player 2

When player 1 gets s; € S, he knows that

the distribution over strategies of 2 is
Prls,|s;] = Pr(s; Asy]  p(sy,52)
4 Pr|s, | Zsées p(s1,53)
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CORRELATED EQUILIBRIUM

» Player 1 is best responding if for all s; € S
Z Prs;|si]uqi(s1,82) = z Pr(s;|s1]ui(s1,52)

SzES SZES

* Equivalently,
Z p(s1,52)uq(s1,52) = Z p(s1,52)u,(s1,52)

S» ES S» ES

* p is a correlated equilibrium (CE) if both
players are best responding
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GAME OF CHICKEN

 Social welfare is the sum of
utilities Dare Chicken

* Pure NE: (C,D) and (D,C),
social welfare — 5

 Mixed NE: both (1/2,1/2),
social welfare = 4 Chicken [/ 3.3

Dare UKV 4.1

* Optimal social welfare = 6
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GAME OF CHICKEN

* Correlated equilibrium:
o (D,D) 0 Dare Chicken

Chicken 1,4 3,3

©)

©)

O
/X /N /N
@
Wik Wk W]k

e Social welfare of CE = —
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IMPLEMENTATION OF CE

* Instead of a mediator, use a hat!

* Balls in hat are labeled with “chicken” or “dare”,
each blindfolded player takes a ball

* Poll 1: Which balls implement
the distribution of slide 67
1. 1 chicken, 1 dare
@ 2 chicken, 1 dare
3. 2 chicken, 2 dare
4. 3 chicken, 2 dare
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CE vs. NE

e Poll 2: What is the relation between CE

and NE?

. CE > NE CE of slide 6
() NE = CE is NE?

3. NE & CE

1. NE || CE
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CE As LP

* Can compute CE via linear programming
in polynomial time!
find Vsy,s, € 5,p(sq,5,)
S.t. VS1,51,S €8, ) plorsdulsns) = ) plsw,sus(sl,sz)

SzeA SzeA

VS1, S92, Sé € S; Z p(s1,S2)uz(s1,52) = z p(s1,52)uz(51,52)
S1€EA S1€EA
2 p(Sl,Sz) =1

51,5265

Vsy,S, € S,p(sq1,5,) € [0,1]
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A CURIOUS GAM:

* Playing up is a dominant

strategy for row player

* So column player would
play left

* Therefore, (1,1) is the

) is 0,0 | 2.1
only Nash equilibrium

outcome
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COMMITMENT IS GOOD

* Suppose the game is played
as follows:

o Row player commits to
playing a row 1 ) 1 370

o Column player observes the
commitment and chooses 2 1
column 070 ?

* Row player can commit to
playing down!
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COMMITMENT TO MIXED STRATEGY

* By committing to a
mixed strategy, row 0 1

player can guarantee a

reward of 2.5 A4 171 370
* Called a Stackelberg

(mixed) strategy oy (.0 | 2.1
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COMPUTING STACKELBERG

* Theorem |Conitzer and Sandholm, EC
2006[: In 2-player normal form games, an
optimal Stackelberg strategy can be found
in poly time

* Theorem |ditto|: the problem is NP-hard
when the number of players is > 3
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TRACTABILITY: 2 PLAYERS

* For each pure follower strategy s,, we compute via
the LP below a strategy x; for the leader such that

o Playing s, is a best response for the follower

o Under this constraint, x; is optimal

* Choose x; that maximizes leader value

max 2 es X1 (s)u1(51,52)

s.t. Vs; €S, Xs esx1(51)Uz(51,52) = X, es x1(s1)uz (81, 52)

Zslesx1(51) =1
Vs, € S,x1(s;) € [0,1]
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APPLICATION:

Airport security:
deployed at LAX

Federal Air Marshals
Coast Guard
Idea:

©)

Defender commits to
mixed strategy

Attacker observes and
best responds
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SECURITY GAMES
e Set of targets T = {1, ...,n}

* Set of m security resources
() available to the defender
(leader)

e Set of schedules X € 2T

* Resource w can be assigned

to one of the schedules in
Alw) € X

* Attacker chooses one target P
to attack

15781 Fall 2016: Lecture 23 Carnegie Mellon University 16




SECURITY GAMES
* For each target t, there are four
numbers: u} (t) = uj(t),
and ul (t) < uz(t)
 Randomized defender strategy
induces coverage probabilities
c =(cq) ..., Cpn)
* The utilities to the
defender/attacker under c
if target t is attacked are
ug(t,c) =ul (@) ¢, +uzj ()1 —cp) T
ug(t,¢) =ug () - ¢ +ug (A —cp)
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This is a 2-player
Stackelberg game,
SO we can compute
an optimal strategy
for the defender in

polynomial time...7
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Newsweek n.riona news

Subscribe Mow  Msks Mewswesk Your Homepage  Newslsttes  RSS

The Element of Surprise

To help combat the terrorism threat, officials at Los Angeles Inter
Airport are introducing a bold new idea into their arsenal: random
of security checkpoints. Can game theory help keep us safe?

WEB EXCLUSIVE

By Andrew Murr
Nawsweek
Updated: 1:00 p.m. PT Sept 2B, 2007

Sept. 28, 2007 - Secunity officials at Los Angeles
International Airport now have a new weapon in
their fight against terrorism: complete, baffling
randomness. Anxious to thwart future terror
attacks in the early stages while plotters are
casing the airport, LAX security patrols have
begun using a new software program called
ARMOR, NEWSWEEK has learned, to make the
placement of security checkpoints completely
unpredictable. Now all airport security officials
have to do is press a button labeled
"Randomize,” and they can throw a sort of digital cloak of invisibility
over where they place the cops' antiterror checkpoints on any given
day.

Security forces work the sidewalk .
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LIMITATIONS

 The defender knows the utility function of the
attacker

o Solution: machine learning

 The attacker perfectly observes the detender’s
randomized strategy
o MDPs, although this may not be a major concern
 The attacker is perfectly rational, i.e., best
responds to the defender’s strategy

o Solution: bounded rationality models
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TESTING BOUNDED RATIONALITY

Game 1 Caught!
Total: $1.4 = $1.5 - $0.1

0.2

Reward if Penalty if & Money
successful caught by . eamned if

- rangers o successful

(5

10 S5 0.2
Percentage of Percentage of
success failure

32% 68%

Next Game

Google
< Map data ®2014 Google Imagery ©2014 DigitalGlobe Reporta map emor

|Kar et al., 2015
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SUMMARY

* Terminology and algorithms:
o Correlated equilibrium: Polytime algorithm

o otackelberg game: Polytime algorithm

o oecurity game
* Nobel-prize-winning ideas:
o Correlated equilibrium ©

* Other big ideas:

o otackelberg games for security
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