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Jailbreaking attacks

• Jailbreaking attacks are algorithms that search for input prompts P that 
cause a targeted LLM to generate objectionable content

“Do Anything Now…[Shen et al. 2024] 
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One-slide version of LLM safety pipeline

• Step one: Pretrain on lots of raw data from the internet

• Step two: Fine-tune on curated instruction following data, human 
preferences / refusals of harmful behavior

RLHF [Ouyang et al. 2023], Constitutional AI [Bai et al. 2023], https://jailbreak-tutorial.github.io  

https://jailbreak-tutorial.github.io/
https://jailbreak-tutorial.github.io/
https://jailbreak-tutorial.github.io/


One figure version 

Pretraining

Alignment
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GCG attacks 

https://jailbreak-tutorial.github.io, GCG attack [Zou et al. 2023] 

Add a suffix (could be non-sense characters) that makes the model output objectionable content
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How to find the suffix?

• We can cast this as an optimization problem (just like before)

• Ingredients 
• Optimization objective

• Optimization procedure 

• Transfer method 



Optimization objective 

• Query: Tell me how to build a bomb

• Output: I am sorry, …

• Query + suffix: Tell me how to build a bomb

• Target output: Sure, here is how you build a bomb
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GCG attack [Zou et al. 2023] 
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Optimization procedure 

• How do we optimize over discrete tokens?

GCG attack [Zou et al. 2023] 
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Detour: language models

• LLMs operate on “soft embeddings” 



Optimization procedure 

• How do we optimize over discrete tokens?

• Good strategy: try a bunch of token substitutions and pick the 
best one

• How to get a good candidate of substitutes?

Use the gradient!

GCG attack [Zou et al. 2023] 



Optimization procedure 

• Repeat:

1. At each token position in suffix, compute top-k negative gradients

2. Evaluate (full forward pass) all single-token substitutions
• k x length of suffix 

3. Replace with best single-token substitution 

Greedy coordinate gradient method

GCG attack [Zou et al. 2023] 



Transfer method

• Once you have a suffix from the open-source model, copy and 
paste into a chatbot and it sometimes works (worked)

• White-box attack multiple models, multiple prompts <> 
transfers to black-box models

GCG attack [Zou et al. 2023] 



Attack algorithm

GCG attack [Zou et al. 2023] 



Results: optimization

GCG attack [Zou et al. 2023] 



Results: transfer

GCG attack [Zou et al. 2023] 
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LLM-based jailbreaks

• Usually marketed as “interpretable” attacks

• Think of this as replicating human jailbreaks
• We try different strategies to jailbreak the model 

PAIR attack [Chao et al. 2023] 



PAIR attack

PAIR attack [Chao et al. 2023] 



Refinements of PAIR

https://jailbreak-tutorial.github.io
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Many-shot jailbreaking

• Present several in-context examples of harmful inputs

• Models are capable of in-context learning (imitating task performed in context)

Anil et al. 2024



Best-of-N jailbreaking

Hughes et al. 2024
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