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Port Contention Attack*

while (true) {
start = time();
// use shared resource
latency = time() - start;

}

Attacker (controls OS):

Attacker can infer the secret based on the measured latency:
▪ If latency > threshold: secret = 1;
▪ If latency <= threshold: secret = 0; 

However, this side-channel is noisy, attacker needs repeated victim execution to be confident

How to force victim to repeatedly execute vulnerable code?

if (secret) {
// use shared resource

} else {
// don’t use shared resource

}

Victim (in SGX):
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*Aldaya et al. "Port contention for fun and profit." (SP’19)



Microarchitectural Replay Attacks* (MRAs)

* Skarlatos et al., “MicroScope: Enabling Microarchitectural Replay Attacks” (ISCA’19)

Insight: Attacker triggers a large or unlimited number of pipeline squashes in 
the victim thread to replay vulnerable code

▪ Attacker clears page-table entry present bit of x 
and flushes TLB

▪ Victim speculatively executes vulnerable code

▪ Page fault occurs in the victim thread. Victim 
squashes the pipeline

▪ Victim invokes OS (controlled by attacker)

Execute
!
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load x; // x is public
…
if (secret) {
// use shared resource

} else {
// don’t use shared resource

}

Victim (in SGX):

MRAs are beyond speculative execution side-channel attacks (e.g., Spectre)

Squash
✗ Page fault
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