Parallel And Sequential Data
Structures and Algorithms

Dictionaries, Hash Tables, Hashing



Learning Objectives

« Understand dictionaries and their variants
» Review Hash Tables from 15-122, including separate chaining

« Apply randomization to hashing:

* Define random hash families
« Understand what it means to analyze a randomized data structure

 Analyze collision probabilities using indicator random variables

 Define universal hash families
 Analyze the cost bounds of hash tables using universal hashing



Definitions
« A dictionary is... an abstract data type!

Interface (Dictionary): A dictionary<K,V> (or dict<K,V> for short)
stores items (key-value pairs; i.e., (K,V) pairs), and supports:

e insert(k : K, v : V):
add the key-value pair (k,v) to the dictionary

e find(k : K) -> option<V>:

return the value for the key k, or NONE if it doesn't exist
e delete(k : K):

delete the item with the key k




Naming Conventions

* The hardest part about dictionaries is... agreeing on the name

* Many programming languages say Map:
e Java: map, SortedMap (/nterfaces), TreeMap, HashMap (/implementations)
 C++: map, unordered_map (/mplementations)
* OCaml: Map (/implementation)
* Rust: HashMap, BTreeMap (/implementations)

e Python: Mapping (/nterface)
« "Map" conflicts with our sequence function map!

 Dictionary is the popular term in algorithms textbooks, and of
course is the name of the concrete datatype in Python



Persistence versus Mutation

Definition (Persistent data structure): A persistent data structure is a

data structure that preserves the old versions of itself when it is updated.

* Dictionaries can be persistent or non-persistent (mutable)

* A persistent dictionary would have signatures:
e« insert(k : K, v : V) -> dictK,V>
e delete(k : K) -> dict<K,V>

« A mutable dictionary would have signatures:
e insert(k : K, v : V) -> void "~
. delete(k : K) > void « unit if you prefer SML terms




Variants

Interface (Sorted Dictionary): A SortedDict<K,V>, where K is
orderable, supports the dictionary interface plus:

e first() -> option<(K,V)>:
return the item with the least key (or NONE if empty)
e last() -> option<(K,V)>:

return the item with the greatest key (or NONE if empty)
e prev(k : K) -> option<(K,V)>:
return the item with the greatest key less than k (NONE if k is least)
e next(k : K) -> option<(K,V)>:
return the item with the least key greater than k (NONE if k is greatest)




Variants

Interface (Set): A set<K> stores a set of keys and supports:

e insert(k : K): add the key k to the set

e contains(k : K) -> bool: return True if the set contains k, False otherwise

e delete(k : K): delete k from the set

e union(S : set<K>) -> set<K>: return the union of this set and S

e intersection(S : set<K>) -> set<K>: return the intersection of this set and S
e difference(S : set<K>) -> set<K>: return the difference of this set and S

Dictionaries can also support union, intersection, and difference, but it
requires a decision on how to tiebreak values with duplicate keys




Variants

Interface (Sorted Set): A SortedSet<K>, where K is orderable,
supports the set interface plus:

e first() -> option<K>:
return the least key (or NONE if empty)
e last() -> option<K>:

return greatest key (or NONE if empty)
e prev(k : K) -> option<K>:
return the greatest key less than k (NONE if k is least)
e next(k : K) -> option<K>:
return the least key greater than k (NONE if k is greatest)




ADT Summary

dictionary<K,V>: SortedDict<K,V>:

« Stores key-value pairs » Stores sorted key-value pairs
 insert, find, delete

« Also, first, last, prev, next

 insert, find, delete

set<K>: SortedSet<K>:
« Stores a set of keys « Stores a set of sorted keys
 insert, contains, delete  insert, contains, delete
« Also, union, intersection, e Also, union, intersection,
and difference and difference
« Also, first, last, prev, next




Hash Tables




Hash Tables

- Hash tables are a family of data structures that can be used
to implement (non-sorted) dictionaries and sets.

» The goal of hash tables is to achieve the best possible cost
bounds: constant time!!

* You studied hash tables in 15-122.

» The goal of today is to review and pick up where you left off,
and understand the theory behind why they work so well
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Background: Hash Tables

Hash Function: Given a universe U and an integer m < |U| (typically,
m <« |U]), a hash function is a mapping from U to {0, ..., m — 1}, i.e,,

h:U > {0,..,m—1)

A hash function maps from a large space to a small one
« The output is called a "hash value" or "hashcode"
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Hash Table: Basics and Notation

A hash table stores a set of items (key-value pairs)
* n items are stored in an array A of size m
* An item with key x wants to be stored at location A|h(x)]

(5, "Daniel")
o

h:{0.u—1}->{0 ..m—1}

Daniel

[0] [1] h(5) [m — 1]
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Collision Resolution

* This strategy falls apart when h(x) = h(y) for some x # y
» How do we store both x and y?

Definition (Collision): A pair of distinct keys x, y collide for a given hash

function h if h(x) = h(y)

Open Addressing: Find an alternate open slot in the array and use that
Closed Addressing: Store colliding items in a separate data structure
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Separate Chaining

(5, "Daniel") (42, "Danny")
o o

h:{0..u—1}->{0 ..m—1}

(5, "Daniel"), (42, "Danny")]

list

[0]  [1] .. h(5)=h(42) [m—1]



Efficiency

Theorem (Efficiency of Chaining): Assume evaluating h(x) costs 0(1),
then with separate chaining, insert(x, ), find(x), and delete(x) cost

O(1 + [A[AC)]D

Proof:
« Evaluating h(x) costs 0(1) by assumptions
« Each operation just searches the list at h(x)

Goal: A good hashing scheme should therefore aim to keep the lists short
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Terminology: Hashing

« To implement a dictionary, we must support keys of any type

* Non-integer keys must be converted into a representative integer
* The terminology used to describe this process is not consistent

Object

—p it — [0,m-1] —

t
"préashiniggdshifigiinasidasion”

* Sometimes the latter is called "hashing" and the former "prehashing”
* Sometimes the former is "hashing" and the latter "compression”
« Sometimes "hashing" is the composition of the two

(e.g, string)
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Terminology: Hashing

« To implement a dictionary, we must support keys of any type

* Non-integer keys must be converted into a representative integer
* The terminology used to describe this process is not consistent

Object
(e.g, string)

We will focus entirely on the latter part: mapping an integer from a large
domain U to an integer from a much smaller range {0, ..., m — 1}.

18



Hash Functions




Desirable Properties

Desirable: A good hashing scheme should:
« Minimize the number of collisions to keep |A[h(x)]| short
« Require m = 0(n), i.e., we don't want to use more than linear space

« Use a function h that can be computed in 0(1)

Theorem (Collisions are Inevitable): For any hash function h, if |U| >
(n — 1)m, then there exists a set of n items with the same hashcode

Proof: By the pigeonhole principle, if each hashcode had at mostn — 1 keys
that hash to it, then there are at most (n — 1)m keys in the universe

20



So, Hashing is Bad in Theory?

« Hashing is "bad" for any fixed hash function, because you can make an
input to fool it.

« Just like Quicksort was "bad" for any fixed pivot choice, because you could
contrive an input to make it do terrible splits

Randomization to the rescue!

Randomized hash tables choose a hash function to use at random.
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Randomized Hashing

Randomized hash tables choose a hash function to use at random. Just
like randomized quicksort chose pivots at random.

How do we even analyze a randomized data structure? What
does this statement actually mean?

"find(x) costs O(1) in expectation”
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Analyzing Data Structures

Input Cost

Typically, we consider worst-

Deterministic

[S0) -r Sn—1] I case cost; the maximum cost

over all possible inputs.

Algorithm

Input
(Operations) Costs

Consider each operation

« worst-case: maximum possible
cost of one operation over a//

insert

Deterministic
Data Structure

possible operation sequences

- amortized (15-122): maximum
possible average cost per operation
over all possible operation sequences

lookup
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Analyzing Randomized Algorithms

Input
B o — Cost
W Randomized n
: — [T
T Algorithm
T,
Randomness

The cost is no longer determined by the input alone. It is a random variable
for each possible input. We summarize it using its expected value (or w.h.p.)
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Analyzing Randomized Data Structures

Input
(Operations) Costs For each operation, its cost is
a random variable determined

by the operation sequence and

lnsept Randomized the random choices
/ Data Structure

insert

L2 Expected cost: the expected
value over the random choices for
any operation sequence fixed
independently of the randomness

y ; /,/
z‘ \\ r
/\ \

Randomness

Worst-case / amortized are about the input sequence.

Expected / w.h.p. are about the random choices
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Expected vs Other Cost Measures

« Misconception: Expected cost is the average cost over all
possible inputs

No, that's called average-case cost (15-122) \ﬂ\

» Misconception: Expected cost is the average cost over all
operations in the sequence

No, that's called amortized cost (15-122) “\\
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Random Hashing




Random Hashing

« What's wrong with this?

This isn't a "function” (i.e., pure function), it doesn't return the same

output for the same input every time. Useless for hashing.

* The hash function we use must be deterministic

* The randomness comes from choosing a hash function from a
random family of hash functions
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Totally Random Hashing

Definition: Totally Random Hashing chooses h : U — {0,1, ..., m — 1}
uniformly randomly from the set of all possible such hash functions.

Watch out for confusing terminology: a random hash function is not a
function that behaves randomly; it behaves deterministically, but it is
chosen randomly from a set of possible hash functions
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Collision Probability Analysis

Theorem (Collisions are Rare): Let H be the family of all possible hash
functions h: U - {0,1,...,m — 1}. Then, for all x, y € U such that x # y:

Pr [h(x) = h(y)] = —

heH
Proof Pr [h(x)=h(y)]= D Prih(x)=h(y)h(x)=i]-Pr[h(x)= ] Law of total probability
< 0<i<m
= > Pr{h(y)=ilh(x)=i]-Prlh(x)=1]
0<i<m
= Z Pr{h(y)=1i]-Pr[h(x)=i] Independence

0<i<m m
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Space Requirement (Bad News)

Theorem (Space of Totally Random Hashing) To store an arbitrary

choice among all possible functions h : U - {0,1, ..., m — 1} requires at least
u - log, (m) bits of space

(Hanadwavy) Proof:
 There are u possible keys, each needs a hashcode of log,m bits
* So, this takes u - log,(m) bits of space
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We Need a Trade-Off

» Totally random hashing gives collision probability exactly 1/m
for every pair of distinct keys

 But it uses too much space to be feasible!
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Universal Hashing




Universal Hashing

Definition (Universal Family) A set (or family) # of hash functions
h:U-{0,.., m— 1} is called a universal family if for all x = y

1
Pr lh(x) =h(y)] < =

Can compute probability by counting:

B _ |h(x) = h(y)lpex
Pr [h(x) =h()] = 7]
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Examples

* The set of all possible hash functions is universal
- We proved this before, by showing that Pr [h(x) = h(y)] gi

 The original universal hash family, by its inventors
 Pick a primep > u
* Pick random integers 0 <a<p,0<b<p
* Define:
hgp(x) = ((ax + b) mod p) mod m
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An Efficient Universal Hash

Theorem (Universality): The family of hash functions defined for p > u,
over the random choice of 0 < a < p and 0 < b < p is universal.

hap(x) = ((ax + b) mod p) mod m

» Evaluating h, , (x) takes ©(1) time
- Storing the function h, ;, requires storing just three integers!
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Applying Universal Hashing

Theorem (Universal Hashing) Let H be a universal hash family and let

S € U be a set of n keys. For any key x € U, the expected number of keys
y € S\ {x} that collide with x is at most n/m.

Proof:
- Let C,,, be an indicator random variable for the event that x and y collide

 Let C, be a random variable denoting the total number of collisions for x

Linearity of Universal |S | n
yes expectation yes Pr{h(e) = h(y)] <L m m
yFX y#X "
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Making Hash Tables Efficient

Corollary (Chaining with Universal Hashing) With separate chaining
and a hash function drawn from a universal family, on a hash table of

capacity m containing n keys, insert, find, and delete cost O(1 + ) in
expectation, where a = n/m.

« Proof: insert, find, and delete cost

0(1 + |Alh()]])
« The expected number of collisions with x Is less than n/m = «
« Therefore, E[|A[h(X)]|]] <1+«

38



Final Cost Bounds...

« We have cost bounds in terms of @« = n/m when the array has
capacity m and we have n keys in the hash table

Table of size m

* insert: O(1 + a) in expectation Is this constant time?
* find: O(1 + a) in expectation '

* delete: O(1 + a) in expectation

This is constant if the table never exceeds constant load factor, e.qg., if

n < m for all operations, then every operation is constant expected time
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Final Cost Bounds...

« We have cost bounds in terms of @« = n/m when the array has
capacity m and we have n keys in the hash table

Table of size m Dynamically-sized table
* insert: O(1 + a) in expectation ® insert: 0(1) amortized in expectation
* find: O(1 + a) in expectation * find: (1) in expectation

* delete: O(1 + a) in expectation * delete: ©(1) in expectation

Remember

amortized analysis!

From 15-122 If the table exceeds some load factor threshold,

e.g., if « > 1 after an insertion, double the value of m and
rebuild the table with a new randomly chosen hash function

40




Summary

* Dictionaries, Sets, Sorted Dictionaries, and Sorted Sets are
abstract data types, the former two can be implemented as
hash tables.

« Hash tables with separate chaining are efficient if the chains
are kept small

« We can keep the chains small using randomization; picking a
hash function randomly from a family of hash functions

« Universal hashing allows us to implement dynamic
hashtables with ©(1) cost in expectation for find and delete,
and ©(1) amortized cost in expectation for insert.
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