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In-class Poll

1. Which capability/societal benefit of GenAI are you most excited about?
2. Which risk/negative consequence of GenAI are you most worried 

about?
3. Should AI be regulated?



Outline

1. Responsible Governance of AI
○ Why? Who? How?

2. GenAI Risk Evaluations
○ Layer 1: Model testing

○ Layer 2: Red-teaming

○ Layer 3: Field testing



AI in Society: Benefits

Source: McKinsey Report on “The economic potential of generative AI: The next productivity frontier”



AI in Society: Benefits

● Innovation and economic growth
● Productivity and efficiency gains
● Due process

○ Consistency

○ Traceability

○ Making choices & biases evident

● …



AI in Society: Harms

● Violations of human rights
○ Justice, equity, and non-discrimination 

○ Privacy and non-surveillance

○ Freedom of communication and 
expression 

○ Economic freedom
● Negative impact on human 

flourishing and wellbeing
○ Loss of human sovereignty and 

control

○ Human cognitive abilities 

○ ...



*  Figure from “A Closer Look at the Existing Risks of Generative AI:”| Li et al., AIES 2025

AI in Society: Harms



Responsible AI Goals

Mitigate:
● Violations of human rights

○ Justice, equity, and non-discrimination 
○ Privacy and non-surveillance
○ Freedom of communication and 

expression 
○ Economic freedom

● Negative impact on human 
flourishing and wellbeing
○ Loss of human sovereignty and 

control
○ Human cognitive abilities 

● ...

Foster:
● Innovation and economic growth
● Productivity and efficiency gains
● Due process

○ Consistency

○ Traceability

○ Making choices & biases evident

● …

*  Slide from “Accountability & Governance for ML”. NeurIP 2024 Tutorial | H. Heidari & E. Black.



Definition of “Governance”

The system by which an establishment is controlled, 
and directed toward its goals and the mechanisms by 
which the establishment and its people, are held to 
account.

*  Slide from “Accountability & Governance for ML”. NeurIP 2024 Tutorial | H. Heidari & E. Black.



How: Governance Challenges 

1- Who should comply with what?

● Multiple stakeholders, goals, and values
○ tradeoffs among various stakeholders 
○ accounting for different contexts
○ While avoiding conflicting  policies

● Lack of role-specific standards and 
best practices

○ uncertain, fast-moving, dynamic 
environment

○ general-purpose technology
○ low rates of adoption and validation

2- How to incentivize compliance?

● Assessing compliance
○ Information asymmetries and access
○ Model opaqueness and inscrutability 

● Attributing liability for harms
○ Harms are diffuse and hard to foresee
○ Intentionality, Recklessness, Negligence
○ creator/ owner/ operator/ user?

● Enforcing consequences
○ Balancing retributive justice and 

deterrence with innovation and growth

*  Slide from “Accountability & Governance for ML”. NeurIP 2024 Tutorial | H. Heidari & E. Black.



Regulation Levels
Horizontal (broadly applicable to AI):

● International 
● National
● Regional
● Local

Vertical (sector-specific):

● Social media
● Medicine
● Employment
● Finance
● Consumer protection 
● …

Organizational policies:

● Company
● Agency
● …
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International

● OECD.AI
● UNESCO 
● GPAI 



National AI Policy Tracker (OECD.AI)

https://oecd.ai/en/dashboards/national

https://oecd.ai/en/dashboards/national


The EU AI Act



The EU AI Act - High-Risk Systems

1. Risk Management System
2. Data and Data Governance
3. Technical Documentation
4. Record-Keeping
5. Transparency and Information Disclosure
6. Human Oversight
7. Robustness, Accuracy, and Security
8. Conformity Assessment
9. Post-Market Monitoring

10. Registration in EU Database

https://artificialintelligenceact.eu/
high-level-summary/ 

https://artificialintelligenceact.eu/high-level-summary/
https://artificialintelligenceact.eu/high-level-summary/


The EU AI Act - GPAI Systems

All providers must:

1. Draw up technical documentation, including 
training and testing process and evaluation 
results.

2. Draw up information and documentation to 
supply to downstream providers that intend to 
integrate the GPAI model into their own AI system 
in order that the latter understands capabilities 
and limitations and is enabled to comply.

3. Establish a policy to respect the Copyright 
Directive.

4. Publish a sufficiently detailed summary about 
the content used for training the GPAI model.

Providers of models with systemic risk:

1. Perform model evaluations, including 
conducting and documenting adversarial testing 
to identify and mitigate systemic risk.

2. Assess and mitigate possible systemic risks, 
including their sources.

3. Track, document and report serious incidents 
and possible corrective measures to the AI Office 
and relevant national competent authorities 
without undue delay.

4. Ensure an adequate level of cybersecurity 
protection.



Federal-level Activities

AI Legislation 
Tracker

America’s AI 
Action Plan 

AI Litigation 
Tracker

https://www.brennancenter.org/our-work/re
search-reports/artificial-intelligence-legislati

on-tracker 

https://www.whitehouse.gov/wp-content/upl
oads/2025/07/Americas-AI-Action-Plan.pdf 

https://blogs.gwu.edu/law-eti/ai-litigation-da
tabase/ 

https://www.brennancenter.org/our-work/research-reports/artificial-intelligence-legislation-tracker
https://www.brennancenter.org/our-work/research-reports/artificial-intelligence-legislation-tracker
https://www.brennancenter.org/our-work/research-reports/artificial-intelligence-legislation-tracker
https://www.whitehouse.gov/wp-content/uploads/2025/07/Americas-AI-Action-Plan.pdf
https://www.whitehouse.gov/wp-content/uploads/2025/07/Americas-AI-Action-Plan.pdf
https://blogs.gwu.edu/law-eti/ai-litigation-database/
https://blogs.gwu.edu/law-eti/ai-litigation-database/


US AI Legislation Tracker

● Impose restrictions on or clarify the use of AI systems
● Require evaluations of AI systems and/or their uses
● Impose transparency, notice, and labeling requirements
● Establish or designate a regulatory authority or individual to oversee AI 

systems
● Protect consumers through liability measures
● Direct the government to study AI
● Impose restrictions on or requirements for the data underlying AI systems
● Modify procurement policies that would affect government use of AI
● Direct the government to use or augment its use of AI



Presidential Executive Order 14110

1. Ensuring safety and security of AI
2. Responsible innovation and competition
3. Supporting American workers
4. Advancing equity and civil rights
5. Protecting consumers
6. Protecting privacy and civil liberties
7. Advancing Federal use of AI
8. Strengthening American leadership in AI





EO and Dual-use Foundation Models

1. Mandatory red teaming results 
2. Additional safeguards for open models
3. Monitoring compute by foreign entities
4. Understanding content provenance mechanisms



Court Cases Implicating AI

● IP laws 
○ copyrights, trademarks, patents, trade secrets

● Privacy laws
● Civil rights laws

○ bias and discrimination
● Tort laws

○ Defamation
○ Product liability laws

● Contract laws
● …

Getty Images Lawsuit v. Stability AI

Mobley v. Workday

Walters v. OpenAI

https://blogs.gwu.edu/law-eti/ai-litigation-database/ 

https://blogs.gwu.edu/law-eti/ai-litigation-database/




State-level Legislation Tracker

https://iapp.org/resources/article/us-state-ai-governance-legislation-tracker/





The AI Governance Ecosystem

Value Proposition + 
Problem Formulation

Data Collection  
+ Processing

Statistical 
Modeling

Testing +  
Validation

Deployment + 
Monitoring



The AI Governance Ecosystem

AI Designers 
& Developers

End users 

Impacted 
individuals & 
communities 

Oversight 
bodies

Institutional 
Leaders

Value Proposition + 
Problem Formulation

Data Collection  
+ Processing

Statistical 
Modeling

Testing +  
Validation

Deployment + 
Monitoring



AI Designers and Developers

⍰ How to evaluate benefits and risks of AI models?
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Outline

1. Responsible Governance of AI
○ Why? Who? How?

2. AI Risk Evaluation 
○ Layer 1: Model testing

○ Layer 2: Red-teaming

○ Layer 3: Field testing 



NIST’s ARIA Framework

3 Layers of Risk Evals:

1. Model testing 
2. Red-teaming 
3. Field testing 



What Makes for Good Measurement?

● Validity
● Reliability
● Actionability
● Scalability
● …



Outline

1. Responsible Governance of AI
○ Why? Who? How?

2. AI Risk Evaluation
○ Layer 1: (Valid) Model testing 

○ Layer 2: Red-teaming

○ Layer 3: Field testing 

A Moral Framework for Understanding of Fair ML 
through Economic Models of Equality of Opportunity

H. Heidari, M. Loi, K. P. Gummadi, A. Krause
ACM FAccT, 2019



Predictive AI Unfairness



Generative AI Unfairness



Definition of (Outcome) Unfairness

Formal Principle of Distributive Justice:

“Equals should be treated equally, and unequals unequally, in 
proportion to relevant similarities and differences.” 

[Aristotle, ..., Feinberg’1973]



Fairness Metrics for Predictive AI

● Group-level notions



Fairness Metrics for Generative AI

Bias and Fairness in Large Language Models: A Survey. Gallegos et al., 
2024



Fairness Metrics for Generative AI

Figure from (Gallegos et al.’24)



Fairness Metrics for Generative AI
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Fairness Metrics for Generative AI

Figure from (Gallegos et al.’24)



Table from (Gallegos et al.’24)



Measurement at a Glance

A Shared Standard for Valid Measurement of Generative AI Systems’ 
Capabilities, Risks, and Impacts.  Chouldechova et al. 2024.
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Measurement at a Glance

1. Contextualize: 
broad constellation 
of meanings and 
understandings 
associated with the 
construct of interest.

2. Systematize: 
explicit definition 
and formulation of 
the concept to be 
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procedure(s) to be 
employed in 
labeling or scoring 
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4. Apply: 
operational 
procedure(s) to be 
employed in 
labeling or scoring 
instances



Threats to Validity

1. Contextualize: 
broad constellation 
of meanings and 
understandings 
associated with the 
construct of interest.

2. Systematize: 
explicit definition 
and formulation of 
the concept to be 
used in the task.

3. Operationalize: 
operational 
procedure(s) to be 
employed in 
labeling or scoring 
instances

A Shared Standard for Valid Measurement of Generative AI Systems’ 
Capabilities, Risks, and Impacts.  Chouldechova et al. 2024.

4. Apply: 
operational 
procedure(s) to be 
employed in 
labeling or scoring 
instances



Unfairness Construct:
“Equals should be treated equally, and unequals unequally, in 

proportion to relevant similarities and differences.”

Harms/Benefits:
What constitutes the relevant 
harm or benefit  that is being 
distributed?

Morally Irrelevant Factors:
Which factors should not 
lead to inequality the 
allocation of harms/benefits?

Deservingness:
Which subset of the 
population are deserving of 
the same treatment?

Systematization of Fairness



Equality Of Opportunity (EOP)

● Equality of opportunity ̸= equality of outcomes 􏰀 
● Distinction types of inequality

○ due to circumstances 

○ due to effort

● Substantive EOP
○ 􏰀 aims to remove the first type;

○ 􏰀 considers second type morally acceptable.



Economic Models of EOP

● An individual’s position/utility u (e.g., wage) is affected by
○ circumstance c (e.g., gender),

○ effort e (e.g., years of education).

● Policy φ induces a utility distribution 

u ∼ Fφ(e,c) 



Mathematical Formulation of EOP

Definition (Roemer’02, Lefranc et al.’09, )

A policy φ satisfies EOP if for all effort levels e and any two circumstances 
c,c′, the distribution of utility Fφ satisfies:

Fφ(.|c, e) = Fφ(.|c′, e).



Rawlsian EOP

Definition (Lefranc et al.’09):

A policy φ satisfies EOP if for all effort levels e and any two circumstances 
c,c′, the distribution of utility Fφ satisfies:

Fφ(.|c, e) = Fφ(.|c′, e).

c e

u



Rawlsian EOP

Definition (Lefranc et al.’09)

A policy φ satisfies EOP if for all effort levels e and any two circumstances 
c,c′, the distribution of utility Fφ satisfies:

Fφ(.|c, e) = Fφ(.|c′, e).

Example: according to Rawlsian EOP, 

Alice = Bob.

Ben (7)  Alice (5)  Bob (5)  Ann(4)



Luck Egalitarian EOP

Definition (Roemer’02)

A policy φ satisfies Luck Egalitarian EOP if for all effort quantiles π ∈ [0, 1] 
and any two circumstances c,c′, the distribution of utility Fφ satisfies:

Fφ(.|c, π) = Fφ(.|c′, π).

c

e

u
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Our Generalization

Definition (Fair Equality of Chances (FEC)): 

A policy φ satisfies FEC if for all desert levels d and any two morally 
arbitrary c,c′, the distribution of utility Fφ satisfies:

Fφ(.|c,d) = Fφ(.|c′,d).

Fair equality of chances for prediction-based 
decisions

M. Loi, A. Herlitz, and H. Heidari
Economics & Philosophy, 2023



From EOP to Fair-ML

Policy 𝝓 Predictive model h 

Effort e Desert d

Circumstance c Morally arbitrary 
features s

Utility u Harm/benefit b 

Economic Models of EOP FEC for Fair Machine Learning



Fairness Notions as Instances



Fairness Notions as Instances of EOP



Proposed Framework

0. Specify the context/use case and the population of interest.

1. What is the relevant harm/benefit?
2. What is the appropriate notion of deservingness?
3. What is the socially salient but morally arbitrary factor?

Unfairness Construct

Harms/ 
Benefits

Morally 
Irrelevant 
Factors

Deservingness



Fairness Metrics for Generative AI

Harms/ 
Benefits:

Morally 
Irrelevant 
Factors:

Deservingness:

Co-occurrence Gender Equal across all



Toward Valid Fairness Measures

0. Specify the context/use case and the population of interest.

1. What is the relevant harm/benefit?
2. What is the appropriate notion of deservingness?
3. What is the socially salient but morally arbitrary factor?

Unfairness Construct

Harms/ 
Benefits

Morally 
Irrelevant 
Factors

Deservingness



0. Population of Interest
From Existential to Existing Risks of Generative AI:
A Taxonomy of Who Is At Risk, What Risks Are 
Prevalent, and How They Arise. 

Li et al. 2025



1. Harm/Benefit

● What best captures their harm/benefit in a given application domain?
○ Quality of service? 

○ Processing time? 

○ Offensiveness/ toxicity?

○ Environmental harms?

○ Labor impacts?

○ …



Taxonomy of GenAI Harms
From Existential to Existing Risks of Generative AI:
A Taxonomy of Who Is At Risk, What Risks Are 
Prevalent, and How They Arise. 

Li et al. 2025



2. Deservingness

● What is a good proxy for deservingness?
○ Prompting skills? 

○ Paid subscribers? 

○ Access to compute?  

○ Data availability?

○ …



3. Morally Arbitrary Factors

● What factors are socially salient but morally arbitrary?
○ Language? 

○ Dialect? 

○ Literacy? 

○ Numeracy?

○ …



Prioritizing Fairness Concerns
From Existential to Existing Risks of Generative AI:
A Taxonomy of Who Is At Risk, What Risks Are 
Prevalent, and How They Arise. 

Li et al. 2025
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Takeaways

1. Existing fairness measures rely on vibes—as opposed to proper 
systematization, so we should question their validity.

2. Designing valid measures requires:
○ Interacting  with humanities and social sciences.

○ Understanding the real-world use cases and their consequences.

○ Prioritize our efforts.



What is Ahead

● AI Risk Evaluations is a nascent field.
● Effective evaluations require:

○ Valid formulation
○ Reliable and feasible measurement
○ To draw actionable recommendations.


