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Goals of Security

● Confidentiality
● Integrity
● Availability





Passwords
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How to make a good password?
“Designing Password Policies for Strength and Usability”

3class12
e.g. w2bgePWNy8Zz

2word16 (“passphrase”)
“letter sequences separated by a non-letter sequence”
e.g. secure42password
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How to make a good password?
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How to make a good password?
“Studying Passwords to Create Domain-Specific Blacklists”

Associated words: Panddar1$, TOrched1!

Related topics: LoveBugs56$, Sexy!1337

Pictures or Logos: Fire-2019, 9Hands%%



have i been pwned
https://haveibeenpwned.com



Use 3class12 or 2word16.



Use 3class12 or 2word16.
Do not use domain related language.



Use 3class12 or 2word16.
Do not use domain related language.
Use unique passwords.



How many accounts 
do you have?
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How to make a good password? 2.0
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Password Managers



How to make a good password? 2.0
Do not make passwords
yourself.

Password Managers

And of course, make 1 good password
for the password manager.



Do not email passwords 
to yourself.



Do not write it down and 
carry it around.



Do not use SMS for 
account recovery. ever.



Multi-factor Authentication
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Multi-factor Auth

what you know

what you have

what you are

ATM card pin

physical card

driver’s license

your face
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Software Tokens
TOTP



Always set up 2FA.



Always set up 2FA.
Do not use SMS for 2FA.



Always set up 2FA.
Do not use SMS for 2FA.
Do not use email for 2FA.



Always set up 2FA.
Do not use SMS for 2FA.
Do not use email for 2FA.
Do not trust security questions.



Phishing, Hijacking, and Theft



Phishing

“the fraudulent practice of sending emails 
purporting to be from reputable companies in 
order to induce individuals to reveal personal 
information, such as passwords and credit card 
numbers.”

https://www.lexico.com/en/definition/phishing





https://www.nytimes.com/2019/03/25/business/facebo
ok-google-wire-fraud.html 

https://www.nytimes.com/2019/03/25/business/facebook-google-wire-fraud.html
https://www.nytimes.com/2019/03/25/business/facebook-google-wire-fraud.html


Social Engineering

● Generalization of phishing
○ Emails
○ Phone calls
○ Act like you belong / physical intrusion



https://www.vice.com/en_us/article/mgv4gn/chalecos-r
eflectantes-entrar-gratis 

https://www.vice.com/en_us/article/mgv4gn/chalecos-reflectantes-entrar-gratis
https://www.vice.com/en_us/article/mgv4gn/chalecos-reflectantes-entrar-gratis


https://www.youtube.com/watch?v=yhE372sqURU 

http://www.youtube.com/watch?v=yhE372sqURU
https://www.youtube.com/watch?v=yhE372sqURU


● Banks
● Phone providers
● Corporations
● The elderly

Common targets of social engineering



Social Engineering 
enables SIM 
Hijacking



SIM Hijacking

1. Attacker collects enough information to convincingly 
pretend to be you.

2. Attacker calls phone company support and convinces 
them to port your phone number to a different SIM card 
that they control.

3. Attacker now controls SMS-based 2FA and account 
recovery.



https://www.theverge.com/2018/8/15/17695132/att-su
ed-over-lost-cryptocurrency-sim-swap-theft 

https://www.theverge.com/2018/8/15/17695132/att-sued-over-lost-cryptocurrency-sim-swap-theft
https://www.theverge.com/2018/8/15/17695132/att-sued-over-lost-cryptocurrency-sim-swap-theft


https://www.nytimes.com/2019/09/05/technology/sim-
swap-jack-dorsey-hack.html 

https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html
https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html


SIM Hijacking is 
why SMS 2FA is 
insecure



If a site only 
provides SMS 2FA, 
then register a 
Google Voice 
number and use it 
only for SMS 2FA



Web Security



End-to-end encryption (E2EE)

● Data is encrypted by the sender and decrypted 
by the receiver

phone icon from scott desmond, server icon from aLf, both from Noun Project



Typical TLS / HTTPS encryption

● Data is also decrypted / re-encrypted by the 
server

phone icon from scott desmond, server icon from aLf, both from Noun Project



No encryption (HTTP)

● Nothing is encrypted, ISP / router sees all 
traffic

phone icon from scott desmond, server icon from aLf, both from Noun Project



Web browser extensions

● Typically have privileged access to browser
● Can read and rewrite page content
● Limit the number of extensions installed



https://www.kaspersky.com/blog/browser-extensions-se
curity/20886/ 

https://www.kaspersky.com/blog/browser-extensions-security/20886/
https://www.kaspersky.com/blog/browser-extensions-security/20886/


https://www.kaspersky.com/blog/browser-extensions-se
curity/20886/ 

https://www.kaspersky.com/blog/browser-extensions-security/20886/
https://www.kaspersky.com/blog/browser-extensions-security/20886/


Ad blockers

● Ads are typically not malicious, but they do 
pose a threat to privacy on the web

● If you’re concerned about the impact on 
revenue for creators / companies, you can 
whitelist certain websites

● Some ad blockers also have settings to 
allow “acceptable ads”
○ https://adblockplus.org/acceptable-ads 

https://adblockplus.org/acceptable-ads


Browser fingerprinting

● Web Browsers reveal a lot of information 
about the underlying system through 
User-Agent, extensions, plugins, system fonts, 
etc.

● This is often enough to uniquely identify users 
even without client-side cookies



https://panopticlick.eff.org/ 

https://panopticlick.eff.org/


Email Security



Email (in)security

“Talk about email and attachments. This part is almost like sex education: you 
preach abstinence, but you know the moment you leave the room, they'll be 
double-clicking on whatever Excel spreadsheet…

“Try to push the campaign towards shared Google Docs and Signal instead of 
email.”

https://idlewords.com/2019/05/what_i_learned_trying_to_secure_congressional_campaigns.htm



Email (in)security

Do not trust attachments in email.
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Email (in)security

Do not trust attachments in email.

Do not trust python script your friend emailed you.
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Email (in)security

Do not trust attachments in email.

Do not trust python script your friend emailed you.

Do not email python script to your friend.

Do not trust attachments in email.



Emails are NOT encrypted via transit.

Email (in)security
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Emails are NOT encrypted via transit.

Emails stored on your devices are NOT encrypted.



Email (in)security

Emails are NOT encrypted via transit.

Emails stored on your devices are NOT encrypted.

Emails stored on the server are NOT encrypted.



NSA “Muscular”
An NSA presentation slide, titled 
"Google Cloud Exploitation," shows a 
hand-drawn note intersecting the two 
noting that encryption is "added and 
removed here."



NSA “Muscular”
An NSA presentation slide, titled 
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Pretty Good Privacy

OpenPGP





“Why Johnny Can't Encrypt: A 
Usability Evaluation of PGP 5.0”



“Why Johnny Can't Encrypt: A 
Usability Evaluation of PGP 5.0”

“We conclude that PGP 5.0 is not usable enough to 
provide effective security for most computer users”















Snowden teach 
Glenn PGP



Virtual Private Network
Private Browsing



VPN

“VPNs mask your internet protocol (IP) address so your online actions are virtually 
untraceable. Most important, VPN services establish secure and encrypted 
connections to provide greater privacy than even a secured Wi-Fi hotspot.”

https://us.norton.com/internetsecurity-privacy-what-is-a-vpn.html



VPN

“it will not encrypt and hide the traffic that goes from VPNs server to target 
destination and vice versa”

https://hackernoon.com/vpns-for-beginners-what-a-vpn-can-and-cannot-do-26rz3wrd



VPN

“it will not encrypt and hide the traffic that goes from VPNs server to target 
destination and vice versa”

“IP masking does not equal anonymity”

https://hackernoon.com/vpns-for-beginners-what-a-vpn-can-and-cannot-do-26rz3wrd



VPN

“it will not encrypt and hide the traffic that goes from VPNs server to target 
destination and vice versa”

“IP masking does not equal anonymity”

“your VPN provider can monitor everything you do online”

https://hackernoon.com/vpns-for-beginners-what-a-vpn-can-and-cannot-do-26rz3wrd



Private Browsing



Private Browsing

Private Browsing makes you anonymous on the internet.



Private Browsing

Private Browsing makes you anonymous on the internet.

Browser fingerprints!





Concrete Recommendations



Security is a process, 
it isn’t all or nothing 
and any improvement 
helps



LastPass for Password Manager



3class12 or 2word16 for master password, 
randomly-generated unique passwords for 
everything stored in vault



Duo for TOTP 2FA



iMessage or WhatsApp for secure chat



uBlock Origin (no ads) or Adblock Plus 
(acceptable ads) for Ad blocker



Whatever you do, make sure that you have a path 
to recover access your accounts without access 
to your phone / computer



https://medium.com/mycrypto/mycryptos-security-guide
-for-dummies-and-smart-people-too-ab178299c82e 

https://medium.com/mycrypto/mycryptos-security-guide-for-dummies-and-smart-people-too-ab178299c82e
https://medium.com/mycrypto/mycryptos-security-guide-for-dummies-and-smart-people-too-ab178299c82e

