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Abstract

We present a three-week user study in which we tracked tlatidms of 27 subjects and asked them
to rate when, where, and with whom they would have been caatfler sharing their locations. The
results of analysis conducted on over 7,500 hours of datgestighat the user population represented
by our subjects has rich location-privacy preferencedh witumber of critical dimensions, including
time of day, day of week, and location. We describe a metluggofor quantifying the effects, in
terms of accuracy and amount of information shared, of pyisetting types with differing levels of
complexity (e.g., setting types that allow users to spdoifation- and/or time-based rules). Using the
detailed preferences we collected, we identify the bes$iptespolicy (or collection of rules granting
access to one’s location) for each subject and privacingéditpe. We measure the accuracy with which
the resulting policies are able to capture our subjectsepeaces under a variety of assumptions about
the sensitivity of the information and user-burden toleeanOne practical implication of our results
is that today’s location-sharing applications may haviedbaio gain much traction due to their limited
privacy settings, as they appear to be ineffective at caqgfihe preferences revealed by our study.
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1 Introduction

The past few years have seen an explosion in the range oftegladiowing individuals to exchange
personal information and content that they have createdsd kites include location-sharing services,
which are the focus of this paper, social-networking s&sj@and photo- and video-sharing services.
While there is clearly a demand for users to share this inftion with each other, there is also sub-
stantial demand for greater control over the conditionseanchich this information is shared. This
has led to expanded privacy and security controls on som&sesy such as Facebook, but designers of
others appear reluctant to make this change. One reasdmdoetuctance may be that more complex
privacy settings typically lead to more complex and hardide interfaces.

Around one hundred different location-sharing applicai@xist today [24]. These applications
allow users to share their location (frequently, their éxacation on a map) and other types of infor-
mation, but have extremely limited privacy settings. Tyl they only allow users to specifyvehite
list, or a list of individuals with whom they would be willing to ate their locations at any time [24].
Despite the number of these types of applications availahkre does not seem to be any service
that has seen widespread usage. One possible explanatithrisfelow adoption has been established
by a number of recent papers, which demonstrate that indilédare concerned about privacy in this
domain [5,7,8,13, 15, 20, 25]. However, our work is the fitetour knowledge, to study location-
privacy preferences at a detailed enough level to addresguiistion of whether or not more complex
privacy-setting types may help alleviate these concerns.

We present the results from a user study where we trackeatlagidns of 27 subjects over three
weeks in order to collect their stated location-privacyf@rences in detail. Each day, for each of the
locations a subject visited, we asked whether or not he omghdd have been willing to share that
location with each of four different groups: close friendsl damily, Facebook friends, the university
community, and advertisers. Throughout the study, we ci@te more than 7,500 hours of location
information and corresponding privacy preferences. Irtresihto some earlier research that identified
the requester’s identity [7] and user’s activity [6] as patity defining privacy preferences for location
sharing, we find that there are a number of other critical dsmans in these preferences, including
time of day, day of week, and exact location.

We characterize the complexity of our subjects’ prefersrmemeasuring the accuracy of different
privacy-setting types. We consider setting types thatvaliouser to share his or her location based
on the group of the requester, the time of day of the requelsettver or not the request is made

on a weekend, and his or her location at the time of the regudsing the detailed preferences we



collected during the location tracking phase, we identidighe subject’'s most accurate collection of
rules, orpolicy, under each privacy-setting type. To test the effectiveinéshe different setting types,
we measure the accuracy with which each is able to captureuljects’ preferences, while varying
assumptions about the relative cost of revealing a priatation, and about our subjects’ tolerance for
user burden.

As one might expect, we find that more complex privacy-sgttipes, such as those that allow
users to specify both location- and time-based rules, ame rmccurate at capturing the preferences
of our subjects under a wide variety of assumptions. Morersing is the magnitude of accuracy
improvement — in some cases more complex setting types satt ne almost three times the average
accuracy of white lists. White lists appear to be partidulameffective at capturing our subjects’
preferences. Even relatively simple extensions, suchasetthat allow rules based only on time of
day, can yield a 33% increase in average accuracy, assutmbh@ur subjects are privacy sensitive.
This finding is also consistent with results from our predgtsurvey, where subjects reported being
significantly more comfortable with the prospect of sharihgir location using time- and location-
based rules, compared to white lists.

In addition to accuracy, we measure the amount of time eaglthdd our subjects would have
shared their location under each of the different privestyisy types. Interestingly, we find that more
accurate setting types also lead to more sharing. Thistyeghich at first may seem counter intuitive,
actually makes sense: when users have complex privacyrgnefes and are given limited settings,
they generally tend to err on the safe side, which causes theshare less. This may explain why
some social networking sites, such as Facebook, have begunve toward more complex privacy-
setting types — if users end up sharing more, the servicesare valuable. The lack of sharing we
observe with simple setting types may also help explain live adoption of today’s location sharing
applications.

While our results suggest that more complex privacy-sgtipes are necessary to capture the true
location-privacy preferences of the user population regmeed by our subjects, these settings do not
come without a cost. More complex setting types generalplyradditional user burden, especially if
they require users to specify significantly more rules theairtsimple counterparts. To address this,
we examine a number of different privacy-setting types,civliange from being fairly simple to more
complex, under varied assumptions regarding the amounffat eur subjects would be willing to
exert while creating their policies. For the purposes of gaper, we use the number of rules a policy
contains as a proxy for the user burden involved in spedifyin Our findings suggest that, while

limiting policies to a small number of rules dampens the eacy benefits of complex privacy-setting
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types, they generally remain substantially more accubeate white lists.

The user study presented in this paper can be generalizedrethadology for characterizing
the tradeoffs between more complex setting types and amcimaa number of privacy and security
domains. At a high level, the methodology involves i) cdileg highly detailed preferences from a
particular user population, ii) identifying policies foaeh subject under a variety of different privacy-
or security-setting types, and iii) comparing the accuratthe resulting policies under a variety of
assumptions about the sensitivity of the information amerémce for user burden.

The rest of this paper proceeds as follows. In the next sgctie present an overview of related
work on location sharing and privacy preferences. In Se@iowve provide the details of the methods
used in conducting our user study and analyzing the dataedtidh 4, we present a detailed analysis

of our data. Finally, we present some conclusions and pbssifor future work in Section 5.

2 Related work

Location-sharing services are an area of significant gr@asthonsumers gain access to ever cheaper
and “smarter” mobile phones. With expanding market sh&wesd services are anticipated to capture
a significant portion of the billions of dollars in marketingvenue from the broader class of location-
enabled applications [10]. Yet, despite analyst predistiand the growing number of location-sharing
applications that have been developed, no service hasredsignificant market share.

While high-profile services that are built around locatitwarsng, like Loopt and Google’s Lati-
tude? seem to dominate the press, neither has been crowned a 4gife” Dozens of other offerings
exist, many built around technology platforms that havevedid easier creation of these applications,
including the iPhone SDR,and Google’s Android SDK,as well as Yahoo's FireEagle Platform,
which as of March 2010, has 79 applications in its galfefihe FireEagle platform facilitates privacy-
enhanced sharing by allowing users to specify a policy foheservice that he or she provides with
access. FireEagle allows, just as Google’s Latitude, eraetion or city-level granularity sharing
with white-listed entities. However, Tsat al. found that privacy protection through the abstrac-
tion of location is rare. Of 89 sharing services surveyechit tvork, only 11 provided any control

over the granularity of the location disclosure, while oliaif of the services (50) used white-listing

Loopt.http://1 oopt.cont
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(or, equivalently, black-listing) to protect a user’s ldoa [24]. They also found that more complex
privacy-setting types were nearly nonexistent in the laage at the time, with only 11 services pro-
viding group designations, and only two having approvath wkpirations. One notable exception was
Locaccinc® which was developed by our research group at CMU and alloess iis specify time- and
location-based rules (these are richer privacy settings those offered by any commercial service).

Many research groups have developed location-based sgpvieluding PARC’s Active Badges
[27], ActiveCampus [2], MyCampus [19], Intel's PlaceLald]land MIT’s iFind [12]. However, the
research done with these systems rarely reached the postuayfing privacy preferences. Instead
this work was typically hampered by adoption and technalalgissues. Work on a Semantic Web
framework to capture rich privacy preferences in differemitext-aware applications, including loca-
tion sharing applications, was also conducted in the comte€MU’s MyCampus project [19]. This
work later led to the development of several other locatibarieng applications at CMU, including
PeopleFinder [20], and most recently Locaccino.

As far back as 2003, users of a diary study cited some con@drogt location privacy, stating
a preference to not have their phones tracked [2]. A studygusie experience sampling method in
2005 found that location-privacy preferences were compex “participants want to disclose what
they think would be useful to the requester or deny the rdtjliéls These findings provide evidence
that without more complex privacy-setting types, userg swhply shutdown, and deny requests if
they cannot specify policies that would lead to useful sttariOne drawback of this research is that
much of it focused on laboratory experiments [8, 18] and kgralup testing [1, 13, 22], where there
are minimal privacy concerns given the small number of (ofienulated) requests.

As far as we know, there have been only two other field stubigsrévealed complexity in people’s
location-privacy preferences. The first, by Teaial, found that having feedback, or information on
who had viewed one’s location, had a significant impact on bomfortable people were with sharing
their information [25]. Burghardet al. went further by exposing individuals to five different priya
technologies in a real world deployment. They reported figdirelated to both subjects’ preferences
among the different technologies, and the effectivenesseofechnologies [5]. The findings of these
two studies are similar to ours, in that they suggest users tieh location-privacy preferences; how-
ever, they did not capture these preferences in as much a@etae have done. For example, Burghardt
et al. asked subjects, prior to being tracked, to report locatibas they did not want to share with
different groups of individuals (they were given the oppaity to change their reported preferences

throughout the study, but were not required to do so). Thepagports some analysis of these privacy
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preferences suggesting that they are complex. Howevepr#ierence collection method used is less
detailed than ours and is also somewhat problematic givemélly et al.'s findings [6] that subjects
tended to have significant differences between previousdgréed and in situ privacy preferences.

The fact that more complex privacy and security settingsiaegled to capture people’s preferences
has been observed in other domains as well. For example,rglegtial. observed that people needed
fine-grained access control for configuring their file-shgupreferences [16], and we have studied the
benefits of more complex forms of expression more genenalnieconomic framework [3, 4].

As location sharing continues to grow as a social phenoméngn the recent launch of Facebook’s
Places continues to move this trend towards the mainstreeergre already beginning to see location-
based coupons being offered to users. Foursquare, a popaldte location-sharing application, is
currently leading this push by allowing small businesseas rational chains (e.g., Starbucks) to offer
recurring, frequency-based, and loyalty-based coupoogdaothree million users [17]. Businesses that
register with Foursquare are also given access to pergadalttifiable information about users that
visit their locations, such as the names of the most recahfraguent visitors. For more details on
our subject’s attitudes towards location-sharing with iteohdvertisers, we direct our readers to our
other publication that focuses specifically on the res@llated to advertisers [14], many of which are

outside the scope of this paper.

3 Methods

In this section we provide an overview of our study, detaflthe software we used to conduct it, de-
scriptions of the privacy-setting types we consider, andscdption of the methods we use to analyze

them.

3.1 Study overview

The data for our study was collected over the course of threeksvin early November 2009. We
supplied 27 participants with Nokia N95 cell phohésr the entire study. Each subject was required to
transfer his or her SIM card to the phone we provided and us®dt primary phone at all times. This
requirement ensured that subjects kept the phones on #rmsioqn and charged, as much as possible.
Each of the phones was equipped with our location-trackiragnam, which recorded the phone’s

location at all times using a combination of GPS and Wi-Fdmhpositioning.

"These phones were generously provided by Nokia.



Each day, subjects were required to visit our web site wherdacations recorded by their phones
were filtered into distinct location observations. For eladation a subject visited, we asked whether
or not he or she would have been comfortable sharing theidocat that time with different groups
of individuals and advertisers. While no location shariagthers actually occurred, we solicited the
names of people from the different groups (other than aibegs) so that the questions the subjects
answered were more meaningful.

We also administered surveys before and after the studyaersdor participants, measure the level
of concern about privacy that people had about sharing libgation information, and collect relevant
demographics. The screening process ensured subjectsrivegele willing to purchase, a cellular data
plan with a compatible provider.

Subjects were paid a total of $50-$60, corresponding to $8@hkeir successful participation in
the study, and $20-$30 to reimburse them for the data plamths required by the location-tracking

software.

3.2 Software

The primary materials we used in our experiment includedtlon-tracking software written for the
Nokia N95 phones and a web application that allowed subjeasdit their location information each

day.

3.2.1 Location-tracking software

Our location-tracking software is written in C++ for NolsaSymbian operating system. It runs con-
tinuously in the background, and starts automatically wienphone is turned on. During normal
operation, the software is completely transparent — it cdsequire any input or interaction. When
designing our software, we faced two primary challengesmanaging its energy consumption to
ensure acceptable battery life during normal usage, am@i@rmining the phone’s location when in-
doors or out of view of a GPS signal. To address these chalgraur software is broken down into
two modules: gositioning modulghat tracks the phone’s location using a combination of GRS a
Wi-Fi-based positioning, and management modulat turns the positioning module on and off to

save energy.

Positioning module. To estimate the position of the phone, our positioning medahakes use of the

Nokia N95's built in GPS, and Wi-Fi units. When activatede thositioning module registers itself



to receive updates from the GPS unit at a regular intervals€i®nds). When the GPS unit is able
to determine the phone’s position, the positioning modatords its latitude and longitude readings.
Whenever the positioning module is active it also recordsMA\C addresses and signal strengths of
all nearby Wi-Fi access points at a regular interval (3 méaut We are able to use this information
to determine the physical address of the phone with a sepétted Skyhook Wireles$. While the

positioning module is active, it sends all location infotioa to our server using the phone’s cellular

data connection in real time.

Management module.Our initial tests revealed that leaving the GPS unit on cattusly resulted in
an unacceptable battery life of 5-7 hours on average. Theagement module uses the N95’s built
in accelerometer to address the issue of energy consumpticonstantly monitors this low energy
sensor, and only activates the positioning module when¢helerometer reports substantial motion.

In practice we found that this improved the phone’s battiéeytd 10-15 hours on averade.

3.2.2 Web application

Each day, subjects were required to visit our web site totdhdilocations they visited that day. The

locations were first filtered, then presented to the subjecsidit.

Location filtering. When a subject logs into our web application, it iteratesulgh each of the GPS
and Wi-Fi readings that have been recorded since the lastttie user audited his or her locations.
Each of these readings is either aggregated into a localisareation, if the user stood still, or a path
observation, if the user movél. A new location observation is created when a subject has thove
more than 250 meters from his or her last known location anthireed stationary again for at least 15

minutes.

Audit administration. After a subject’s locations have been filtered, our web apfibn takes the
subject through a series of pages that trace his or her neatidos in chronological order. Each

page displays a location on a map, inside a 250-meter ridgzahng the subject’s estimated location

8Details about the Skyhook API are available at http:/skokvareless.com/.
9For more details about this process, see the descriptiorswfiéar technique used by Ware al. for managing energy

consumption while tracking users with mobile devices [26].
1%path observations between locations were also depictedma pages. However, we do not address those observations in

this paper since they accounted for less than 1% of the obddime.



during a particular time period. The times when the subjetted and departed from the location
are indicated next to the map. Each page also includes aHatkallows subjects to report that an
observation was completely inaccurate (inaccurate obtiens accounted for about 2% of the time,
and are removed during our analysis). A screen shot of theiosaface for this part of the web

application is shown in Figure 1 (left).

Underneath the map, our web application presents fourigmeseach corresponding to a different
group of individuals. The right side of Figure 1 shows an egknscreen shot of a question for the
friends and family group. Each question asks whether orlrestibject would have been comfortable
sharing his or her location with the individuals in one of gmups. The groups we asked about
in our study were: i) close friends and family, ii) Facebooierids, iii) anyone associated with our
university, and iv) advertisers. Subjects are given theaopif indicating that they would have shared
their location during the entire time span indicated on tagey none of the time span, or part of the
time span (when part of the time is chosen, a drop down meneaapjallowing the subjects to specify
which part of the time they would have allowed, as shown iruFégl). Questions about the friends
and family and Facebook groups include a fourth optionyafig subjects to indicate that they would
have been comfortable sharing their location with some efitidividuals in the group, but not all of

them11

3.3 Privacy-setting types we compare

In our analysis (Section 4.3), we focus on evaluating thei@oy of the following different privacy-
setting types, which range from being fairly simple to maveplex. We will illustrate the differences
between these setting types by considering a hypothesesinamed “Alice,” who wishes to share her
location only with her friends when she is at home, on the wedk, between the hours of 9am and
5pm. In the absence of a rule that explicitly shares one'stion, we assume that the default behavior

of a sharing service would be to deny.

e White list. White lists are the least complex privacy-setting type wasater. They only allow

users to indicate whether or not they would be comfortabkrisg their location with each

11The partial group option was chosen about 20% of the time &eBook friends. However, 89% of the time this option
was chosen by a subject, the subject also reported that leeavauld have been comfortable sharing with either friemds a
family, or the university community. These subjects werestlikely considering one or both of these two groups as sulgas
of Facebook friends. This hypothesis is further supportethb fact that 82% of the subjects reported in the post-ssudyey
that they did not feel there were any relevant groups misfsorg our list. For these reasons, we treat this responserasrag

the entire group in our subsequent analysis.
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You were observed to be at Location A
between Sunday September 21, 8:48pm
and Monday September 22, 9:02am.

Please indicate whether or not you would
have been comfortable sharing your
location during this time with each of the
groups below.

Click here if you believe that this observation is
completely inaccurate.

Would you have been comfortable sharing your location between Sunday September 21, 8:48pm and

Monday September 22, 9:02am with:

Your Close Friends and Family?

(e.g., Jim, Mary, Pam, eic.)

Yes, during this entire time

No, not during any of this
time:

@ Yes, during part of this
time...

Yes, for some of these
people

I'would have been comfortable
sharing my location from:

921 [=] & [=]48[=] pm[=]

to

glrzzg 9:[+] 02[=] am[~]

Add an additional time span.

Figure 1. A screen shot of our web application displayingxangple location on a map between 8:48pm
and 9:02am (left), and an audit question asking whether barsubject would have been comfortable
sharing the location displayed on the map with the friendsfamily group (right). An audit question,

like the one shown here, appeared below the map for each gfdls, at each location a subject visited.

group at all times and locations. The accuracy of white isis be viewed as a measure of the

importance of a requester’s identity in capturing users/gmy preferences. White lists are user

friendly, since they only require a single rule indicatingamcan view one’s location.

Using a white list, our hypothetical user, Alice, would needindicatewho (individually or

by group) is allowed to see her location. Similarly, she migp areate a rule that everyone is

allowed to see her at all times with a list of exceptions ,(iseblack list). Alice’s policy under

this setting type would not match her preferences, sinemdis on her white list would be able

to see her anytime and anywhere.

e Location (Loc). Loc settings allow users to indicate specific locations thay would be com-

fortable sharing with each group. Loc settings are more ¢exrthan white lists, since they can

be used like a white list by sharing all locations with a grotipe accuracy of Loc settings can

be seen as a measure of the importance of location in cagtusers’ privacy preferences. A

single location rule is defined by a latitude-longitude -(tat) rectangle and a set of people or

groups who can view the user’s location within the rectangle

Alice would need to create a rule allowing her friends to viesv location when she is at home,

by indicating it with a rectangle on a map, but this policy Wbnot match her preferences
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precisely, since her friends could see whether or not shéhame at night or on a weekday.

Time. Time settings allow users to indicate time intervals (diized into half-hour blocks)

during which they would be comfortable sharing their looasi with each group (this setting type
does not consider the day of the week). Similar to Loc segtiigne settings are more complex
than white-lists, since white listing for an individual aiogip can be simulated by granting them

access at all times. The accuracy of Time settings can beasegmeasure of the importance of

the time of day in capturing users’ privacy preferences. mgle time rule is defined by a start
time, an end time, and a set of people or groups who can viewdées location between the

two times.

With Time settings, Alice would need to create a rule shahiaglocation with her friends be-
tween 9am and 5pm, regardless of where she was and the dagkf Wiernatively, she could
err on the safe side and choose to share a smaller time windangdwhich she feels she is
more likely to be home. In either case, Alice’s policy woutat match her preferences, since her

friends could potentially see her location when she was sdrmaee other than at home.

Time with weekends (Time+). Time+ settings are the same as Time settings, but they allow
users to indicate time intervals that apply only to weekdaydy to weekends, or to both. The
improvement in accuracy of Time+ over Time can be viewed asrtiportance of weekends in
capturing our subjects’ privacy preferences. A single wih Time+ settings is defined by a
start time, an end time, a flag indicating whether it applies¢ekdays, weekends, or both, and a
set of people or groups who can view the user’s location, éetvthe two times, on the specified

type of day.

With Time+ settings, Alice would need to create a rule slgpher location with her friends,
between 9am and 5pm on weekends only, regardless of whemgasheAs with Time settings,
Alice’s policy would not match her preferences, since hienis could see her location when she

was somewhere other than at home, but with Time+ settingsthild not happen on a weekday.

Location and time (Loc/Time). Loc/Time settings combine the Loc and Time setting types
described above. They allow users to indicate time intergaking which they would be com-
fortable sharing specific locations with each group. Theismy improvement of Loc/Time over
Loc and Time individually can be viewed as the importanceffafring both types of settings to-
gether. A single Loc/Time rule is defined by a start time, ath ttime, a lat-lon rectangle, and a
set of people or groups who can view the user’s location wleeartshe is within the rectangle

between the two times.
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With Loc/Time settings, Alice would need to create a rulevalhg her friends to see her when
she is at home, from 9am to 5pm, regardless of the day of wadhkid case, Alice’s policy would

not match her preferences, since her friends could potigrgiee her at home on a weekday.

e Location and time with weekends (Loc/Time+).Loc/Time+ settings are the same as Loc/Time
settings, but they allow users to indicate time intervabst @pply only to weekdays, only to

weekends, or to both. This is the most complex privacy+sgtiype we consider.

Using Loc/Time+ settings, Alice would be able to expressthes privacy preferences with a
single rule: allow her friends to see her when she is at home Bam to 5pm, on weekends

only.

3.4 Measuring accuracy with variable cost

In order to measure the accuracy of different privacy4sgtiypes, we first identify a collection of rules,
or apolicy, for each subject, under each of the different setting tyglestribed in Section 3.3. For a
subject,i, a privacy policy,p, and groupg, we define the accuracy of the policy foandg using two
functions,correct _hrs andi ncorrect _hrs. The functions take as input p, andg, and return the
number of hours correctly shared and incorrectly shareghertively, by subjedt with groupg, under

p. These statistics are easily computed from our data for asgiple policy, since we can simulate
what the policy would have done at each of the locations aestibjsited, and compare that to their
stated preferences for that location. We normalize theracguo be a fraction of the time shared
by each subject'®ptimal policy or the policy that perfectly matches the subject’s prefees (i.e.,
shares whenever the subject indicated he or she would dmgdaaes not share at any other times or
locations).

In our analysis, we will consider the accuracy of differenvacy-setting types while varying as-
sumptions about our subjects’ tolerance for mistakes. Ifier tve define a penalty term, or cost,
associated with mistakenly revealing a piece of privaterinfation. In our analysis, we va/from
1 to 100 and investigate the impact it has on accuracy andéhghander the different privacy-setting
types. Varyingc amounts to varying the ratio between the reward for revgadinocation when a
subject indicated that he or she would have shared it andahalty for revealing it when he or she
indicated not being comfortable with having it shared. Ad tbwest level (whert = 1) these two
occurrences are equally rewarded and penalized, respigctiWhenc = 100, mistakenly revealing a
location is considered to be one-hundred times as bad asctlgrrevealing it. This level of cost is

essentially equivalent to the assumption that our subjectdd be very cautious, and never make poli-
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cies that mistakenly revealed their locations. Varying ttist helps to account for differences between
subjects and across potential applicatibhg\ccuracy for a policy, group, and subject is given by the

following equation, wherg* is the subject’s optimal policy.

correct _hrs(i,p,G) —cxincorrect _hrs(i,p,G)

1
@ correct _hrs(i, p*,G)

The accuracy of the best policy for any subject, group, amdagy-setting type, will always be
between zero and one. It can never be below zero, becausey paoticy achieves zero accuracy,
and it can never be above one, since we normalize the accimaegch subject using the accuracy of

the best possible policy for that subjéét.

3.5 Identifying privacy policies with user-burden consideations

In Sections 4.3.1 and 4.3.2, we consider how accurate tferetit privacy-setting types are under the
most accurate policy for each subject with no rule limit. ihi@ Section 4.3.3, we consider the effect
of limiting the number of rules to account for user-burdeleri@ance. In both cases, the accuracy values
that we report can be taken as upper bounds on the accuracypuig @xpect in practice, since subjects
may not always create the most accurate paossible policy.

With no rule limit, a subject’s most accurate policy for aggimgroup and setting type can be easily
computed by identifying all possibktomic rulesfor the group and setting type (e.g., rules that apply
only to a single location, or a single half-hour block). Werilgreedily add an atomic rule whenever
it would result in positive accuracy for the subject (i.ehem it is correct more than/t of the time).
This is guaranteed to identify the most accurate policyesitne search decomposes in the following
straightforward way: each group, time, location and lagdtime pair can be allowed or disallowed
independently (when rules regarding weekends and weelataysonsidered, we treat times on the
two types of days independently). For example, the effeciv@nall accuracy of adding a rule sharing
a particular location does not depend on which other lonattbe policy ends up sharing.

Like many other combinatorial problems (e.g., knapsadisgop scheduling, graph coloring), the

2We assume that there is no penalty for mistakenly withhgldifocation, since our post-study survey results suggast th
subjects had relatively little dis-utility at this prospeklowever, this can easily be added as an additional cobetadcuracy

calculation in Equation 1.
BBwhen a subject indicated that he or she would never have giaee location with a particular group, thereby making

the accuracy equation undefined, we report the accurachddrsubject and group as one, since we assume that the default

behavior of the system is to deny access, which is consigliémthe subject's preferences.
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problem of identifying the most accurate policy for a giveibjgect and privacy-setting type becomes
substantially harder with a limited resource, such as rukes example, with a limit on the number
of rules the greedy solution is no longer guaranteed to ifyetite most accurate policy. To address
this problem, we developed a tree-search technique, bastd avell-known A* search algorithm, for
computing a subject’s most accurate policy with no more tharies.

Each level of the search tree corresponds to one of the nutks policy, and each branch represents
a particular rule that can be included. For example, onedbranuld correspond to the rule “University
community and Friends can see me at any location, betwe8ai®:.@nd 7:00pm, on weekdays.” Thus,
at any nodej, with depthd, a policy withd rules can be constructed by traversing the edges frtan

the root. Figure 2 illustrates part of a search tree usingTiowe+ settings.

[{Univ. & Friends}, [{Friends},
{All Locs}, {Loc2, Loc3},
8a-7p, Weekdays] Anytime]

[{Univ.},
{Locl, Loc3},
9a-5p, Weekends]

v

Figure 2: Part of a search tree for identifying a subject'stazcurate privacy policy using Loc/Time+

settings.

Our search begins at the root node, and constructs one abdiel for each of the possible rules a
user could add, given the type of settings available. Thesade added to a priority queue, called the
open queueNodes are then popped off the open queue one at a time uatf adde (i.e., node with
depthk) is reached. Whenever a nodejs removed from the open queue, a childja$ added to the
gueue for each of the remainirfigasiblerules. A rule is considered feasible for inclusion in chelalr
of j if it does notoverlap with any rule that is already in the policy represented jbyTwo rules
overlap if they refer to the same place, time, or place and,tiior Loc, Time (Time+), and Loc/Time
(Loc/Time+) settings respectively.

As usual, our search orders the nodes in its open queue augoocan admissible (i.e., optimistic)
heuristic. The heuristic approximates the accuracy of atigypwith k rules originating from a partic-
ular node as the total accuracy of the rules included so lias,the accuracy of a greedy solution over

the remaining feasible rules with no rule limit. In our cases technique of using a greedy solution
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with a relaxed constratint as a hueristic is guaranteedddyme a solution with greater than or equal
to the best total accuracy of any setkafules descending from node However, it may overestimate
this value if the greedy solution uses more thamiles. By using the A* node selection strategy, our
search ensures that any node it visits has a lower (or equalyacy than any previously visited node,
thus making the first deptksolution reached provably the most accurate one possible.

If we were to consider every possible atomic rule at eachl lefs¢his search tree it would be
intractable for the more complex types of privacy settingie.address this, we also losslessly com-
press the search space by preprocessing each subjectsigrath policy according to the following
technique. For Loc rules, individual locations are groufmgkther into complex locations if they are
audited the same way at all times (i.e., sharing them alwesslts in positive accuracy for the same
groups), and it would be possible to draw a rectangle arolech twithout including any of the sub-
ject’s other locations. For Time (and Time+) rules, induadl half-hour spans are grouped together
if they are audited the same way every day (and type of dayifoe¥). For Loc/Time (Loc/Time+)
rules, locations are grouped together if they are alwaygedithe same way based on time of day and
it would be possible to draw a rectangle around them withaeltiding any other locations. With these
preprocessing steps in place, we can identify policies &ohesubject, and setting type, typically in a

matter of seconds.

4 Results

Before we present our analysis on measuring the effectsfigfr@t privacy-setting types, we will
describe our survey findings, the general mobility patterasbserved, and some high-level statistics
that demonstrate the complexity of our subjects’ locapomacy preferences.

For all statistical tests of significance we use two-samptiependent t-tests with unequal vari-
ances, unless otherwise noted. In the body of the paper, pagtne values of less than.05 as sig-
nificant and less than.D as marginally significant. Due to the large number of qti@stwe compare
in our analysis, in most cases we also present 95% confidateevals on estimates assuming the

underlying data is normally distributed.

4.1 Survey results

Our 27 subjects were all students or staff at our univergitye sample was composed of 73% males

with an average age of about 22 years old. Undergraduates na&8% of our sample, graduate
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students made up 35%, and two people (7%) were staff members.

In our pre-study survey, we asked participants about howaxable they would be if close friends
and immediate family, Facebook friends, members of theangity community, or advertisers could
view their locations at anytime, at times they had speciftedt locations they had specified. Based
on ratings on a 7-point Likert scale (ranging from “not contdible at all” to “fully comfortable”), we
found that, in general, participants were more comfortabth their close friends and family locating
them than their Facebook friends, people within their usi community, or advertisers.

Within each group, we found that respondents had relateglal levels of comfort for time-based
or location-based rules (the differences were not stedilji significant). However, it is interesting to
note that location had a substantially higher average gbaretime for the advertiser group, since we
later find that this is the only group for which the differermween the accuracies of Loc settings and

Time settings is marginally significant. The average sctoethis question are shown in Table 1.

Group Anytime Location Time
Friends and family 5.00 6.08 6.36
Facebook friends 3.64 4.88 5.40
University community 3.28 4.56 5.00
Advertisers 2.60 4.32 3.60

Table 1: The average report on our pre-study survey of howfaaaible subjects would have been on a
7-point Likert scale from “not comfortable at all” to “fullpomfortable” if their location could be checked

by each of the groups “Anytime,” “At locations you have sfiieci,” or “At times you have specified.”

We also found that subjects reported that they would befsignily more comfortable, on average,
for the Facebook friends, university community, and adsertgroups, using location- and time-based
rules than with white lists. For example, for the adver8sgroup, our subjects indicated that they
would not be comfortable if their locations were sharedraltime M=2.6); but at timesN1=3.60) or
locations M=4.32) they had specified, their comfort levels would sigatffitly increase.

After completing our study, we asked our participants how theey thought it would have been,
on a 7-point Likert scale from “not bad at all” to “very, venadh” if the system had shared their
information at times when they did not want it to be sharedf, thie system had withheld their location

when they wanted it to be shared. Table 2 shows the averagd fepeach type of mistake and each

group.
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Mistakenly revealed

Group Mistakenly withheld
Friends and family 3.00
Facebook friends 2.30
University community 2.07
Advertisers 1.67

Table 2: The average report of how bad subjects thought itdvibave been, on a 7-point Likert scale

from “not bad at all” to “very, very bad,” if their location we mistakenly withheld from or revealed to

each of the groups.

Our subjects reported significant levels of dis-ultilitytze prospect of their locations being mistak-
enly shared with the university community, Facebook freerehd advertisers groups, with the worst
being advertisers, where 33% of the participants chose h@sdale and 50% choose 5 or more. In
contrast, our subjects reported relatively little didiytiat the prospect of their locations being mis-
takenly withheld. We also see an inverse relationship betvike average report within groups, such
that groups where mistakenly revealing is worse tend to kawver reports for mistakenly withhold-
ing. This lends support to the hypothesis that our subjeotddvend to share less when given simpler

privacy-setting types, since they report being far moreceamed with inadvertent disclosure of their

location than with it being withheld, on average.

We also asked our subjects how often they would have answiezagliestions differently if we had
actually been sharing their locations. The majority of seuty (about 70%) responded that they would
have rarely or never answered differently. Another 15% #aéy would have answered differently

some of the time, and the rest said most or all of the time.

4.2 Mobility patterns and preference statistics

On average, our subjects were observed for just over 60%edirtte during our experiment, and our
observations were distributed relatively evenly througtibe day. We found that, on average, subjects
would have been comfortable sharing their locations ab8&t 8f the time with friends and family,

60% of the time with Facebook friends, 57% of the time withvensity community, and 36% of the

time with advertisers.

Figure 3 shows how our subjects’ preferences varied witle tifnday and day of week. It shows

the average percentage of time subjects were willing toestharing each half-hour interval separately
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for weekdays and weekends.

Preferences for the friends and family group are largelyfanged by time of day or day of week.
However, the results show substantial variation in prefege based on time of day and day of week,
for the other three groups. For these groups, we see almast 88 much sharing during the day
on weekdays as at night and on weekends. On weekends we alsbgtely greater preferences for

sharing during the evening.

Average time shared on weekdays Average time shared on weekends
et ST e e eeevese Friends & family |seveeserseseeeee et T e et

. P
00 e NSsemm: Facebook friends e T T S
“"‘\‘«mw/, . Univ. community M

100%

40%
20%

0% T T T T T T T T
12AM  6AM 12PM  6PM 12PM 12AM 6AM 12PM 6PM 12PM

Figure 3: The average percentage of time shared with eadlpgtaring each thirty-minute interval

throughout the day.

About half of our subjects visited 9 or fewer distinct locaus throughout the study, and 89%
visited 14 or fewer (the max was 27, the min was 3). A subjed w@nsidered to have visited a
distinct location only if it was visited for at least 15 miest and was at least 250 meters from all other
locations that the subject visited.

We found that, on average, subjects spent significantly riore at one location than any other
(most likely their homes). We also found that the time spera Bcation appeared to drop off sig-
nificantly for the second, third, fourth and fifth most visitiocations. Table 3 shows the average
percentage of time a subject spent at his or her three mastdsiscations, and the average percentage
of time that he or she would have shared that location with e&the groups. On average, our subjects
were more willing to share their second most visited locatiwan their first. For university community
and advertisers they were willing to share it almost twicefsn. This suggests that this was most
likely a more public location, such as somewhere on or neaulttiversity campus [23].

These results suggest mobility patterns similar to thosemied by Gonzalezt al., who found that
human trajectories tend to be very patterned, with peogiéing a small number of highly frequented
places [9]. These results also help explain our later finthag Loc settings only require a few rules to

realize most of their benefits.
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Location rank Time Time shared w/ group
(time spent) spent FF FB ucC AD
1st 66% 93% 58% 48% 29%
2nd 20% 94% 65% 7% 55%
3rd 6% 90% 61% 62% 41%

Table 3: The average percentage of time a subject spent at hisr three most visited locations, and
the average percentage of time he or she would have shareld¢bhton with friends and family (FF),

Facebook friends (FB), university community (UC), and atisers (AD).

4.3 Measuring the effects of different privacy-setting tys

We will now present analysis quantifying the relative effeaf different privacy-setting types, in terms
of accuracy and amount of time shared. We consider the sestalfistically, and under a wide range of

assumptions, including varying levels of user burden.

4.3.1 Results regarding policy accuracy

Our first set of results, presented in Figure 4, investigditesccuracy of each of the different privacy-
setting types, for each of the groups we asked about. Foe tlessilts, we hold the cost of mistakenly
revealing a location to be fixed at= 20, which is equivalent to assuming that subjects view rkéstly
revealing their location as twenty times worse than colyesttaring. We highlight our results for this
value ofc based on the post-study survey results presented in Tabidi2h showed that subjects
were significantly concerned with mistakenly revealingrtlecation to each of the groups other than
their close friends and family. Our next set of results widhsider varying this cost to account for
differences between subjects and groups.

Our first observation is that, witb= 20, none of the privacy-setting types we consider are able
to achieve 100% accuracy for any of the groups. Even the acgwf the most accurate setting type
and group, Loc/Time+ for friends and family, is significgriiéss than 100% (as evidenced by the fact
that its 95% confidence interval ends below that point). Teisionstrates that a non-trivial subset of
our subjects had preferences that alternated betweemglaaril hiding the same location, at the same
time, on different days of the week (most likely due to othemtextual factors).

With ¢ = 20, the average accuracy of the different privacy-settypgs has a wide range across

groups, from about 28% (white lists for advertisers) to 88uc(Time+ for friends and family). There
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100%

Average policy accuracy, ¢ =20

| .

i

B Loc/Time+
B Loc/Time
B Loc

B Time+

80% -

60% -

40% -
Time
O White list

20% -

0% -

Friends & family Facebook friends ~ University community Advertisers

Figure 4: The average accuracy (bars indicate 95% confidater®als) for each group, under each of the
different privacy-setting types. For these results, wellwoinstant the cost for inappropriately revealing a

location atc = 20.

is also a moderately large range in accuracy, across grémpthe same simple setting types (e.g.,
white lists range from 28% to 68%). However, the range aqo®sps is substantially smaller for more
complex setting types (e.g., Loc/Time+ settings range 6&% to 88%). This suggests that complex
setting types mitigate the importance of a requester’stityein capturing our subjects’ preferences.

The range of average accuracies within groups is smallestiitsubstantial. For example, within
the advertisers group, accuracies range from 68%, for liw&¥, to 28%, for white lists. For the
Facebook friends and university community groups, we alsern/e a more than two times increase
in accuracy of Loc/Time+ over white lists. The fact that suahges in accuracy exist within groups
further demonstrates that our subjects had diverse prigesfgrences that could not all be captured
simply by the requester’s identity.

For advertisers, the complex setting types (i.e., Loc/Tand Loc/Time+) are significantly more
accurate than white lists, Time, and Time+ settings. Looalis also significantly better than white
lists, and marginally significantly better than Time. Thiatige importance of location-based rules for
this group is consistent with our pre-study survey findingsspnted in Table 1.

In other groups, we see statistical ties between Loc, Tinas#, Time, although Loc tends to
be the best of the three on average. We also see that thegsgtties allowing users to distinguish
between weekdays and weekends can offer substantial lseoedit their simpler counterparts (e.g.,
for university community Time+ is about 15% more accuratntiiime), but these differences are
typically not statistically significant.

For university community and Facebook friends, we find that/Lime+ is significantly more accu-
rate than all of the setting types other than Loc/Time. Foramity community, we find that Loc/Time

is significantly more accurate than white lists, Time, anohd+, and marginally significantly more
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accurate than Loc. For Facebook friends the finding is néhdysame, but Time+ is statistically tied
with Loc/Time. This demonstrates the importance of weekandapturing our subjects’ preferences
about sharing their location with Facebook friends.

All of these results taken together suggest that, with20, our subjects could expect significant
accuracy improvements from more complex privacy-settypg$, and further confirms the hypothesis
that the privacy preferences revealed by our study are @mpl

Our next set of results, shown in Figure 5, investigates itiygaict of varying the cost associated
with mistakenly revealing a location, for the Facebookrfds group. We present these results for
Facebook friends only because we believe that this group gemeral interest, and results for other

groups were qualitatively similar.

100%
Average accuracy for Facebook friends

80% s

2 Loc/Time+
60% o Loc/Time
40% Loc

20%
0%

1 10 100
Cost of mistakenly revealing a location (log scale)

Figure 5: The average accuracy for the Facebook friendgpgrumder each of the different privacy-setting

types, while varying the cost associated with mistakenhgaéing a location front = 1 to 100.

These results demonstrate that the accuracy benefits of ecoarplex setting types are greatest
when information is more sensitive. For example, wkea 1, we find that there are no statistically
significant differences between any of the setting typegshimcase, the difference between the most
complex setting type, Loc/Time+, and the simplest, whisésliis only marginally significant. How-
ever, the accuracies of simpler setting types drop steeylgeacost of inappropriately revealing one’s
location increases. For example, the accuracy of white disdps from 61% at = 1, to almost half of
that, or 34%, at = 25, and drops to 28% by the time we reach 100. Similar patterns are seen with
all of the simple setting types, such as Time, Time+, and Odgs drop is due to the fact that, as this
cost goes up, the policies we identify are more restrictdzg.( by concealing more often). Thus, they
provide lower accuracy because they have missed more opjitts to share.

Each of the setting types also reaches a plateau at diffeaduts ofc. The plateau occurs when
the subjects have been forced to hide as much as they can,nindegeal times or locations that

are never private. The accuracies of more complex settipgstysuch as Loc/Time and Loc/Time+,
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deteriorate far less, far slower, and with plateaus begat far lower costs than simple types (e.g.,
the plateau for Loc/Time+ begins at= 10, whereas white lists continue to lose accuracy throughou
the entire range). This demonstrates how more complexngeifpes can add substantial value for

privacy-sensitive users.

4.3.2 Results regarding amount of time shared

We now consider how the policies we identified for differerivgcy-setting types effect the amount of
time our subjects would have shared with each of the groujggsiré-6 shows the average percentage
of time that each subject would have shared, under each diffeeent setting types, with a fixed cost

of ¢ = 20 for mistakenly revealing a location.

100%
Average time shared, c = 20

80% W Loc/Time+
® Loc/Time
B Loc

Time+

60% -

40% -

Time

20% -
° O White list

0% -

Friends & family Facebook friends ~ University community Adbvertisers

Figure 6: The average percentage of time shared (bars tedd&&6 confidence intervals) with each group
under each of the different privacy-setting types. Foréhesults, we hold constant the cost for inappro-

priately revealing a location at= 20.

Here we see results similar to those in Figure 4, such thaeraocurate policies also tend lead
to more sharing with each group. For example, for the Fadeb@nds, university community, and
advertiser groups, we see about twice as much sharing withiTlroe+ settings versus white lists,
and in each case this difference is statistically signiti¢tre difference between Loc/Time and white
lists in each case is also marginally significant). It is dl#eresting to note that Loc and Time+
settings, which are relatively simple, still result in stadial increases in sharing over white lists for
the advertiser group (19% and 17% vs. 10%, respectivelylekier, neither of these differences is
statistically significant.

That sharing increases with more accurate setting typegplaiaed by the fact that, when= 20,
mistakenly revealing one’s location is substantially veditsan mistakenly withholding it. This, in turn,

leads to policies that tend to err on the safe side and shese le
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Our next set of results, presented in Figure 7, considersftaet of varying the cost of mistakenly
revealing a location on the amount of time shared under eawdicy-setting type. Again, we limit our

presentation to the Facebook friends group, since resrlilier groups were qualitatively the same.

100%
80%

Average time shared w/ Facebook friends

60 Fi = —
= U Loc/Time+
40% o s-s-eesesesssetis Loc/Time
20% oo eattanT Loc
foce]
0% ‘ ‘ White list
1 10 100

Cost of mistakenly revealing a location (log scale)

Figure 7: The average percentage of time shared with thebBakefriends group, under each of the

different privacy-setting types, while varying the coss@sated with mistakenly revealing a location

fromc=1to 100.

The findings here are similar to those presented for accuragjgure 5, with a few notable dif-
ferences. We see a general trend from more to less sharingnaseases, with plateaus beginning
at aroundc = 10, however the plateaus are far more dramatic and jaggedathia accuracy. This is
because we only observe effects on sharing when individled ere made more restrictive, rather than
the smooth descent in accuracy that leads to the restriction

As with accuracy, the decline in sharing with more compléxamy-setting types, such as Loc/Time+
and Loc/Time, is less steep, and slower than that of the sintybes. A higher value far represents
the assumption that users are more concerned about priMagg, this demonstrates how it can actually
be in a service’s best interest to offer more complex priveatyings, in order to increase contributions
from privacy-sensitive users.

One final take away from this analysis is the magnitude of tleeease in sharing with highly
privacy-sensitive users, under the most complex settipg,tizoc/Time+, versus white lists. For=
100, which corresponds to the assumption that users willenpaiticies that never give out private
information, we see a more than three and a half times inergathe average percentage of time
shared with the Facebook friends group.

All of these results taken together suggest, somewhat epinttitively, that offering richer privacy
settings may, in fact, make good business sense, sincd tesillt in privacy-sensitive users sharing

more information.
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4.3.3 Results under user-burden considerations

In practice, we do not expect users to necessarily speafynihist accurate policy matching their pref-
erences, especially under the more complex privacy-getyipes, such as Loc/Time+, where user in-
terfaces can be cumbersome. To test the effects of suclbusten considerations on our conclusions,
we analyze the effect of limiting the number of rules in paécfor each of the setting types.

Our first set of results under user-burden consideratiopgesented in the four panels of Figure 8,
one for each group. It shows the accuracy of each setting typie varying a limit on the number
of rules from one to five or more. This set of results is modelfter a scenario where sharing one’s
location with all four groups is possible within a single Apation, and users specify rules that apply
to combinations of these groups. We operationalize thigdbptifying the most accurate policy with
aglobal rule limit, rather than a limit that applies to each group individuagr each of the different
setting types, we identify policies that equally weight @ecy among the groups. In other words,
results shown in the four panels for a global rule limit of tarmounts to finding the best policy with
only two rules when it comes to sharing with all of the fouruyyps.

Unsurprisingly, we find that tighter rule limits generallardpen the accuracy benefits of more
complex privacy-setting types. Yet, we see that Loc/Timed Boc/Time have substantial benefits, in
terms of average global accuracy, with as few as one or tvasruFor example, if we consider the
global average accuracy across all groups, with only asinde we already see a marginally signifi-
cant benefit from Loc/Time+ (51%) over white lists (35%). Mitvo rules, the difference between the
accuracy of Loc/Time+ (54%) and white lists is significarmgdahe difference between the accuracy
of Loc/Time (50%) and white lists is marginally significanthis demonstrates how more complex
privacy-setting types can be better than simple settingsptiuring the preferences of our subjects,
while requiring only a small number of rules.

When we examine the effects of a global rule limit on the aacieés within individual groups,
rather than the global average accuracy, with two rules we disignificant accuracy improvement
for the university community group from Loc/Time+ (52%) owehite lists (31%), and a marginally
significant difference between those two setting types doedisers (45% vs. 28%). With three rules,
the difference in accuracy between Loc settings (49%) aritbvikts is significant, and the difference
between Loc settings and Time settings (33%) is marginalyificant. Interestingly, with three rules,
the Loc/Time and Loc/Time+ settings actually perform woigeadvertisers than the simpler Loc
settings. This is because under the more complex settirgg type three rules are primarily being used

to achieve greater accuracy in other groups, whereas thegamgcof Loc tends to plateau with two
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Average policy accuracy, varying a global limit on number of rules, ¢ = 20
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Figure 8: The average accuracy (vertical axis) achievedabi ef the different privacy-setting types, for
each of the different groups, varying a global limit on thenmer of rules (horizontal axis, from one to
five or more) in a policy. We hold constant the cost for inajppiettely revealing a location at= 20, and
identify policies with the highest possible total accuracyoss all groups, while weighting each group

equally.

rules. This plateau can be explained, in part, by the gemaodlility patterns presented in Table 3,
which show that subjects tended to spend about 80% of tinedr &it two distinct locations.

Our final set of results, presented in Figure 9, is modeleer @ftservice where users can share
locations with a single group only, such as all of a one’s Baok friends. Here we limit the rules
that apply to a group individually, rather than imposing abgll limit. We present the results for the
Facebook friends group only, but results for other groupsewsanilar.

By comparing the results in Figure 9 to those in the top rigiigh of Figure 8, we find that with
an individual rule limit the accuracy benefits of more comybeivacy-setting types are realized with
fewer rules. For example, we find that with a single rule therage accuracy benefit of Loc/Time+
(51%) over that of white lists (35%) is marginally signifitawhereas with a global limit it took three
rules to reach that level. With a two-rule limit the accurbaeyefits of Loc/Time+ (54%) and Loc/Time

(50%) over that of white lists are significant and marginalbnificant, respectively. This demonstrates
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Figure 9: The average accuracy (bars indicate 95% confidater®als) achieved by each of the different
privacy-setting types for the Facebook friends group, &kidrying a limit on the number of rules in a
policy that apply to Facebook friends only. We hold consthiet cost for inappropriately revealing a

location atc = 20

how complex setting types are likely to be more effectivearmaser-burden considerations in more

specialized services.

5 Conclusions and future work

Over the past few years we have seen an explosion in the nuenbedifferent types of applications
that allow individuals to exchange personal informatiod eontent that they have created. While there
is clearly a demand for users to share this information wattheother, they are also demanding greater
control over the conditions under which their informatisrshared.

This paper presented the results from a user study thatewlaitle locations of 27 subjects over
three weeks to collect their stated privacy preferencesoudhout the study, we collected more than
7,500 hours of data. In contrast to some earlier researchdinatified the requester’s identity [7] and
user’s activity [6] as primarily defining privacy preferescfor location sharing, we found that there
are a number of other critical dimensions in these prefagnacluding time of day, day of week, and
exact location.

We characterize the complexity of our subjects’ prefersrmemeasuring the accuracy of different
privacy-setting types. We considered a variety of settypg$ with differing levels of complexity.

As one might expect, we found that more complex privacyirggttypes, such as those that allow
users to specify both locations and times at which they allingito share, were significantly more
accurate under a wide variety of assumptions. More sungrigias the magnitude of the improvement

— in some cases we found an almost three times increase iagaverccuracy over that of white
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lists. These findings were also consistent with our preyssidvey, where subjects reported being
significantly more comfortable with the prospect of sharihgir location using time- and location-
based rules.

We also measured the amount of time that our subjects wowld $laared their location under
each of the different privacy-setting types. We found thatencomplex setting types also generally
lead to more sharing. This result, which may at first seem tewuntuitive, is due to the fact that
users generally tend to err on the safe side, and restriesaatith simpler settings. This suggests that
offering richer privacy settings may make services moré,legs, valuable, by encouraging privacy-
sensitive users to share more.

One practical implication of our work is that white lists &ap to be very limited in their ability
to capture the privacy preferences revealed by our studg, Thcombination with the fact that white
lists are the only privacy settings offered by most locatbaring applications today (with the notable
exception of Locaccino developed by our research group atCWhich offers all of the privacy-
setting types we discussed) [20], suggests that the sloptiadoof these services may, in part, be
attributed to the simplicity of their privacy settings.

Clearly, as privacy settings become more complex, usershaes to spend more time specifying
their preferences. To address this, we also examined thecingb the different privacy-setting types
under varied assumptions regarding the amount of efforswgeuld be willing to exert while creating
their policies. Our findings suggest that, while limitinglipies to a small number of rules dampens
the accuracy benefits of complex setting types, they gdpeemhain substantially more accurate than
white lists.

The user study presented in this paper can be generalizedreth@dology for characterizing
the tradeoffs between more complex setting types and amcimaa number of privacy and security
domains. At a high level, the methodology involves i) cdileg highly detailed preferences from a
particular user population, ii) identifying policies foagh subject under a variety of different privacy-
or security-setting types, and iii) comparing the accuratthe resulting policies under a variety of
assumptions about the sensitivity of the information ameré&mce for user burden.

The findings in this paper open several avenues for futur&wOmne avenue involves exploring
additional dimensions of privacy preferences. For exampcan study settings that allow users to
control the resolution at which location information is yiced (e.g., neighborhood, city, or state), or
that grant access based on the user’s proximity to the regjué&¥e can also investigate the impact of
accuracy models that are richer in terms of their toleranceifror. For example, we can use models

with costs for mistakenly revealing a location that dependhe subject, the requester, the time of day,
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or the location in question.

We examined the impact of a rule limit on the accuracy of momamex privacy-setting types, but
we still assumed that users would be able to identify the raostirate possible rules subject to this
limit. This opens up another avenue for future work: accimgnfor additional cognitive limitations,
such as bounded rationality [21], to address issues thiénba this assumption. One potential method
for accomplishing this would be to study the behavior of tesdrs of a location-sharing application
that offers all of the different privacy-setting types dissed in this paper, such as Locaccino. In such
a study we could provide actual users with different privaeting types and measure the amount of
sharing that occurs under each type. We could then comparal aser behavior to the predictions of
our models, and better characterize the difference betwdanis predicted by our analysis and what

users will actually do in practice.
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