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us
 

le
ve

ls
 o

f g
oa

ls
 s

o 
th

at
 w

e 
co

ul
d

 p
ro

gr
es

s 
fr

om
 o

ne
 le

ve
l 

to
 th

e 
ne

xt
 if

 a
nd

 w
he

n 
w

e 
go

t f
am

ili
ar

 w
it

h 
th

e 
pl

at
fo

rm
. 

3.
 

Ex
pe

ri
en

ce
. B

et
w

ee
n 

th
e 

gr
ou

p 
m

em
be

rs
, w

e 
ha

d
 li

m
it

ed
 

ha
nd

s-
on

 e
xp

er
ie

nc
e 

in
 n

et
w

or
k 

se
cu

ri
ty

 s
o 

it
 w

as
 a

ga
in

 
im

po
rt

an
t f

or
 u

s 
se

t a
ch

ie
va

bl
e 

go
al

s 
fi

rs
t, 

bu
t a

llo
w

in
g 

fo
r 

su
it

ab
le

 e
xt

en
si

on
s 

if
 ti

m
e 

pe
rm

it
te

d
. 

 K
ee

pi
ng

 th
es

e 
in

 m
in

d
, l

et
 u

s 
d

is
cu

ss
 e

ac
h 

of
 th

e 
fi

ve
 d

es
ig

n 
cr

it
er

ia
 in

 tu
rn

. 
 I.

 S
ec

ur
it

y 
Fu

nc
ti

on
al

it
y 

A
ll 

of
 th

e 
m

os
t b

as
ic

 fi
re

w
al

ls
 a

llo
w

 fi
lt

er
in

g 
ba

se
d

 o
n 

in
fo

rm
at

io
n 

th
at

 c
an

 b
e 

ea
si

ly
 e

xt
ra

ct
ed

 fr
om

 p
ac

ke
t h

ea
d

er
s.

 
T

he
 m

os
t c

om
m

on
 is

 e
xp

re
ss

ed
 a

s 
a 

fiv
e 

tu
pl

e:
 �

�
�
� �
��
��
��	�



� ��
�
�


�� �
�


 �

� �

�
� �

�
�
��



�� �
�


 �



� ��
�
�
�� �
���

� �

�
� �

�
�
��

po
rt
}.

  
 T

hi
s 

is
 a

ls
o 

ve
ry

 c
on

ve
ni

en
t t

o 
im

pl
em

en
t b

ec
au

se
 th

is
 fi

ve
 tu

pl
e 

ac
cu

ra
te

ly
 r

ep
re

se
nt

s 
a 

lo
gi

ca
l ‘

fl
ow

’ o
f i

nf
or

m
at

io
n 

in
 a

 m
aj

or
it

y 
of

 th
e 

tr
af

fi
c 

se
en

 o
n 

th
e 

In
te

rn
et

. 
 E

xa
ct

ly
 s

pe
ci

fy
in

g 
th

e 
va

lu
es

 o
f e

ac
h 

of
 th

e 
fi

el
d

s 
in

 th
is

 tu
pl

e 
w

ou
ld

 b
e 

an
 a

rd
uo

us
 ta

sk
 s

o 
th

er
e 

m
us

t b
e 

so
m

e 
fo

rm
 o

f 
ag

gr
eg

at
io

n 
w

hi
ch

 e
na

bl
es

 p
ol

ic
ie

s 
to

 b
e 

sp
ec

if
ie

d
 in

 a
 s

en
si

bl
e 

m
an

ne
r.

 T
he

 m
os

t c
om

m
on

 fo
rm

 o
f t

hi
s 

is
 k

no
w

n 
as

 w
ild

ca
rd

in
g.
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H
er

e,
 e

ac
h 

fi
el

d
 h

as
 a

n 
as

so
ci

at
ed

 b
itm

as
k 

th
at

 a
llo

w
s 

yo
u 

to
 

sp
ec

if
y 

w
hi

ch
 b

it
s 

to
 c

om
pa

re
 in

 a
 fi

el
d

. T
hu

s 
it

 is
 p

os
si

bl
e 

to
 

sp
ec

if
y 

“a
ll 

so
ur

ce
 a

d
d

re
ss

es
 in

 th
e 

12
8.

2 
ne

tw
or

k”
 u

si
ng

 a
 v

al
ue

 
of

 1
28

.2
.0

.0
 a

nd
 a

 b
it

m
as

k 
of

 2
55

.2
55

.0
.0

.  
 T

hi
s 

is
 a

 v
er

y 
ba

si
c 

fo
rm

 o
f p

ac
ke

t f
ilt

er
in

g 
an

d
 d

oe
s 

no
t r

eq
ui

re
 

m
uc

h 
in

te
lli

ge
nc

e 
on

 th
e 

pa
rt

 o
f t

he
 fi

re
w

al
l. 

M
os

t c
om

m
er

ci
al

 
pr

od
uc

ts
 h

av
e 

d
et

ai
le

d
 k

no
w

le
d

ge
 o

f t
he

 p
ro

to
co

ls
 b

ei
ng

 c
ar

ri
ed

 
ov

er
 IP

 a
nd

 a
llo

w
 y

ou
 to

 s
pe

ci
fy

 r
ul

es
 in

 m
uc

h 
m

or
e 

d
et

ai
l. 

 O
ne

 o
f o

ur
 g

oa
ls

 a
t t

he
 o

ut
se

t w
as

 to
 d

es
ig

n 
ou

r 
fi

re
w

al
l s

o 
th

at
 

w
e 

co
ul

d
 e

as
ily

 a
d

d
 in

 m
or

e 
fu

nc
ti

on
al

it
y 

if
 w

e 
ha

d
 th

e 
re

so
ur

ce
s 

to
 d

o 
so

. O
ur

 in
it

ia
l p

la
n 

w
as

 to
 a

llo
w

 s
om

e 
so

rt
 o

f 
U

R
L

 b
as

ed
 fi

lt
er

in
g 

of
 H

T
T

P 
re

qu
es

ts
. 

 II
. E

as
e 

of
 C

on
fi

gu
ra

ti
on

 

Si
nc

e 
ea

se
 o

f c
on

fi
gu

ra
ti

on
 w

as
 a

n 
im

po
rt

an
t f

ac
to

r,
 w

e 
d

ec
id

ed
 

th
at

 it
 w

ou
ld

 b
e 

ni
ce

 to
 a

llo
w

 r
em

ot
e 

co
nf

ig
ur

at
io

n 
of

 o
ur

 
fi

re
w

al
l, 

if
 d

es
ir

ed
. T

hi
s 

w
ou

ld
 in

vo
lv

e 
an

 a
d

m
in

is
tr

at
or

 b
ei

ng
 

ab
le

 to
 s

en
d

 c
on

fi
gu

ra
ti

on
 in

fo
rm

at
io

n 
to

 th
e 

fi
re

w
al

l b
y 

us
in

g 
cu

st
om

iz
ed

 a
pp

lic
at

io
n 

ru
nn

in
g 

on
 a

 r
em

ot
e 

m
ac

hi
ne

.  
 A

d
m

it
te

d
ly

, t
hi

s 
in

 it
se

lf
 is

 a
 p

ot
en

ti
al

 s
ec

ur
it

y 
ri

sk
 fo

r 
at

 le
as

t 
tw

o 
re

as
on

s:
 

1.
 

U
na

ut
ho

ri
ze

d
 u

se
rs

 m
ay

 b
e 

ab
le

 to
 s

en
d

 s
pu

ri
ou

s 
pa

ck
et

s,
 th

us
 r

ec
on

fi
gu

ri
ng

 th
e 

fi
re

w
al

l p
ol

ic
ie

s 
to

 s
ui

t 
th

ei
r 

(m
al

ic
io

us
) n

ee
d

s.
 

2.
 

If
 u

na
ut

ho
ri

ze
d

 u
se

rs
 a

re
 a

bl
e 

to
 s

ee
 th

e 
sp

ec
if

ic
 p

ol
ic

ie
s 

im
pl

em
en

te
d

 o
n 

th
e 

fi
re

w
al

l b
y 

sn
if

fi
ng

 p
ac

ke
ts

, i
t 

be
co

m
es

 e
as

ie
r 

to
 fi

nd
 lo

op
ho

le
s 

in
 r

ul
es

. 
 T

ha
t s

ai
d

, m
an

y 
ne

tw
or

k 
el

em
en

ts
 s

up
po

rt
 r

em
ot

e 
co

nf
ig

ur
at

io
n 

an
d

 r
el

y 
on

 s
ta

nd
ar

d
 e

nc
ry

pt
ed

 tr
an

sf
er

s 
(s

uc
h 

as
 s

sh
) t

o 
ac

hi
ev

e 
se

cu
ri

ty
. 

 W
e 

d
ec

id
ed

 n
ot

 to
 w

or
ry

 a
bo

ut
 th

e 
se

cu
ri

ty
 a

sp
ec

ts
, b

ut
 in

st
ea

d
 

fo
cu

s 
on

 th
e 

ab
ili

ty
 to

 c
on

fi
gu

re
 th

e 
fi

re
w

al
l r

em
ot

el
y,

 a
d

d
in

g 
or

 
re

m
ov

in
g 

ru
le

s 
on

 th
e 

fl
y.

 

 
10

 

 II
I.

 R
ep

or
ti

ng
 

N
et

w
or

k 
ad

m
in

is
tr

at
or

s 
ne

ed
 a

s 
m

uc
h 

in
fo

rm
at

io
n 

as
 p

os
si

bl
e 

ab
ou

t t
he

 ty
pe

 o
f t

ra
ff

ic
 tr

av
er

si
ng

 th
ei

r 
ne

tw
or

k 
bu

t, 
at

 th
e 

sa
m

e 
ti

m
e,

 it
 is

 q
ui

te
 c

os
tl

y 
to

 m
on

it
or

 a
ll 

tr
af

fi
c.

  
 T

he
re

 is
 a

 fe
at

ur
e 

im
pl

em
en

te
d

 b
y 

C
is

co
 in

 th
ei

r 
ro

ut
er

s 
th

at
 

al
lo

w
s 

yo
u 

to
 s

pe
ci

fy
 a

 fl
ow

 in
 a

 s
im

ila
r 

m
an

ne
r 

to
 a

 fi
re

w
al

l 
po

lic
y 

ex
ce

pt
 th

at
 th

e 
fl

ow
 is

 n
ot

 d
ro

pp
ed

 –
 y

ou
 s

im
pl

y 
lo

g 
oc

cu
rr

en
ce

s 
of

 th
at

 fl
ow

. 
 W

e 
d

ec
id

ed
 th

at
 w

e 
w

ou
ld

 b
un

d
le

 th
at

 fu
nc

ti
on

al
it

y 
in

to
 o

ur
 

im
pl

em
en

ta
ti

on
 a

nd
 a

llo
w

 b
ot

h 
vi

ol
at

in
g 

an
d

 n
on

-v
io

la
ti

ng
 

fl
ow

s 
to

 b
e 

lo
gg

ed
. 

 O
ur

 in
te

nt
io

n 
w

as
 th

at
 th

es
e 

lo
gs

 w
ou

ld
 b

e 
se

nt
 o

ut
 to

 th
e 

ad
m

in
is

tr
at

or
 p

er
io

d
ic

al
ly

 a
s 

lo
ca

l m
em

or
y 

be
ga

n 
to

 fi
ll 

up
. 

 A
ga

in
 th

er
e 

ar
e 

se
cu

ri
ty

 is
su

es
 in

vo
lv

ed
 w

it
h 

th
is

 (s
im

ila
r 

to
 

th
os

e 
d

es
cr

ib
ed

 in
 th

e 
pr

ev
io

us
 s

ec
ti

on
) b

ut
 w

e 
d

ec
id

ed
 to

 ig
no

re
 

th
es

e.
 

 IV
, V

: D
oc

um
en

ta
ti

on
 a

nd
 I

ns
ta

ll
at

io
n 

G
iv

en
 th

at
 th

is
 w

as
 a

 p
ro

of
 o

f c
on

ce
pt

 p
ro

je
ct

 o
n 

a 
te

st
 p

la
tf

or
m

, 
w

e 
d

id
n’

t p
ay

 m
uc

h 
at

te
nt

io
n 

to
 in

st
al

la
ti

on
, a

nd
 th

is
 p

ap
er

 
se

rv
es

 a
s 

th
e 

d
oc

um
en

ta
ti

on
. 
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O
ur

 D
es

ig
n 

It
 m

ay
 b

e 
w

or
th

w
hi

le
 to

 m
en

ti
on

 a
t t

he
 o

ut
se

t t
ha

t w
e 

w
er

e 
no

t 
ab

le
 to

 a
d

d
 in

 m
uc

h 
of

 th
e 

fu
nc

ti
on

al
it

y 
th

at
 w

e 
ha

d
 h

op
ed

 fo
r 

d
ue

 to
 v

ar
io

us
 fa

ct
or

s.
 H

ow
ev

er
 w

e 
d

id
 e

nd
 u

p 
w

it
h 

a 
be

tt
er

 
d

es
ig

n 
th

an
 w

e 
st

ar
te

d
 o

ff
 w

it
h 

w
hi

ch
 a

d
d

ed
 to

 th
e 

co
m

pl
ex

it
y 

of
 th

e 
pr

oj
ec

t. 
 Pr

ob
le

m
s 

B
ef

or
e 

pr
oc

ee
d

in
g,

 it
 m

ak
es

 s
en

se
 to

 n
ot

e 
d

ow
n 

th
e 

va
ri

ou
s 

pr
ob

le
m

s 
w

e 
ha

d
 –

 s
in

ce
 it

 p
ro

vi
d

es
 a

 g
oo

d
 p

er
sp

ec
ti

ve
 w

he
n 

lo
ok

in
g 

at
 th

e 
ac

tu
al

 fu
nc

ti
on

al
it

y 
th

at
 th

e 
im

pl
em

en
te

d
. 

• 
A

dm
in

is
tr

at
iv

e 
Pa

ck
et

s:
 It

 w
as

n’
t u

nt
il 

a 
w

ee
k 

be
fo

re
 th

e 
pr

oj
ec

t c
om

pl
et

io
n 

d
ea

d
lin

e 
th

at
 th

e 
T

A
 fi

gu
re

d
 o

ut
 h

ow
 

to
 s

en
d

 p
ac

ke
ts

 to
/f

ro
m

 th
e 

co
nt

ro
l p

la
ne

. T
he

 c
ha

ng
es

 
af

fe
ct

ed
 o

ur
 m

ic
ro

co
d

e,
 s

o 
w

e 
d

ec
id

ed
 n

ot
 to

 r
is

k 
br

ea
ki

ng
 o

ur
 e

xi
st

in
g 

co
d

e 
an

d
 in

st
ea

d
 to

 n
ot

 in
cl

ud
e 

th
at

 fu
nc

ti
on

al
it

y 
• 

In
te

rp
la

ne
 C

om
m

un
ic

at
io

n:
 C

om
m

un
ic

at
io

n 
be

tw
ee

n 
th

e 
co

nt
ro

l a
nd

 d
at

a 
pl

an
es

 w
as

 u
nt

es
te

d
, s

o 
w

e 
d

ec
id

ed
 

ag
ai

n 
to

 u
se

 S
R

A
M

 p
ol

lin
g 

(e
xp

la
in

ed
 la

te
r)

 in
st

ea
d

. 
 

D
es

ig
n 

D
et

ai
ls

 

It
 w

ou
ld

 b
e 

ve
ry

 in
ef

fi
ci

en
t t

o 
d

o 
a 

ru
le

 lo
ok

up
 w

it
h 

th
e 

ar
ri

va
l 

of
 e

ve
ry

 p
ac

ke
t –

 e
sp

ec
ia

lly
 b

ec
au

se
, d

ue
 to

 th
e 

ex
is

te
nc

e 
of

 
w

ild
ca

rd
s 

in
 th

e 
ru

le
s,

 a
nd

 th
e 

fa
ct

 th
at

 th
ey

 r
el

y 
on

 o
rd

er
in

g,
 

th
ey

 c
an

no
t b

e 
ha

sh
ed

. I
ns

te
ad

, w
e 

ca
ch

e 
ea

ch
 fl

ow
 in

 a
 h

as
h 

ta
bl

e 
as

 it
 a

rr
iv

es
, a

nd
 d

o 
a 

ru
le

 lo
ok

up
 o

nl
y 

on
ce

 p
er

 n
ew

 fl
ow

2 . 
 Si

nc
e 

th
e 

fl
ow

 lo
ok

up
 tu

rn
ed

 o
ut

 to
 b

e 
th

e 
m

os
t t

im
e-

in
te

ns
iv

e 
pr

oc
es

si
ng

 (a
ss

um
in

g 
th

at
 th

e 
fl

ow
 is

 c
ac

he
d

), 
w

e 
d

ec
id

ed
 to

 
op

ti
m

iz
e 

th
is

 a
s 

m
uc

h 
as

 p
os

si
bl

e.
 T

o 
d

o 
th

is
, w

e 
us

ed
 a

 h
as

h 
ta

bl
e 

w
it

h 
a 

lin
ke

d
 li

st
 a

t e
ac

h 
ha

sh
in

g 
po

si
ti

on
 to

 d
ea

l w
it

h 
co

lli
si

on
s.

 D
ea

lin
g 

w
it

h 
in

se
rt

io
n 

an
d

 r
em

ov
al

 o
f c

ac
he

 e
nt

ri
es

 
tu

rn
ed

 o
ut

 to
 b

e 
no

n-
tr

iv
ia

l s
in

ce
 w

e 
ne

ed
 to

 m
ai

nt
ai

n 
ou

r 
ow

n 
fr

ee
-m

em
or

y 
po

ol
, a

nd
 d

o 
al

l o
f t

he
 p

oi
nt

er
 a

ri
th

m
et

ic
 in

 
m

ic
ro

co
d

e2 . I
f w

e 
ar

e 
lo

ok
in

g 
at

 a
 fl

ow
 th

at
 w

e 
ha

ve
 n

ot
 s

ee
n 

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

2  S
ee

 fl
ow

ch
ar

ts
 in

 a
pp

en
di

x 
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be
fo

re
, w

e 
fi

ll 
in

 a
ll 

of
 th

e 
d

et
ai

ls
 fo

r 
th

e 
fl

ow
 e

xc
ep

t t
he

 b
it

 th
at

 
si

gn
if

ie
s 

pa
ss

 o
r 

d
ro

p 
of

 th
at

 fl
ow

. T
he

 in
co

m
pl

et
e 

en
tr

y 
is

 th
en

 
pa

ss
ed

 u
p 

to
 th

e 
co

nt
ro

l p
la

ne
, a

nd
 w

e 
w

ai
t u

nt
il 

th
e 

re
su

lt
s 

fr
om

 a
 fu

ll 
ru

le
 lo

ok
up

 a
re

 a
va

ila
bl

e.
 

 O
nc

e 
w

e 
ha

ve
 a

 v
al

id
 c

ac
he

 e
nt

ry
, w

e 
in

cr
em

en
t t

he
 p

ac
ke

t 
co

un
te

r 
th

at
 e

xi
st

s 
as

 p
ar

t o
f t

he
 c

ac
he

 e
nt

ry
, a

nd
 th

en
 m

ak
e 

a 
d

ec
is

io
n 

as
 to

 w
he

th
er

 o
r 

no
t t

o 
al

lo
w

 th
e 

pa
ck

et
 th

ro
ug

h.
 

 If
 w

e 
al

lo
w

 it
 to

 p
as

s,
 a

 r
ou

te
 lo

ok
up

 is
 p

er
fo

rm
ed

, a
nd

 th
e 

pa
ck

et
 c

on
ti

nu
es

 in
 it

s 
re

gu
la

r 
pa

th
 th

ro
ug

h 
th

e 
ro

ut
er

. I
f w

e 
d

ec
id

e 
to

 d
ro

p 
it

, w
e 

br
an

ch
 to

 th
e 

pr
ed

ef
in

ed
 

pa
ck
et
_l
at
e_
di
sc
ar
d#

 la
be

l, 
w

he
re

 th
e 

pa
ck

et
 b

uf
fe

rs
 a

re
 fr

ee
d

, 
an

d
 th

e 
th

re
ad

 r
ea

d
ie

s 
it

se
lf

 to
 r

ec
ei

ve
 a

 n
ew

 p
ac

ke
t. 

 W
e 

be
lie

ve
 th

e 
pr

ov
id

ed
 fl

ow
ch

ar
ts

 w
ill

 m
ak

e 
it

 e
as

ie
r 

to
 

un
d

er
st

an
d

 th
e 

d
et

ai
ls

 o
f t

he
 p

ac
ke

t f
lo

w
. 
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C
on

tr
ol

 P
la

ne
 D

es
ig

n 

O
ur

 c
on

tr
ol

 p
la

ne
 c

an
 b

e 
d

iv
id

ed
 in

to
 tw

o 
m

ai
n 

fu
nc

ti
on

s.
 T

he
 

fi
rs

t f
un

ct
io

n 
d

ea
ls

 w
it

h 
th

e 
po

lli
ng

, a
nd

 v
al

id
at

io
n 

of
 a

 fl
ow

. 
T

he
 p

ri
m

ar
y 

go
al

 o
f t

hi
s 

fu
nc

ti
on

 is
 to

 u
pd

at
e 

th
e 

ca
ch

e 
w

it
h 

th
e 

co
rr

ec
t “

fo
rw

ar
d

 o
r 

d
ro

p”
 b

it
 s

et
ti

ng
 a

ft
er

 v
al

id
at

in
g 

th
e 

ca
ch

e 
en

tr
y 

ag
ai

ns
t t

he
 p

ol
ic

ie
s 

in
 th

e 
po

lic
y 

ta
bl

e.
 T

he
 s

ec
on

d
 fu

nc
ti

on
 

d
ea

ls
 w

it
h 

th
e 

ad
d

it
io

n 
an

d
 r

em
ov

al
 o

f n
ew

 p
ol

ic
ie

s.
 T

he
 

ad
m

in
is

tr
at

or
 u

se
s 

th
e 

sh
el

l t
o 

en
te

r 
th

e 
po

lic
ie

s 
th

at
 a

re
 to

 b
e 

ad
d

ed
 o

r 
re

m
ov

ed
 fr

om
 th

e 
fi

re
w

al
l. 

T
he

 a
d

m
in

is
tr

at
or

 a
ls

o 
ha

s 
th

e 
op

ti
on

 o
f f

lu
sh

in
g 

th
e 

ca
ch

e 
an

d
 p

ol
ic

y 
ta

bl
e.

 
 O

ri
gi

na
lly

, w
e 

ha
d

 m
or

e 
fu

nc
ti

on
s 

in
 th

e 
co

nt
ro

l p
la

ne
, h

ow
ev

er
 

w
e 

w
er

e 
lim

it
ed

 g
re

at
ly

 b
y 

th
e 

fa
ct

 th
at

 th
e 

on
ly

 c
om

m
un

ic
at

io
n 

th
e 

co
nt

ro
l p

la
ne

 c
ou

ld
 h

av
e 

w
it

h 
th

e 
d

at
a 

pl
an

e 
w

as
 th

ro
ug

h 
po

lli
ng

 o
f m

em
or

y 
lo

ca
ti

on
s.

 It
 a

ls
o 

m
ea

nt
 th

at
 w

e 
co

ul
d

n’
t 

re
ce

iv
e 

or
 s

en
d

 p
ac

ke
ts

 o
ut

 o
n 

th
e 

d
at

a 
pl

an
e.

 T
hi

s 
pr

ev
en

te
d

 u
s 

fr
om

 s
en

d
in

g 
ou

t l
og

s,
 o

r 
re

ce
iv

in
g 

co
nt

ro
l p

ac
ke

ts
. I

t a
ls

o 
cu

t 
in

to
 o

ur
 th

ro
ug

hp
ut

 a
nd

 e
ff

ic
ie

nc
y 

be
ca

us
e 

of
 th

e 
co

ns
ta

nt
 

po
lli

ng
 w

e 
ha

d
 to

 d
o.

 H
ow

ev
er

, t
he

 tw
o 

fu
nc

ti
on

s 
d

es
cr

ib
ed

 d
o 

w
or

k 
on

 th
e 

IX
P 

12
00

 a
s 

w
e 

ha
ve

 d
em

on
st

ra
te

d
 in

 o
ur

 d
em

o.
 

 W
e 

d
ef

in
e 

a 
po

lic
y 

to
 b

e 
m

ad
e 

up
 o

f s
ev

er
al

 fi
lt

er
s.

 A
 fi

lt
er

 is
 a

 
re

st
ri

ct
io

n 
on

 o
ne

 fi
el

d
 o

n 
a 

T
C

P/
IP

 p
ac

ke
t; 

so
ur

ce
 a

d
d

re
ss

, 
d

es
ti

na
ti

on
 a

d
d

re
ss

, s
ou

rc
e 

po
rt

, d
es

ti
na

ti
on

 p
or

t, 
an

d
 p

ro
to

co
l. 

A
 ta

bl
e 

of
 a

ll 
ex

is
ti

ng
 fi

lt
er

s,
 w

he
re

 e
ac

h 
en

tr
y 

co
nt

ai
ns

 a
 p

ol
ic

y 
id

, a
 fi

lt
er

 id
, a

 fi
lt

er
 v

al
ue

 a
nd

 a
 fi

lt
er

 m
as

k,
 is

 k
ep

t o
n 

th
e 

SR
A

M
. T

he
 p

ol
ic

y 
id

 d
ef

in
es

 w
hi

ch
 p

ol
ic

y 
th

e 
en

tr
y 

be
lo

ng
s 

to
. 

T
he

 fi
lt

er
 id

 o
f a

n 
en

tr
y 

co
nt

ai
ns

 w
hi

ch
 ty

pe
 th

e 
fi

lt
er

 is
, w

he
th

er
 

it
 is

 a
 fi

lt
er

 o
n 

so
ur

ce
 a

d
d

re
ss

, d
es

ti
na

ti
on

 a
d

d
re

ss
 e

tc
. T

he
 fi

lt
er

 
va

lu
e 

co
nt

ai
ns

 th
e 

va
lu

e 
of

 th
e 

fi
lt

er
, a

nd
 th

e 
m

as
k 

al
lo

w
s 

w
ild

 
ca

rd
 v

al
ue

s 
to

 e
xi

st
. W

e 
al

so
 k

ee
p 

an
 a

rr
ay

 o
f p

ol
ic

ie
s 

on
 th

e 
SR

A
M

. A
n 

en
tr

y 
in

 th
is

 ta
bl

e 
co

nt
ai

ns
 th

e 
po

lic
y 

id
, t

he
 n

um
be

r 
of

 fi
lt

er
s 

it
 c

on
ta

in
s,

 a
nd

 a
n 

in
te

ge
r 

va
lu

e 
to

 te
ll 

th
e 

fi
re

w
al

l 
w

he
th

er
 it

 s
ho

ul
d

 d
ro

p 
or

 fo
rw

ar
d

 th
e 

pa
ck

et
. T

he
 v

al
id

at
io

n 
of

 
a 

fl
ow

 is
 d

on
e 

th
ro

ug
h 

a 
lin

ea
r 

se
ar

ch
 o

f a
 fi

lt
er

 ta
bl

e 
an

d
 th

en
 

an
ot

he
r 

lin
ea

r 
co

m
pa

ri
so

n 
th

ro
ug

h 
a 

po
lic

y 
ta

bl
e.

 
 T

o 
fu

rt
he

r 
un

d
er

st
an

d
 th

is
 fu

nc
ti

on
 o

f t
he

 c
on

tr
ol

 p
la

ne
, w

e 
w

ill
 

d
es

cr
ib

e 
an

 e
xa

m
pl

e 
us

ag
e.

 T
he

 c
on

tr
ol

 p
la

ne
 fi

rs
t i

ni
ti

al
iz

es
 a

ll 
th

e 
SR

A
M

 lo
ca

ti
on

s 
th

at
 it

 w
ill

 b
e 

us
in

g.
 T

hi
s 

in
cl

ud
es

 th
e 

fi
lt

er
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ta
bl

e,
 p

ol
ic

y 
ta

bl
e,

 a
nd

 th
e 

ca
ch

e 
ta

bl
e.

 T
he

 p
ro

gr
am

 th
en

 d
oe

s 
a 

ro
un

d
-r

ob
in

 p
ol

l o
f 7

-8
 m

em
or

y 
lo

ca
ti

on
s,

 w
he

re
 e

ac
h 

lo
ca

ti
on

 is
 

sp
ec

if
ic

 to
 a

 r
ec

ei
ve

 th
re

ad
. T

he
 p

ol
lin

g 
lo

ca
ti

on
 n

ot
 o

nl
y 

te
lls

 th
e 

co
nt

ro
l p

la
ne

 w
he

n 
to

 r
un

, b
ut

 a
ls

o 
te

lls
 th

e 
co

nt
ro

l p
la

ne
 w

hi
ch

 
fu

nc
ti

on
 to

 r
un

. F
or

 e
xa

m
pl

e,
 b

y 
se

tt
in

g 
th

e 
po

lli
ng

 lo
ca

ti
on

 to
 1

, 
th

e 
co

nt
ro

l p
la

ne
 w

ill
 k

no
w

 th
at

 th
e 

d
at

a 
pl

an
e 

w
an

ts
 it

 to
 r

un
 a

 
ca

ch
e 

va
lid

at
io

n.
 N

ex
t t

o 
ea

ch
 p

ol
lin

g 
lo

ca
ti

on
, c

on
ta

in
s 

a 
m

em
or

y 
ad

d
re

ss
 r

es
er

ve
d

 fo
r 

an
 a

rg
um

en
t t

ha
t i

s 
pa

ss
ed

 to
 th

e 
co

nt
ro

l p
la

ne
. W

e 
us

e 
th

is
 a

rg
um

en
t t

o 
te

ll 
th

e 
co

nt
ro

l p
la

ne
 th

e 
lo

ca
ti

on
 o

f t
he

 d
at

a 
th

at
 w

e 
w

is
h 

to
 p

as
s 

as
 a

n 
ar

gu
m

en
t i

nt
o 

th
e 

fu
nc

ti
on

 th
at

 th
e 

co
nt

ro
l p

la
ne

 is
 g

oi
ng

 to
 r

un
. I

n 
ou

r 
ex

am
pl

e,
 

w
e 

se
t t

he
 p

ol
lin

g 
lo

ca
ti

on
 to

 1
 (m

ea
ni

ng
 C

ac
he

 V
al

id
at

io
n)

, a
nd

 
w

e 
se

t t
he

 m
em

or
y 

lo
ca

ti
on

 n
ex

t t
o 

th
e 

po
lli

ng
 lo

ca
ti

on
 to

 th
e 

ad
d

re
ss

 w
he

re
 th

e 
ca

ch
e 

en
tr

y 
is

 lo
ca

te
d

. T
he

 c
on

tr
ol

 p
la

ne
 w

ill
 

th
en

 “
w

ak
e 

up
” 

w
he

n 
it

 s
ee

s 
th

at
 th

e 
po

lli
ng

 lo
ca

ti
on

’s
 v

al
ue

 is
 

no
 lo

ng
er

 z
er

o.
 

 In
 o

rd
er

 to
 b

eg
in

 th
e 

ca
ch

e 
va

lid
at

io
n,

 th
e 

co
nt

ro
l p

la
ne

 m
us

t 
fi

rs
t e

xt
ra

ct
 th

e 
5-

tu
pl

e 
fr

om
 th

e 
ca

ch
e 

en
tr

y 
in

 S
R

A
M

. O
nc

e 
w

e 
ha

ve
 th

at
 in

fo
rm

at
io

n,
 w

e 
d

o 
a 

lin
ea

r 
tr

av
er

sa
l t

hr
ou

gh
 o

ur
 fi

lt
er

 
ta

bl
e 

in
 m

em
or

y,
 c

om
pa

ri
ng

 e
ac

h 
fi

lt
er

 w
it

h 
ou

r 
in

fo
rm

at
io

n.
 W

e 
ke

ep
 a

n 
ar

ra
y 

of
 c

ou
nt

er
s 

on
 e

ac
h 

fi
lt

er
 th

at
 p

as
se

s,
 u

si
ng

 th
e 

po
lic

y 
id

 e
nt

ry
 o

f t
he

 fi
lt

er
 a

s 
th

e 
in

d
ex

 to
 o

ur
 a

rr
ay

. O
nc

e 
w

e 
fi

ni
sh

 tr
av

er
si

ng
 th

e 
fi

lt
er

 ta
bl

e,
 w

e 
th

en
 tr

av
er

se
 o

ur
 p

ol
ic

y 
ta

bl
e 

co
m

pa
ri

ng
 th

e 
nu

m
be

r 
of

 fi
lt

er
s 

ea
ch

 p
ol

ic
y 

co
nt

ai
ns

 to
 o

ur
 a

rr
ay

 
of

 c
ou

nt
er

s.
 If

 th
e 

nu
m

be
r 

of
 fi

lt
er

s 
m

at
ch

, w
e 

th
en

 b
re

ak
 o

ut
 o

f 
ou

r 
co

m
pa

ri
so

ns
, a

nd
 p

ro
ce

ed
 to

 u
pd

at
e 

th
e 

“a
llo

w
 o

r 
d

is
al

lo
w

 
bi

t”
 o

f t
he

 c
ac

he
 w

it
h 

th
e 

m
at

ch
in

g 
po

lic
y’

s 
in

te
ge

r 
fi

el
d

 
co

nt
ai

ni
ng

 w
he

th
er

 w
e 

sh
ou

ld
 d

ro
p 

or
 fo

rw
ar

d
 th

e 
fl

ow
. A

ft
er

 
th

is
, w

e 
se

t t
he

 p
ol

lin
g 

an
d

 th
e 

ar
gu

m
en

t m
em

or
y 

lo
ca

ti
on

s 
to

 
ze

ro
, a

nd
 w

e 
co

nt
in

ue
 p

ol
lin

g 
un

ti
l t

he
 n

ex
t t

hr
ea

d
 u

pd
at

es
 th

e 
po

lli
ng

 m
em

or
y 

lo
ca

ti
on

. 
 

 
T

he
 s

ec
on

d
 m

ai
n 

fu
nc

ti
on

 o
f o

ur
 c

on
tr

ol
 p

la
ne

 is
 th

e 
ad

d
in

g 
an

d
 

re
m

ov
in

g 
of

 p
ol

ic
ie

s.
 O

ri
gi

na
lly

, w
e 

d
es

ig
ne

d
 o

ur
 a

d
m

in
is

tr
at

or
 

to
 b

e 
a 

re
m

ot
e 

us
er

 th
at

 c
ou

ld
 s

en
d

 c
on

tr
ol

 p
ac

ke
ts

 to
 th

e 
IX

P.
 

W
e 

ha
d

 a
 g

re
at

 d
ea

l o
f d

if
fi

cu
lt

y 
us

in
g 

th
e 

PE
T

H
 d

ri
ve

rs
 to

 s
en

d
 

co
nt

ro
l p

ac
ke

ts
 to

 th
e 

IX
P,

 s
o 

in
st

ea
d

 w
e 

ch
os

e 
to

 s
im

pl
if

y 
by

 
w

ri
ti

ng
 th

e 
po

lic
ie

s 
to

 th
e 

fi
le

 a
nd

 h
av

in
g 

th
e 

IX
P 

re
ad

 in
 th

e 
fi

le
. 

U
nf

or
tu

na
te

ly
, t

hi
s 

d
id

 n
ot

 w
or

k 
ei

th
er

. W
e 

th
en

 h
ad

 to
 r

es
or

t t
o 

in
pu

tt
in

g 
po

lic
ie

s 
fr

om
 th

e 
sh

el
l o

f t
he

 IX
P 

th
ro

ug
h 

a 
te

xt
 b

as
ed
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in
te

rf
ac

e.
 It

 w
or

ke
d

 q
ui

te
 w

el
l f

un
ct

io
na

lly
. W

e 
w

ou
ld

 c
al

l 
fu

nc
ti

on
s 

in
 th

e 
sh

el
l t

o 
ad

d
 a

 p
ol

ic
y,

 w
hi

ch
 w

ou
ld

 p
ro

m
pt

 u
s 

to
 

ty
pe

 in
 th

e 
nu

m
be

r 
of

 fi
lt

er
s,

 in
fo

rm
at

io
n 

fo
r 

ea
ch

 fi
lt

er
, a

nd
 

w
he

th
er

 th
is

 p
ol

ic
y 

is
 to

 a
d

d
 o

r 
d

ro
p.

  
 

 
T

he
 c

od
e 

fo
r 

th
e 

co
nt

ro
l p

la
ne

 c
an

 b
e 

fo
un

d
 in

 th
e 

fi
le

 
co

nt
ro

l_
pl

an
e.

cp
p 

or
 in

 a
pp

en
d

ix
 A

. 
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Ev
al

ua
ti

on
 

D
ue

 to
 ti

m
e 

co
ns

tr
ai

nt
s 

 w
it

h 
th

e 
la

b,
 w

e 
w

er
e 

un
ab

le
 to

 d
o 

a 
pr

op
er

 e
va

lu
at

io
n 

of
 th

e 
fi

re
w

al
l. 

H
ow

ev
er

, h
er

e 
ar

e 
so

m
e 

ob
se

rv
at

io
ns

 b
as

ed
 o

n 
hi

nd
si

gh
t: 

• 
T

he
 fi

rs
t p

ac
ke

t i
n 

a 
fl

ow
 e

xp
er

ie
nc

es
 e

xt
re

m
e 

d
el

ay
 in

 
ou

r 
fi

re
w

al
l. 

T
hi

s 
is

 d
ue

 to
 th

e 
fa

ct
 th

at
 w

e 
ar

e 
us

in
g 

SR
A

M
 p

ol
lin

g 
to

 r
eq

ue
st

 a
 r

ul
e 

lo
ok

up
 fr

om
 th

e 
co

nt
ro

l 
pl

an
e.

 In
 h

in
d

si
gh

t, 
us

in
g 

th
e 
sc
ra
tc
hp
ad

 m
em

or
y 

m
ay

 
ha

ve
 in

cr
ea

se
d

 th
e 

sp
ee

d
 o

f t
hi

s.
 

• 
W

e 
ar

e 
on

ly
 u

si
ng

 th
e 

so
ur

ce
 a

nd
 d

es
ti

na
ti

on
 a

d
d

re
ss

 
(6

4 
bi

ts
 to

ta
l)

 a
s 

a 
ke

y 
fo

r 
th

e 
ha

sh
 fu

nc
ti

on
. T

hi
s 

w
as

 
d

on
e 

to
 s

im
pl

if
y 

th
e 

co
d

e 
(s

in
ce

 a
 6

4 
bi

t h
as

h 
fu

nc
ti

on
, 

ha
sh
1_
64

 is
 p

ro
vi

d
ed

 to
 u

s)
. T

hi
s 

m
ea

ns
 th

at
 o

ur
 h

as
h 

ta
bl

e 
be

co
m

es
 q

ui
te

 u
nb

al
an

ce
d

 s
in

ce
 it

 is
 li

ke
ly

 th
at

 
m

ul
ti

pl
e 

fl
ow

s 
w

ill
 e

xi
st

 b
et

w
ee

n 
tw

o 
ho

st
s.

 H
as

hi
ng

 o
n 

th
e 

pr
ot

oc
ol

 a
s 

w
el

l (
an

d
 p

os
si

bl
e 

th
e 

so
ur

ce
 a

nd
 

d
es

ti
na

ti
on

 p
or

ts
) w

ou
ld

 e
ve

n 
ou

t t
he

 d
is

tr
ib

ut
io

n.
 

• 
W

e 
ha

ve
 n

ot
 d

ea
lt

 w
it

h 
re

m
ov

al
 o

f c
ac

he
 e

nt
ri

es
. 

Se
ve

ra
l a

lg
or

it
hm

s 
ar

e 
su

gg
es

te
d

: 
o

R
an

do
m

: r
em

ov
e 

a 
ra

nd
om

 c
ac

he
 e

nt
ry

. N
ot

 
ve

ry
 p

re
d

ic
ta

bl
e.

 
o

LR
U

: r
em

ov
e 

th
e 

le
as

t r
ec

en
tl

y 
us

ed
 e

nt
ry

. 
D

if
fi

cu
lt

 to
 im

pl
em

en
t. 

A
ls

o,
 it

 m
ay

 n
ot

 g
iv

e 
go

od
 p

er
fo

rm
an

ce
 s

in
ce

 a
 c

on
ne

ct
io

n 
co

ul
d

 b
e 

id
le

 fo
r 

a 
lo

ng
 ti

m
e,

 a
nd

 th
en

 s
ud

d
en

ly
 b

ur
st

. 
o

TC
P-

aw
ar

e 
re

m
ov

al
: T

hi
s 

is
 p

ro
ba

bl
y 

th
e 

be
st

 
st

ra
te

gy
 a

nd
 in

vo
lv

es
 r
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Code 

rec_ipverify.uc 

//------------------------------------------------------------------------------------���
��� �������
	 �
�
�
�
�����������
�
���
��� ���������������������� "!�#�#%$

-
#�#�&��'�(���%�)	*�������������+���,�%�.-/��	�	0���������)1

��� ���21�����32��45-6���*���2���7��8��%����19�����)�����):;���*��<)&)	2���,�+���,�%�*:��2�
��� &��*����������4�<�����4>= �%���)�+1?:>�%���%��4>= �%���)�+1%�����,&���4>= 1��%������4'�(�@�
��� �����%���,��3���	�1��21��%�%:A=������%���)�+1%	,�+�%��4��(���%�9�)���
	,�)�2�%<%�����
���
���%:���<2�%���
��� 	,�)�2�%<%�������(�0�)���
8����%:����
&��9�)����:����)�+12=��)	��)�)�%���%�>���+=B:��)�����)�>���,��	+=
��� :��������������+=C���������,��	+=D�����%:>���,��	+=B:��)�)<%��	+=����
���%�����%E>��1��>=FE>�%�%����<2�
��� �%���
�����,����E����%���%�%�������%:>��1�1)�,�%����8HG
���
��� �(���%�)	*�������������+���,�%�
���
��� I�I�J�J�:>��1�1)�,�%�����)	�	��)���
&)	,324
���
��� 1(�)���?�'��	,�2���K=D�,��	2�,8����%�>�L�M#�N)J�N�I

-
$�!�!�#

���
//------------------------------------------------------------------------------------����O�P��LQSR?T)U�P)O)R)V,W5-YX2�
���
�,��3SZ�U�P)O)R)V,W
[�\)P�R?T�\)P)]�^�P)O�T�O)R�_�O�[�_
O�_%X�[2R�`)a
^�P���R)b�R�_%`
//
//���
b,W�b,[)P,cdGe1(�S!

200���
b,X%f>b,W�b,[)P,cdGB�,��O�_%X�[)P�c>R���O�_)��_�^�P
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����X�b%]�a�PgGhP�i�]?c)T+j%P
����]%X�[�\�_�OkGh^2V,\�!�!���$���#%l
//����O�P%U�R)b�R�_%`�bAG
// dfh 1/12/99 bi-

P�`)^�R�]%`5-ej�_�m�P)O
j%P%U�P�j�c+])��O�_�b�T2P)O�V%_�O?cnb?m2],T>b0R)V0o%^�P2V�R�`)P
LITTLE_ENDIAN
// dfh 3/31/00

X�b�P�R?T.-YX2��c+])��O�_�b
//���

---------------------------
1(�S!%I�J�Jpc>R���O�_)��_�^�P

--------------------------

������O�P)O�P�q�X2R)b�R�[)PgG
//

O�P��LQ�`)P�i�[%T�])�K-YX2� \�]�b9P�i)P���X�[)P�^
//

V�R�O�b,[�Z0j�_%`)a%m2_�O�^2b�_�V�[�\)P9T�])�%r�P�[
\�]�b�f2P�P�`�O�P)]�^�R�`�V%O�_?csO�P%U�P�R,U�P08��,8��
//

//
O�P�a�R)b,[)P)O�X�b%]�a�P
]%[
[�\2R)b�T�_)R�`�[

//
// t i�V�P)O�J :����04��+u)v)!AGwJ%x
// $xfer1

:����@4��+u�Z�$AGyv�I�x
]%`)^�1(�+u�!�NKGwJ%x
// $xfer2

:����;1(�+u)v)!AGwJ%x
// $xfer3

:�����j%P�`)a�[�\�]%`)^�R?T
U�P)O�b�R�_%`>=��,�)	+=��%�21
// protocol_len

^)]%[�])j�R�`)r9T�]%W2j�_�]�^�j%P�`)a�[�\
// packet_buf_addr

]�^�^)O�P2b�b�_�V�f�X�V�V�P)O
R�`�b�^)O�]?c�m)\)P)O�P9T�])�%r�P�[0m�R�j�j�f2P�b,[�_�O�P�^
// buf_handle

]�^�^)O�P2b�b�_�V�V�b�P�[�_�V�[�\)P���X�O�O�P�`�[
^�P2b���O)R?T�[�_�O
// rec_state

V%]�b,[%T�_�O%[�V�j�]�a+=BT�])�%r�P�[�b�P�q�X)P�`2�%P0`�X�c)f2P)O�=Bf�W�[)P
P�`�],f+j%P2b�=�P)_,TA=
sop

���
o�R�`2��j�X)^�P{z,R?T.-YX2��z |9R?T0c+])��O�_�b



 19 

���0��]%X�b�P�R�`�b�P)O%[2R�_%`�_�V�8��,���%E���	�	���_�^�P
//����o�R)V,`)^�P2V�8��,���%E���	�	
o%^�P2V�R�`)P08��,���%E���	�	
//#endif

ip_verify#:-yj�_)��])j
b%]�J�!0R?T%Q�T�O�_%[�R?T%QAb%]
R?T%QAb%_%X�O)�%P?Q�T�_�O%[�R?T%Q+^�P2b,[,Q�T�_�O%[�]�O�O�]%W��>���%P2b�b
R(c�c�P�^ � R?T%Q�T�O�_%[>=�J��0|�[�\2R)b�])��[�b�]�b�]�V�j�]�a0[�_�T�O�P%U�P�`�[
[�\)P
O�P)])j
R?T)U�P)O)R)V,W���_�^�P9f2P�R�`)a
O%X�`9c2X2j�[2R?T+j%P0[2R(c�P2b

ip_verify2#:

���pc+_�U�P�b�P���_%`)^�Z9q�X�]�^%m2_�O�^2b�_�V�O�P��%P�R,U�P�V�R)V%_0P�j%P,c�P�`�[
[�_�b�^)O�]?c
// b�^)O�]?c�Q>O(QAV�R)V%_(Q>O�^ � T�])�%r�P�[,Q�f�X�VwQ>]�^�^)O�=�O�V�R)V%_(Q+P�`�[�O%W>=�Z�=�Z�=e�>1��%�2��� | �Yb�P�P�b,[)^,c+])�K-YX2�� 

read_rfifo2#:���9a�P�[
[�\)P0`)P�i�[��9j�_%`)a%m2_�O�^2b�_�V�[�\)P9T�])�%r�P�[�V%O�_?c�[�\)P
O�P��%P�R,U�P08��,8��
���0��_%`�[2R�`�X2R�`)a�V%O�_?c�m)\)P)O�P�j�]%W)P)O
I
j%P2V,[�_�V�V�=�]%`)^�m2O�],T�T+R�`)a
// O(QAV�R)V%_(Q>O�^ � t i�V�P)O�Z�=�O�V�R)V%_(Q+P�`�[�O%W>=�I�=�I��o�R)V�^�P2V9	2�%����	��,Q��%��4��L�)�

])j�X � b%]�J�!�=�J�=���!	��= t i�V�P)O�!�=�x�x�!	�
�
#else ])j�X � b%]�J�!�=�J�=���!	��= t i�V�P)O�!��|�b%]�U�P�b%]�f�W�[)P2b
J

-
!
V%_�O
j�]%[)P)O�c�P)O�a�P

#endifO(QAV�R)V%_(Q>O�^ � t i�V�P)O�J�=�O�V�R)V%_(Q+P�`�[�O%W>=�Z�=�!���=9��[�i,QAb?m2],T
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R?T%Q2U�P)O)R)V,W � P�i2�%P�T�[2R�_%`>=�!�Z�� |9R?T�\)P)]�^�P)O�b,[�]�O%[�b�]%[�f�W�[)P�!�Z
br>0[packet_discard#]
ctx_arb[voluntary]R?T%Q)c+_�^�R)V,W � !�Z�=�!�Z��o�R)V�^�P2V�8��,���%E���	�	
alu[--,--,B,ip_prot]f�O���
�J � V�R�O�P%m2])j�jLQ>_�r�o��0|�R)V�m�P�� U�P
])j�O�P)]�^�W�O%X�`
[�\)P�V�R�O�P%m2])j�j
��_�^�P+=��LX�b,[��LX�c)T
T�]�b,[�R�[5-

#endif

ip_ok#:

���������������������������������
********************************************************************************����� ��&����)�����

�����
�����C��_�m
[�\�]%[0m�P�� O�P
_�r)]%W>= Q>]%`)^?Q�m�P0\�]�U�P0[�\)P9T�])�%r�P�[�j�_�]�^�P�^�R�`�[�_�c�P,c+_�O%W>=
�����"a)_
]%\)P)]�^
]%`)^
O%X�`
[�\)P�V�R�O�P%m2])j�j
��_�^�Pg-B�,`
a�P�`)P)O�])j2=�\)P)O�P��yb�[�\)P
])j%a)_�O)R�[�\�cdG
//

�
�����
�����
!2 p��i�[�O�])��[�])j�j0O�P�j%P%U2]%`�[�R�`�V%_�O?c+]%[2R�_%`
������I+ �	)_�_�r�X%T�[�\)P
P�`�[�O%W�R�`
[�\)P9T�_)j�R���W
[�],f+j%P
����� ��V
V%_%X�`)^

-
x
��_%`�[2R�`�X)Pg-

����� ��V�`�_%[�V%_%X�`)^+=�]�^�^0[�_�[�\)P���])��\)P
]%`)^
O�P�q�X)P2b,[�]�T�_)j�R���W�j�_�_�r�X%T{V%O�_?c�[�\)P���_%`�[�O�_)j�T+j�]%`)P
�����0v� 9�,`2��O�P,c�P�`�[���_%X�`�[)P)O�V%_�O�[�\2R)b

flow�����
Z2 �Y��V�[�\2R)b0R)b�[�\)P�j�]�b,[�T�])�%r�P�[�R�`�]
������V�j�_�mS=�O�P,c+_�U�P0[�\)P���])��\)P
P�`�[�O%WS 
�����0N� ���\)P��%r0[�\)P
O%X2j%P2b
�������) p4�O�_,T>�,��]�b�b�f�]�b�P�^
_%`
[�\)P
O%X2j%P2bA-
�����
�����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

#i
V�^�P2V�8��,���%E���	�	
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R?T%Q+^)](Q+P�i�[�O�])��[ � R?T%Q+^)]�=%!�Z��@|%���
-------------------------

&
�
�����;8����
��E0��	
	*�0�
4
�
------------

-------------------------------

���0R�`�b�P)O%[���_�^�P0\)P)O�P0[�_
��\)P��%r�R)V�[�\)P0[�\)P9T�])�%r�P�[�R)b
V%_�O�X�bA-�� �����%��1���<)8�8 �( 

ip_prot_extract[ip_prot
=%!�Z�� ����P�i�[�O�])��[�R?T
T�O�_%[�_)��_)j

R?T%QAb%](Q+P�i�[�O�])��[ � R?T%QAb%]�=%!�Z�� ����P�i�[�O�])��[�R?T{b%_%X�O)�%P
]�^�^)O�P2b�b
R?T%QAb%_%X�O)�%P?Q�T�_�O%[,Q+P�i�[�O�])��[ � R?T%QAb%_%X�O)�%P?Q�T�_�O%[>=%!�Z�� ����P�i�[�O�])��[�R?T{b%_%X�O)�%P9T�_�O%[
ip_dest_port_extract[ip_dest_port,14]

����P�i�[�O�])��[
^�P2b,[�T�_�O%[>|�a�P�[
^)]k-eR?T�\)P)]�^�P)O�b,[�]�O%[�b�]%[�O�P)]�^0i�V�P)O�f�W�[)P�!�Z

����� ��&����)�����
�����@1�[)P�T�[�m2_
R�`
[�\)P�V�R�O�P%m2])j�jKGha)_�[�\�O�_%X)a�\
[�\)P�V�j�_�m���])��\)P
�����7]%`)^�b�P�P�R)V�[�\)P)O�P
]�O�P
]%`�W9c+]%[2��\)P2bA-
�����
����� �)P)O�P��yb�m)\�]%[
[�\)P���])��\)P�j�_�_�r2b0j�R%r�PgG
�����
�����@��\�]�O�f+R�[�U�P���[�_�O�| �Y!�f�W�[)P> 
�����@��\�]�O�T�O�_%[�_)��_)j2|����5�Y!�f�W�[)P> 
//

�*b,\�_�O%[�R�`�[���_%X�`�[)P)O�|����5� I�f�W�[)P2b2 
-
T�])�%r�P�[���_%X�`�[)P)Ok-

�����
�����@R�`�[�b%O)�LQ>]�^�^)O�|����5�YZ�f�W�[)P2b2 
�����@R�`�[
^2b,[,Q>]�^�^)O�|����5�YZ�f�W�[)P2b2 
�����
�����*b,\�_�O%[�R�`�[�b%O)�LQ�T�_�O%[>|����5� I�f�W�[)P2b2 
�����*b,\�_�O%[�R�`�[
^2b,[,Q�T�_�O%[>|����5� I�f�W�[)P2b2 
�����
�����@R�`�[�b,[�O)R�`)a?Q�T�[�O�|����5�YZ�f�W�[)P2b2 

-
T�[�O�[�_�[�\)P�b,[�O)R�`)a�m�P�m2]%`�[
[�_�b�P)]�O)��\�V%_�O
R�`9c�P,c+_�O%W

�����@R�`�[�V,X�`2�LQ�T�[�O�|����5�YZ�f�W�[)P2b2 
-
T�[�O�[�_�[�\)P�V,X�`2��[2R�_%`0m�P
a�R,U�P0[�\)P�b,[�O)R�`)a0[�_�=�[�_�b�P)]�O)��\
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����� ����V%_�O
R�`
[�\)P9T�])�%r�P�[
�����
����� X�b�P�^�V%_�O
��\�])R�`2R�`)a0[�\)P0\�]�b,\
[�],f+j%PgG
�����@R�`�[
`)P�i�[>| �YZ�f�W�[)P2b2 
�����@R�`�[�T�O�P%US| �YZ�f�W�[)P2b2 
-yj�_)��])j
��_?c)T�]�O�P

�����%\)P0\�]�b,\9c2X2j�[2R?T+j�R%P)O�[)P�j�j)b�[�\)P0\�]�b�X�`2R�[0m)\2R���\�f+R�[�b�[�_�X�b�P�V%O�_?c�[�\)P�R�`%T�X�[0m)\)P�`
\�]�b,\2R�`)ag-
����E2P�m2]%`�[
[�\2R)b
b�P�[
[�_�8�8�8�8�b%_�[�\�]%[�])j�j9[�\)P9f+R�[�b�]�O�P0X�b�P�^g-�-�-

R(c�c�P�^ � t i�V�P)O�l�=�J,i�J�V�V�V�V���)b%O � m2O)R�[)P+= t i�V�P)O�l�=�\�]�b,\,Q)c2X2j�[2R?T+j�R%P)O(Q �%ZwQSj�_���=9��[�i,QAb?m2],T�)b%O � m2O)R�[)P+= t i�V�P)O�l�=�\�]�b,\,Q)c2X2j�[2R?T+j�R%P)O(Q �%ZwQ�\2R���=9��[�i,QAb?m2],T

�����@R�`�_�O�^�P)O�[�_�X�b�P0\�]�b,\2R�`)a+=�V�R�O�b,[���O�P)]%[)P
]�[�X%T+j%P���_%`�[�])R�`2R�`)a0[�\)P
],T�T�O�_,T�O)R�]%[)P
�����@R�`�V%_�O?c+]%[2R�_%`
[�_�\�]�b,\�_%`5- �SV,[)P)O�[�\�]%[>=�[�O�]�U�P)O�b�P0[�\�O�_%X)a�\
[�\)P
O�P2b,[�_�V�[�\)P�j�R)b,[
[�_
�����*V�R�`)^0[�\)P
],T�T�O�_,T�O)R�]%[)P
P�`�[�O%W5-
�����
�����C��_%[)PgG _%`2j�W
[�\)P�b%O)�0]%`)^
^2b,[�]�^�^)O�P2b�b�]�O�P9f2P�R�`)a0X�b�P�^0[�_�T2P)O�V%_�O?c�[�\)P0\�]�b,\5- �>j�[�\�_%X)a�\
����� [�\2R)bpc+]%W
`�_%[�f2P�R%^�P)])j

-
R�[9c�P)]%`�b�[�\�]%[0m�P���]%`
X�b�P0[�\)P0\�]�b,\,Q �%Z
V,X�`2��[2R�_%`
[�O)R,U�R�])j�j�W>=

����� ]%`)^�m�R�[�\�_%X�[���_?c)T+j�R���]%[2R�_%`5-e1�R�`2�%P�m�P�� O�P0\�]%`)^�j�R�`)a0\�]�b,\���_)j�j�R)b�R�_%`�b�]%`�W�m2]%W�b�=9R�[�b,\�_%X2j%^�` ��[
����� ]�V�V�P���[�T2P)O�V%_�O?c+]%`2�%P0[�_�_�_�_�c2X2��\5-

])j�X � t i�V�P)O�Z�= --
=�&>=9R?T%QAb%]��



 23 

])j�X � t i�V�P)O)N2= --
=�&>=9R?T%Q+^)]��

\�]�b,\�!wQ �%Z � t i�V�P)O�Z���=9��[�i,QAb?m2],T
����m�P�b,\�_%X2j%^0`�_�m
\�]�U�P0\�]�b,\)P�^�U2])j�X)P2b0R�` t i�V�P)O�J�� t i�V�P)O�!A-h	�P�[ �yb��� �LX�b,[
X�b�P0[�\)P�!	��	�1�&�b�_�V t i�V�P)O�J�[�_
])���%P2b�b�_%X�O
]�O�O�]%W5--yj�_)��])j�T�_)j�R���W)�)])��\)P�&�]�b�P
R(c�c�P�^ � T�_)j�R���W)�)])��\)P�&�]�b�P+=�J,i�I�J�J�!��
])j�X � ]�O�O�]%W��>���%P2b�b�=

--
=�&>= t i�V�P)O�Z�=�u�u�I�Z��])j�X � ]�O�O�]%W��>���%P2b�b�=

--
=�&>=�]�O�O�]%W��>���%P2b�b�=�x�x�I�!�� |,I�Z

-
I�!�
�v 
�x�b�R � P
_�V9P)])��\���])��\)P
P�`�[�O%W�R)b�I���v 
�$0v�I,f+R�[ -m2_�O�^2b�m�R%^�Pg-

])j�X � ]�O�O�]%W��>���%P2b�b�=�]�O�O�]%W��>���%P2b�b�=���=BT�_)j�R���W)�)])��\)P�&�]�b�P��- P�`)^�j�_)��])j ���(T�_)j�R���W2��])��\)P�&�]�b�P
-yj�_)��])j
��\�])R�`2R�`)a0\�]�b,\���],f+j%P��)P)]�^
])j�X � \�]�b,\���],f+j%P��)P)]�^+=

--
=�&>=�]�O�O�]%W��>���%P2b�b��

cache_lookup_begin#:���9^)_
]
O�P)]�^?QSj�_)�%r0�%�2	���R)V�m�P
]�O�P
]%[
[�\)P0\)P)]�^
_�V�[�\)P0\�]�b,\�[�],f+j%P
����[�\2R)b�T�O�P%U�P�`�[�bpc+_�O�P0[�\�]%`�_%`)P0[�\�O�P)]�^0[�O%W2R�`)a0[�_
j�_�_�r0X%T�[�\)P�b%]?c�P�V�j�_�m�]%[
[�\)P
���
b%]?c�P0[2R(c�Pg- ��_%[0U�P)O%W
P2V�V�R���R%P�`�[>=Bf�X�[�T�O�P%U�P�`�[�b�T�O�_,f+j%P,cSb9^�X�O)R�`)a
]�^�^�R�[2R�_%`�_�V
����`)P%m���])��\)P
P�`�[�O)R%P2bA-�-�-

alu[--
=�\�]�b,\���],f+j%P��)P)]�^+=��)���>=�]�O�O�]%W��>���%P2b�b��

f�O 
�J � j�_�_�r�X%T%QSj�_)�%r�o���|�j�_)�%r�R)V�m�P�� O�P
]%[
[�\)P0\)P)]�^
b%O�]?c � O�P)]�^+= t i�V�P)O�Z�=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=�!���=9��[�i,QAb?m2],T |?P�j)b�P��LX�b,[
^)_
]
O�P�a�X2j�]�O
O�P)]�^
br[lock_done#]

lookup_lock#:b%O�]?c � O�P)]�^?QSj�_)�%r+= t i�V�P)O�Z�=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=�!���=9��[�i,QAb?m2],T |,])��[�X�])j
j�_)�%r�R�`)a
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lock_done#:])j�X � ��_%`�[�O�_)j?E�_�O�^+=
--
=�&>= t i�V�P)O�Z��

���0R)V�`�_%[�\2R�`)a
P�i2R)b,[�b�]%[
[�\2R)b�\�]�b,\�T�_�b�R�[2R�_%`>=pm�P�� O�P
^)_%`)P
-
`�_�c+]%[2��\ �

])j�X,QAb,\�V � ��_?c)T�]�O�P+=
--
=�&>=9��_%`�[�O�_)j?E�_�O�^+=�x�x)v)!��0|�[�\)P9:+1�&�_�V�[�\)P�!�b,[�f�W�[)P�R)b
!0R)V�[�\2R)b9P�`�[�O%W�R)b0R�`
X�b�P

f�O 
�J � ]�^�^?Q+P�`�[�O%W,Q�[�_(QS��])��\)P�o���=�^�P2V�P)O � !��0|�`�_0P�`�[�O)R%P2b�]%[�])j�j2=�b%_
]�^�^
P�`�[�O%W
[�_
��])��\)Pg-�-�-
alu[chaining,--

=(&>=�J,i�J��

alu[chaining,--,B,0x1]

����`�_�m
[�O%W
[�_�c+]%[2��\
[�\)P
P�`�[�O%W>=�P�j)b�P9T�O�_)�%P�P�^�R�`
[�\)P���\�])R�` ��R)V0R�[
P�i2R)b,[�b2 
])j�X,QAb,\�V � ��_?c)T�]�O�P+=�J,i�J�=���$�=9��_%`�[�O�_)j?E�_�O�^+=�x�x�!	�
��|9��_?c)T�]�O�P 
�I%`)^9:+1�&�W�[)P 
�T�O�_%[�_)��_)j
])j�X � ��_?c)T�]�O�P+=9��_?c)T�]�O�P+=��)���>=9R?T%Q�T�O�_%[ ��|9��_?c)T�]�O�P9T�O�_%[�_)��_)j
V�R%P�j%^2bA-�-�-
br!=0[cache_lookup_fail#]

b%O�]?c � O�P)]�^+= t i�V�P)O)N2=�]�O�O�]%W��>���%P2b�b�=�J,i�!�=9v���=9��[�i,QAb?m2],TA|9j�_�]�^0[�\)P�b%O)�)��^2b,[�]�^�^)O�P2b�b�]%`)^9T�_�O%[�b
���0��_?c)T�]�O�P0[�\)P�b%_%X�O)�%P
]�^�^)O�P2b�b�P2bAG
])j�X � ��_?c)T�]�O�P+=9R?T%QAb%]�=��)���>= t i�V�P)O)N������R)V�[�\)P�c+]%[2��\0m2]�b
�(�2���������)�)��=pm�P�� j�j�a�P�[�]�`�_%` � P)O�_
]%`�b?m�P)O���
b%_�f�O�]%`2��\
br!=0[cache_lookup_fail#]

���0��_?c)T�]�O�P0[�\)P
^�P2b,[2R�`�]%[2R�_%`�]�^�^)O�P2b�b�P2bAG
])j�X � ��_?c)T�]�O�P+=9R?T%Q+^)]�=��)���>= t i�V�P)O��
�����R)V�[�\)P�c+]%[2��\0m2]�b
�(�2���������)�)��=pm�P�� j�j�a�P�[�]�`�_%` � P)O�_
]%`�b?m�P)O���
b%_�f�O�]%`2��\
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br!=0[cache_lookup_fail#]

����T�_�O%[�R�`�V%_�O?c+]%[2R�_%`�_%`2j�W9c+]�r�P2b
b�P�`�b�P��,8
����[�\)P9T�])�%r�P�[�R)b9P�R�[�\)P)O9<)4���_�O
���

P���
b%_
��\)P��%r�m)\�]%[
[�\)P9T�O�_%[�_)��_)j
R)bAG
alu[--

=9R?T%Q�T�O�_%[>=��)���>=�J,i��
�
br=0[check_ports#]
alu[--

=�R?T%Q�T�O�_%[>=��)���>=�J,i�!�!��
br!=0[skip_ports#]

���0��O�P)]%[)P
]
��_?c)f+R�`�]%[2R�_%`�_�V�[�\)P9T�_�O%[�R�`�V%_kG
check_ports#:-yj�_)��])j�T�_�O%[�b
])j�X,QAb,\�V � T�_�O%[�b�=�J,i�J�=���=9R?T%QAb%_%X�O)�%P?Q�T�_�O%[>=�u�u�!	�
�
al
X � T�_�O%[�b�=9R?T%Q+^�P2b,[,Q�T�_�O%[>=����>=BT�_�O%[�b��

])j�X � ��_?c)T�]�O�P+=BT�_�O%[�b�=��)���>= t i�V�P)O�l������R)V�[�\)P�c+]%[2��\0m2]�b
�(�2���������)�)��=pm�P�� j�j�a�P�[�]�`�_%` � P)O�_
]%`�b?m�P)O���
b%_�f�O�]%`2��\
br!=0[cache_lookup_fail#]- P�`)^�j�_)��])j
���(T�_�O%[�b

skip_ports#:���0R)V�m�P
O�P)])��\)P�^0[�\2R)b
V%]�O�=�[�\)P�`�])j�j0_�V�_%X�O
��<)�)	��21�c
atched.����`�_�m
m�P0\�]�U�P0[�_0^�P)])j�m�R�[�\
P�i�[)P�`)^�P�^�V�P)]%[�X�O�P2b�=�]%`)^0[�\)P�`

���9^�P)])j�m�R�[�\�]
O%X2j%P�c+]%[2��\5-
b%O�]?c � X�`2j�_)�%r+=

--
=�\�]�b,\���],f+j%P��)P)]�^+=�J�=�!��

br[rule_match#]
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cache_lookup_fail#:�������������
���0��_?c�P0\)P)O�P�R)V�]%`�W�T�_�O%[2R�_%`�_�V�[�\)P�j�_�_�r�X%T{V%])R�j)b
//

R%Pg- ]�^%U2]%`2�%P�R�`
[�\)P���\�])R�`
X�`�[2R�j�m�P
O�P)])��\
[�\)P
P�`)^g-
�������������

b%O�]?c � O�P)]�^+= t i�V�P)O)N2=�]�O�O�]%W��>���%P2b�b�=���=�!���=���[�i,QAb?m2],T |�O�P)]�^�R�`
[�\)P9T�_)R�`�[)P)Ok-�-�-�-
])j�X � ��_?c)T�]�O�P+= t i�V�P)O)N2=��)���>=�J,i�J���|9R)V�[�\)P ��`)P�i�[ � T�_)R�`�[)P)O
R)b��)<�	�	+=
f�O 
�J � ]�^�^?Q+P�`�[�O%W,Q�[�_(QS��])��\)P�o��0|�[�\)P�`0m�P0`)P�P�^0[�_
]�^�^0[�\2R)b
V�j�_�m
[�_�[�\)P���])��\)Pg-�-�-
])j�X � ]�O�O�]%W��>���%P2b�b�=�J,i�J�=�&>= t i�V�P)O)N���|�P�j)b�P+=�X%T2^)]%[)P0[�\)P
]�^�^)O�P2b�b�m�R�[�\
[�\)P ��`)P�i�[ � T�_)R�`�[)P)O
br[cache_lookup_begin#]

add_entry_to_cache#:�������������
������m�P
O�P)])��\)P�^0[�\)P
P�`)^
_�V�[�\)P���])��\)P�m�R�[�\�_%X�[�]�b,X2���%P2b�b�V,X2j�c+]%[2��\5-
�������������
�����
�������)P)O�P�m�P0\�]�U�P0[�_0P�`�[)P)O
��_�^�P0[�_
��\�])R�`
[�\2R)b9P�`�[�O%W�_%`
[�_�[�\)P
�����9P�`)^
_�V�[�\)P0\�]�b,\
[�],f+j%P0X�b�R�`)a
_%X�O �yV%O�P�P�j�R)b,[ ��-
������m�P�V�R�j�j
R�`�])j�j9[�\)P
O�P�q�X2R�O�P�^9T�]�O�]?c�P�[)P)O�b
V%_�O�[�\)P�V�j�_�mS=�P�i2�%P�T�[
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�����
V%_�O�[�\)P9f+R�[�U�P���[�_�O
��_%`�]%[2R�`2R�`)a0[�\)P
^�P���R)b�R�_%`�_�V�[�\)P9T�_)j�R���W�j�_�_�r�X%T.-
�����
�������%\)P�`0m�P9T�]�b�b�[�\2R)b0R�`�V%_�O?c+]%[2R�_%`
X%T�[�_�[�\)P���_%`�[�O�_)j�T+j�]%`)Pg- �%\)P���_%`�[�O�_)j
������T+j�]%`)P ��1�[�O�_%`)a,�2�%:K p[�\)P�`
^)_�P2b�[�\)P�j�_�_�r�X%T�_�V�[�\2R)b�T�_)j�R���W�]%`)^
O�P�T+j�R%P2b
������[�_�X�b�m)\)P�`�R�[
\�]�b
V�R�j�j%P�^�R�`
[�\)P�V�R%P�j%^2bA- �2[
[�\�]%[�T�_)R�`�[>=pm�P�b,\�_%X2j%^9f2P
������],f+j%P0[�_
��_%`�[2R�`�X)P9f�W���\)P��%r�R�`)a0[�\)P
O�P2b,X2j�[�_�V�[�\)P9T�_)j�R���W5-
-yj�_)��])j�c�P,c+]�^�^)O
]�^�^��)])��\)P���`�[�O%W � c�P,c+]�^�^)O�=�]�O�O�]%W��>���%P2b�b�=9��\�])R�`2R�`)a��])j�X � ]�O�O�]%W��>���%P2b�b�=

--
=�&>=ec�P,c+]�^�^)O��

- P�`)^�j�_)��])j
���Lc�P,c+]�^�^)O
������]�O�O�]%W��>���%P2b�b�`�_�m���_%`�[�])R�`�b�[�\)P
]�^�^)O�P2b�b�_�V�[�\)P9���%E�P�`�[�O%W5-
�����
������]�b�r0[�\)P���_%`�[�O�_)j�T+j�]%`)P0[�_
j�_�_�r0[�\2R)b9P�`�[�O%W
X%T.-�-�-
���9P)])��\���_%`�[)P�i�[�R)b�]�b�b�R%a�`)P�^0[�m2_
]�^�^)O�P2b�b�P2bAG
����_%`)P�V%_�O
] �yV,X�`2��[2R�_%`���_�^�P��L=�]%`)^
_%`)P�V%_�O
����] � T�]�O�]?c�P�[)P)O��
-yj�_)��])j�T�_)j�j�R�`)a,��^�^)O�P2b�b
-yj�_)��])j9[)P,c)T�]�^�^�R�[2R�_%`
R(c�c�P�^ � T�_)j�j�R�`)a,��^�^)O�P2b�b�=�J,i�!,8�8>=�u�u�$��R(c�c�P�^ � [)P,c)T�]�^�^�R�[2R�_%`>=�J,i���J��])j�X � T�_)j�j�R�`)a,��^�^)O�P2b�b�=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=���=�[)P,c)T�]�^�^�R�[2R�_%` �- P�`)^�j�_)��])j
���,[)P,c)T�]�^�^�R�[2R�_%`
o%^�P2V�R�`)P?Q+P%U2])j����%���%� �2��JwQ���8�821������ 8��,4���$2 
o%^�P2V�R�`)P?Q+P%U2])j����%���%� �2��!wQ���8�821������ 8��,4���$ ��I+ 
o%^�P2V�R�`)P?Q+P%U2])j����%���%� �2��I(Q���8�821������ 8��,4���$ ��Z2 
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o%^�P2V�R�`)P?Q+P%U2])j����%���%� �2�)vLQ���8�821������ 8��,4���$ ���) 
���0��_%`�[)P�i�[
br=ctx[1,poll_loc1#]
br=ctx[2,poll_loc2#]
br=ctx[3,poll_loc3#]

f�O � b,[�]�O%[,Q�T�_)j�j�o���=�^�P2V�P)O � !��])j�X � T�_)j�j�R�`)a,��^�^)O�P2b�b�=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=���=����%���%� �2��JwQ���8�821������

poll_loc1#:f�O � b,[�]�O%[,Q�T�_)j�j�o���=�^�P2V�P)O � !��])j�X � T�_)j�j�R�`)a,��^�^)O�P2b�b�=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=���=����%���%� �2��!wQ���8�821������

poll_loc2#:f�O � b,[�]�O%[,Q�T�_)j�j�o���=�^�P2V�P)O � !��])j�X � T�_)j�j�R�`)a,��^�^)O�P2b�b�=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=���=����%���%� �2��I(Q���8�821������

poll_loc3#:f�O � b,[�]�O%[,Q�T�_)j�j�o���=�^�P2V�P)O � !��])j�X � T�_)j�j�R�`)a,��^�^)O�P2b�b�=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=���=����%���%� �2�)vLQ���8�821������

start_poll#:����]%[
[�\2R)b�T�_)R�`�[>=pm�P�b,\�_%X2j%^
r�`�_�m
[�\)P���_�O�O�P���[�T�_)j�j�R�`)a
]�^�^)O�P2b�b
b%O�]?c � O�P)]�^+= t i�V�P)O)N2=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=�J�=�!���=9��[�i,QAb?m2],T����U�P)O�V�R�W
[�\�]%[�R�[�R)b
V%O�P�PgG
alu[--,--,B,$xfer5]f�O���
�J � b,[�]�O%[,Q�T�_)j�j�o��0|9R)V�=�V%_�O�b%_?c�P
O�P)]�b%_%`>=�[�\)P
]�^�^)O�P2b�b0R)b�`�_%` � P)O�_�=BE��S�%�k-])j�X � t i�V�P)O���= --

=�&>=�]�O�O�]%W��>���%P2b�b���|�b�P�[�X%T�[�\)P9T�]�O�]?c�P�[)P)O�� [�\)P�j�_)��]%[2R�_%`�_�V�_%X�O�V�j�_�m���])��\)P> 
])j�X � t i�V�P)O)N2= --,

&>=�J,i�!���|�b�P�[�X%T�[�\)P�V,X�`2��[2R�_%`
[�W%T2P
b%O�]?c � m2O)R�[)P+= t i�V�P)O)N2=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=�J�=�I���=9��[�i,QAb?m2],T
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wait_for_lookup#:`�_,TA|��LX�b,[
`�_,TA|�]�^�^�R�`)a
`�_,TA|�b%_?c�P
`�_,TA|�^�P�j�]%W
`�_,TA|�[�_
`�_,TA|�a�R,U�P
`�_,TA|�[�\)P
`�_,TA|�b,[�O�_%`)a)]�O?c
`�_,TA|�[2R(c�P0[�_0^)_
]
`�_,TA|BT�_)j�R���W
`�_,TA|9j�_�_�r�X%T.-
sram[

O�P)]�^+= t i�V�P)O)N2=BT�_)j�j�R�`)a,��^�^)O�P2b�b�=�J�=�I���=9��[�i,QAb?m2],T
alu[--

=
--
=�&>= t i�V�P)O)N��f�O���
�J � m2])R�[,QAV%_�O(QSj�_�_�r�X%T+o���=�a�X)P2b�bwQ�f�O�]%`2��\

- P�`)^�j�_)��])j
���(T�_)j�j�R�`)a,��^�^)O�P2b�b
���
b%_�`�_�m
[�\�]%[
[�\)P�W � U�P
^)_%`)P0[�\)P�j�_�_�r�X%T � m2_%\�_�_��( 
���pc+]�r�P�b,X�O�P�m�P�<��2	��)� � [�\)P0\�]�b,\
[�],f+j%P0\)P)]�^�b%_�[�\�]%[�b%_?c�P
_%[�\)P)O0^�X)^

es���0��]%`
^)_
]�V�j�_�m�j�_�_�r�X%T.-�-�-�-
b%O�]?c � X�`2j�_)�%r+=

--
=�\�]�b,\���],f+j%P��)P)]�^+=�J�=�!��

������`�_�m�O�P)]�^0[�\)P�V�R�O�b,[�v�I,f+R�[0m2_�O�^�R�`�[�_ t i�V�P)O�Z
b%_�[�\�]%[������m�P
]�O�P���_%`�b�R)b,[)P�`�[0m�R�[�\
[�\)P
]�b�b,X�c)T�[2R�_%`�b�_�V�[�\)P
O�P,c+])R�`2R�`)a���_�^�Pg-�-�-
b%O�]?c � O�P)]�^?QSj�_)�%r+= t i�V�P)O�Z�=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=�!���=9��[�i,QAb?m2],T
sr
]?c � X�`2j�_)�%r+=

--
=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=%!��

- P�`)^�j�_)��])j
������\�])R�`2R�`)a0\�]�b,\���],f+j%P��)P)]�^

rule_match#:���%])j�X � ]�O�O�]%W��>���%P2b�b�=�]�O�O�]%W��>���%P2b�b�=
-
=�J,i�!���|

---HACK---

 30 

���(f�O � ��\)P��%r?Q�T2P)O?c>R�[2o��0|
---HACK---�����

�����01�_
R)V�m�P�c+]�^�P�R�[
[�\2R)b
V%]�O�=�[�\�]%[9c�P)]%`�b�[�\�]%[0m�P9T�]�b�b�P�^
������])j�j0_�V�[�\)P0[)P2b,[�bA-
�����
�����
�,`
[�\2R)b0��]�b�P+=pm�P0\�]�U�P
]�c+]%[2��\>=�]%`)^0`)P�P�^0[�_
],T�T+j�W
������[�\)P
],T�T�O�_,T�O)R�]%[)P
O%X2j%Pg-
��������_%[)PgG
�����7_�V�R�O�b,[
X%T2^)]%[)P0[�\)P���_%X�`�[)P)O�V%_�O�[�\2R)b
V�j�_�m -�-�-
�����7_�[�\)P�`�O�P,c+_�U�P0[�\2R)b
V�j�_�msV%O�_?c�[�\)P���])��\)P�R)V0R�[�R)b
����� [�\)P�j�]�b,[�T�])�%r�P�[�R�`�]
������b�P2b�b�R�_%` � ],T�T�O�_%i2R(c+]%[2R�_%`S 
�����
����� t i�V�P)O�J
b,[2R�j�j
��_%`�[�])R�`�b�[�\)P�R�`2R�[2R�])j
v�I,f+R�[0m2_�O�^+=�_�V�m)\2R���\����� [�\)P9:+1�&�W�[)P�j�_�_�r2b0j�R%r�P0[�\2R)bAG
�����
�����

------------------------------------�������Y�,`�<+b�P�� � � � � � 	)_�a�� 4�O�_,T��
�����

------------------------------------����� l � N Z v I ! J
�����
����o%^�P2V�R�`)P04������

1

-yj�_)��])j
��_%X�`�[)P)O�c�P,c>j�_)��]%[2R�_%`���_%`�[�O�_)j�&2R�[�b
����X%T2^)]%[)P0[�\)P���_%X�[)P)O�b
V%_�O�[�\2R)b
V�j�_�m -�-�-
b%O�]?c � O�P)]�^?QSj�_)�%r+= t i�V�P)O�Z�=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=�!���=���[�i,QAb?m2],T])j�X,QAb,\�V � ��_?c)T�]�O�P+=�J,i�J�=�&>= t i�V�P)O�Z�=�x�x�!	�
�9������_?c)T�]�O�P���_%`�[�])R�`�b�[�\)P0X%T�T2P)O9m2_�O�^])j�X � ��_%X�`�[)P)O�=�J,i�!�=���!	��= t i�V�P)O�Z��9���0R�`2��O�P,c�P�`�[
[�\)P�j�_�m�P)O9m2_�O�^9f�W�_%`)P])j�X,QAb,\�V � t i�V�P)O�Z�=9��_%X�`�[)P)O�=����>=9��_?c)T�]�O�P+=�u�u�!	�
�9����T�X�[
[�\)P0[�m2_9m2_�O�^2b�f�])�%r0[�_�a�P�[�\)P)Ok-b%O�]?c � m2O)R�[)P?Q�X�`2j�_)�%r+= t i�V�P)O�Z�=�]�O�O�]%W��>���%P2b�b�=�J,i�J�=�!���=9��[�i,QAb?m2],T |pm2O)R�[)P0[�\)P0X%T2^)]%[)P�^�R�`�V%_
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f�O � ��\)P��%r?Q�T2P)O?c>R�[2o��0|�\�])�%r
-
R)b%_)j�]%[)P0[�\)P
�,�������
���%:���3���	
����4��

����T�_�b�b�R?f+j�W�O�P,c+_�U�P0[�\2R)b9P�`�[�O%W�V%O�_?c�[�\)P���])��\)PgG
])j�X � ��_?c)T�]�O�P+=9R?T%Q�T�O�_%[>=

-
=�J,i��
�0|�R)V�T�])�%r�P�[�R)b,` ��[������

f�O���
�J � ��\)P��%r?Q�T2P)O?c>R�[2o���|pm�P�� O�P
^)_%`)P
tcp_control_extract[c

_?c)T�]�O�P+=�!�Z���|?a�P�[���_%`�[�O�_)j�f+R�[�b*���H� ^�P2V�R�`)P�^�R�`�R?T.-YX2�� 
])j�X � ��_?c)T�]�O�P+=�J,i�!�!�=

-
=9��_?c)T�]�O�P��0|%b�P�P�R)V0R�[ �yb�]�8��(�%Q)��� �f�O���
�J � ��\)P��%r?Q�T2P)O?c>R�[2o���|9R)V�`�_%[>=pm�P�� O�P�V�R�`)Pg-

�����"P�j)b�PgG
�����
�����
�����"�)])��\)P?Q+P�`�[�O%W�O�P,c+_�U2])j
��_�^�PgG
����� ��
�T�O�P%U�R�_%X�b�=B��

`)P�i�[
�����@R)V5� ��
�
��)<�	�	> � \)P)]�^> 
����� ��_,T�W)�)])��\)P���`�[�O%W � `)P�i�[>=�[�\2R)b2 
�����

freeCacheEntry(next)����� [�\2R)bA- T�O�P%U�R�_%X�b�
��)<�	�	
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�����"P�j)b�P
�����

freeCacheEntry(this)�����
])j�X � c�P,c>j�_)��]%[2R�_%`>=�]�O�O�]%W��>���%P2b�b�=���=�J,i��
�0|9R�`2��O�P,c�P�`�[�f�W��b%O�]?c � O�P)]�^+= t i�V�P)O)N2=ec�P,c>j�_)��]%[2R�_%`>=�J,i�J�=�I��

//
����_�m G t i�V�P)O)N 

`)P�i�[����� t i�V�P)O�� 
�T�O�P%U�R�_%X�b�����

alu[--,--
=�&>= t i�V�P)O��
�

br!=0[cache_remove_not_head#]�����
��V�m�P�� O�P0\)P)O�P+=9R�[9c�P)]%`�b�[�\�]%[
[�\2R)b���R)b���[�\)P0\)P)]�^
_�V�[�\)P�j�R)b,[5G
��_,T�W)�)])��\)P���`�[�O%W�[�_%�)P)]�^ � c�P,c>j�_)��]%[2R�_%`>= t i�V�P)O)N��
freeCacheEntry[$xfer5]
br[check_permit#]

cache_remove_not_head#:
freeCacheEntry[memlocation]

- P�`)^�j�_)��])j
������_%X�`�[)P)O�c�P,c>j�_)��]%[2R�_%`���_%`�[�O�_)j�&2R�[�b
����R(c�c�P�^ � P�i2�%P�T�[2R�_%`>=�8��,���%E���	�	?Q�4��21��%����� �����R(c�c�P�^ � P�i2�%P�T�[2R�_%`>=�J������R(c�c�P�^ � ��_?c)T�]�O�P+=�4������ ����%])j�X,QAb,\�V � ��_?c)T�]�O�P+=9��_?c)T�]�O�P+=e�)��4>=9��_%`�[�O�_)j?E�_�O�^+=�x�x�I�Z��
//imm

P�^ � P�i2�%P�T�[2R�_%`>=�8��,���%E���	�	?Q�4��21��%����� ����(f�O � T�])�%r�P�[,Q+^�R)b���]�O�^�o��0|�^�P2V�R�`)P�^�R�`�O�P��LQ�`)P�i�[%T�])�K-YX2�
���Lc�P2b�b�m�R�[�\�T�])�%r�P�[
[�_
��_�O�O%X%T�[�R�[>=�[�\)P�`5G
���(f�O � T�])�%r�P�[,Q+^�R)b���]�O�^�o��0|�^�P2V�R�`)P�^�R�`�O�P��LQ�`)P�i�[%T�])�K-YX2�
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�����%\2R)bpc�P)]%`�b�[�\�]%[0m�P�� O�P��
-
_�r)]%W5- �%\)P9T�])�%r�P�[�R)b
V%O�P�P0[�_0a)_k-

- P�`)^�j�_)��])j�|����0��_?c)T�]�O�P
o%P�`)^�R)V
����8��,���%E���	�	
all_done#:
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rec_lmatch.uc

//------------------------------------------------------------------------------------���
��� �������
	 �
�
�
�
�����������
�
���
��� ���������������������� "!�#�#%$

-
#�#�&��'�(���%�)	*�������������+���,�%�.-/��	�	0���������)1

��� ���21�����32��45-6���*���2���7��8��%����19�����)�����):;���*��<)&)	2���,�+���,�%�*:��2�
��� &��*����������4�<�����4>= �%���)�+1?:>�%���%��4>= �%���)�+1%�����,&���4>= 1��%������4'�(�@�
��� �����%���,��3���	�1��21��%�%:A=������%���)�+1%	,�+�%��4��(���%�9�)���
	,�)�2�%<%�����
���
���%:���<2�%���
��� 	,�)�2�%<%�������(�0�)���
8����%:����
&��9�)����:����)�+12=��)	��)�)�%���%�>���+=B:��)�����)�>���,��	+=
��� :��������������+=C���������,��	+=D�����%:>���,��	+=B:��)�)<%��	+=����
���%�����%E>��1��>=FE>�%�%����<2�
��� �%���
�����,����E����%���%�%�������%:>��1�1)�,�%����8HG
���
��� �(���%�)	*�������������+���,�%�
���
��� I�I�J�J�:>��1�1)�,�%�����)	�	��)���
&)	,324
���
��� 1(�)���?�'��	,�2���K=D�,��	2�,8����%�>�L�M#�N)J�N�I

-
$�!�!�#

���
//------------------------------------------------------------------------------------����O�P��LQSj(c+]%[2��\5-YX2�
���
�,��3SZ0j�_%`)a�P2b,[�b(T2P���R)V�R��0]�^�^)O�P2b�bpc+]%[2��\
//
//���
b,W�b,[)P,cdGe1(�S!%I�J�J
���
b,X%f>b,W�b,[)P,cdGB�,��O�_%X�[)P)O�c>R���O�_)��_�^�P
����X�b%]�a�PgGhP�i�]?c)T+j%P
����]%X�[�\�_�OkGh^2V,\{#%�%I�$���#%l
//����O�P%U�R)b�R�_%`�bAG
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���"^2V,\ 8)P�f�I�$�=�I�J�J�J X�b�P�R?T.-YX2��c+])��O�_�b�=9R?T%Q+^)](Q+P�i�[�O�])��[>=9R?T%Q�[�O)R%P�NLQSj�_�_�r�X%T

���
---------------------------

1(�S!%I�J�Jpc>R���O�_)��_�^�P
--------------------------

//������O�P)O�P�q�X2R)b�R�[)P0�)P�a�R)b,[)P)O9<+b%]�a�PgG
// symbol
//

\2R��%Z�r?Q�f�]�b�P
-
f�]�b�P
]�^�^)O�P2b�b�_�V0v0]�^��?])�%P�`�[
[�],f+j%P2bAG

��� !A- �%Z�r
P�`�[�O%W�j�_�_�r�X%T�[�],f+j%P+=�P)])��\
P�`�[�O%W�v�I�f+R�[�b�=�[�_%[�])j0I)N�� � &
//

Ik- I)N���P�`�[�O%W�j�_�_�r�X%T�[�],f+j%P+=�P)])��\
P�`�[�O%W�v�I�f+R�[�b�=�[�_%[�])j
! � &
//

vK- c+]%`�W�!	��P�`�[�O%W
[�O)R%P0[�],f+j%P2b�=�P)])��\
P�`�[�O%W v�I�f+R�[�b
��� O�_%X�[)P?Q�[�],f+j%P?Q�f�]�b�P

-
b�^)O�]?csO�_%X�[)P
P�`�[�O)R%P2b
!%I�$ � i�$0j�_%`)a%m2_�O�^2bH�Y!(:�&S 

//
v�I�f�W�[)P�b,[�O)R%^�P 
�_�V�V�b�P�[9c2X�b,[�f2P�b,\2R)V,[)P�^�j%P2V,[�N

//
R?T%Q+^)]

-
v�I�f+R�[��,�
^�P2b,[2R�`�]%[2R�_%`�]�^�^)O�P2b�b

//
//���9^�P2b���O)R?T�[2R�_%`5G
//

��P�[
[�\)P
O�_%X�[)P
P�`�[�O%W0m)\�_�b�P�R?T�]�^�^)O�P2b�b�\�]�b�[�\)P�c+_�b,[�b(T2P���R)V�R���c+]%[2��\0m�R�[�\�R?T%Q+^)]k-
//

�>j)b%_0r�`�_�m)`�]�b0j�_%`)a�P2b,[
-
T�O�P2V�R�i9c+]%[2��\5-

���@j�_�_�r�X%T�O�P2b,X2j�[5G
��� t�t O�_%X�[)P?Q+P�`�[�O%W�J -3 -

Z0j�_%`)a%m2_�O�^2b�_�V�O�_%X�[)P
P�`�[�O%W�R�`�V%_�=
//

R�`2��j�X)^�R�`)a0[�\)P�V%_�O�m2]�O�^�R�`)a�R�`�[)P)O�V%])�%P
]%`)^9:����04��
���p�>j%a)_�O)R�[

hm:
//

T+j%P)]�b�P
O�P2V�P)O�[�_�� �)��!%I�J�J01�_�V,[�m2]�O�P0�)P2V�P)O�P�`2�%P9:�]%`�X�])j ��1��%:K 
o�R�`2��j�X)^�P{z,R?T.-YX2��z
-Yi�V�P)O(Q>_�O�^�P)O t�t i�V�P)O�J t�t i�V�P)O�! t�t i�V�P)O�I t�t i�V�P)O)v t�t i�V�P)O�Z t�t i�V�P)O)N t�t i�V�P)O�� t�t i�V�P)O�l- _,T2P)O�]%`)^?QAb,W�`�_%`�W�c t�t O�_%X�[)P?Q+P�`�[�O%W�J t�t i�V�P)O�J- _,T2P)O�]%`)^?QAb,W�`�_%`�W�c t�t O�_%X�[)P?Q+P�`�[�O%W�! t�t i�V�P)O�!
.operand_

b,W�`�_%`�W�c t�t O�_%X�[)P?Q+P�`�[�O%W�I t�t i�V�P)O�I
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- _,T2P)O�]%`)^?QAb,W�`�_%`�W�c t�t O�_%X�[)P?Q+P�`�[�O%W2v t�t i�V�P)O)v
-yR(c)T�_�O%[,Q2U2]�O�\2R��%Z�r?Q�f�]�b�P
O�_%X�[)P?Q�[�],f+j%P?Q�f�]�b�P

check_permit#:o�R)V�^�P2V�8��,���%E���	�	
-yj�_)��])j
��_?c)T�]�O�P
R(c�c�P�^ � ��_?c)T�]�O�P+=�!��b%O�]?c � O�P)]�^+= t i�V�P)O�J�=�]�O�O�]%W��>���%P2b�b�=�J�=�!���=9��[�i,QAb?m2],T
alu_shf[--

=9��_?c)T�]�O�P+=e�)��4>= t i�V�P)O�J�=�x�x�I�Z��f�O 
�J � T�])�%r�P�[,Q+^�R)b���]�O�^�o��f�O � R?T%Q2U�P)O)R)V,W�I)o��0|wf�O�]%`2��\�f�])�%r0X%T�[�_
O�P���j�])R(cs])j�j9[�\)P
O�P�a�R)b,[)P)O�b(T�])�%P�m�P
messed

X%T.-
.endlocalo%P�`)^�R)V
����8��,���%E���	�	
firewall_ok#:

route_lookup#:R?T%Q+^)](Q+P�i�[�O�])��[ � R?T%Q+^)]�=�!�Z�� |�a�P�[
^)]k-eR?T�\)P)]�^�P)O�b,[�]�O%[�b�]%[�O�P)]�^0i�V�P)O�f�W�[)P�!�Z

R?T%Q�[�O)R%P�NLQSj�_�_�r�X%T � O�_%X�[)P?Q+P�`�[,Q>_�V�V�b�P�[>=9R?T%Q+^)]�=�\2R��%Z�r?Q�f�]�b�P+=�J�� |BT2P)O�V%_�O?c{j�_%`)a�P2b,[�T�O�P2V�R�i
match f�O���
�J � R?T%Q+a�P�[,Q>O�_%X�[)P�o���=�a�X)P2b�bwQ�f�O�]%`2��\R(c�c�P�^ � P�i2�%P�T�[2R�_%`>=��,�,Q����,Q�����<2�%� �f�O � T�])�%r�P�[,Q+^�R)b���]�O�^�o��

ip_get_route#:-yj�_)��])j9[)P,c)T%Q>O�_%X�[)P?Q�f�]�b�P
R(c�c�P�^?Q2m+J � [)P,c)T%Q>O�_%X�[)P?Q�f�]�b�P+=�O�_%X�[)P?Q�[�],f+j%P?Q�f�]�b�P�� |9j�_�]�^�b,\�]�O�P�^
]�^�^)O�P2b�b�U2])j�X)P
R(c�c�P�^?Q2m+! � [)P,c)T%Q>O�_%X�[)P?Q�f�]�b�P+=�O�_%X�[)P?Q�[�],f+j%P?Q�f�]�b�P)x�x�!	�
�
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����[�\)P0[�O�]%`�b�V�P)O�V%O�_?csO�V�R)V%_9m2]�b9^)_%`)P
]%[
[�\)P0[�_,T�_�V0R?T)U�P)O)R)V,W>=9R�`�_�O�^�P)O�[�_�V%O�P�P0[�\)P
O�V�R)V%_0P�j%P,c�P�`�[
P)]�O)j�R%P)O
����m�P�b,\�_%X2j%^0\�]�U�P0[�\)P�b�R%a�`�])j�f�])�%r�m�P�j�j�f2P2V%_�O�P0`�_�m
//

ctx_arb[sdram]
|9R)b�[�O�]%`�b�V�P)O�V%O�_?c

O�V�R)V%_0^)_%`)P �

//
E�O)R�[)P0[�\�O�P)]�^
^)_%`)P
]�b
b%_�_%`�]�b�[�\)P
O�V�R)V%_0P�j%P,c�P�`�[�R)b�[�O�]%`�b�V�P)O�O�P�^0[�_�b�^)O�]?c

��� &�W
[�\)P0[2R(c�P�R�[
[�X�O%`�b�]�O�_%X�`)^
]%`)^
a�P�[�b%_%[
[�\)P0�)P��%P�R,U�P�1���\)P�^�X2j%P)O�=�[�\2R)b�[�\�O�P)]�^�m�R�j�j�f2P
^)_
ne

//o�R)V,`)^�P2V����)�����L32��!	� |9R)V�`�_
O�P��%P�R,U�P�b���\)P�^�X2j%P)O�=�[�\)P)O�P
]�O�P�!	�
O�P��%P�R,U�P0[�\�O�P)]�^2b

V%]�b,[,Q2m2O � v2=��%�������24,Q�4��%��� � |�`�_%[2R)V,W�O�P��%P�R,U�P�b���\)P�^�X2j%P)O9m�R�[�\
�����
P�`2��_�^�P
#endif

//---------------------------------------------------------------------------------------o�R)V�^�P2V9	,�2������Z
���9^)_�b%_?c�P9f�X�b,W�m2_�O�r0[�_0P,c2X2j�]%[)P�j�]%W)P)O�Z �

delay[8]b%O�]?c � O�P)]�^+= t i�V�P)O�I�=�[)P,c)T%Q�f�]�b�P�v2=�I�=�!���=9��[�i,QAb?m2],T
delay[8]c+_�U�P � t i�V�P)O�J�=�J��c+_�U�P � t i�V�P)O�!�=�!��c+_�U�P � t i�V�P)O�I�=�J��c+_�U�P � t i�V�P)O)v2=�!��\�]�b,\�I(QAZ�$ � t i�V�P)O�J���=9��[�i,QAb?m2],T |�I�\�]�b,\�j�_�_�r�X%T>b
delay[8]b%O�]?c � O�P)]�^+= t i�V�P)O�I�=�[)P,c)T%Q�f�]�b�P�v2=�I�=�!���=9��[�i,QAb?m2],T
delay[8]b%O�]?c � O�P)]�^+= t i�V�P)O�I�=�[)P,c)T%Q�f�]�b�P�v2=�I�=�!���=9��[�i,QAb?m2],T

#endif
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//---------------------------------------------------------------------------------------

���9a�P�[�O�_%X�[)P
P�`�[�O%W
b�^)O�]?c � O�P)]�^+= t�t O�_%X�[)P?Q+P�`�[�O%W�J�=�[)P,c)T%Q>O�_%X�[)P?Q�f�]�b�P+=�O�_%X�[)P?Q+P�`�[,Q>_�V�V�b�P�[>=�I���=�_,T�[2R(c>R � P?Q)c�P,cK=9��[�i,QAb?m2],T])j�X � _%X�[%T�X�[,Q�T�_�O%[>=

--
=BfA= t�t O�_%X�[)P?Q+P�`�[�O%W�J�� |�b%]�U�P
_%X�[%T�X�[�T�_�O%[�V%_�O

enqueue

.endlocal
����[)P,c)T%Q>O�_%X�[)P?Q�f�]�b�P

got_output_port#:
write_layers23#:���pc+_�^�R)V,W�j�]%W)P)O
Ik-eR�`�b�P)O%[�:����04��nV%O�_?csO�_%X�[)P
P�`�[�O%W>=pm2O)R�[)P�V�R�O�b,[�v�I�f�W�[)P2b�[�_�b�^)O�]?c

c+_�U�P � t�t i�V�P)O�J�= t�t O�_%X�[)P?Q+P�`�[�O%W�!�� |�`)P�i�[
\�_,T�^)]�f�W�[)P2b
J
-

3o�R)V�^�P2V9	2�%����	��,Q��%��4��L�)�
])j�X � t�t i�V�P)O�!�= t�t O�_%X�[)P?Q+P�`�[�O%W�I�=���=�b%]�J�!�=�u�u�!	�
� |�`)P�i�[
\�_,T�^)]�f�W�[)P2b
Z

-
NKGBJ

c�P)O�a�P�m�R�[�\�b%]�f�W�[)P2b
J
-1

#else
alu[$$x

V�P)O�!�=�b%]�J�!�=���= t�t O�_%X�[)P?Q+P�`�[�O%W�I�=�u�u�!	�
� |�`)P�i�[
\�_,T�^)]�f�W�[)P2b
Z
-
NKGBJ

c�P)O�a�P�m�R�[�\�b%]�f�W�[)P2b
J
-1

#endif c+_�U�P � t�t i�V�P)O�I�= t i�V�P)O�I�� |�b%]�f�W�[)P2b�I
-5b�^)O�]?c � m2O)R�[)P+= t�t i�V�P)O�J�=BT�])�%r�P�[,Q�f�X�VwQ>]�^�^)O�=�J�=�Z�� |pm2O)R�[)P�V�R�O�b,[�v�I�f�W�[)P2b�_�Vpc+_�^�R)V�R%P�^

mpacket

.endlocal
���
b%]�J�!���X�`�82R�O�P%m2])j�j
R?T%Q�T�O�_%[�R?T%QAb%]
R?T%QAb%_%X�O)�%P?Q�T�_�O%[�R?T%Q+^�P2b,[,Q�T�_�O%[

|�O�P��LQ+P�`)q�X)P�X)Pg-YX2�
V%_)j�j�_�m+b
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V%_�O�[�\)P�V�R�O�P%m2])j�j
//
//�����*b,W�b,[)P,cdGB� �)��!%I�J�J
�����*b,X%f>b,W�b,[)P,cdGB�,�9c>R���O�_)�

ode����� X�b%]�a�PgGej�R?f�O�]�O%W9c+])��O�_�b
�����7]%X�[�\�_�OkG \%f�\�]%`�_�_�=�^�P��0I�J�J�J
�����
�����7O�P%U�R)b�R�_%`�bAG
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o�R)V,`)^�P2V�8��,���%E���	�	?Q2<��
o%^�P2V�R�`)P08��,���%E���	�	?Q2<��
�����@��_,T�W)�)])��\)P��

ntry����� ^�P2b���O)R?T�[2R�_%`5G � X�b,[���_,T+R%P2b�]�V�R�i)P�^0`�X�c)f2P)O
_�V�m2_�O�^2b
V%O�_?cs_%`)P�j�_)��]%[2R�_%`
[�_
]%`�_%[�\)P)O
�����

outputs:�����
_target�����

inputs:
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�����
_source

��R)V
b%_%X�O)�%P 
�J�=�[�\)P�`
^)_�`�_%[�\2R�`)a��( 
����� P�i�]?c)T+j%P0X�b%]�a�PgG
�����

copyCacheEntry[_sou
O)�%P+= Q�[�]�O�a�P�[ �

�����
o(c+])��O�_
��_,T�W)�)])��\)P���`�[�O%W�[�_%�)P)]�^ � Q�[�]�O�a�P�[>= QAb%_%X�O)�%P��������m�P�� O�P
])j�j�_�m�P�^0[�_�T+j�]%W0m�R�[�\
i�V�P)O
O�P�a�R)b,[)P)O�b0N2=���=%l�_%`2j�W
�����

alu[--,--,B,_source]
br=0[finish_copyCacheEntry#]

b%O�]?c � O�P)]�^+= t i�V�P)O)N2= QAb%_%X�O)�%P+=�J,i�J�=9v���=9��[�i,QAb?m2],T |�O�P)]�^�V�R�O�b,[�v�m2_ rdsb%O�]?c � m2O)R�[)P+= t i�V�P)O)N2= Q�[�]�O�a�P�[>=�J,i�J�=9v���=9��[�i,QAb?m2],T |pm2O)R�[)P�V�R�O�b,[�v�m2_�O�^2bb%O�]?c � O�P)]�^+= t i�V�P)O)N2= QAb%_%X�O)�%P+=�J,i2v2=9v���=9��[�i,QAb?m2],T |�O�P)]�^0`)P�i�[�v�m2_�O�^2bb%O�]?c � m2O)R�[)P+= t i�V�P)O)N2= Q�[�]�O�a�P�[>=�J,i2v2=9v���=9��[�i,QAb?m2],T |pm2O)R�[)P0`)P�i�[�v�m2_�O�^2bb%O�]?c � O�P)]�^+= t i�V�P)O)N2= QAb%_%X�O)�%P+=�J,i���=�!���=9��[�i,QAb?m2],T |�O�P)]�^�b�P���_%`)^�j�]�b,[0m2_�O�^b%O�]?c � m2O)R�[)P+= t i�V�P)O)N2= Q�[�]�O�a�P�[>=�J,i���=�!���=9��[�i,QAb?m2],T |pm2O)R�[)P�b�P���_%`)^�j�]�b,[0m2_�O�^
|�b�r�R?T�[�\)P � T�O�P%U�R�_%X�b � T�_)R�`�[)P)O

-
[�\2R)b
b,\�_%X2j%^�b,[2R�j�j 
�
�J0R)V�m�P�� O�P
]%[
[�\)P0\)P)]�^

finish_copyCacheEntry#:

#endm

�����*V%O�P�P��)])��\)P���`�[�O%W
����� ^�P2b���O)R?T�[2R�_%`5G 8�O�P�P2b�]%`
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[�\)P
����� P%U�P�`�[
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])��[2R�_%`�b
����� �Yb,X2��\�]�b0j�_�a�a�R�`)a0[�\)P
P�`)^
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�����
outputs:�����
inputs:�����

_addr����� P�i�]?c)T+j%P0X�b%]�a�PgG
����� ��_,T�W)�)])��\)P���`�[�O%W � QAb%_%X�O)�%P+= Q�[�]�O�a�P�[ �
�����
o(c+])��O�_�V%O�P�P��)])��\)P���`�[�O%W � Q>]�^�^)O��
������m�P�� O�P
])j�j�_�m�P�^0[�_�T+j�]%W0m�R�[�\
i�V�P)O
O�P�a�R)b,[)P)O�b0N2=���=%l�_%`2j�W
�����
-yj�_)��])j�T�O�P%U�R�_%X�b�`)P�i�[�T�[�O
alu[--

=
--
=�&>= Q>]�^�^)O��

br=0[freeCacheEntryDone#]])j�X � `)P�i�[>= Q>]�^�^)O�=���=�J,i��
�
b%O�]?c � O�P)]�^+= t i�V�P)O)N2=�`)P�i�[>=�J,i�J�=�I���=9��[�i,QAb?m2],T
])j�X � `)P�i�[>=

--
=�&>= t i�V�P)O)N��])j�X � T�O�P%U�R�_%X�b�=
--
=�&>= t i�V�P)O��
�

a
j�X � t i�V�P)O���= --

=�&>=�`)P�i�[ �
])j�X � t i�V�P)O)N2= --

=�&>=BT�O�P%U�R�_%X�b��

alu[--,--
=(&>=(`)P�i�[ �0|9R)V�`)P�i�[

f�O 
�J � b�r�R?T%Q�`)P�i�[%T�[�O)o��0| 
�
�J�[�\)P�`�b�r�R?TA=�P�j)b�PgG])j�X � T�[�O�=�`)P�i�[>=���=�J,i�l��
b%O�]?c � m2O)R�[)P+= t i�V�P)O)N2=BT�[�O�=�J,i�J�=�!���=9��[�i,QAb?m2],T
skip_nextptr#:

alu[--,--
=(&>=wT�O�P%U�R�_%X�b��0|9R)V�T�O�P%U�R�_%X�b

b
O 
�J � V%O�P�P��)])��\)P���`�[�O%W�4�_%`)P�o�� | 
�
�J�[�\)P�`�b�r�R?TA=�P�j)b�PgG
])j�X � T�[�O�=BT�O�P%U�R�_%X�b�=���=�J,i��
�
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b%O�]?c � m2O)R�[)P+= t i�V�P)O���=BT�[�O�=�J,i�J�=�!���=9��[�i,QAb?m2],T
freeCacheEntryDone#:

.endlocal
#endm
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����� | 
�J
-
x �LX�b,[�O�P�T+j�])�%P���X�O�O�P�`�[
P�`�[�O%W0m�R�[�\

V�R%P�j%^2b
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=
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R(c�c�P�^ � ]�^�^)O,T�[�O�=�J,i�I�J�J�J��
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--
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#endm
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test_init.cpp 
/* [�_0^)_kG U+!
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v� ��)])��\)P9f�]�b�P 
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Z2 �R�`2R�[2R�])j�R � P
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P�`�[�O%W�R�`�]�O�O�]%W�b,\�_%X2j%^0\�]�U�P0`)P�i�[�T�[�O
R�`2R�[2R�])j�R � P�^0[�_��)<�	�	
�) e�����%�5Ge��])��\)P
P�`�[�O%W�
�$��0v�I�� f+R�[�b2 
l2 9V%_�O�T�_)j�j�R�`)a
-
o%^�P2V�R�`)P
I
v�I

-
f+R�[0m2_�O�^2bH�Y!�m2_�O�^2b0R)b
V%_�O�[�\)P�V,X�`2��[2R�_%`���])j�j ��RK- Pg-ej�_�_�r�X%Ts��])��\)P
P�`�[�O%W�
�!�=�O�P,c+_�U�P���])��\)P

P�`�[�O%W�
�I+ 
-
m�P�b�R%a�`�])j9[�_��)P,c+]%`�[0m)\)P�`0m�P�� O�P
^)_%`)Pg-

[�_0^)_kG�U2I
!2 9V�R�`�])j�R � R�`)a0[�\)P9T�_)j�j�R ng()I+ p82R�`2R)b,\2R�`)a0[�\)P�m2O)R�[2R�`)a���])��\)P
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�������������������������������������������������������������������������������������������(�2��	%<)4��
****************************************************************/o�R�`2��j�X)^�P{z,�KGw�,[�_�O%`�]�^)_��,[�]�O�a�P�[��,\���b,[)^�R�_k-Y\Sz
o�R�`2��j�X)^�P{z,�KGw��R�i%T>!%I�J�J���R�`2��j�X)^�P2�,X2��j�_k-Y\Sz
#include

z,�KGw��R�i%T>!%I�J�J���R�`2��j�X)^�P2��j�R?f2^g-Y\Sz
o�R�`2��j�X)^�P{z,�KGw�,[�_�O%`�]�^)_��,[�]�O�a�P�[��,\���b,[)^�j�R?f.-Y\Sz
o�R�`2��j�X)^�P{z,�KGw��R�i%T>!%I�J�J���R�`2��j�X)^�P2�,\�])jLQAb%O�]?cd-Y\Sz
o�R�`2��j�X)^�P{z,�KGw��R�i%T>!%I�J�J���R�`2��j�X)^�P2�Lc�P,c�Q)c+],T.-Y\Sz
o�R�`2��j�X)^�P{z,�KGw�,[�_�O%`�]�^)_��,[�]�O�a�P�[��,\���R�`)P�[2j�R?f.-Y\Sz
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o�R�`2��j�X)^�P{z,�KGw�,[�_�O%`�]�^)_��,[�]�O�a�P�[��,\��,[�]�b�r�	�R?f.-Y\Sz
o�R�`2��j�X)^�P{zLX�`2R)b,[)^g-Y\

"o�R�`2��j�X)^�P{z,��_%`�V�R%a?QA!%I�J�JA-Y\Sz
o�R�`2��j�X)^�P{zL`)P�[,Q>],T�T.-Y\Sz
o�R�`2��j�X)^�P{zLX)P�`)ag-Y\Sz
o�R�`2��j�X)^�P{zL`)P�[2R�`)P�[���R�`5-Y\Sz
o�R�`2��j�X)^�P
u)R�_�b,[�O�P)]?c+x
o�R�`2��j�X)^�P
u�b,[�O)R�`)ag-Y\�x
�������������������������������������������������������������������������������������������(�2��	%<)4��
****************************************************************/

/*******************************************DEFINE******************************************************
*************/o%^�P2V�R�`)P0���>1��,Q)�2�����2�,QS1)� � ��I)N�������)P,c+]%`�[0m�R�j�j
b�P�[
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����I)N���\�]�b,\�]�O�O�]%W
P�`�[�O)R%P2b�=�P)])��\
P�`�[�O%W�R)b0v�I�f�W�[)P2bH� I)N��Bf+R�[�b2 
P)])��\
`�X�c)f2P)O
R�`
\)P�i�R)b0v�I�f+R�[�b
P)])��\���])��\)P
P�`�[�O%W�R)b
$�`�X�c)f2P)O�b0R�`
\)P�i
I)N�� �
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�I�J�Z�$
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�I�$�J�!

*/

o%^�P2V�R�`)P�1����):%Q+�,�������,QS1��?�2����J,i�I�J�J�!
o%^�P2V�R�`)P�1����):%Q+�,�������,Q��%��4�J,i�I�$�J�!
������#%!�!�T�_�b�b�R?f+j%P���])��\)P
P�`�[�O)R%P2b����
o%^�P2V�R�`)P08������)	2��1��(QS1��?�2����J,i�I�$�J%I
o%^�P2V�R�`)P08������)	2��1��(Q��%��4�J,i�8�8��+I
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o%^�P2V�R�`)P0����4����,Q)�24�4����21�1
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����m�P�j�j
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*************/
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P�i�[)P)O%`�R�`�[0m2O)R�[)P?QSj�_�ad�y �|�������])j�j%P�^�m�R�[�\2R�`�T�_)j�R���W,Q�[�],f+j%P?QSj�_�_�r�X%T
P�i�[)P)O%`�R�`�[�T�])�%r�P�[2R � P?QSj�_�a?Q�[�],f+j%Pd�y �|�������])j�j%P�^�m�R�[�\2R�`�T�_)j�R���W,Q�[�],f+j%P?QSj�_�_�r�X%T �y ����R)V�]�V,[)P)O9m2O)R�[2R�`)a
]
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*****************************************************************/b,[�O%X2��[
82R�j�[)P)O��
R�`�[�T�_)j�R���W,QSR%^+|����?m)\2R���\�T�_)j�R���W�R�[�f2P�j�_%`)a2b�[�_
R�`�[�V�R�j�[)P)O(QSR%^+|����,[�W%T2P
_�V
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R�`�[�V�R�j�[)P)O(Q)c+]�b�r+|����%],T�T+j�R%P2b0R)Vpc+]�b�r2b�]�O�P0`)P��%P2b�b%]�O%W � m�P
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};
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};
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R�`�[�V%_�O�m2]�O�^+|����
!0R)b
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};
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^)O�_,T�_�O�V%_�O�m2]�O�^9T�])�%r�P�[

I%`)^
	�1�&
-
R)b0j�_�a�a�R�`)a
O�P�q�X2R�O�P�^
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!�b,[�:+1�&
-
`�X2j�j�P�`�[�O%W�_�O�X�b�P�^

�Bf+R�[�b�]�O�P�b,[2R�j�j
V%O�P�P0[�_�f2P0X�b�P�^
���
��\�]�O�f+R�[�U�P���[�_�O�|����5�Y!�f�W�[)P> 
��\�]�O�T�O�_%[�_)��_)j2|����5�Y!�f�W�[)P> 
b,\�_�O%[�R�`�[���_%X�`�[)P)O�|����H� I�f�W�[)P2b2 

-
��_%X�`�[�b0o0_�V�T�])�%r�P�[�b0R�`�V�j�_�m

R�`�[�b%O)�LQ>]�^�^)O�|����5�YZ�f�W�[)P2b2 
R�`�[
^2b,[,Q>]�^�^)O�|����5�YZ�f�W�[)P2b2 
b,\�_�O%[�R�`�[�b%O)�LQ�T�_�O%[>|����5� I�f�W�[)P2b2 
b,\�_�O%[�R�`�[
^2b,[,Q�T�_�O%[>|����5� I�f�W�[)P2b2 
R�`�[�b,[�O)R�`)a?Q�T�[�O�|����5�YZ�f�W�[)P2b2 

-
T�[�O�[�_�[�\)P�b,[�O)R�`)a�m�P�m2]%`�[
[�_�b�P)]�O)��\�V%_�O
R�`9c�P,c+_�O%W

R�`�[�V,X�`2�LQ�T�[�O�|����5�YZ�f�W�[)P2b2 
-
T�[�O�[�_�[�\)P�V,X�`2��[2R�_%`0m�P
a�R,U�P0[�\)P�b,[�O)R�`)a0[�_�=�[�_�b�P)]�O)��\�V%_�O
R�`
[�\)P9T�])�%r�P�[

R�`�[
`)P�i�[>|����5�YZ�f�W�[)P2b2 
R�`�[�T�O�P%US|����5�YZ�f�W�[)P2b2 
���?m�P�m�R�j�j9`)P�i�[
P�i�[�O�]�f+R�[�b�[�_0^�P���R%^�P�m)\�]%[
P�i�[)P�`)^�P�^�V,X�`2��[2R�_%`�b�[�_
��])j�j

};

���?m�P�j�_�a
]%[
[�\)P
P�`)^
_�V�[�\)P�V�j�_�m
b,[�O%X2��[�j�_�a �

b,\�_�O%[�R�`�[�b%O)�LQ�T�_�O%[>|����5� I�f�W�[)P2b2 
b,\�_�O%[�R�`�[
^2b,[,Q�T�_�O%[>|����5� I�f�W�[)P2b2 
R�`�[�b%O)�LQ>]�^�^)O�|����5�YZ�f�W�[)P2b2 
R�`�[
^2b,[,Q>]�^�^)O�|����5�YZ�f�W�[)P2b2 
��\�]�O�T�O�_%[�_)��_)j2|����5�Y!�f�W�[)P> 
b,\�_�O%[�R�`�[���_%X�`�[)P)O�|

};

R�`�[�R�`2R�[ �y �
������_%[)PgGBb%O�U -wb�R�`,Q>]�^�^)Ok-wbwQ>]�^�^)O
R)b�]
v�I

-
f+R�[��,��U+Z�]�^�^)O�P2b�b�[�\�]%[�R)b

`)P�[�m2_�O�r9f�W�[)P
_�O�^�P)O�P�^
���
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R�`�[*i�
�J�|
b,[�O%X2��[�b%_)�%r)]�^�^)O(QSR�`�b%O�US|
b%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|
R�`2R�[2R�])j�R � P?Q�T�_)j�R���W,Q�[�],f+j%Pd�y �|R�`2R�[2R�])j�R � P?QS��])��\)P?Q�[�],f+j%Pd�y �|R�`2R�[2R�])j�R � P?QSj�_�a?QAb%O�]?c �y �|R�`2R�[2R�])j�R � P?Q�T�_)j�jLQAb%O�]?c �y �|���
�,`2R�[2R�])j�R � P0[�\)P08�O�P�P�j�R)b,[
\)P)]�^9T�[�O����b%O�]?c

-
x�m2O)R�[)Pd� �,�������,Q�8������)	2��1��(Q����%�>=�8������)	2��1��(QS1��?�2���+ �|

�����%\)P�V%_)j�j�_�m�R�`)a�R)b�]�\�])�%r0[�_�c+]%`�X�])j
��_%`�V�R%a�X�O�P9T�O�P
-
\�]�b,\)P�^�U2])j�X)P2b0R�`
[�_

[�\)P���])��\)P
]�O�O�]%W
-
`�_%[)P0[�\�]%[
[�\)P9f�]�b�P
_�V�[�\)P���])��\)P�c2X�b,[�f2P
]�^�^�P�^0[�_�[�\)P2b�P

U2])j�X)P2b
���
������]�b,\0U2])j�X)P2bAG
���
!
J,i2N)!�$

���,4�_
R�`2R�[2R�])j�R � ]%[2R�_%`����!�b,[�R�`2R�[2R�])j�R � P0[�\)P�V�R�j�[)P)O�b��(T�_)j�R���R%P2b���%I%`)^�R�`2R�[2R�])j�R � P0\�]�b,\�]�O�O�]%W���R�`2R�[2R�])j�R � P�V%O�P�P���])��\)P
P�`�[�O)R%P2b�[�_�T�_)R�`�[
[�_�[�\)P0`)P�i�[
a�X�W����v�[�\�R�`2R�[2R�])j�R � P�j�_�a�b%O�]?c

����T�_)j�j�R�`)ad�y �|
}

R�`�[�R�`2R�[2R�])j�R � P?Q�T�_)j�jLQAb%O�]?c �y �
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X�`�b�R%a�`)P�^�R�`�[�R2|
V%_�O.��R 

���)	�	?Q)�24�4����21�12|9R0u 
��)<�:%Q>�%�������2421
�%I��%���)	�	?Q)�24�4����21�12|9R ���+ �

sram->write(i,0);
�

}

R�`�[�R�`2R�[2R�])j�R � P?QSj�_�a?QAb%O�]?c �y �X�`�b�R%a�`)P�^�R�`�[�R2|
V%_�O.��R 
�1����):%Q+	��)�?QS1��?�2����|9R0u
1����):%Q+	��)�?Q��%��4>|9R ���+ �
b%O�]?c

-
x�m2O)R�[)Pd��R2=�J2 �|

�

}

R�`�[�R�`2R�[2R�])j�R � P?Q�T�_)j�R���W,Q�[�],f+j%Pd�y �R�`�[�R2|
X�`�b�R%a�`)P�^�R�`�[�]�^�^)O 
�1����):%Q����)	2�����,QS1��?�2����|
b,[�]%[2R��
1�O�]?c�<)`2R�[��
b%O�]?cK|
T�O)R�`�[�V5�yz(��j%P)]�O)R�`)a0��_)j�R���W���],f+j%P

\n");b%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|
V%_�O.��R 
�]�^�^)O�|9R0u
1����):%Q����)	2�����,Q��%��4>|9R ���+ �
b%O�]?c

-
x�m2O)R�[)Pd��R2=�J2 �|

�V%_�O���R 
�1����):%Q�8���	)�%���,QS1��?�2����|9R�u
1����):%Q�8���	)�%���,Q��%��4>|�R ���+ �
sram->write(i,-1);

�`�X�c)f2P)O(Q�T�_)j�R���R%P2b�
�J�|
}
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R�`�[�R�`2R�[2R�])j�R � P?QS��])��\)P?Q�[�],f+j%Pd�y ���� b,[�]%[2R��
1�O�]?c�<)`2R�[��
b%O�]?cK|
R�`�[�V�j�]�a 
�J�|
X�`�b�R%a�`)P�^�R�`�[�R2|
X�`�b�R%a�`)P�^�R�`�[
`)P�i�[�]�^�^)O 
�J�|
�����,`2R�[2R�])j�R � P0[�\)P
P�`�[2R�O�P���])��\)P�b,[�O%X2��[�X�O�P ��R�`2��j�X)^�R�`)a0[�\)P�V%O�P�P�j�R)b,[]%`)^0[�\)P0\�]�b,\�]�O�O�]%WS p[�_�f2P�J
���
V%_�O.��R 
21����):%Q+�,�������,QS1��?�2����|�R�u)1����):%Q+�,�������,Q��%��4>|�R ���+ �
b%O�]?c

->write(i,0);
�V%_�O.��R 
�8������)	2��1��(QS1��?�2����|�R�u%8������)	2��1��(Q��%��4>|�R ���+ �
b%O�]?c

->write(i,0);
�

���01�[�]�O%[�I)N���P�`�[�O)R%P2b�]�V,[)P)O�[�\)P���])��\)P?QAb,[�]�O%[>=�]%`)^�R�`2R�[2R�])j�R � P0[�\)PV%O�P�P�j�R)b,[�b,X2��\
[�\�]%[
P)])��\
P�`�[�O%W�T�_)R�`�[�b�[�_�[�\)P0`)P�i�[
P�`�[�O%W�R�`
[�\)P�V%O�P�P�j�R)b,[

���
V%_�O.��R 

8������)	2��1��(QS1��?�2����|�R0u�8������)	2��1��(Q��%��4>|�R 
�R ��$2 �
����E�O)R�[)P0[�\)P9T�O�P%U�R�_%X�b�T�_)R�`�[)P)O
]�^�^)O�P2b�b0R�`�[�_�c�P,c+_�O%W ���
R)V5��R ��

8������)	2��1��(QS1��?�2���+ �
b%O�]?c

->write(i+7,i-8);
�R)V5��R ��

8������)	2��1��(Q��%��4

-8){����E�O)R�[)P0[�\)P0`)P�i�[�T�_)R�`�[)P)O
]�^�^)O�P2b�b0R�`�[�_�c�P,c+_�O%W ���
b%O�]?c

->write(i+6,i+8);
�

�
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}

R�`�[�T�_)j�j�R�`)ad� X�`�b�R%a�`)P�^�R�`�[9c+]%i��)R(c�P)O+ �
X�`�b�R%a�`)P�^�R�`�[
[2R(c�P)O 
�J�|
X�`�b�R%a�`)P�^�R�`�[�R2|
X�`�b�R%a�`)P�^�R�`�[0U2])j�X)P+|
X�`�b�R%a�`)P�^�R�`�[�T�[�O�|
b,[�O%X2��[���])��\)P?Q+P�`�[�O%W
P�`�[�O%W>|
R�`�[�R�`�[,Q)c+]�b�r+=%b�R � P+|X�`�b�R%a�`)P�^�R�`�[
^)]%[�]�|
X�`�b�R%a�`)P�^�R�`�[�]�^�^)O�|
R�`�[�_�O�^�P)O � N)J���|��\�]�O
])j�jLQ>_%`)P2b�
 ����\�]�O+ 

-1;X�`�b�R%a�`)P�^�R�`�[�V%_�O�m2]�O�^+|
T�O)R�`�[�V5�yzL��_)j�j�R�`)a

-----------------------------------------------------\n");b�R � P 
2N2|V%_�O.��R 
�J�|�R�u�b�R � P+|�R � +){
order[i]=i;

�m)\2R�j%Pd� [2R(c�P)O
u�c+]%i��)R(c�P)O+ �
[2R(c�P)O�����|
[�]�b�r�4)P�j�]%W � I+ �|
V%_�O.��R 

���)	�	?Q)�24�4����21�12|9R0u 
�I	�(�)<�:%Q>�%�������2421 �����)	�	?Q)�24�4����21�12|9R � 
�I+ �
b%O�]?c

-
x�O�P)]�^d��R2= �?U2])j�X)P> �|

b?m�R�[2��\ � U2])j�X)P> �
��]�b�P04��,Q+�,�������,Q)3���	2�,4��+���,�%�.G
T�O)R�`�[�V5�yzL4����(�2�
�,�������93���	2�,4��+���,�%�

----------------\n\
[��%\�O�P)]�^gG � ^>z�=�R� �|]�^�^)O 
�R ��!�|

����82R�`)^0[�\)P���])��\)P
P�`�[�O%W
[�\�]%[
[�\)P
]�^�^)O�T�_)R�`�[�b�[�_9m)\2R���\�b,[�]�O%[�b�]%[�T�[�O����
sram-

x�O�P)]�^d� ]�^�^)O�= �(T�[�O+ �|
sram-

x�O�P)]�^d� T�[�O�= ��^)]%[�]+ �|



 57 

printf("\n\
[)	)_)��]%[2R�_%`5G � i

\
`Sz�=BT�[�O+ �|

����82R�j�j9X%T�[�\)P���])��\)P
P�`�[�O%W�f2P2V%_�O�P�U2])j�R%^)]%[2R�`)a ���
R�`�[,Q)c+]�b�r 
�J,i�8�8�J�J�J�J�J�J�|
P�`�[�O%W5- f+R�[�U�P���[�_�O 

^)]%[�] �0R�`�[,Q)c+]�b�r+|
^)]%[�] 

^)]%[�]
u�u�$�|
P�`�[�O%W5- T�O�_%[�_)��_)j 

^)]%[�] �0R�`�[,Q)c+]�b�r+|
����m�P���]%`�R%a�`�_�O�P
O�P)]�^�R�`)a0[�\)P���_%X�`�[)P)O�b�R�`2�%P�m�P�� O�P
^)_)R�`)a�U2])j�R%^)]%[2R�_%`����

sram-
x�O�P)]�^d� T�[�O���!�= ��^)]%[�]+ �|

P�`�[�O%W5-wb%O)�LQ>]�^�^)O 

^)]%[�]�|
sram-

x�O�P)]�^d� T�[�O���I�= ��^)]%[�]+ �|
P�`�[�O%W5- ^2b,[,Q>]�^�^)O 

^)]%[�]�|
R�`�[,Q)c+]�b�r 
�J,i�8�8�8�8>|
b%O�]?c

-
x�O�P)]�^d� T�[�O��)v2= ��^)]%[�]+ �|

P�`�[�O%W5- ^2b,[,Q�T�_�O%[�

^)]%[�] �0R�`�[,Q)c+]�b�r+|
^)]%[�] 

^)]%[�]
x�x�!	��|
P�`�[�O%W5-wb%O)�LQ�T�_�O%[�

^)]%[�] �0R�`�[,Q)c+]�b�r+|
����E2P
^)_%`�[
`)P�P�^0[�_
O�P)]�^0[�\)P0`)P�i�[�_�O�T�O�P%U0T�[�O�b0R�`
[�\)P�U2])j�R%^)]%[2R�_%` ���
V%_�O�m2]�O�^ 
�T�])�%r�P�[,Q2U2])j�R%^)]%[2R�_%` � P�`�[�O%W>=,_�O�^�P)O�=%b�R � P> �|b%O�]?c

->read(ptr,&data);^)]%[�] 

^)]%[�] �
�YV%_�O�m2]�O�^
u�u
I�Z2 �|
b%O�]?c

->write(ptr,data);������_�m
m2O)R�[)P0[�\)P���])��\)P?Q+P�`�[�O%W�f�])�%r�R�`�[�_�[�\)P�1����):����
// write_

��])��\)Pd� ��P�`�[�O%W>=BT�[�O+ �|
���9	�P�[
[�\)P04�]%[�]�T+j�]%`)P
r�`�_�m
[�\�]%[0m�P�� O�P
^)_%`)P�m�R�[�\
[�\2R)b9P�`�[�O%W ���
sram-

x�m2O)R�[)Pd��R2=�J2 �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�=�J2 �|

break;��]�b�P04��,Q+�,�������,Q����%:���3���	gG
�����)P,c+_�U�P0��`�[�O%W�V%_�O
��])��\)P

-
[�\)P�`�b�P�`)^0[�\)P�j�_�a
_�V�[�\)P
P�`�[�O%W ���
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break;��]�b�P
DONE_REQUEST:

break;^�P2V%]%X2j�[5G
break;

�

�

�

}
/*o%^�P2V�R�`)P�1��)�?Q���������!H�Y!	�Bf+R�[�b2 
o%^�P2V�R�`)P0421��(Q��������
I
o%^�P2V�R�`)P�1��)�?Q)�24�4���v ��v�I�f+R�[�b2 
o%^�P2V�R�`)P0421��(Q)�24�4���Z
o%^�P2V�R�`)P0�������%�)���)	�N �Y$�f+R�[�b2 
*/��� 
�$��
Z�f�W�[)P2b
R�`�[
^)_�P2bwQ)c+]%[2��\ �Yb,[�O%X2��[���])��\)P?Q+P�`�[�O%W��9P�`�[�O%W>=(X�`�b�R%a�`)P�^�R�`�[�R� �
X�`�b�R%a�`)P�^�R�`�[
[�W%T2P+|
X�`�b�R%a�`)P�^�R�`�[0U2])j2|
X�`�b�R%a�`)P�^�R�`�[9c+]�b�r+|
b%O�]?c

->read(i+1,&type);b%O�]?c
->read(i+2,&val);b%O�]?c
->read(i+3,&mask);b?m�R�[2��\ � [�W%T2P> �
��]�b�P�1��)�?Q��������kG
��_%X�[�u�uszy:�]%[2��\2R�`)a�1��)�?Q��������+z�u�u0P�`)^�j2|
R)V5����� P�`�[�O%W5-wb%O)�LQ�T�_�O%[��H�Yb,\�_�O%[S c+]�b�r> �H���Yb,\�_�O%[S wU2])j �H�Yb,\�_�O%[S c+]�b�r> � ���
�J2 �

O�P�[�X�O%`�J�|�����V%])R�j)b
�
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f�O�P)]�r+|
��]�b�P0421��(Q��������kG
��_%X�[�u�uszy:�]%[2��\2R�`)a04��21��(Q��������+z�u�u0P�`)^�j2|
R)V5����� P�`�[�O%W5- ^2b,[,Q�T�_�O%[��H�Yb,\�_�O%[S c+]�b�r> �H���Yb,\�_�O%[S wU2])j �H�Yb,\�_�O%[S c+]�b�r> � ���
�J2 �

O�P�[�X�O%`�J�|�����V%])R�j)b
}f�O�P)]�r+|

��]�b�P�1��)�?Q)�24�4��5G
��_%X�[�u�uszy:�]%[2��\2R�`)a�1��)�?Q)�24�4��Sz�u�u0P�`)^�j2|
R)V5����� P�`�[�O%W5-wb%O)�LQ>]�^�^)O �pc+]�b�r> �H� U2])j �pc+]�b�r> � ���
�J2 �

O�P�[�X�O%`�J�|�����V%])R�j)b
}f�O�P)]�r+|

��]�b�P0421��(Q)�24�4��5G ��_%X�[�u�uszy:�]%[2��\2R�`)a0421��(Q)�24�4��Sz�u�u0P�`)^�j2|
R)V5����� P�`�[�O%W5- ^2b,[,Q>]�^�^)O �pc+]�b�r> �H� U2])j �pc+]�b�r> � ���
�J2 �

O�P�[�X�O%`�J�|����
V%])R�j)b
}f�O�P)]�r+|

��]�b�P0�������%�)���)	gG
��_%X�[�u�uszy:�]%[2��\2R�`)a0��O�_%[�_)��_)j�z�u�u0P�`�[�O%W5- T�O�_%[�_)��_)j0u�usz � P�`�[�O%WS Bm�R�[�\nz�u�u9U2])j0u�usz �YV�R�j�[)P)O+ �z�u�u0P�`)^�j2|

R)V5����� P�`�[�O%W5- T�O�_%[�_)��_)j �H����\�]�O+ c+]�b�r> �H� U2])j �pc
ask))!=0){O�P�[�X�O%`�J�|�����V%])R�j)b

}f�O�P)]�r+|
^�P2V%]%X2j�[5G
T�O)R�`�[�V5�yzyE2P�b,\�_%X2j%^�` ��[�f2P0\)P)O�P

\n");O�P�[�X�O%`�J�|
f�O�P)]�r+|

���_%X�[�u�usz c+]%[2��\)P�^>z�u�u0P�`)^�j2|
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O�P�[�X�O%`�!�|
}R�`�[0U2])j�R%^)]%[)P?QAV�j�_�m ��R�`�[�b%O)�LQ>]�^�^)O�=�R�`�[
^2b,[,Q>]�^�^)O�=%b,\�_�O%[�b%O)�LQ�T�_�O%[>=%b,\�_�O%[
^2b,[,Q�T�_�O%[>=9R�`�[�b�R � P> �b,[�O%X2��[���])��\)P?Q+P�`�[�O%W
P�`�[�O%W>|

R�`�[�_�O�^�P)O � N)J���|R�`�[�R 
�J�|
P�`�[�O%W5-wb%O)�LQ>]�^�^)O 
�b%O)�LQ>]�^�^)O�=
P�`�[�O%W5- ^2b,[,Q>]�^�^)O 

^2b,[,Q>]�^�^)O�|
P�`�[�O%W5-wb%O)�LQ�T�_�O%[�
�b%O)�LQ�T�_�O%[>|
P�`�[�O%W5- ^2b,[,Q�T�_�O%[�

^2b,[,Q�T�_�O%[>|
V%_�O���R 
�J�|9R�u�b�R � P+|�R ���+ �

order[i]=i;
}
print

V5�yzp��]�b�b � � ^>z�=wT�])�%r�P�[,Q2U2])j�R%^)]%[2R�_%` � P�`�[�O%W>=,_�O�^�P)O�=%b�R � P> � �|
}R�`�[�T�])�%r�P�[,Q2U2])j�R%^)]%[2R�_%` �Yb,[�O%X2��[���])��\)P?Q+P�`�[�O%W��9P�`�[�O%W>=�R�`�[�_�O�^�P)O � N)J���=�R�`�[�b�R � P> �X�`�b�R%a�`)P�^�R�`�[�]�^�^)O 
�1����):%Q�8���	)�%���,QS1��?�2����|
R�`�[
[�W%T2P+|
X�`�b�R%a�`)P�^�R�`�[�T�_)j�R���W � N)J�� 
 �(J � |X�`�b�R%a�`)P�^�R�`�[�T�_)j�R���W,QSR%^+|
X�`�b�R%a�`)P�^�R�`�[�R2=
��|
X�`�b�R%a�`)P�^�R�`�[�T�_)j�R���W,Q>]�^�^)O 
�1����):%Q����)	2�����,QS1��?�2����|
X�`�b�R%a�`)P�^�R�`�[
`�X�c�QAV�R�j�[)P)O�b�=%V%_�O�m2]�O�^+|
R�`�[9c+]%[2��\�
�J�|
_�O�^�P)O � J�� 
�J�|V%_�O.��R 
�]�^�^)O�|9R0u
1����):%Q�8���	)�%���,Q��%��4>|�R 
2R ��Z2 �

b%O�]?c
->read(i,&policy_id);R)V5� T�_)j�R���W,QSR%^ ��


-
!2 �

��_%X�[�u�uszy:�]%[2��\2R�`)a�m�R�[�\nz?u�u�T�_)j�R���W,QSR%^
u�u@P�`)^�j2|
R)V5� ^)_�P2bwQ)c+]%[2��\ � P�`�[�O%W>=�R� � �
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policy[policy_id]++;
� P�j)b�P���_%X�[�u�uszp4����21?� � ��:��+�����nz�u�u0P�`)^�j2|

�

�V%_�O.��R 
�_�O�^�P)O � J���=
� 
�J�|
�?u�b�R � P+|
� ����=�R 
�_�O�^�P)O � ���� ����,[�\2R)b�`)P�P�^2b�[�_�f2P0X%T2^)]%[)P�^
b%O�]?c

->read(policy_addr+i*4+1,&num_filters);��_%X�[�u�u
R0u�u0P�`)^�j2|
T�O)R�`�[�V5�yz � ^

\n",policy[i]);

��_%X�[�u�u�`�X�c�QAV�R�j�[)P)O�b�u�u0P�`)^�j2|
R)V5� T�_)j�R���W � R�� 
�
�`�X�c�QAV�R�j�[)P)O�b2 �b%O�]?c

-
x�O�P)]�^d� T�_)j�R���W,Q>]�^�^)O��)R
��Z �)v2= ��V%_�O�m2]�O�^> �|����Lc�P�P�[�b�]
O%X2j%P

��_%X�[�u�uszL8�_�O�m2]�O�^ � z�u�u�V%_�O�m2]�O�^
u�u0P�`)^�j2|O�P�[�X�O%`�V%_�O�m2]�O�^+|
�

�O�P�[�X�O%`�J�|
}

/* ��]�r�P�R�`�]
��_%`�[�O�_)j�T�])�%r�P�[
[�\�]%[�b(T2P���R)V�R%P2b�]�T�_)j�R���W
3+])j�R%^)]%[)P���_%`�[�O�_)j�T�])�%r�P�[�V�R�O�b,[5-
8�_�O0P)])��\�V�R�j�[)P)O
R�`
[�\)P9T�_)j�R���W>=9��])j�j0]�^�^?QAV�R�j�[)P)O

*/R�`�[�]�^�^?QAV�R�j�[)P)O.� 82R�j�[)P)O	�
V�R�j�[)P)O+ �
X�`�b�R%a�`)P�^�R�`�[�R2|
����b,[�]%[2R��
1�O�]?c�<)`2R�[��
b%O�]?cK|
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R)V5� �yV�R�j�[)P)O+ �
O�P�[�X�O%`
���������>|

�

T�O)R�`�[�V5�yz ��^�^�R�`)a0��_)j�R���W
\n");���
b%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|

X�`�b�R%a�`)P�^�R�`�[
a)O�_%X%T%QSR%^+|
���
b,[�]�O%[�b�P)]�O)��\�V%O�_?cs]�^�^)O�[�_
1����):����)	2�����
�%��4>=��LX�c)T+R�`)a
P%U�P)O%W�R
V%_�O.��R 
21����):%Q�8���	)�%���,QS1��?�2����|�R�u 
21����):%Q�8���	)�%���,Q��%��4>|�R 
2R ��Z2 �
b%O�]?c

-
x�O�P)]�^d��R2= ��a)O�_%X%T%QSR%^> �| ���
V�R�`)^0[�\)P
P,c2[%T�W�b�j�_%[

R)V5� a)O�_%X%T%QSR%^ 
�

-
!2 ������m2O)R�[)P0[�_�[�\)P
P,c)T�[�W�b�j�_%[

b%O�]?c
->write(i,filter->policy_id);b%O�]?c
->write(i+1,filter->filter_id);b%O�]
m->write(i+2,filter->filter_value);b%O�]?c
->write(i+3,filter->filter_mask);f�O�P)]�r+|

�

�O�P�[�X�O%`�J�|
}R�`�[�]�^�^?Q�T�_)j�R���W �Yb,[�O%X2��[9��^,c>R�`,QAb,[�O%X2��[��(T�_)j�R���W2R�[)P,ck �

R�`�[�R 
�J�|
V%_�O.��R 
�J�|�R�u,T�_)j�R���W2R�[)P,cd-Y`�X�cSV�R�j�[)P)O�b�|�R ���+ �
add_filter(&(policyitem.filts[i]));

�b%O�]?c
->write(SRAM_POLICY_START+4*number_policies,policyitem.filts[0].policy_id);��_%X�[�u�uszy��X�c)f2P)O
_�V
V�R�j�[)P)O�b�z�u�u�T�_)j�R���W2R�[)P,cd-Y`�X�cSV�R�j�[)P)O�b�u�u0P�`)^�j2|

b%O�]?c
->write(SRAM_POLICY_START+4*number_policies+1,policyitem.numfilters);b%O�]?c
->write(SRAM_POLICY_START+4*number_policies+2,0);b%O�]?c
-
x�m2O)R�[)Pd��1����):%Q����)	2�����,QS1��?�2������Z��,`�X�c)f2P)O(Q�T�_)j�R���R%P2b �)v2=wT�_)j�R���W2R�[)P,cd-�m)\�]%[�[�_�^)_+ �|

`�X�c)f2P)O(Q�T�_)j�R���R%P2b ����|
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}

R�`�[
^�P�j%P�[)P?Q�T�_)j�R���W ��R�`�[�T�_)j�R���W,QSR%^> �
���
V�R�O�b,[���j%P)]�O�[�\)P�V�R�j�[)P)O�[�],f+j%P
_�V�[�\�]%[�T�_)j�R���W>=�[�\)P�`�O�P�j�R�`)r0[�\)P�j�R)b,[
X�`�b�R%a�`)P�^�R�`�[�]�^�^)O 
�1����):%Q�8���	)�%���,QS1��?�2����|
X�`�b�R%a�`)P�^�R�`�[�R 
�J�|
X�`�b�R%a�`)P�^�R�`�[
[)P,c)T�
�J�|
V%_�O.��R 
�]�^�^)O�|�R�u)1����):%Q�8���	)�%���,Q��%��4>|�R 
2R ��Z2 �

b%O�]?c
->read(i,&temp);R)VH� [)P,c)T�
�
�T�_)j�R���W,QSR%^> �

sram->write(i,0);
sram->write(i+1,0);b%O�]?c

->write(i+2,0);b%O�]?c
->write(i+3,0);

�

�

����V�j�X�b,\
[�\)P9T�_)j�R���W
[�],f+j%P �

}

R�`�[�T�_)j�R���W,Q>]�^�^d��R�`�[�T�_)j�R���W,QSR%^+=�R�`�[
`�X�c)f2P)O�=�R�`�[�V%_�O�m2]�O�^> �
R�`�[0U2])j�X)P � !�$�� 
 �(J � |R�`�[�R 
�J�|
b,[�O%X2��[9��^,c>R�`,QAb,[�O%X2��[�]�^�^�R�`

gpolicy;b%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|
��_%X�[�u�u0P�`)^�j0u�u0P�`)^�j0u�u0P�`)^�j0u�u0P�`)^�j2|
cout.flush();��_%X�[�u�usz?�%W%T2P 
�o%^�P2V�R�`)P�1��)�?Q���������!
���H�Y!	�Bf+R�[�b2 

o%^�P2V�R�`)P0421��(Q��������
I
o%^�P2V�R�`)P�1��)�?Q)�24�4���v*v�I�f+R�[�b
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o%^�P2V�R�`)P0421��(Q)�24�4���Z
o%^�P2V�R�`)P0�������%�)���)	�N
z�u�u0P�`)^�j

;��_%X�[�u�uszp��_)j�R���W��,45G�z�u�u�T�_)j�R���W,QSR%^
u�u0P�`)^�j2|
��_%X�[�u�uszp82R�j�[)P)O���X�c)f2P)OkG�z�u�u�`�X�c)f2P)O
u�u0P�`)^�j2|
��_%X�[�u�usz �>j�j�_�m � G�z�u�u�V%_�O�m2]�O�^
u�u0P�`)^�j2|V%_�O.��R 
�J�|�R�u%`�X�c)f2P)O�|�R ���+ �

��_%X�[�u�uszL82R�j�[)P)O�[�W%T2P � z�u�u0P�`)^�j2|��R�`�x�x9U2])j�X)P � v
��R���|
cout.flush();��_%X�[�u�u9U2])j�X)P � v
��R���u�u0P�`)^�j2|
cout.flush();��_%X�[�u�uszL82R�j�[)P)O�3+])j�X)P � z�u�u0P�`)^�j2|��R�`�x�x9U2])j�X)P � v
��R ��!���|
cout.flush();��_%X�[�u�u9U2])j�X)P � v
��R ��!���u�u0P�`)^�j2|��_%X�[�u�uszL82R�j�[)P)O�:�]�b�r � z�u�u�P�`)^�j2|��R�`�x�x9U2])j�X)P �

3*i+2];
cout.flush();��_%X�[�u�u9U2])j�X)P � v
��R ��I���u�u0P�`)^�j2|]�^�^�R�`)a�T�_)j�R���W5-wV�R�j�[�b � R��+- T�_)j�R���W,QSR%^ 
�T�_)j�R���W,QSR%^+|]�^�^�R�`)a�T�_)j�R���W5-wV�R�j�[�b � R��+-wV�R�j�[)P)O(QSR%^ 
0U2])j�X)P � v
��R���|]�^�^�R�`)a�T�_)j�R���W5-wV�R�j�[�b � R��+-wV�R�j�[)P)O(Q2U2])j�X)P 
0U2])j�X)P � v
��R ��!���|]�^�^�R�`)a�T�_)j�R���W5-wV�R�j�[�b � R��+-wV�R�j�[)P)O(Q)c+]�b�r 
0U2])j�X)P � v
�

i+2];
�]�^�^�R�`)a�T�_)j�R���W5-Y`�X�cSV�R�j�[)P)O�b 

`�X�c)f2P)O�|
]�^�^�R�`)a�T�_)j�R���W5-�m)\�]%[�[�_�^)_ 
�V%_�O�m2]�O�^+|
]�^�^?Q�T�_)j�R���W � ]�^�^�R�`)a�T�_)j�R���WS �|

}

R�`�[�V�j�X�b,\,QS��])��\)Pd�y �
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b,[�]%[2R��
1�O�]?c�<)`2R�[��
b%O�]?cK|
T�O)R�`�[�V5�yzL82j�X�b,\2R�`)a
�)])��\)P

\
`Sz� �|

���9a�P�[�b%O�]?c
T�_)R�`�[)P)O�b�]%`)^
O�P
-
R�`2R�[2R�])j�R � P�b%O�]?c
c�P,c+_�O%Wb%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|

����j%P�[ �0f2P0[�\)P0`�X�c)f2P)O
_�V�f�W�[)P2b0R�`
P)])��\���])��\)P
P�`�[�O%W
V%_�O.��R�`�[�R 
�1����):%Q+�,�������,QS1��?�2����|9R�u
1����):%Q+�,�������,Q��%��4>|9R ���+ �

sram-
x�m2O)R�[)Pd��R2=�J2 �|

}

}

R�`�[0m2O)R�[)P?QSj�_�ad�y �
������])j�j%P�^9f�W�T�_)j�R���W,Q�[�],f+j%P?QSj�_�_�r�X%T�]�V,[)P)O0^�P���R%^�R�`)a�R)V�[�\)P)O�P�R)b�]9U�R�_)j�]%[2R�_%`
���,[�]�r�P2b0R�`�]�T�])�%r�P�[
^�P2b���O)R?T�[�_�O
���,`)P�P�^0[2R(c�P2b,[�]?c)T{V,X�`2��[2R�_%`�])j�R�[�W � ]�b�r0�)P,c+]%`�[S 
//5-tuple

}

R�`�[�T�])�%r�P�[2R � P?QSj�_�a?Q�[�],f+j%Pd�y �
}

R�`�[�b�P�`)^?QSj�_�ad�y �
}

R�`�[
�)]�^�^���`�[�O%W �
X�`�b�R%a�`)P�^�R�`�[�]�^�^)O�P2b�b�=
X�`�b�R%a�`)P�^�R�`�[�f+R

tvector,X�`�b�R%a�`)P�^�R�`�[�b%_%X�O)�%P+=
X�`�b�R%a�`)P�^�R�`�[
^�P2b,[>=
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X�`�b�R%a�`)P�^�R�`�[�T�_�O%[�b�=
X�`�b�R%a�`)P�^�R�`�[�T�]�O�]?cK=
X�`�b�R%a�`)P�^�R�`�[�V,X�`2�2=
X�`�b�R%a�`)P�^�R�`�[
`)P�i�[>=
X�`�b�R%a�`)P�^�R�`�[�T�O�P%UA 

{X�`�b�R%a�`)P�^�R�`�[�],T�[�O�|
b,[�]%[2R��
1�O�]?c�<)`2R�[��
b%O�]?cK|
b%O�]?c 
�1����):%Q)�2[�[�])��\ �y �|

sram-
x�m2O)R�[)Pd� ]�^�^)O�P2b�b�=Bf

itvector);
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b ��!�=�b%_%X�O)�%P{ �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b �
I�=�^�P2b,[S �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b �
v2=BT�_�O%[�b2 �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b ��Z�=BT�]�O�]?ck �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b �
N2=�V,X�`2�� �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b � ��=�`)P�i�[S �|
sram-

x�m2O)R�[)Pd� ]�^�^)O�P2b�b ��l�=BT�O�P%UA �|
O�P�[�X�O%`�!

;
}R�`�[9��^,c>R�`,Q>O�P)]�^d�y �
8���	����
V�R�j%P�T�[�O�|
b,[�O%X2��[9��^,c>R�`,QAb,[�O%X2��[
`)P%m�Q�T�_)j�R���W>|
R�`�[�R 
�J�|
��\�]�O	�
b�
9c+])j�j�_)� ��v
��b�R � P)_�V5�Yb,[�O%X2��[9��^,c>R�`,QAb,[�O%X2��[S � �|��\�]�O	��T�[�O�|
R)V5���YV�R�j%P�T�[�O 
�V%_,T2P�` �yzyT�])�%r�P�[,Q>_%X�[%T�X�[Sz0=
z?O+z� � 
�
��)<�	�	> �
T�O)R�`�[�V5�yz(�)]%`�`�_%[�_,T2P�`�T�])�%r�P�[,Q>_%X�[%T�X�[

\n");
�
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���0��\�]�O���V�a�P�[�b5����\�]�O���b�=9R�`�[�b�R � P+=�8���	�� ��b,[�O�P)]?ck �|
R)V5�YV�a�P�[�b5�Yb�=9v
��b�R � P)_�V5�Yb,[�O%X2��[9��^,c>R�`,QAb,[�O%X2��[S �=�V�R�j%P�T�[�O+ 
�
��)<�	�	> �T�O)R�`�[�V5�yz(�)_%X2j%^0`�_%[�O�P)]�^0[�\)P9T�])�%r�P�[�R�`

\n");
�

���(T�O)R�`�[�V5�yz?�%\2R)b0R)b�[�\)P�b,[�O)R�`)a�m�P��LX�b,[�O�P)]�^�R�`5G
\
` � b

\
`Sz�=�b2 �|

���9�)])j�j
1�[�O%[�_�r0[�_�T�]�O�b�P�U2])j�X)P2b0R�`
[�\)P9T�])�%r�P�[ ���
���@��\�]�O���b,[�O%[�_�rd����\�]�O���b�=9��_%`�b,[���\�]�O���^�P�j�R(ck �|
T�[�O 
�b,[�O%[�_�rd�Yb�=
z
z� �|
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