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Code

rec_ipverify.uc

[ R e T
//

// INTEL PROPRIETARY

//

// COPYRIGHT (c) 1998-99 BY INTEL CORPORATION. ALL RIGHTS

// RESERVED. NO PART OF THIS PROGRAM OR PUBLICATION MAY

// BE REPRODUCED, TRANSMITTED, TRANSCRIBED, STORED 1IN A

// RETRIEVAL SYSTEM, OR TRANSLATED INTO ANY LANGUAGE OR COMPUTER

// LANGUAGE IN ANY FORM OR BY ANY MEANS, ELECTRONIC, MECHANICAL,

// MAGNETIC, OPTICAL, CHEMICAL, MANUAL, OR OTHERWISE, WITHOUT

// THE PRIOR WRITTEN PERMISSION OF

//

// INTEL CORPORATION

//

// 2200 MISSION COLLEGE BLVD

//

// SANTA CLARA, CALIFORNIA 95052-8119

//

[ e R e

// rec_ipverify.uc
// IPV4 verify the ip header prior to routing decision

// system: SA1200
// subsystem: IP route microcode

17
// usage: example
// author: dfh 11/8/97
11
// revisions:
11 df h 1/ 12/ 99 bi - endian. lower level macros perform swaps if #define
LI TTLE_ENDI AN
/1 df h 3/ 31/ 00 use ip.uc macros
11
A R LR E T SA1200 microcode--------------------------
// Prerequisite:
I/ rec_nextpac.uc has executed
/1 first 4 longwords of the packet has been read in from reveive FIFO
11
11 register usage at this point
1
/1 Sxfer( MAC DA<31:0>
/1 $xferl MAC DA<48:32> and SA<15:0>
/1 $xfer2 MAC SA<31:0>
11 $xfer3 MAC length and ip version, IHL, TOS
11 protocol _l en datalink payload length
/1 packet _buf _addr address of buffer in sdram where packet will be stored
1 buf _handl e address offset of the current descriptor
11 rec_state fastport flag, packet sequence number, byte enables, eop,
sop
//
#include "ip.uc" ; ip macros

18



// cause insertion of FIREWALL code
/1

//#ifndef FIREWALL

#define FIREWALL

/| #endi f

i p_verify#:
.local sa0l ip_prot ip_sa ip_source_port ip_dest_port arrayAccess
immed[ip_prot, 0] ; this acts as a flag to prevent the real ipverify code being run multiple times

ip_verify2#:

// move second 4 quadwords of receive fifo element to sdram
/1
sdram_r_fifo_rd[packet_buf_addr, rfifo_entry, 4, 4, ASYNC] ; (see stdmac.uc)

read_rfifo2#:
// get the next 6 longwords of the packet from the receive FIFO
// continuing from where layer 2 left off, and wrapping
/1
r_fifo_rd[$xferd, rfifo_entry, 2, 2]
#ifdef LITTLE_ENDIAN
alu[saOl, 0, +16, $xferl, >>16]
#el se
alul[sa0l, 0, +16, S$xferl]
; save sa bytes 0-1 for later merge
#endi f
r_fifo_rd[$xferQ, rfifo_entry, 4, 1], ctx_swap

19

ip_verify[exception, 14] ; ip header starts at byte 14
br >0[ packet _di scar d#]
ctx_arb[vol untary]
ip_modify[14, 14]
#ifdef FIREWALL
alu[--,--,B,ip_prot]
br!=0[firewall_ok#] ;if we've already run the firewall code, Jjust jump past it.
#endi f

i p_ok#:

// R R R L e R R R

// * HBHANOO

/] *

// * ©Now that we're okay, _and_ we have the packet loaded into memory,

// * go ahead and run the firewall code. In general, here's the algorithm:

Il >

/] *

// * 1) Extract all relevant information

// * 2) Lookup the entry in the policy table

/] * If found -> continue.

/] * If not found, add to the cache and request a policy lookup from the control plane
// * 3) Increment counter for this flow

// * 4) (If this is the last packet in a TCP flow, remove the cache entry)

// * 5) Check the rules

// * 6) Drop/Pass based on the rules.

/] *

// R R RS RS R R SRR R R RS R RS E R EEEEE R E R R R RS R R R R R R R R EEEEEEEEE R

#i fdef FIREWALL

20



// insert code here to check if the the packet is for us.

i p_prot_extract[ip_prot,14] //extract ip protocol

ip_sa_extract[ip_sa,14]
ip_source_port_extract[ip_source_port, 14]

(PETH STUFF!)

//extract ip source address
//extract ip source port

ip_dest_port_extract[ip_dest_port, 14] //extract dest port; get da. ip header starts at read xfer byte 14

//
//
//
//
//
//
//
//
/1
//
//
//
//
//
//
//
//
//

ok ok Ok Ok ok b F 3F ok Ok Ok Ok F F Dk O %

/] *
/] *
/] *
/] *
/] *

HBHANOO
Step two in the firewall: go through the flow cache
and see if there are any matches.

Here's what the cache looks like:
char bitvector; (1 byte)
char protocol; //(1 byte)

short int counter; //(2 bytes) - packet counter.

int src_addr; //(4 bytes)
int dst_addr; //(4 bytes)

short int src_port; //(2 bytes)
short int dst_port; //(2 bytes)

int string_ptr; //(4 bytes) - ptr to the string we want to search for in memory

int func_ptr; //(4 bytes) - ptr to the function we give the string to,

21

//for in the packet

used for chaining the hash table:
int next; (4 bytes)
int prev; (4 bytes)

.local compare

to search

// The hash multiplier tells the has unit which bits to use from the input when hashing.

// We want this set to FFFF so that all the bits are used...

immed[$xfer7, OxQ0ffff]
csr[write, $xfer7, hash_multiplier_64_lo], ctx_swap
csr[write, $xfer7, hash_multiplier_64_hi], ctx_swap

it shouldn't

// * in order to use hashing, first create a tuple containing the appropriate

// * information to hash on. After that, traverse through the rest of the list to

// * find the appropriate entry.

/] *

// * Note: only the src and dst address are being used to perform the hash. Although

// * this may not be ideal - it means that we can use the hash_64 function trivially,
/] * and without complication. Since we're handling hash collisions anyways,

/] * affect performance toooo much.

alul[$xferd, --, B, ip_sa]

22



alu[$xfer5, --, B, ip_dal
hashl_64[$xferd], ctx_swap

// we should now have hashed values in $xfer(Q/$xferl. Let's
// just use the 16 LSBs of $xfer(Q to access our array.
.local policyCacheBase

immed[policyCacheBase, 0x2001]

alularrayAccess, --, B, $xferd, <<24]

alularrayAccess, --, B, arrayAccess, >>21] ;24 - 21 = 3 => size of each cache entry is 273=8 32bit-
words wide.

alul[arrayAccess, arrayAccess, +, policyCacheBase]

.endlocal //policycacheBase

.local chaining hashTableHead

alulhashTableHead, --, B, arrayAccess]

cache_| ookup_begi n#:

// do a read_lock ONLY if we are at the head of the hashtable

// this prevents more than one thread trying to look up the same flow at the
// same time. Not very efficient, but prevents problems during addition of
// new cache entries...

al u[--, hashTableHead, XOR, arrayAccess]
br=0[lookup_lock#];lock if we're at the head

sram[read, $xferd4, arrayAccess, 0x0, 1], ctx_swap ;else just do a regular read
br[ 1 ock_done#]

| ookup_| ock#:
sram[read_lock, $xfer4d, arrayAccess, 0x0, 1], ctx_swap ;actual locking

23

| ock_done#:
alu[controlWord, --, B, $xferd]

// if nothing exists at this hash position, we're done - no match!

alu_shf[compare, --, B, controlWord, >>31] ; the MSB of the 1st byte is 1 if this entry is in use
br=0[add_entry_to_cache#], defer[l] ; no entries at all, so add entry to cache...
alu[chaining,--,B, 0x0]

al u[ chai ni ng, - -, B, 0x1]
// now try to match the entry, else proceed in the chain (if it exists)
alu_shf[compare, 0x0, +8, controlWord, >>16]; compare = 2nd MSByte = protocol

alu[compare, compare, XOR, ip_prot]; compare protocol fields...
br!=0[ cache_| ookup_fail #]

sram[read, $xfer5, arrayAccess, 0xl, 3], ctx_swap; load the src/dst address and ports
// compare the source addresses:

alu[compare, ip_sa, XOR, $xfer5]

//if the match was INCORRECT, we'll get a nonzero answer
// so branch

br! =0[ cache_| ookup_fai | #]

// compare the destination addresses:

alu[compare, ip_da, XOR, S$xfer6]

//if the match was INCORRECT, we'll get a nonzero answer
// so branch

24



br

=0[ cache_| ookup_fai | #]

// port information only makes sense IF
// the packet is either UDP or TCP

// so check what the protocol is:
alu[--, ip_prot, XOR, 0x6]

br =0[ check_port s#]

alu[--,ip_prot, XOR, 0x11]

br! =0[ ski p_port s#]

// create a combination of the port info:
check_port s#:

.local ports

alu_shf[ports, 0x0, +, ip_source_port, <<16]
al u[ports, ip_dest_port, OR, ports]

alu[compare, ports, XOR, $xfer7]

//if the match was INCORRECT, we'll get a nonzero answer
// so branch

br!=0[ cache_| ookup_fail #]

.endlocal //ports

ski p_ports#:

// if we reached this far, then all of our TUPLES mat ched.
// now we have to deal with extended features, and then
// deal with a rule match.

sram[unlock, --, hashTableHead, 0, 1]
br[rul e_mat ch#]

25

cache_| ookup_fail #:
// * %k %k %k ok
// come here if any portion of the lookup fails

/1 ie. advance in the chain until we reach the end.
// * Kk K Kk K

sram[read, $xfer5, arrayAccess, 6, 1],ctx_swap ; read in the pointer....

alu[compare, $xfer5, XOR, 0x0]; if the 'next' pointer is NULL,
br=0[add_entry_to_cache#] ; then we need to add this flow to the cache...

alul[arrayAccess, 0x0, B, $xfer5]; else, update the address with the 'next' pointer
br[ cache_| ookup_begi n#]

add_entry_to_cache#:

// * % % k%

// * we reached the end of the cache without a successful match.
// * %k %k %k ok

/] *

// * Here we have to enter code to chain this entry on to the

// * end of the hash table using our 'freelist'.

// * we fill in all the required parameters for the flow, except

26



// * for the bitvector conatining the decision of the policy lookup.

/] *

// * Then we pass this information up to the control plane. The control
// * plane (StrongARM) then does the lookup of this policy and replies
// * to us when it has filled in the fields. At that point, we should be
// * able to continue by checking the result of the policy.

.local memaddr

addCacheEntry [memaddr, arrayAccess, chaining]
alularrayAccess, --, B, memaddr]

.endlocal //memaddr

// * arrayAccess now contains the address of the NEW entry.
/] *
// * ask the control plane to look this entry up...

// each context is assigned two addresses:
// one for a 'function code', and one for
// a 'parameter'

.local pollingAddress

.local tempaddition

immed[pollingAddress, O0x1FF, <<8]
immed[tempaddition, OxEOQ]

alu[pollingAddress, pollingAddress, +, tempaddition]
.endlocal //tempaddition

#define_eval CONTEXTO_OFFSET (FID*8)

#define_eval CONTEXT1_OFFSET (FID*8+2)

#define_eval CONTEXT2_OFFSET (FID*8+4)

27

#define_eval CONTEXT3_OFFSET (FID*8+6)
// context

br=ctx[ 1, pol | _| oc1#]

br=ct x[ 2, pol | _I| oc2#]

br=ct x[ 3, pol | _I| oc3#]

br[start_poll#], defer[1]
alu[pollingAddress, pollingAddress, +, CONTEXTO_OFFSET]

pol | _| ocl#:
br[start_poll#], defer[1]
alu[pollingAddress, pollingAddress, +, CONTEXT1_OFFSET]

pol | _| oc2#:
br[start_poll#], defer[1]
alu[pollingAddress, pollingAddress, +, CONTEXT2_OFFSET]

pol | _| oc3#:
br[start_poll#], defer[1]
alu[pollingAddress, pollingAddress, +, CONTEXT3_OFFSET]

start_pol | #:

// at this point, we should know the correct polling address
sram[read, $xfer5, pollingAddress, 0, 1], ctx_swap

// verfiy that it is free:

alu[--,--,B, $xferb5]

br!=0[start_poll#] ; if, for some reason, the address is nonzero, WAIT.

alu[$xfer6, --, B, arrayAccess]; setup the parameter (the location of our flow cache)
alu[$xfer5, --, B, 0Ox1]; setup the function type

sram[write, $xfer5, pollingAddress, 0, 2], ctx_swap

28



wai t _f or _| ookup#:

nop; just

nop; adding

nop; some

nop; delay

nop; to

nop; give

nop; the

nop; strongarm

nop; time to do a

nop; policy

nop; lookup.

sran| read, $xfer5, pollingAddress, 0, 2], ctx_swap
alu[--, --, B, S$xfer5]
br!=0[wait_for_lookup#], guess_branch

.endlocal //pollingAddress

// so now that they've done the lookup (wohoo!)

// make sure we UNLOCK the hash table head so that some other dudes
// can do a flow lookup....

sram[unlock, --, hashTableHead, 0, 1]

// * now read the first 32bit word into $xferd so that

// * we are consistent with the assumptions of the remaining code...
sram[read_lock, $xfer4d, arrayAccess, 0x0, 1], ctx_swap

Sram[unlock, --, arrayAccess, 0x0,1]

.endlocal //chaining hashTableHead

rul e_mat ch#:

//alularrayAccess, arrayAccess, -, 0x1]; ---HACK---

29
//br[check_permit#] ; ---HACK---
/] *
// * So if we made it this far, that means that we passed
// * all of the tests.
/] *
// * In this case, we have a match, and need to apply
// * the appropriate rule.
// * Note:
// * o first update the counter for this flow...
// * o then remove this flow from the cache if it is
/] * the last packet in a TCP session (approximation)
/] *
// * $xferQ still contains the initial 32bit word, of which
/] * the MSByte looks like this:
/] *
/22
// * |InUse] | | | | |Log|Drop|
/272
/] * 7 6 5 4 3 2 1 0]
/] *

//#define DROP 1
.local counter memlocation controlBits

// update the couters for this flow...

sram[read_lock, $xferd, arrayAccess, 0x0, 1],ctx_swap

alu_shf[compare, 0x0, B, $xfer4d, >>16] //compare contains the upper word
alu[counter, Oxl, +16, $xferd] // increment the lower word by one

alu_shf[$xferd, counter, OR, compare, <<16] // put the two words back together.
sram[write_unlock, $xferd, arrayAccess, 0x0, 1], ctx_swap ; write the updated info

30



br[check_permit#] ; hack - isolate the CACHE REMOVAL CODE

// possibly remove this entry from the cache:

alu[compare, ip_prot, -, 0x6] ;if packet isn't TCP
br!=0[check_permit#]; we're done

tcp_control _extract[compare, 14];get control bits // (defined in ip.uc)
alu[compare, 0x11l, -, compare] ;see if it's a FIN_ACK
br!=0[check_permit#]; if not, we're fine.

// * else:
/] *
/] *
// * Cache_entry removal code:
// * P = previous, N = next
// * 1f(P== NULL) (head)
/] * copyCacheEntry (next, this)
/] * freeCacheEntry(next)
/] * this.previous = NULL
31
// * else
/] * freeCacheEntry(this)
/] *

alu[memlocation, arrayAccess, +, 0x6] ; increment by 6
sram[read, S$xfer5, memlocation, 0x0, 2]

/1 * Now: $xfer5 = next

// * $xfer6 = previous
/] *

alu[--,--, B, S$xferé6]

br!=0[ cache_r enove_not _head#]

// * If we're here, it means that this *is* the head of the list:
copyCacheEntrytoHead[memlocation, $xferb]

freeCacheEnt ry[ $xf er 5]

br[ check_perm t #]

cache_renove_not _head#:
freeCacheEntry[ menl ocati on]

.endlocal //counter memlocation controlBits

//immed[exception, FIREWALL_DESTROY]
//immed[exception, 0]

//immed[compare, DROP]

//alu_shf [compare, compare, AND, controlWord, >>24]
//immed[exception, FIREWALL_DESTROY]
//br[packet_discard#] ; defined in rec_nextpac.uc

//mess with packet to corrupt it, then:
//br[packet_discard#] ; defined in rec_nextpac.uc
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// This means that we're A-okay. The packet is free to go.
.endlocal ; // compare

#endif // FIREWALL
al | _done#:

33
rec | match. uc
[ e R e
//
// INTEL PROPRIETARY
//
// COPYRIGHT (c) 1998-99 BY INTEL CORPORATION. ALL RIGHTS
// RESERVED. NO PART OF THIS PROGRAM OR PUBLICATION MAY
// BE REPRODUCED, TRANSMITTED, TRANSCRIBED, STORED IN A
// RETRIEVAL SYSTEM, OR TRANSLATED INTO ANY LANGUAGE OR COMPUTER
// LANGUAGE IN ANY FORM OR BY ANY MEANS, ELECTRONIC, MECHANICAL,
// MAGNETIC, OPTICAL, CHEMICAL, MANUAL, OR OTHERWISE, WITHOUT
// THE PRIOR WRITTEN PERMISSION OF
//
// INTEL CORPORATION
//
// 2200 MISSION COLLEGE BLVD
//
// SANTA CLARA, CALIFORNIA 95052-8119
//
R e e

// rec_lmatch.uc
// IPV4 longest specific address match

// system: SA1200

// subsystem: IP router microcode
// usage: example

// author: dfh 9/28/97

// revisions:

34



// dfh Feb 28, 2000 use ip.uc macros, ip_da_extract, ip_trieb5_lookup

[/ e e oo SA1200 microcode------=----=--“--“----------

1

// Prerequisite Register Usage:

11 synbo

/1 hi64k_base - base address of 3 adjacent tables:

// 1. 64k entry lookup table, each entry 32 bits, total 256KB
/1 2. 256 entry lookup table, each entry 32 bits, total 1KB
/1 3. many 16 entry trie tables, each entry 32 bits
// route_table_base - sdram route entries 128K x 8 longwords (1MB)

/1 32 byte stride = offset must be shifted left 5

/1 ip_da - 32 bit IP destination address

11

11

// description:

/1 Get the route entry whose ip address has the most specific match with ip_da.

/1 Also known as longest-prefix match.

// lookup result:
// $$route_entry0-3 - 4 longwords of route entry info,

/1 including the forwarding interface and MAC DA
// Algorithm
/1 please refer to IXP1200 Software Reference Manual (SRM)

#include "ip.uc"

.xfer_order $S$xfer(Q S$S$xferl S$S$xfer2 $Sxfer3 $Sxferd $$Sxfer5 $$Sxfer6 $Sxfer?
.operand_synonym $$route_entry0 $$xfer(
.operand_synonym $Sroute_entryl $S$xferl
.operand_synonym $S$route_entry2 $S$xfer2

35

.operand_synonym $S$Sroute_entry3 $S$xfer3
.import_var hié4k_base route_table_base

check_perm t #:

#ifdef FIREWALL

.local compare

immed[compare, 1]

sram[read, $xfer(0, arrayAccess, 0, 1], ctx_swap
alu_shf[--, compare, AND, S$xfer(0, >>24]
br=0[packet_discard#]

br[ip_verify2#] ;branch back up to reclaim all the register space we nmessed up.
. endl oca

#endif // FIREWALL

firewal | _ok#:

rout e_| ookup#:

ip_da_extract[ip_da, 14] ; get
da. ip header starts at read xfer byte 14
ip_trie5_lookupl[route_ent_offset, ip_da, hiédk_base, 0] ; perform longest prefix

mat ch
br!=0[ip_get_route#], guess_branch
immed[exception, IP_NO_ROUTE]
br[packet_discard#]

i p_get _route#:

.local temp_route_base
immed_wO0 [temp_route_base, route_table_base] ; load shared address value
immed_wl [temp_route_base, route_table_base>>16]
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// the transfer from rfifo was done at the top of ipverify, in order to free the rfifo

// we should have the signal back well before now
11

ctx_arb[ sdr anj
rfifo done?

/1 Write thread done as soon as the rfifo element is transferred to sdram

// By the time it turns around and get sot the Receive Scheduler, this thread will be
11

#ifndef RECEIVE16 ; 1f no receive scheduler,

receive threads

fast_wr[3, THREAD_DONE] ; notify receive scheduler

#endi f

#ifdef LAYER4
// do some busywork to emulate layer 4+

element earlier

; 1is transfer from

done

there are 16

with EOP encode

del ay[ 8]
sram[read, $xfer2, temp_base3, 2, 1], ctx_swap
del ay[ 8]
move [$xfer0, Q]
move [$xferl, 1]
move [$xfer2, 0]
move [$xfer3, 1]
hash2_48[$xfer0], ctx_swap ; 2 hash lookups
del ay[ 8]
sram[read, $xfer2, temp_base3, 2, 1], ctx_swap
del ay[ 8]
sram[read, $xfer2, temp_base3, 2, 1], ctx_swap
#endi f
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[ e e e

// get route entry

sdram[read, $$route_entry0, temp_route_base, route_ent_offset, 2], optimize_mem,
alu[output_port, --, b, $Sroute_entry0] ;

enqueue

. endl ocal // temp_route_base

got _out put _port#:

wite_l ayers23#:

// modify layer 2. insert MAC DA from route entry, write first 32 bytes to sdram
move [$$xfer0, $Sroute_entryl] ;

3

#ifdef LITTLE_ENDIAN

alu[$$xferl, $S$route_entry2, +, sall, <<16] ;
merge with sa bytes 0-1
#el se
al u[ $$xferl, sal0l, +, $$route_entry2, <<16] ;
merge with sa bytes 0-1
#endi f
move [$$xfer2, $xfer2]
sdram[write, $$xfer(0, packet_buf_addr, 0, 4] ;
npacket
. endl ocal // sall RunFirewall ip_prot ip_sa ip_source_port ip_dest_port

; rec_enqueue.uc follows
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ctx_swap

save output port for

next hop da bytes O0-

next hop da bytes 4-5: 0

next hop da bytes 4-5: 0

; sa bytes 2-5

write first 32 bytes of modified



firewall.uc

//
//
//
//
//
//
//
//
//
/1
/1
//
//
//
//
//
//
//

R SRR R SRR RS R R SRR R SRR SRS ER SRS SRR R SRR EEEEEEEEEEEEREEEREEREEEEEEEEEEEEEEEEEEEEES]
*
*
*
*
*
*
* firewall.uc
* helper macros for the firewall
system: IXP1200

*
* subsystem: IP microcode

* usage: library macros

* author: hbhanoo, dec 2000
*

*

*

revisions:
R R SRS RS R R SRR R R RS R RS RS EEE R E R E R RS EEEE R R R R R EEEEEEEEE R

#ifndef FIREWALL_UC
#define FIREWALI_UC

//
//

//
//
//

//
//
//
//

* copyCacheEntry
* description: Just copies a fixed number of words from one location to another

* out put s:
* _target
* i nputs:
39
* _source (1f source = 0, then do nothing!)
* example usage:
* copyCacheEntry[ _source, _target]
*

#macro copyCacheEntrytoHead[_target, _source]

// * we're allowed to play with xfer registers 5,6,7 only
/] *

alu[--,--,B, _source]

br =0[ fi ni sh_copyCacheEnt r y#]

sram[read, $xfer5, _source, 0x0, 3
sram[write, $xfer5, _target, 0x0,
sram[read, $xfer5, _source, 0x3, 3

[

[

[

sram[read, $xfer5, _source, 0x6, 1

, ctx_swap ; read first 3 words
1, ctx_swap ; write first 3 words
ctx_swap ; read next 3 words

ctx_swap ; read second last word

1
3
]I
sram[write, $xfer5, _target, 0x3, 3], ctx_swap ; write next 3 words
1
1

sram[write, $xferb5, _target, 0x6,

r
1, ctx_swap ; write second last word

; skip the 'previous' pointer - this should still == 0 if we're at the head

fini sh_copyCacheEntry#:

#endm

// * freeCacheEntry

/] * description: Frees an entry from the cache. Preserves the integerity of all

/] * chains in the cache.

/] * NOTE: The memory associated with this entry is NOT freed.

/] * This task is reserved for the control plane, in the
/] * event that it needs to perform further actions
/] * (such as logging the end of a flow).
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// * out puts:

/] * i nputs:

/] * _addr

/] * example usage:

// * copyCacheEntry[_source, _target]
/] *

#macro freeCacheEntry[_addr]

// * we're allowed to play with xfer registers 5,6,7 only
/] *

.local previous next ptr

alu[--, --, B, _addr]

br =0[ f r eeCacheEnt r yDone#]

alu[next, _addr, +, 0x6]

sram[read, $xfer5, next, 0x0, 2], ctx_swap

alul[next, --, B, $xfer5]
alu[previous, --, B, $xfer6]

alu[$xfer6, --, B, next]
alu[$xfer5, --, B, previous]

alu[--,--,B,next] ; if next
br=0[skip_nextptr#] ; ==0 then skip, else:
alu[ptr, next, +, 0x7]

sram[write, $xfer5, ptr, 0x0, 1], ctx_swap
ski p_next ptr#:

alu[--,--,B,previous] ; if previous
br=0[freeCacheEntryDone#] ; ==0 then skip, else:
alul[ptr, previous, +, 0x6]

41

sram[write, $xfer6, ptr, 0x0, 1], ctx_swap
freeCacheEnt r yDone#:

.endl ocal
#endm

//
//
//
//
//
//
//

addCacheEntry

out put s:

i nputs:

the cache)

/] * example usage:

/! * addCacheEntry[newAddr, currAddr, 1]
/] *

#macro addCacheEntry[_newEntry, _thisEntry, _chaining]

// * we're allowed to play with xfer registers 5,6,7 only
/] *

.local next_free_ptr addrptr

alu[--, --, B, _chaining]

br=0[new_entry_not_required#], defer[l]
alu[_newEntry, --, B, _thisEntry]
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description: Adds a cache entry by grabbing memory from the free pool
and chaining it on to the appropriate place.

_neweEntry ;address of the new entry we added

_thisEntry ;address of current entry
_chai ni ng ;=1 -> chain on to the end

;=0 -> Jjust replace current entry with

(if we are at the first element in



immed[addrptr, 0x2000]

sram[read, $xfer5, addrptr, 0x0, 1], ctx_swap

alu[_newEntry, --, B, $xfer5] jour entry can be stored at the next free location
alul[next_free_ptr, _newEntry, +, 0x6] ;read in the next free entry

sram[read, $xfer5, next_free_ptr, 0x0, 1], ctx_swap ;so we can update the freeptr

alu[next_free_ptr, --, B, $xfer5] ; (just make sure that

alu[$xfer5, --, B, next_free_ptr] ;write bank = read bank)

sram[write, $xfer5, addrptr, 0x0, 1], ctx_swap ;finally update the free pointer for future use
/] *
// * do the fwd/reverse chaining

/] *
aluladdrptr, _thisEntry, +, 0x6]
alu[$xfer5, --, B, _newEntry]; writebank = nextptr

sram[write, $xfer5, addrptr, 0x0, 1], ctx_swap; write the next ptr
alul[addrptr, _newEntry, +, 0x7]

alu[$xfer5, --, B, _thisEntry]; writebank = prevptr

sram[write, $xferb5, addrptr, 0x0, 1], ctx_swap; write the prev ptr
.endlocal // next_free_ptr addrptr

new_entry_not _required#:

.local addrptr outbytel

aluladdrptr, --, B, _newEntry]; copy the new entry's address
/] *
// * WORD O0:
// * char bitvector; (1 byte)
// * char protocol; //(1 byte)
// * short int counter; //(2 bytes) - packet counter.
43
/] *

immed[outbytel, 0x0]

alu_shf[outbytel, outbytel, +, 0x1l, <<31]; set the 'used' bit
alu_shf[outbytel, outbytel, OR, ip_prot, <<16]; copy the protco
alu[$xfer5, --, B, outbytell]

sram[write, $xfer5, addrptr, 0x0, 1], ctx_swap

/] *

// * WORDS 1/2:

// * int src_addr; // (4 bytes)
// * int dst_addr; // (4 bytes)
/] *

aluladdrptr, addrptr, +, 1]
alu[$xfer5, --, B, ip_sal

alu[$xfer6, --, B, ip_dal

sram[write, $xfer5, addrptr, 0x0, 2], ctx_swap
/] *

// * WORD 3:

// * short int src_port; //(2 bytes)

// * short int dst_port; //(2 bytes)

/] *

aluladdrptr, addrptr, +, 2]

alu_shf[outbytel, 0x0, +, ip_source_port, <<16]
aluloutbytel, outbytel, OR, ip_dest_port]
alu[$xfer5, --, B, outbytel]

sram[write, $xfer5, addrptr, 0x0, 1], ctx_swap
.endlocal // addrptr outbytel outbyte2

#endm
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#endif // FIREWALL_UC
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test _init.cpp

/*
to do: vl
1) how many entries in array (Hemant will let us know)
2) First_free_cache_ptr = 0x2000
3) Cache base = 0x2001
4) initialize double linked list on initialization
5) each entry in array should have next ptr initialized to NULL
6) NOTE: cache entry = 8* 32 (bits)
7) for polling

- #define 2 32-bit words (1 words is for the function call (i.e. lookup cache entry =1 , remove cache
entry = 2)
- we signal to Hemant when we're done.

to do:v2
1) finalizing the polling()
2) Finishing the writing cache

*/

/********************************************INCLUDE
****************************************************************/

#include "c:/tornado/target/h/stdio.h"

#include "c:/ixpl200/include/uclo.h"
#include "c:/ixpl1200/include/libd.h"
#include "c:/tornado/target/h/stdlib.h"
#include "c:/ixpl200/include/hal_sram.h"
#include "c:/ixpl200/include/mem _map.h"
#include "c:/tornado/target/h/inetlib.h"
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#include "c:/tornado/target/h/taskLib.h"
#include "unistd.h"

#include "config_1200.h"

#include "net_app.h"

#include "ueng.h"

#include "netinet/in.h"

#include <iostream>

#include <string.h>
/********************************************INCLUDE
****************************************************************/

[ RARKK I KKK KKK KA K AR K KK I ARK KKK AKX KKK KA XK KKK DEF| NEFF XA * ok hkk ko hk ok k kX ko k ok kA Xk ok ok kA Xk ok ko kA Xk hk ok kA Xk kk ok k k ok k ok

KKK KKk kKK Kk kK

#define HASH_ARRAY SIZE 256
/* Hemant will set this address to contain FREELIST_START */
#define CACHE_FREELIST_PTR 0x2000
/* 256 hash array entries, each entry is 32 bytes (256 bits)
each number in hex is 32 bits
each cache entry is 8 numbers in hex
256 * 8 = 2048
2048 in hex = 800
2001 + 800 = 2801
*/

#define SRAM_CACHE_START 0x2001
#define SRAM_CACHE_END 0x2801

/* 6911 possible cache entries */
#define FREELIST_START 0x2802
#define FREELIST_END OxFFA2
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/* each policy takes 4 hex numbers
We set a max of 50 policies
--> 50 * 4 = 200 hex numbers
-->200 dec = C8 hex

*/

#define SRAM POLICY_START 0x10001
#define SRAM_POLICY_END 0x100C9

/* Each filter takes 4 hex numbers */

#define SRAM_FILTER_START 0x100CA
#define SRAM FILTER_END 0x15000

#define SRAM_LOG_START 0x15001
#define SRAM_LOG_END Ox1FFF5

/* Used for Polling */

/* Logic: If we have only 2 registers (1 for the func, 1 for the param),

then we run the risk of head of line blocking. Peter suggests to have

> 1 place to poll so Hemant can dump packets (that are the beginning of a flow)
if they happen to come in a burst

- If have chosen 5 such polling places. That can be increased/decreased.

*/
#define ORDER_ADDRESS
#define POLL_ADDRESS Ox1FFEQO /* Using that thread 1 uses Poll Address, and the paramter uses

the address next over*/
#define NUM_THREADS 12

48



/* well-known values that tell the control plane what function to call */
#define DO_CACHE_VALIDATION 1

#define DONE_REQUEST O

#define DO_CACHE_REMOVAL 2

#define SRC_PORT 1 // (16 bits)
#define DST_PORT 2
#define SRC_ADDR 3 // (32 bits)
#define DST_ADDR 4
#define PROTOCOL 5 // (8 bits)

/*******************************************EFI NE******************************************************

*************/

/********************************************EXTERN
*****************************************************************/

//Function declarations
static SramUnit* sram;
int number_policies;

#if defined(__cplusplus)
extern "C"

{

//extern

extern int init();
extern int initialize_poll_sram();
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extern int initialize_log_sram();

extern int initialize_policy_table();

extern int initialize_cache_table();

extern int polling();

extern int packet_validation(struct cache_entryé&, int *, int);

extern int policy_table_lookup(); // return 0 if allowable; -1 to deny.

extern int policy_decision(char*);

extern struct Admin_struct read_policy_pkt (char*);

extern int add_policy(struct Admin_struct &); //add to policy table; return -1 if error

extern int flush_policy(); //used to flush policy table and all filters

extern int flush_cache(); //flush the cache if new policy is added

extern int write_cache(); //called within policy_table_lookup

extern int write_log(); //called within policy_table_lookup

extern int packetize_log_table(); //called within policy_table_lookup ()
//if after writing a log, the log table is full,
//packetize the table immediately

extern int send_log(); //called by packetize_log_table

extern int stringToHex (char *number);

extern int add_filter(struct Filter *);

extern int policy_add(int,int, int);

extern int validate_flow(int, int, short, short, int);

extern int Admin_read();

}

#endi f

/********************************************EXTERN
*****************************************************************/
struct Filter{

int policy_id; //which policy it belongs to

int filter_id; //type of filter (e.g src port)

int filter_value; //either contains the value or the address (pointer) to the value
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int filter_mask; //applies if masks are necessary (we know if its necessary by looking at the
/lpolicy_id
b

struct Admin_struct({
int whattodo;
int numfilters;
struct Filter filts[6];

/* 12 bytes total
12 * 8 = 106 bits

*/

/* We don't need a previous pointer in policy because we flush the policy table upon deletion of a
policy

*/

struct policy{
int policy_id;
int num_filters;
int next;
int forward; // 1 is forward/ 0 is drop

b

//= 8 * 4 bytes
struct cache_entry({
/* 1st LSB - drop or forward packet
2nd LSB - 1is logging required
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1st MSB - null entry or used
6 bits are still free to be used
*/
char bitvector; //(1 byte)
char protocol; //(1 byte)
short int counter; // (2 bytes) - counts # of packets in flow
int src_addr; //(4 bytes)
int dst_addr; //(4 bytes)
short int src_port; //(2 bytes)
short int dst_port; //(2 bytes)
int string_ptr; //(4 bytes) - ptr to the string we want to search for in memory
int func_ptr; //(4 bytes) - ptr to the function we give the string to, to search for in the packet
int next; //(4 bytes)
int prev; //(4 bytes)
//we will next extra bits to decide what extended functions to call

b

//we log at the end of the flow

struct log{
short int src_port; //(2 bytes)
short int dst_port; //(2 bytes)
int src_addr; //(4 bytes)
int dst_addr; //(4 bytes)
char protocol; //(1 byte)
short int counter;

b

int init () {
/* Note: srv.sin_addr.s_addr is a 32-bit IPv4 address that is
network byte ordered

*/
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int x=0;

struct sockaddr_in srv;

sram = SRAM_Attach();

initialize_policy_table();
initialize_cache_table();

initialize_log_sram();

initialize_poll_sram();

/* Initialize the Free list head ptr */

sram- >write (CACHE_FREELIST_PTR, FREELIST_START);

/* The following is a hack to manual configure pre-hashed values in to
the cache array - note that the base of the cache must be added to these
values

*/

// Hash values:

// 1 0x518

//Do initialization

//1st initialize the filters/policies

//2nd initialize hash array/initialize free cache entries to point to the next guy
//3th initialize log sram

// polling();

}

int initialize_poll_sram() {
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unsigned int i;
for(i = POLL_ADDRESS; 1 <= NUM_THREADS*2+POLL_ADDRESS; i++) {
sram>wite(i,0);

int initialize_log_sram() {
unsigned int i;
for(i = SRAM LOG_START; i < SRAM LOG_END; i++){
sram- >write (i, 0);

}

int initialize_policy_table() {
int i;
unsigned int addr = SRAM_POLICY_START;
static SramUnit* sram;
printf("Clearing Policy Table\n");
sram = SRAM_Attach();

for (i =addr; 1 < SRAM_POLICY_END; i++) {
sram- >write(i, 0);
}
for (i = SRAM FILTER_START; i< SRAM_FILTER_END; i++) {
sram>wite(i,-1);
}

number_policies =0;
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int initialize_cache_table() {
// static SramUnit* sram;
int flag = 0;
unsigned int 1i;
unsigned int nextaddr =0;
/*Initialize the entire cache structure (including the free list
and the hash array) to be 0
*/

for (i =SRAM CACHE_START; i<SRAM CACHE_END; i++) {
sram->wite(i,0);

}

for (i =FREELIST_START; i<FREELIST_END;i++) {
sram->write(i,0);

}

/* Start 256 entries after the cache_start, and initialize the
free list such that each entry points to the next entry in
the free list

*/

for (i= FREELIST START;i < FREELIST END;i = i+8){

/* Write the previous pointer address into memory */

if (i != FREELIST_START) {
sram->Wite(i+7,i-8);

}

if(i != FREELIST_END - 8){
/* Write the next pointer address into memory */
sram->Write(i+6,i+8);

}
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}

int polling(unsigned int maxTimer) {
unsigned int timer=0;
unsigned int i;
unsigned int value;
unsigned int ptr;
struct cache_entry entry;
int int_mask, size;
unsigned int data;
unsigned int addr;
int order[50];
char all_ones = (char)-1;
unsigned int forward;
Printf (MPOLlling-- - === - s s oo mm o oo \n");
size =5;
for (i=0; i<size; i++){
order[i]=i;
}
while(timer < maxTimer) {
timer++;
taskDelay(2);
for(i = POLL_ADDRESS; 1 <= 2*NUM_THREADS + POLL_ADDRESS; i+=2) {
sram- >read (i, &value);
switch(value) {
case DO_CACHE_VALIDATION:
printf ("DOING CACHE VALIDATION ---------------- \n\ tThread: %d",i);
addr = 1i+1;
/* Find the cache entry that the addr points to which starts at ptr */
Sram >read(addr, é&ptr);
Sram >read(ptr, &data);
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/1

printf("\n\tLocation: %x\n", ptr);
/* Fill up the cache entry before validating */
int_mask = 0xFF000000;

entry.bitvector = data & int_mask;

data = data << 8;
entry.protocol =

/* we can ignore reading the counter since we're

Sram >read (ptr+1,
entry.src_addr =
Sram >read(ptr+2,
entry.dst_addr =

data & int_mask;

&data);
data;
&data) ;
data;

int_mask = OxFFFF;
sram- >read (ptr+3, &data);

entry.dst_port =

data & int_mask;

data = data >> 16;

entry.src_port =

data & int_mask;

doing validation*/

/* We dont need to read the next or prev ptrs in the validation */
forward = packet_validation(entry,order,size);
sram- >read(ptr, &lat a) ;

data = data | (forward << 24);
sram->Wite(ptr,data);

/* Now write the cache_entry back into the SRAM */
Wite_cache(sentry, ptr);
/* Let the Data plane know that we're done with this entry */

Sram >write (i, O0)
Sram >write (addr,

br eak;

7

0);

case DO_CACHE_REMOVAL:

/* Remove Entry for cache -

br eak;

case DONE_REQUEST:

br eak;

default:

}

}
}
/*
#define
#define
#define
#define
#define
*/
//= 8 *

br eak;

SRC_PORT
DST_PORT

DST_ADDR
PROTOCOL

4 bytes

1
2
SRC_ADDR 3 (32 bits)
4
5

(16 bits)

(8 bits)
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int does_match (struct cache_entryé& entry,unsigned int i) {
unsigned int type;
unsigned int val;
unsigned int mask;
sram- >read(i +1, & ype);
sram- >read(i +2, &al ) ;
sram- >r ead(i +3, &rask) ;
switch (type) {
case SRC_PORT:
cout << "Matching SRC_PORT" << endl;
if (((entry.src_port & (short)mask)

return O;

}

//fails

A

((short)val &
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then send the log of the entry */

(short)mask)) !=0)

{



break;
case DST_PORT:
cout << "Matching DEST_PORT" << endl;

if (((entry.dst_port & (short)mask) ~ ((short)val &

return 0; //fails

}

break;
case SRC_ADDR:
cout << "Matching SRC_ADDR" << endl;

if(((entry.src_addr & mask) * (val & mask)) !=0){
return 0; //fails
}
break;
case DST_ADDR: cout << "Matching DST_ADDR" << endl;
if (((entry.dst_addr & mask) ~ (val & mask)) !=0){

return 0; // fails
}
break;
case PROTOCOL:

cout << "Matching Protocol " << entry.protocol << " (entry)
if (((entry.protocol & (char)mask) *~ (vals mask))!=0){

return 0; //fails

}
break;
default:
printf ("We shouldn't be here\n");
return 0;
break;
}

cout << "matched" << endl;

return 1;

int validate_flow(int src_addr, int dst_addr, short
struct cache_entry entry;
int order[50];
int i =0;

entry.src_addr = src_addr,
entry.dst_addr = dst_addr;
entry.src_port = src_port;
entry.dst_port = dst_port;
for (i = 0; i<size;i++) {
order[i]=i;

}
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src_port, short dst_port,

(short)mask)) !=0) {

with

printf(“ Pass? %d",packet_validation (entry,order,size));

}

int packet_validation(struct cache_entry& entry,int order[50], int

unsigned int addr = SRAM FILTER_START;

int type;

unsigned int policy[50] = {0};

unsigned int policy_id;

unsigned int i, 3j;

unsigned int policy_addr = SRAM_POLICY_START;

unsigned int num_filters, forward;

int match =0;

order[0]=0;

for(i = addr; i < SRAM_FILTER_END; i=i+4) {
sram- >read(i, &olicy_id);
if(policy_id != -1) {

cout << "Matching with "<< policy_id <<

if (does_match(entry,i)) {

endl;
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<< val << " (filter)"

size) {

int size)

{

<< endl;



policy[policy_id]++;
} else cout << " DOESN'T MATCH " << endl;

}

for(i = order[0], j=0; j<size; j++, i=order[]j]) {
//this needs to be updated
sram- >r ead( pol i cy_addr +i *4+1, &um filters);
cout << 1 << endl;
printf("sd\n", policy[i]);

cout << num_filters << endl;
if (policy[i]==num_filters) {
sram- >read(policy_addr+i*4+3, &forward); //meets a rule
cout << "Forward ? " << forward << endl;
return forward;
}
}

return O;

}

/*
Take in a control packet that specifies a policy
Validate control packet first.
For each filter in the policy, call add_filter

*/

int add_filter(Filter* filter){
unsigned int 1i;
//static SramUnit* sram;
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if(!filter) {
return ERROR;
}

printf ("Adding Policy\n");
// sram = SRAM_Attach();
unsigned int group_id;
// start search from addr to SRAM POLICY END, jumping every i
for (i=SRAM _FILTER_START; i<=SRAM_FILTER_END; i=i+4) {
sram- >read (i, &group_id) ; // find the emtpy slot
if (group_id ==-1) { // write to the empty slot
sram->write(i,filter->policy_id);
sram->write(i+1,filter->filter_id);
sram>wite(i+2,filter->filter_val ue);
sram->Wite(i+3,filter->filter_nask);
break;
}
}
return 0;
}
int add_policy(struct Admin_struct &policyitem) {
int 1 =0;
for (i=0;i<policyitem.numfilters;i++) {
add_filter(& policyitemfilts[i]));
}
sram- >W i t e( SRAM _POLI CY_START+4* nunber _pol i ci es, policyitemfilts[0].policy_id);
cout << "Number of filters " << policyitem.numfilters << endl;
sram- >Wr i t e( SRAM_POLI CY_START+4* nunber _pol i ci es+1, policyitemnunfilters);
sram- >Wr i t e( SRAM POLI CY_START+4* nunber _pol i ci es+2, 0);
sram- >write (SRAM _POLICY_START+4*number_policies+3,policyitem.whattodo);
number_policies++;
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int delete_policy(int policy_id) {
// first clear the filter table of that policy, then relink the
unsigned int addr = SRAM FILTER_START;
unsigned int i = 0;
unsigned int temp =0;
for (i=addr; i<SRAM FILTER_END; i=i+4) {
sram- >read(i, & enp);
if (temp == policy_id) {
sram>wite(i,0);
sram>wite(i+1,0);
sram->wWrite(i+2,0);
sram->wWrite(i+3,0);
}
}
//flush the policy table?

}

int policy_add(int policy_id, int number,int forward) {

int value[l8]= {0};

int i =0;

struct Admin_struct addingpoli cy;

sram = SRAM Attach();

cout << endl << endl << endl << endl;

cout. flush();

cout << "Type = #define SRC_PORT 1 // (16 bits)
#define DST_PORT 2
#define SRC_ADDR 3 32 bits
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#define DST_ADDR 4
#define PROTOCOL 5
" << endl;
cout << " Policy ID: " << policy_id << endl;
cout << " Filter Number: " << number << endl;
cout << " Allow?: " << forward << endl;

for (i=0; i<number; i++) |

cout << "Filter type? " << endl;
cin >> value[3*i];

cout. flush();

cout << value[3*i] << endl;

cout. flush();

cout << "Filter Value? " << endl;
cin >> value[3*i+1];

cout. flush();

cout << value[3*i+1] << endl;
cout << "Filter Mask? " <<endl;
cin >> value[3*i +2];

cout. flush();

cout << value[3*i+
addingpolicy.filts

2] << endl;
[i
addingpolicy.filts[i
[i
[i

.policy_id = policy_id;
.filter_id = value[3*i];
.filter_value = value[3*i+1l];
.filter_mask = value[3*i +2];

addingpolicy.filts
addingpolicy.filts

}

addingpolicy.numfilters = number;
addingpolicy.whattodo =forward;
add_policy(addingpolicy) ;

}

int flush_cache () {
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static SramUnit* sram;

printf ("Flushing Cache\n");

// get sram pointers and re-initialize sram memory
sram = SRAM Attach();

//let X be the number of bytes in each cache entry

for(int i

SRAM_CACHE_START;

sram >write (i,

}

int write_log() {

//called by policy_table_lookup after deciding if there
//takes in a packet descriptor
//need timestamp functionality

/15-tuple

int packetize_log_table()

int send_log() {

int CaddEntry (
unsigned
unsigned
unsigned
unsigned

unsigned
unsigned
unsigned
unsigned
unsigned

{

int
int
int
int

int
int
int
int
int

unsigned int aptr;

static SramUnit* sram;

{

address,

bitvector,

source,
dest,

ports,
param,
func,
next,
prev)

sram = SRAM Attach();

0);

sram >write (address, bitvector);
Sram >write (address
Sram >write (address
Sram >write (address
Sram >write (address
Sram >write (address
Sram >write (address
Sram >write (address

return 1;

}

int Admin_read()
FILE* fileptr;

{

+ o+ o+

1[
2I
3[
4[
5[
6[
7[

source

struct Admin_struct new_policy;

int i = 0;

i< SRAM_CACHE_END;

(ask Hemant)
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char* s = malloc(3*sizeof (struct Admin_struct));

char* ptr;

if ((fileptr = fopen("packet_output"

"rmy)

printf ("Cannot open packet_output\n");

}

== NULL) {
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i4++) {

is a violation



// char *fgets(char *s, int size, FILE *stream);

if (fgets(s, 3*sizeof(struct Admin_struct), fileptr) == NULL) {
printf ("Could not read the packet in\n");
}

//printf ("This is the string we just read in: \n %s \n", s);

/* Call Strtok to parse values in the packet */
// char *strtok(char *s, const char *delim);

ptr = strtok(s, " ");
new_policy.whattodo = atoi(ptr);
printf ("What to do = %$d\n", new_policy.whattodo);

ptr = strtok(NULL, " ");
new_policy.numfilters = atoi(ptr);
printf ("Numfilters = %d\n", new_policy.numfilters);

for(i = 0; i <new_policy.numfilters; i++){
ptr = strtok(NULL, " ");
new_policy.filts[i].policy_id = atoi(ptr);
printf ("Policy_id = %d\n", new_policy.filts[i].policy_id);
ptr = strtok(NULL, " ");
new_policy.filts[i].filter_id = atoi(ptr);
printf ("Filter_id = %d\n", new_policy.filts[i].filter_id);

if (new_policy.filts[i].filter_id ==3 || new_policy.filts[i].filter_id ==4) {
ptr = strtok(NULL, " ");
sscanf (ptr, "%x", &new_policy.filts[i].filter_value);
printf ("IP address values is %$x \n",new policy.filts[i].filter_value);
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ptr = strtok(NULL, " ");
sscanf (ptr, "%x", &new_policy.filts[i].filter_mask);
printf ("IP mask values is %x \n",new_policy.filts[i].filter_nmask);
}
else{
ptr = strtok(NULL, " ");
new_policy.filts[i].filter_value = atoi(ptr);
printf ("IP port/protocol value is %x \n",new_policy.filts[i].filter_value);
ptr = strtok(NULL, " ");
new policy.filts[i].filter_mask = atoi(ptr);
printf ("IP port/protocol mask is %x \n",new_policy.filts[i].filter_value);
}
}
add_policy (new_policy);
free(s);
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