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Controversial Statement:

A good design is a testable 
design



Good Design is about: 
Complexity Management 

&
Communication



Debugging
Content modified from Andreas Zellers’ “Why Programs Fail”
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Worlds’ First Bug





Bugs can be VERY tricky to find



Bugs are expensive to fix, and can cause real harm

Some estimates put financial losses at between $22.2 to $59.5 Billion a year.

People have been hurt, and in some cases even killed (Therac-25, Uber Crash, 
etc)



Overview

1. The programmer creates a defect
2. The defect causes an infection
3. The infection propagates
4. The infection causes a failure



The Curse of Testing

Not every defect causes a 
failure!

Testing can only show the 
presence of errors – not 
their absence. (Dijkstra 1972)



Debugging



Scientific Debugging

Problem 
Description

Code

Failing Run

Alternate Runs

Hypothesis

Prediction

Experiment

Observations +
Conclusion

If Hypothesis supported, refine
Else, new Hypothesis

Fix

Diagnosis

Confirm



Scientific Debugging
Hypothesis:

Prediction:

Experiment:

Observation:

Conclusion:

http://www.cs.cmu.edu/
~mhilton/debugging/
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Activity:
Developing a debugging process




