Feedinghe Hungry CookieMonster
Lab4,CS213,Fall, 1998
Assigned:Nov. 17,Due: Dec.4, 11:59PM

1 Logistics

e Larry Greenfield(leg+cs213@andve) is the primarypoint of contactfor questions.
e Asalways,youmayworkin agroupof upto 2 people.

¢ All filesandprogramsyouwill needarein CLASSDIR/L4/, whereCLASSDIRIs
/afs/cs.cmu.edu/academic/class/15213-f98/

e Any clarificationsandrevisionsto theassignmenwill be postedon the classbboardandWeb page.

e Problem1 of the assignmenmustbe doneon our private ethernetwhich is attachedo interface
pfl on the following Alpha systems:mauveece orangeece periwinkleece purpleece slateece
umberece andwheat.ece

e Sincewe’ll be usingmaron.eceo broadcasto the privateethernetpleasedo not usemaroon.ece
for ary partof theassignment.

2 Intr oduction

A cookiemonsteiis living somavhereonthe CMU internet,patientlywaitingto receve a cookiefrom each
groupin theclass.Your job is to figure out wherethe cookiemonstelivesandwhatcookiehewantsfrom
your group (Problem1), to sendhim his favorite cookie(Problem?2), andfinally to write your own cookie
monster(Problem3).

3 Problem1: Finding the cookie monsterand his favorite cookie

Thelocationof thecookiemonstermndthecookiehewantsfrom eachgroupis containedn acookiemessage
thatis beinginjectedcontinuouslyontoour privateethernet.The cookiemonsterslocationis givenasan|P
hostnameanda TCP port number Eachcookiemessagés a sequencef ethernepacketsgachof which
encapsulatescookienepacketwhoseformatwasdevisedby yourinstructorgwith advicefrom thecookie
monsternf course).Thecookiemessageavill containthe cookiemonsters location,andthe specificcookie
it is expectingfrom your group.

Your taskin Problem1 is (a) to write a packetmonitor basedon the Unix padetfilterinterface,(b) to use
your packetmonitorto reverse-engineghe cookienefprotocol,and(c) to useyour resultsfrom (a) and(b)
to decodehecookiemessage.



Starting the broadcast

We won't startbroadcastinghe cookiemonsters locationandthe cookie he wantsfrom your groupuntil
you sendmail to Larry Greenfieldleg+cs213@andrecmu.edu)wvith thestring“Lab 4 cookierequest’in
the subjectheaderandthe namesandAndrew ID’s of the groupmembersn the messagéody Larry will
tell youwhenthebroadcashasstartedandyour groups number

Notethatthisis a serviceprovidedby arealpersonsodont expectanimmediateresponse.

Writing a packetmonitor

Yourinstructorshave pravidedyouwith aframewvorkin pfr.cthatparseshecommandine argumentsfinds
andopensan availablepacketfilter bindsit to the privatenetwork,andthenreturnsafile descriptorto that
packetfilterthat you canusein subsequentead(2) commandto grabpackets. After it acquiresa file
descriptoffor anopenpacketfilteypfr makegepeatedallsto a pairof emptyreadpa&et()andwritepadet()
routines.

Thepacketfilteprovidesaraw interfaceto the Ethernetayerandallows usto examinepacketsatthelowest
level. Look atthepacketfil  te r(7 ) manpagefor moreinformation.

Your taskin this sectionis to implementthe readpa&et() andwritepadket() routines. Readpaket() should
readpacketauntil it encounters cookienefpacket(type0x0011 in theetherneheader)andthenreturna
pointerto thatpacket.Printpadket()shouldprint theentirepacketin hex format.

An etherneheadehasthefollowing format:

[* ethernet  header */
unsigned char ether_dh ost [6]; /* ethernet dst */
unsigned char ether_sh ost [6]; /* ethernet src */
unsigned short ether_type ; [* packet type */
[* cookienet  packets are type 0x0011 */

You cantestyour initial versionof the packetmonitor by runningyour own instanceof the pfw program,
whichis thesameprogramthatis sendingoutthe cookiemessages:

pfw [-h] [f] [-r<n>]  <port> < <ASCIl file>

Pfwreadsan ASCII file from thestandardnput andwritesit to the privatenetworkasa sequencef oneor
moremessagesEachmessageonsistof the contentsof thefile written asa permutedsequencef rot(n)
encrypteccookienetpacketdargetedto cookieneport<port> . The<port> arguments requiredandis
usedto distinguishyour testmessagefrom your cookie messag@andotherstudentstestmessagesThe
remainingargumentsareoptional:

-h Printsahelpmessage.
-f Printsa continuoussequencef message®rever. Defaultsto sendingpnemessage.

-rn Setstherotationdistancer for therot(r) encryption(describedn thenext section).Defaultston = 0
(i.e,-r0), whichis noencryption.



Sinceatthispointin theassignmenyoudon’t yetknow thecookienepacketformat,youwill havetoignore
the port numberfor now. You mustusethe contentsof your testmessagéo distinguishyour packetfrom
thecookiemessagandtheotherstudentstestmessages.

Reverse-engineeringhe cookienetprotocol

An encapsulatedookienetpacketconsistof a headeranda payload The payloadis a sequencef rot(n)
encryptedASCII charactersA rot(n) encryptiorreplacegachEnglishletterwith thelettern placedorward
alongthe alphabet. The parameter is calledthe rotation distance If ¢ is the plaintext characterd the
encrypteccharacterandn therotationdistancethen

d«"d + (((c-"d") + n)%26)
if ¢ is alowercasdetter,
d+«" A"+ (((c =" A") + n)%26)

if ¢ isanuppercasdetter, and
d+ c

otherwise. For example,y becomesz’ in arot(1) encryptionand’a’ in a rot(2) encryption. Similarly,
'Y’ becomesZ’ in arot(1) encryptionand’A’ in arot(2) encryption. Of courserot(0) corresponds$o no
encryption.

Theheadercontaindour fields (not necessarilyn this order):

e Therot(n) rotationdistance.

e A cookienetport numberthat disambiguatesnessagsequencesentby differentinstanceof pfw.
The cookie messagdor your groupis sentto the sameport numberas your group number For
exmaple,groupl4 getstheir cookiemessagérom port 14.

e A sequenceumberthatgivesthe orderof the packetwithin the message.

e A sizeproportionalto the lengthof the packet. The endof a messagés indicatedby a cookienet
packetwith a sizefield of zero.

Eachfield in the cookienetheader(aswell asthe packettypein the ethernetheader)s storedin network
byteorder(i.e., big-endian).

Your taskin this sectionis usepfw andpfr to reverse-enginedhe cookienejpacketformat.

Decodingthe cookiemessage

Onceyouhavereverse-engineerdtiecookieneprotocol,youshouldwrite thefinal versionof readpagket()
andprintpadet() andthenusethis to decodethe cookie messageavhich is beingcontinuouslysentto the
cookieneiportwith yourgroupnumber

Readpaket() should acceptonly cookienetpacketsthat match the port numberon the commandline.
Printpadket() shouldthenprint eachpacketusingthefollowing format:

printf("%0  4d:%s", seqgno, payload);



where seqnois the cookienetsequencenumberand payloadis a pointerto the plaintext versionof the
cookieneipayload.

Important: Sincewe are doing automaticgrading, you mustoutputthe padetsin this formatto getfull
credit. Also,youshouldnot changetheinterfaceto thereadpaket() and printpadket()routines

4 Problem2: Sendingthe cookie monster his cookie

You taskin this problemis to write a sockets-basedlient program(client.c ) that sendsthe cookie
monsterthe cookie he wantsfrom your groupandwaitsfor areply. The cookiemessagavill have details
aboutformatof the messagé¢o sendto the cookiemonster If you sendhim theright cookie,hewill reply
with the messagstring“Yummy”. If you sendhim thewrongcookiehewill happilyeatit, but he’ll point
outthatit isn't hisfavorite cookie. Onceyou geta“Yummy” replyyouarefinished.Like thebomb,we will
have a web pageshaving eachgroupscurrentstatus.Unlike the bomb,you won't lose pointsfor sending
thewrongcookie.

The cookienetmessagegou interceptin Probleml will describethe cookie protocolin detail—besureto
readit carefully In brief, your client programshouldtakefour aguments:the host(eitherby nameor IP
address)theport, agroupnumberanda cookieto feedto the cookiemonster:

% client cookie.mo nster .net 3212 14 "chocolat e chip cookie"
yummy
%

Your client programshould either print “yummy” if the cookie transferwas successful;'yucky” if the
transferwassuccessfubut the cookiemonsterdidn’t say“yummy”, or “error:” followedby a descriptve
errormessage.

Your client programshouldbe robust: if anerroroccursduringcookietransmissionit shouldreportit to
theuser

Your client programshouldbe written with thestandardJNIX socketcalls. Herearesomesuggestiongor
bvooks:

e UsingC onthe UNIX Systenby David A. Curry. Thisis avery shortO’Reilly book.

e UNIX NetworkProgrammingby W. RichardStevens. Thisis theclassicreferenceandvery compre-
hensve.

¢ Internetworkingwith TCP/IR volumelll by Douglase. ComerandDavid L. Stevens.Thisis avery
comprehensie bookwith alot of examplegincludingmary examplesof concurrenseners).

Thefollowing UNIX manpagesnaybeuseful: gethostbyn ame, socket , andconnect .

In addition,therearemary smallUNIX programghatopensockets.Thefollowing programsareavailable
onAndrew:

e imtest (/afs/andr ew/syste m/src /| ocal/ cyr us/02 8/ imt est/i mtest .c )isapro-
gramthat opensa testconnectiorto an IMAP (InternetMessageAccessProtocol)sener. It was
developedat CMU aspartof the Cyrusproject. (Try imtest  -kp cyrus.and rew.c mu.edu
imap.)



e finger (/afs /an dr ew/syste m/src /I ocal/ fng er /03 O/ fin ger/f in ger .c )examines
informationaboutotherusers.It will openaconnectiorto aremotehostwhentheuserisn’t local (try
finger greenfie @mtn .ru tg ers .e du).

e whois (/afs/andre  w/syste m/src/ lo cal /whoi s/ 013/whoi s. c) queriesan Internet
databaséor informationaboutvariousdomaingtry whois cmu.edu ).

It canbevery usefulto usethetelnet  programto connectdirectly to the cookiemonsterto seehow the
sener reactsdirectly to your queries. You canfeedthe cookiemonstethis way, but you will not receve
ary creditfor this partunlessyouturnin aworkingclientprogram.To usetelnet  to connecto aspecific
port, try:

% telnet  <host> <port>

5 Problem3: Writing your own cookie monster

For this problem,you implementa concurrentcookie monstersener of your own. You mustconform
strictly to the protocolgivento youin Probleml. A concurrensener musthandlemultiple simultaneous
connectionswhichis normallydonewith fork().

Sincewe’re not attemptingto testyour ability to write a parser you may use(at your option) the parser
givenin parser.c

Your sener shouldtakethreeaguments:thefirst specifyingwhatportyour sener will accepiconnections
on,the seconda groupnumberandthethird the cookiemonsters preferredcookiefor thatgroup.

Thesener’s output(to standardut) shouldbe of theform:

% server 3110 11 "chocola te chip cookie"
connection 1. connected

connection 1. hello group 4

connection  2: connected

connection 1. cookie "vanilla cookie": yucky
connection 2. hello group 11

connection  1: closed

connection 2. cookie "chocolat e chip cookie™ yummy
connection  2: closed

In additionto thereferenceébooksabove, you may alsofind the manpagedor bind , accept , andfork
helpful.

Unfortunately sener programsare generallymore complicatedthan client programs. Somereal world
examplesare:

e sendmail (/a fs /an dr ew/ sy ste m/src /| ocal/ sendmail /0 01/ sr c/d aemonc )isthe
majorimplementatiorof SMTP (SimpleMail TransferProtocol),which formsthe basisof internet
mail. (Try telnet  smtp.and rew.c mu.edu smtp.)

e acapd (/afs/ andre w/s ystem/s rc/ lo cal /a capd/ 007/s ock et handl er. cc)isaCMU
implementatiorof ACAP (Application ConfigurationAccessProtocol),whichwasdevelopedaspart
of the Cyrussystem.lt is writtenin C++. (Try telnet  acap.andr ew.cmu.e du acap.)



6 HandIn

Beforehandingin, modify the GROUFile.

Modify your Makefile  to correctly compile your client and sener (the executablesshouldbe named
client andserver ). Youwill beexpectedo handinpfr.c ,client.c , andserver.c . Makesure
they compilewith no additionalfiles besidegheincluded.h files.

Handin your files with thecommand:
make handin NAME=youna me

whereyourname is replacedwith the Andrew ID of thefirst personon your team. Your solutionwill be
copiedto thehandindirectory If you needto submitanothewversionto fix abug, usethecommand

make handin NAME=youna me VERSION=\ers io nnumber

whereversionnu mber startsat 2 andcountsup with eachsubmissioraftertheinitial handin.



