
FeedingtheHungryCookieMonster

Lab4, CS213,Fall, 1998

Assigned:Nov. 17,Due: Dec.4, 11:59PM

1 Logistics

� Larry Greenfield(leg+cs213@andrew) is theprimarypoint of contactfor questions.

� As always,youmaywork in a groupof up to 2 people.

� All files andprogramsyouwill needarein CLASSDIR/L4/, whereCLASSDIRis
/afs/cs.cmu.edu/academic/class/15213-f98/.

� Any clarificationsandrevisionsto theassignmentwill bepostedon theclassbboardandWebpage.

� Problem1 of the assignmentmustbe doneon our privateethernet,which is attachedto interface
pf1 on the following Alpha systems:mauve.ece, orange.ece, periwinkle.ece, purple.ece, slate.ece,
umber.ece, andwheat.ece.

� Sincewe’ll beusingmaroon.eceto broadcastto theprivateethernet,pleasedo not usemaroon.ece
for any partof theassignment.

2 Intr oduction

A cookiemonsteris livingsomewhereontheCMU internet,patientlywaitingto receiveacookiefrom each
groupin theclass.Your job is to figureoutwherethecookiemonsterlivesandwhatcookiehewantsfrom
your group(Problem1), to sendhim his favorite cookie(Problem2), andfinally to write your own cookie
monster(Problem3).

3 Problem1: Finding the cookiemonsterand his favorite cookie

Thelocationof thecookiemonsterandthecookiehewantsfromeachgroupiscontainedin acookiemessage
thatis beinginjectedcontinuouslyontoourprivateethernet.Thecookiemonster’slocationis givenasanIP
hostnameanda TCPport number. Eachcookiemessageis a sequenceof ethernetpackets,eachof which
encapsulatesacookienetpacketwhoseformatwasdevisedby your instructors(with advicefrom thecookie
monsterof course).Thecookiemessagewill containthecookiemonster’s location,andthespecificcookie
it is expectingfrom yourgroup.

Your taskin Problem1 is (a) to write a packetmonitorbasedon theUnix packetfilter interface,(b) to use
yourpacketmonitorto reverse-engineerthecookienetprotocol,and(c) to useyour resultsfrom (a)and(b)
to decodethecookiemessage.
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Starting the broadcast

We won’t startbroadcastingthecookiemonster’s locationandthecookiehewantsfrom your groupuntil
yousendmail to Larry Greenfield(leg+cs213@andrew.cmu.edu)with thestring“Lab 4 cookierequest”in
thesubjectheaderandthenamesandAndrew ID’s of thegroupmembersin themessagebody. Larry will
tell youwhenthebroadcasthasstartedandyour group’snumber.

Notethatthis is a serviceprovidedby a realperson,sodon’t expectanimmediateresponse.

Writing a packetmonitor

Your instructorshaveprovidedyouwith aframework in pfr.c thatparsesthecommandline arguments,finds
andopensanavailablepacketfilter, bindsit to theprivatenetwork,andthenreturnsa file descriptorto that
packetfilterthat you canusein subsequentread(2) commandto grabpackets.After it acquiresa file
descriptorfor anopenpacketfilter, pfr makesrepeatedcallstoapairof emptyreadpacket()andwritepacket()
routines.

Thepacketfilterprovidesaraw interfaceto theEthernetlayerandallowsusto examinepacketsatthelowest
level. Look at thepacketfil te r(7 ) manpagefor moreinformation.

Your taskin this sectionis to implementthereadpacket()andwritepacket()routines.Readpacket()should
readpacketsuntil it encountersacookienetpacket(type0x0011 in theethernetheader),andthenreturna
pointerto thatpacket.Printpacket()shouldprint theentirepacketin hex format.

An ethernetheaderhasthefollowing format:

/* ethernet header */
unsigned char ether_dh ost [6 ]; /* ethernet dst */
unsigned char ether_sh ost [6 ]; /* ethernet src */
unsigned short ether_type ; /* packet type */

/* cookienet packets are type 0x0011 */

You cantestyour initial versionof thepacketmonitorby runningyour own instanceof thepfw program,
which is thesameprogramthatis sendingout thecookiemessages:

pfw [-h] [-f] [-r<n>] <port> < <ASCII file>

Pfw readsanASCII file from thestandardinputandwritesit to theprivatenetworkasasequenceof oneor
moremessages.Eachmessageconsistsof thecontentsof thefile written asa permutedsequenceof rot(n)
encryptedcookienetpacketstargetedto cookienetport<port> . The<port> argumentis requiredandis
usedto distinguishyour testmessagesfrom your cookiemessageandotherstudents’testmessages.The
remainingargumentsareoptional:

-h Printsa helpmessage.

-f Printsa continuoussequenceof messagesforever. Defaultsto sendingonemessage.

-rn Setstherotationdistance� for therot(� ) encryption(describedin thenext section).Defaultsto ��� 0
(i.e, -r0), which is noencryption.
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Sinceatthispoint in theassignmentyoudon’t yetknow thecookienetpacketformat,youwill haveto ignore
theport numberfor now. Youmustusethecontentsof your testmessageto distinguishyour packetsfrom
thecookiemessageandtheotherstudents’testmessages.

Reverse-engineeringthe cookienetprotocol

An encapsulatedcookienetpacketconsistsof a headeranda payload. Thepayloadis a sequenceof rot(� )
encryptedASCII characters.A rot(� ) encryptionreplaceseachEnglishletterwith theletter � placesforward
alongthe alphabet.The parameter� is calledthe rotation distance. If � is theplaintext character,

�
the

encryptedcharacter, and � therotationdistance,then
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if � is anuppercaseletter, and ���
�

otherwise. For example, � becomes’z’ in a rot(1) encryptionand’a’ in a rot(2) encryption. Similarly,
’Y’ becomes’Z’ in a rot(1) encryptionand’A’ in a rot(2) encryption.Of courserot(0) correspondsto no
encryption.

Theheadercontainsfour fields(notnecessarilyin this order):

� Therot(� ) rotationdistance.

� A cookienetport numberthat disambiguatesmessagesequencessentby differentinstancesof pfw.
The cookiemessagefor your group is sentto the sameport numberas your group number. For
exmaple,group14 getstheir cookiemessagefrom port14.

� A sequencenumberthatgivestheorderof thepacketwithin themessage.

� A sizeproportionalto the lengthof the packet. The endof a messageis indicatedby a cookienet
packetwith a sizefield of zero.

Eachfield in thecookienetheader(aswell asthepackettype in theethernetheader)is storedin network
byteorder(i.e.,big-endian).

Your taskin this sectionis usepfw andpfr to reverse-engineerthecookienetpacketformat.

Decodingthe cookiemessage

Onceyouhavereverse-engineeredthecookienetprotocol,youshouldwrite thefinalversionsof readpacket()
andprintpacket()andthenusethis to decodethecookiemessagewhich is beingcontinuouslysentto the
cookienetportwith yourgroupnumber.

Readpacket() shouldacceptonly cookienetpacketsthat match the port numberon the commandline.
Printpacket()shouldthenprint eachpacketusingthefollowing format:

printf("%0 4d:%s", seqno, payload);
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whereseqnois the cookienetsequencenumberand payload is a pointer to the plaintext versionof the
cookienetpayload.

Important: Sincewe are doing automaticgrading,you mustoutputthe packetsin this format to get full
credit. Also,youshouldnot changetheinterfaceto thereadpacket()andprintpacket()routines.

4 Problem2: Sendingthe cookiemonsterhis cookie

You task in this problemis to write a sockets-basedclient program(client.c ) that sendsthe cookie
monsterthecookiehewantsfrom your groupandwaitsfor a reply. Thecookiemessagewill have details
aboutformatof themessageto sendto thecookiemonster. If you sendhim theright cookie,hewill reply
with themessagestring“Yummy”. If yousendhim thewrongcookiehewill happilyeatit, but he’ll point
outthatit isn’t hisfavoritecookie.Onceyougeta“Yummy” replyyouarefinished.Like thebomb,wewill
have a webpageshowing eachgroupscurrentstatus.Unlike thebomb,you won’t losepointsfor sending
thewrongcookie.

Thecookienetmessageyou interceptin Problem1 will describethecookieprotocolin detail—besureto
readit carefully. In brief, your client programshouldtakefour arguments:thehost(eitherby nameor IP
address),theport,agroupnumber, anda cookieto feedto thecookiemonster:

% client cookie.mo ns ter .n et 3212 14 "chocolat e chip cookie"
yummy
%

Your client programshouldeitherprint “yummy” if the cookie transferwas successful,“yucky” if the
transferwassuccessfulbut thecookiemonsterdidn’t say“yummy”, or “error:” followedby a descriptive
errormessage.

Your client programshouldbe robust: if anerroroccursduringcookietransmission,it shouldreportit to
theuser.

Yourclientprogramshouldbewrittenwith thestandardUNIX socketcalls. Herearesomesuggestionsfor
bvooks:

� UsingC on theUNIX Systemby David A. Curry. This is a veryshortO’Reilly book.

� UNIX NetworkProgrammingby W. RichardStevens.This is theclassicreferenceandverycompre-
hensive.

� Internetworkingwith TCP/IP, volumeIII by DouglasE. ComerandDavid L. Stevens.This is a very
comprehensivebookwith a lot of examples(includingmany examplesof concurrentservers).

Thefollowing UNIX manpagesmaybeuseful:gethostbyn ame, socket , andconnect .

In addition,therearemany smallUNIX programsthatopensockets.Thefollowing programsareavailable
onAndrew:

� imtest (/afs/andr ew/ sy ste m/src /l oca l/ cyr us /02 8/ imt es t/i mtest .c ) isapro-
gramthat opensa test connectionto an IMAP (InternetMessageAccessProtocol)server. It was
developedat CMU aspartof theCyrusproject. (Try imtest -kp cyrus.and rew .c mu.edu
imap .)

4



� finger (/afs /an dr ew/ sy ste m/src /l oca l/ fng er /03 0/ fin ger/f in ger .c ) examines
informationaboutotherusers.It will openaconnectionto aremotehostwhentheuserisn’t local(try
finger greenfie @math .ru tg ers .e du).

� whois (/afs/andre w/ sys te m/s rc/ lo cal /w hoi s/ 013/w hoi s. c) queriesan Internet
databasefor informationaboutvariousdomains(try whois cmu.edu ).

It canbevery usefulto usethe telnet programto connectdirectly to thecookiemonster, to seehow the
server reactsdirectly to your queries.You canfeedthecookiemonsterthis way, but you will not receive
any creditfor thispartunlessyouturn in aworkingclientprogram.To usetelnet to connectto aspecific
port, try:

% telnet <host> <port>

5 Problem3: Writing your own cookiemonster

For this problem,you implementa concurrentcookie monsterserver of your own. You mustconform
strictly to theprotocolgivento you in Problem1. A concurrentserver musthandlemultiple simultaneous
connections,which is normallydonewith fork().

Sincewe’re not attemptingto testyour ability to write a parser, you may use(at your option) theparser
givenin parser.c .

Yourserver shouldtakethreearguments:thefirst specifyingwhatport yourserver will acceptconnections
on,theseconda groupnumber, andthethird thecookiemonster’spreferredcookiefor thatgroup.

Theserver’s output(to standardout) shouldbeof theform:

% server 3110 11 "chocola te chip cookie"
connection 1: connected
connection 1: hello group 4
connection 2: connected
connection 1: cookie "vanilla cookie": yucky
connection 2: hello group 11
connection 1: closed
connection 2: cookie "chocolat e chip cookie": yummy
connection 2: closed

In additionto thereferencebooksabove,you mayalsofind themanpagesfor bind , accept , andfork
helpful.

Unfortunately, server programsare generallymore complicatedthanclient programs. Somereal world
examplesare:

� sendmail (/a fs /an dr ew/ sy ste m/src /l oca l/ sen dmail /0 01/ sr c/d aemon.c ) is the
major implementationof SMTP(SimpleMail TransferProtocol),which formsthebasisof internet
mail. (Try telnet smtp.and rew .c mu.edu smtp .)

� acapd (/afs/ andre w/s ys tem/s rc/ lo cal /a cap d/ 007/s ock et handl er. cc ) isaCMU
implementationof ACAP(ApplicationConfigurationAccessProtocol),whichwasdevelopedaspart
of theCyrussystem.It is written in C++. (Try telnet acap.andr ew. cmu.e du acap .)
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6 Hand In

Beforehandingin, modify theGROUPfile.

Modify your Makefile to correctlycompileyour client andserver (the executablesshouldbe named
client andserver ). Youwill beexpectedto handinpfr.c , client.c , andserver.c . Makesure
they compilewith noadditionalfilesbesidestheincluded.h files.

Handin yourfiles with thecommand:

make handin NAME=yourna me

whereyourname is replacedwith theAndrew ID of thefirst personon your team. Your solutionwill be
copiedto thehandindirectory. If youneedto submitanotherversionto fix a bug,usethecommand

make handin NAME=yourna me VERSION=vers io nnumber

whereversionnu mber startsat 2 andcountsupwith eachsubmissionafter theinitial handin.
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