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Abstract

Deep Neural Networks have emerged as powerful tools and are being increasingly de-
ployed in real-world safety critical domains. Despite their widespread success, their com-
plex architecture makes proving any formal guarantees about them difficult. In this paper,
we introduce a way to bridge the gap between the architecture of the network and the high
level properties on its output. Our key insight is that instead of directly proving the safety
properties that are required, we first prove intermediate properties that relate closely to the
structure of the neural net and use them to reason about the safety properties. We build
theoretical foundations for our approach, and provide empirical evidence of its advantages.

1 Introduction

There has been an ever increasing trend of using Deep Neural Networks for vast variety of
machine learning applications [12]. Their widespread success can be attributed to their com-
plex architecture that makes them powerful function approximators, however this also makes
proving formal guarantees about them difficult [11]; which is crucial for their use in many real
world safety critical systems [2]. Present-day networks suffer from a range of problems, in-
cluding lack of explainability [6] and susceptibility to adversarial attacks [13]. These caveats
highlight the need of formal guarantees on the correctness on these networks, especially in safe-
ty/security sensitive areas like autonomous driving, health-care and banking. Identifying how
logical notions of high level correctness relate to the complex low-level network architecture is
a significant challenge [9]; but one that makes advances towards actually understanding the
input-output relation of networks, and subsequently deriving provable guarantees on them.

One such type of guarantee that takes a high-level correctness property and relates it to
the network architecture and weights, is as follows: Given a property P on the output of the
neural network, find a region R (as large as possible) in the input space for which that property
18 guaranteed to hold. Identifying such ‘confidence’-regions is useful in motion planning and
collision-prediction networks, since absence of certain physically possible trajectories in the
guaranteed region helps to identify potential collision courses. Furthermore, the property P
could be designed such that it expresses undesired outputs. This will help in identifying the
regions of input space in which the network is making an error (and therefore requires more
data for these identified parts of the input space).

This problem has been studied via the lens of activation patterns in [7]. Activation patterns
are a natural tool for this because they describe how a ReLLU network breaks up the input space
into piecewise-linear components. The idea of their approach is to start with the activation
pattern of a point in the input space that satisfies the property P, and then repeatedly relax
the pattern by eliminating constraints that are non-essential for property P; enlarging the region
captured. Our main insight, motivated by interpolants [10], is that instead of directly proving
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the safety properties that are required, we first prove intermediate properties that relate closely
to the structure of the neural net and use them to reason about the safety properties.

We flesh out the theory and build the methodology for our approach, and empirically eval-
uate the performance through a set of exploratory experiments, achieving promising results.
By identifying a larger region of the input space that guarantees the property on the output;
we outperform the existing approach, validating the foundations of our work and encouraging
large-scale experiments.

2 Background

Let | € {0,1,--- L} = [0, L] denote layer numbers in the network; where I = 0 is input layer,
1 € [1,L — 1] are hidden layers, and [ = L is the output layer. ReLU activation is applied only
on the hidden layers. Let IN; denote the number of neurons in layer I, for I € [0, L]. Denote
X :=RMo = the input space. And Y := RVt = the output/logit space. Let F: X — ) denote
the trained/static ReLU network in consideration. Then, our goal is : we want to identify a
region R (as large as possible) on the input space, such that the property P is guaranteed to
hold on the output space. That is, R C X such that X € R = P(F(X)).

Note that the region R will be characterized by a logic formula on the input space X which
will be satisfied only by points belonging to R. Here P(Y) is a boolean property and the
argument Y € Y = RM: denotes a placeholder in the output space. The most commonly
sought-after property is ‘class-guarantee’ in classification networks, which is what we’ll focus
on. This property guarantees that the output of the network is a certain class. For instance,
PY)=Yy>Y1)A (Yo >Y2)A--- A (Yo > Yy, 1) guarantees that the output is class-0. Note
that this is property is linear in its argument Y (placeholder for the network’s output).

Before briefly describing the existing approach, we review relevant notation and properties
about activation patterns. A ReLU neuron is considered off when it’s output is zero and on
when it’s output is positive. An activation pattern (denoted o) specifies an activation status
{on/off /dc} for all ReLU neurons. dc denotes “don’t-care”. A dc neuron is unconstrained (can
be on or off). Note that an activation pattern o holds meaning only in the context of the
network F' we're analyzing. So, the dependence on F' will be implicit in our discussion.

For any input X € X, let ox denote the activation pattern dictated by the forward pass of
X on the network F'. Note that the notation ox refers to a particular activation pattern with
X as the input to the network, while the notation o(X) refers to a formula on the input space
with X as the variable/placeholder. Let tuple (I,4) refer to a neuron of the network in layer
I € [1, L] and numbered i € [0, N;). Let A ;)(X) denote the feed-in (before applying ReLU) to
this neuron on applying input X € X to the network. For a pattern o, let o(l,i) € {on/off/dc}
denote what the pattern o dictates on neuron (l,4). Now we can define a formula as

o(X) = /\ A (X) >0 /\ /\ Aupin(X) <0

o(l,i)=on o(l,i)=off

This formula exactly characterizes all points X € & such that ox agrees with o. This means
that V(1,4), o(l,i) #dc = o(l,7) = ox(l,4). Basically, all neurons that are not “don’t-care”
in ¢ must have the same signature in ox also. Denote support(c) = {X € X : o(X) is true}.
We say that 0 — P, if VX € X, 0(X) = P(F(X)). Consider a function checkSAT (o, P)
that returns the truth value of ¢ = P. We say that ¢ is minimal w.r.to property P when
o = P and unconstraining (converting to dc) any neuron in o invalidates P. Minimality helps
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in getting rid of unnecessary constraints, and ensuring that more input points can satisfy the
property, by covering a larger region in the input space. Consider a function FindMinimal(o, P)
which returns a heuristically found minimal o’ such that (¢ = P) = (¢/ = P).

A pattern o is said to be complete if V(1,i),0(l,4) € {on,off}. That is, there are no “don’t-
cares”. Note that ox (activation pattern from forward pass of X on F') is complete. It can be
easily argued ([7] shows this formally) that for a complete pattern o, the output of the network is
an affine function of the input for all support points. That is, there exist W € RN xNo p ¢ RNz
such that VX € support(c), F(X) = W-X+b. Consider a function getWeights(o) which precisely
returns these linear weights W, b corresponding the output of the network for a complete o.

Now with this setup, we describe the approach of [7]. Call this procedure getRegion(P, Xy)
that takes in the property P and a point Xg € X such that P(F(Xy)) is true. Initializing
0 + 0x,, the procedure calls checkSAT (o, P). If true, it relaxes o by calling FindMinimal(o, P).
Else if false, it returns the intersection of o(X) with P(F (X)) = P(W - X +b), since F(X) =
W - X + b for all X € support(c). This is described below.

Algorithm 1: getRegion(P, Xo)

input : Property P and input Xy such that P(F(Xp)) holds

output: Formula Q on X : Q(X) = P(F(X))

0 0x,;

if checkSAT (o, P) then

| return FindMinimal(o, P)
else
W, b = getWeights(o);
return o(X) A P(W.X + b);
end

The justification is as follows. When o =4 P, then we know there are points in support(o)
itself that don’t satisfy P. So the procedure returns the intersection of o(X) and P(F(X)) =
P(W - X +b), since F(X) =W X +b for all X € support(s). On the other hand if c = P,
then we can call the FindMinimal(o, P) procedure to ‘relax’ the activation pattern by removing
constraints that don’t affect P.

There are various heuristics to implement FindMinimal. The most immediate strategy is a
greedy one [7]: Beginning with a complete activation pattern, try to relax layers one by one
starting from the last hidden layer. Once we reach a layer that cannot be relaxed as a whole, try
and relax neurons in this layer individually. Note that our approach is generic and serves as an

improvement over the baseline over any heuristic implementation of the function FindMinimal.

3 Methodology

Now we explain a potential drawback in the existing approach and our solution to alleviate
it. Note that here and throughout this section, we refer to W, b as the result of getWeights(o)
where o is the complete activation pattern with which we start the minimalization procedure.
In the procedure above, if the checkSAT (o, P) call returns false, then the method returns o(X)A
P(W - X +b). In this case no minimisation of o takes place. Note that the property P is high
level and does not consider the architecture of the neural network. There is no general intuition
that the activation pattern corresponds to the property that we are trying to check. Hence, it
is expected that this checkSAT (o, P) call will often return false, and the entire method returns
o(X)ANP(W - X +b) (without any minimalization of the activation pattern). This observation
is backed by our experiments, where this procedure enters the else branch frequently.
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We propose that instead of finding the minimal activation pattern that implies P(Y'), we
should find one that implies an intermediate property I(X,Y’). The condition on I(X,Y’) being
that using I, we should be able to represent/check the property P. In this section consider the
verification of the property P(Y) =Yy > Y] (‘class-guarantee’ in binary classification). We can
simply extend the ideas presented here to multi-class classification by a logical-and of Y > Y7,
Yy > Y5 and so on.

As a motivating example, consider I(X,Y) := (Yo — Y1 = (Wo - X 4+ by — W1 - X — by)).
Here Wy, bg and W1, by are the first and second rows of W, b; and they denote the linear relation
of F(X)p and F(X); respectively with the input X. We know that o = I (because F(X) =
W - X 4+ b for X € support(c)). Therefore, the procedure getRegion when called with I will
never go to the else branch. The algorithm then returns ¢/ = FindMinimal(c, I). Now using the
fact that o’/ = I, we can express a convex formula that implies P as follows:

GX)=d"(X)ANWy- X +by—W7-X —b >0)

Note that VX € X, G(X) = P(F(X)), which is crucial and ensures that the property P
is checkable using the intermediate property I. This approach is similar to the concept of
interpolants introduced in [10]. The idea there is that in order to prove A = B, we prove
A = C and C = B. This has been immensely successful in the context of model checking and
verification of safety properties [1]. The benefit of this approach in this context is that we can
leverage the low level architecture of the neural net to construct such I.

The above illustrates one choice of I. This however was a motivating example, and we can
improve upon it to create another I that captures a larger region of the input space. The reason
is that the above I is a strict equality on the weights and biases, and the differences Wy — W1,
bo — by are highly likely to change as one moves outside the initial activation pattern. To create
the improved I, we update the equality to an inequality and introduce a free parameter ¢ while
still ensuring that the original property is check-able using the intermediate property. This
is done as follows: Let dW = Wy — Wy and db = by — by. Consider I(X,Y) := (Y() -Y >
dW~X+db76). Note that for this I as well ¢ = [ for any € > 0. Therefore, getRegion will return
o’ = FindMinimal(o, I). Now we can express the resultant formula as o/ (X) A (dW - X 4+ db > ¢),
which implies the property P(Y) =Yy > Y7; ensuring that P is checkable using I.

The intuition behind why this particular I is a good way to capture a larger input region is
as follows. We know that for X € support(o), Yo — Y1 = dW - X + db. From the lottery ticket
hypothesis [5], it is clear that there are a lot of neurons in the network that have a very small
effect on the output. Therefore, those neurons will have a small effect on Y, — Y;. We want to
quantify this “small” change by introducing an € relaxation. It might be possible to turn those
neurons from on/off to dc while remaining within the € approximation of Yy — Y;. Hence, it is
expected that FindMinimal(c, I') will be able to find more relaxed activation patterns capturing
larger regions of the input space. Note that this does not guarantee that we will find larger
regions overall, because the final output involves the intersection with the ‘critical hyperplane’
(dW - X +db > ¢). If we keep € too large, we will find a large o’ but the final region might
be small because the ‘critical hyperplane’ becomes more stringent as € increases. On the other
hand, if we keep € too small, we won’t get considerable relaxation in the activation pattern o’.
This trade-off on € is revealed in our experiments also. More importantly, we are able to show
that for a tuned value of the parameter €, our method is able to capture larger regions in the
input space. We illustrate some points of the theory and the advantage of our approach on a
small toy ReLU net in appendix 6.1.

4
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4 Experiments

Goal We conduct various experiments under different settings with the following objectives
in mind (i) Compare our approach against baseline under different evaluation metrics (as de-
fined in [7] and described below) for a practical dataset, network and its properties. (ii) Argue
about the robustness of our approach in choice of initial activation pattern for a given net-
work. (iii) Validate our hypothesis regarding the trade off in the choice of € by conducting all
experiments for a wide range of €’s.

Evaluation Metrics The verification algorithms output an intersection of halfspaces in X
(conjunction of linear inequalities) for which the property to be verified holds. This makes it
difficult to directly measure and compare the performance of algorithms in this domain. Note
that along with the bigger regions in the input space, we are also interested in finding those
regions which carry the maximum probability mass of underlying data distribution. Based on
this, we use two different metrics for evaluations as proposed in [7] : (1) support on training
data, and (2) volume of UA — boxes. The former refers to number of training data points that
lie in the outputted input region. The latter is defined as bounds on each dimension of input
(interval [lo;, hi;] for dimension 4) that lies inside the output region and estimate its size.

Dataset and Network Firstly, note that our approach can be used to verify any neural
network with ReLLU activations trained on any available dataset. We use a classification dataset:
PIMA Indian Diabetes Dataset from UCI repository [4]. The data consists of 9 input features
comprising of skin thickness, glucose level, blood pressure, etc and an output variable for
whether or not the person had diabetes. There are 768 training points. We trained a neural
network consisting of 2 hidden layers with 12 and 10 neurons respectively and ReLU activations.
This network is able to achieve 81% accuracy on using a train-test (85-15) split. This network
has a total of 222 (since 12+ 10 hidden neurons) possible activation patterns however, only 127
of them are realized by the training dataset. Given an initial point in the input space, the goal
of verification is to find the maximum surrounding input region such that the ‘class-guarantee’
property (defined in 2) holds. Given an initial point, we are interested in finding a region such
that ”For every point in the region, the predicted class is same as the given initial point” .

Experimental setting For our implementation of the algorithm, we used Marabou [8] as
the decision procedure in the checkSAT calls. We implemented FindMinimal using a greedy
approach as done in [7], explained towards the end of section 2. We also used cvxpy [3] to
compute under approximation boxes (UA — boxes) to evaluate the identified region in the input
space. The code for the implementation is available here. ! We run the baseline [7] and our
algorithm with different €’s starting from an initial training point in each of the 127 realized
activation patterns of the network. For each activation pattern, we try to find the maximum
input region for the property that the predicted class of the given input is the chosen class
for that region and compute the metrics for it. Figure 1 summarizes our experiments for
comparison of our method with the baseline. It consists of four scatter plots where each red
point corresponds to metric value for the baseline on one of the 127 initial input points while
blue is for our approach. More concretely, if for a particular initial point, if blue point lies
above the red point, this shows that our approach was able to achieve a higher metric value
and hence a better performance than the baseline on that initial point. Since the goal for
property inference is defined for a given random initial point, we want our approach to have
larger metric values(and hence lie above in plot) for as many different input points as possible.
The first two plots correspond to the support in training data metric and the remaining two are
for the log-volume for the UA — boxes. The first plot for each metric shows the performance of

Thttps://github.com/typerSniper/NNInfer/tree/master/Code
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Figure 1: Comparison of our approach and baseline on different metrics for different initial
points from training data. Higher value on any input point indicates better performance (larger
input regions) starting from that point. Blue points (our approach) lie above red points (base-
line) on large number of initial points in both the metrics
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Figure 2: Trends in metric values with change in value of € averaged over different initial points
in the training data

our approach on a fixed hyper-parameter while the second one demonstrates the effectiveness
of our approach if we chose the best hyper-parameter € for each input point. We also plot the
average support and volume over all the points for different values of the logit — factor in 2.
The logit — factor is just a scaled version of € where scale depends on difference in logits of the
initial input point (Xy in getRegion). This is done to make the free parameter more robust to
the actual values weights in the network. In our experiments, logit — factor is what we vary.

Results Our methods show gains over the baseline as shown in Figure 1. Concretely, in 50
out of 127 initial points we begin with, we are able to achieve more training data support of the
identified region, while an equal train support in 41 of the remaining points. This is achieved
at logit — factor = 0.5. This indicates that we are able to identify bigger regions and hence
can reason about the properties for larger number of points from the data distribution. This
effect is compounded significantly if we choose the best € for each input point as visible in the
second and fourth plot in the figure, where for almost all initial inputs, we can achieve larger
volume. We also verify experimentally that in 53 initial points, the baseline is even not able to
call FindMininimal as the property fails to hold true in the initial activation pattern. Since we
guarantee call to FindMininimal in our approach, we demonstrate that we are more robust to
the choice of the initial activation pattern. Figure 2 validates our hypothesis about trends in
choice of €. As mentioned earlier, a large € allows more relaxation of the activation pattern but
reduces the intersection region with the additional constraint of dW - X + db > e. We observe
this trend for all the inputs of the diabetes dataset. Both the plots show a region of increase
followed by a decrease with the best performance achieved at logit — factor = 0.5.

6
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5 Conclusion and Future Work

In this work, we highlight the significance of the use of interpolating properties in verifying
safety properties for neural networks. We build up a methodology by defining an intermediate
property closely related to neural network structure, which subsumes the actual property to be
proven and hence acts as a bridge between the user-desired high-level specification and the low-
level architecture of the network. By conducting preliminary experiments on a small real-world
classification dataset, a ReLU network and with the class dominance property (ie, Yy > Y1), we
demonstrate the merit in this direction of research by outperforming the existing approach. Note
that the theory of interpolants is fairly general and can be extended further to different safety
properties, complex datasets and advanced architectures. These initial encouraging results
motivate us to develop broader theory and do large-scale experiments on different datasets and
benchmarks, networks with convolution and pooling layers, and other safety-critical properties
other than class dominance as future work.
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6 Appendix
6.1 Illustration

In this section we take a very small ReLU neural network and illustrate the theoretical structures
and the advantage of our approach. The input X € R? and the output F(X) € R2. Staying
in R? makes visualization easier. There is one hidden layer with four neurons. We arbitrarily
fix the weights and biases of this network. We're focusing on the ‘class-guarantee’ property,
namely P(Y) =Y, > Y.

Property separator

Figure 3: Homeycomb struc- Figure 4: Our approach with Figure 5: Baseline approach
ture of Activation patterns e=0.1 overlayed on our approach

First we illustrate the “honeycomb” structure of the various activation patterns. Each
point X € R? lies in its activation pattern ox. Note that multiple X’s can have the same
ox. There are a total of 27 such patterns possible where H is the number of hidden neurons.
H = le'!ll N; = 4 in this case. Of course, not all of them will be realizable because the weights
of the network constraint what all activation patterns have a non-empty support. Because each
activation pattern is an intersection of halfspaces, the entire structure of activation patterns
overlayed on the input space (R? here) forms a “honeycomb”-like structure, shown in figure 3.

There will be a separator in this input space for the two classes that we predict. The
separator is the line F(X)y = F(X); and demarcates the regions of each class label. That
separator will pass through some activation patterns, but inside an activation pattern the
separator will be linear (since F(X) is linear). So the class separator is overall piecewise linear
in the space X'. The yellow line in figure 3 plots this separator of the original property, ie, the
line at which P(Y") goes from True to False.

We fix the starting point Xy = (1,0)7 € R? to be the same for both the approaches (marked
red cross in figures 4 and 5). The activation pattern ox, has all 4 hidden neurons fixed. Our
approach is able to relax this to o7, that has only 1 neuron constrained (and other 3 are
dc). We then take the intersection of this region with the ‘critical hyperplane’ defined by
dW - X + db > €. This is illustrated in the figure 4. The blue box is the axis-aligned UA — box
of this region.

The baseline approach is able to relax only 2 neurons out of the initial four to dc. So oy,
has two neurons constrained, shown in figure 5. Its axis-aligned UA — box is shown in black in
figure 5. We can see that our approach captures a bigger region of the input space.
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