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ABSTRACT

Thispaperevaluatestheeffectivenessof keypointmeth-
ods for content-basedprotection of digital images.
Thesemethodsidentify a set of “distinctive” regions
(termedkeypoints)in an imageandencodethemusing
descriptorsthat are robust to expectedimagetransfor-
mations.To determinewhethera particularimagewere
derived from a protectedimage,the keypointsfor both
imagesaregeneratedandtheirdescriptorsmatched.We
describeacomprehensivesetof experimentsto examine
how keypoint methodscopewith threereal-world chal-
lenges:(1) lossof keypointsdueto cropping;(2) match-
ing failurescausedby approximatenearest-neighborin-
dexing schemes;(3) degradeddescriptorsdueto signif-
icant imagedistortions. While keypoint methodsper-
form very well in general,this paperidenti�es cases
wheretheaccuracy of suchmethodsdegrades.

1. INTRODUCTION

Theincreasingavailability of digital multimediacontent
creationandstoragehasled to an explosive growth in
largecollectionsof digital imagery. Theeasewith which
digital imagescanbe copied(without licensing)moti-
vatescontentprovidersto seekschemesto detectunau-
thorizeddistributionanduseof thisdata.A commonap-
proachto theproblemis digital watermarking[3], where
a smallamountof datais imperceptiblyembeddedinto
eachimage. Sucha watermark,when extractedfrom
an image,shouldunambiguouslyidentify the image's
source. Unfortunately, typical watermarkingschemes
canbe defeatedin several ways;somewatermarkscan
bedetectedandremovedby knowledgeableusers,other
watermarksmay be destroyed if the image is slightly
croppedor compressedusing a lossy scheme. This
hasstimulatedresearchin a complementaryapproach
to copyright protection: identi�cation of potentialvio-
lationson thebasisof similarity in imagecontent.

Therehasbeensigni�cant recentresearchon tech-
niques relevant to content-basedcopyright protection

of imagedatabases,particularlyin the context of near-
duplicate detection and sub-imageretrieval [2, 7, 9,
11,12]. Thesesystemstypically employ a traditional
content-basedimageretrieval (CBIR) framework,which
cansuffer from thefollowing two problems.First,many
techniquescalculateandstoreglobal statisticsfor each
image,which is ef�cient but insuf�ciently accurate:re-
call can suffer when a signi�cant transformationper-
turbsglobalstatistics;andprecisioncanbepoorbecause
global statistics,suchashistograms(that arerobust to
geometrictransforms),tendto generatemany falseposi-
tives.Second,thosesystemsthatcomputelocalstatistics
of an image(e.g.,by partitioninganimageinto smaller
pieces)can suffer from low precision[9, 11]. This is
becausesuchsystemstypically concatenateall of anim-
age's local statisticsinto a singlefeaturevectordescrib-
ing theimage.Thematchingthresholdmustbeloosein
orderto allow vectorsderived from a portionof an im-
agetomatchthosegeneratedfromtheentireimage.This
designconsiderationnecessitatesa considerablelossin
the �lter' s speci�city. Approachesthatemploy distinc-
tivelocalfeaturesof theimage,termedkeypoints[8], are
believedto berobustto theseproblemsbecause:(1) they
matchimagesusingonly a smallsubsetof features;and
(2) the keypointsareresistantto imagedistortions[?].
However, naive implementationsof keypoint methods
scalevery poorly with image collection size because
they requirea prohibitive numberof nearest-neighbor
searches.This hasled to systems[1, 7] wherefastap-
proximatenearest-neighboralgorithms,suchaslocality-
sensitive hashing[5], areemployed to enableef�cient
searchof large imagedatabases.This paperevaluates
theperformanceof keypoint methodsfor content-based
protectionof largeimagedatabasesunderextremecon-
ditions.

2. BACKGROUND

Keypoint methodshave recentlydemonstratedsuccess
acrossavarietyof applicationsincludingpanoramicim-
agestitching,robot localization,objectrecognitionand
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Figure 1: Six examples of queries derived from an original: (a) 100x100 crop; (b) colorized (R=95/G=10/B=0); (c)
histogram equalized; (d) gamma corrected (1.7/2.3/0.6); (e) modulated (B=80/S=119/H=100); (f) simulated shade (light
at azim=0� /elev=45� ).

imageretrieval. The basicideacanbe summarizedas
follows: (1) identify distinctive regions in eachimage
usingan interestoperatorin scale-space;(2) represent
theimagepatchsurroundingeachkeypointusinga local
descriptorthatis robustto expectedtransformations;(3)
storeeachkeypoint descriptorin a mannerthatenables
ef�cient matching.

Weemploy theSIFTinterestoperator[8], whichiden-
ti�es a few thousandkeypointsin eachimage,requiring
our systemto storealmosta billion keypointsfor a re-
alistic imagecollection. We usethe PCA-SIFT local
descriptor[6] to generatea 36-dimensionalvector for
thelocalpatchsurroundingeachkeypoint. Experiments
have demonstratedthatkeypointsarereasonablyrobust
to a varietyof commonimagetransformations,suchas
rotation, scaling,af�ne warps,compressionand some
lighting changes[?]. To identify matchingimages,we
�nd keypoints that appearin both imagesandperform
geometricveri�cation to ensurethat the corresponding
keypointsappearin thesamerelative locations.Theuse
of highly-distinctivelocaldescriptorscombinedwith ge-
ometricveri�cation allowsusto treatasmallnumberof
consistentkeypoint matchesasa positive imagematch,
thusmakingour systemhighly robust to cropping,oc-
clusionandcertainformsof distortion.

Our systemrequiresmatchingquerykeypointswith
a large databaseof potential keypoints in a high-
dimensionalspace. Since traditional indexing meth-
odsare infeasiblein this domain,we employ locality-
sensitive hashing(LSH) for ef�cient approximatenear-
neighborqueries[4,5]. LSH usesmultiple hashtables,
eachkeyed by a different randomsubsetof the high-
dimensionalvector. To performa near-neighborquery,
LSH performsprobein eachof the hashtablesandre-

turnstheunionof theseresults.This searchis very ef�-
cientbut only returnsa subsetof thenear-neighborsfor
agivenquery.

This paperbuilds on previouswork [7] thatemploys
a similar schemefor performing sub-imageretrieval.
Given a collectionof copyrighted images,we build an
LSH databaseof thekeypointsin theoriginalimages.To
querythedatabase,weextractkeypointsfrom thequery
image,searchtheLSH databaseandperformgeometric
veri�cation usingtheresultingkeypoints.

The goal of this paperis to evaluatethe applicabil-
ity of our systemfor detectingpotentialcopyright vi-
olations. Speci�cally, we considerthreeproblemsthat
reducethe keypoint matchingaccuracy: (1) the lossof
keypoints due to small query images(either from ex-
tremescalingor signi�cant cropping);(2) thefailureof
approximatenear-neighborsearches(LSH) to �nd all of
the keypointswithin the desireddistanceof the query;
(3) thedistortionof querykeypointsdueto imagemod-
i�cation, asshown in Figure1.

3. EVALUATION

This section evaluates the effectivenessof keypoint
methodsunder different operatingscenariosto iden-
tify conditionswherethey canfail. Theseexperiments
usethe 30,273photographsfrom a commercialcollec-
tion [10] asthesetof datato beprotected.The images
spana large variety of subjectsincluding texture, an-
imals, buildings, peopleand naturalscenery. We ex-
tract the keypoints from theseimages(approximately
758million) andplacethemintoLSHhashtables.These
experimentsuse l=20 hash-tablesand k=450 bits for
eachLSH key. Our systemrejectsimagematchesthat



Size Precision Recall
Scaled

max200 1003/1292(77.6%) 1003/1014(98.9%)
max100 960/1039(92.4%) 960/1014(94.7%)
max50 570/578(98.6%) 570/1014(56.2%)
Cropped
200� 200 927/1152(80.5%) 927/1014(91.4%)
100� 100 724/762(95.0%) 724/1014(71.4%)
50� 50 306/308(99.4%) 306/1014(30.2%)

Table 1: Results on scaled and cropped query images.

contain fewer than four geometrically-consistentkey-
point correspondences.

Werandomlyselect1,014imagesfrom thecollection
to serve as the sourceimagesfor copyright violations.
Weperformseveralexperimentstoexaminethesystem's
failurecharacteristicsfor eachof theproblemsdescribed
above. Eachexperimentmodi�es the sourceimagesto
generateasetof queriesasdescribedbelow.

3.1. Sub-ImageQueries

Theseexperimentsexaminethecasewherethenumber
of keypoints in the query imagesare reducedthrough
extremescalingor cropping. Scaledimagesare gen-
eratedat varioussizes(by �xing the maximumdimen-
sion of the thumbnail)andcroppedimagesarecreated
by choosingan arbitrarylocationin the original image
andextractingsquaresub-imagesof variousdimensions.
In contrastto earlier work [7], this paperfocusesex-
clusively on small queriesasthey prove to be themost
challenging.Table1 presentstheresultsof theseexper-
iments.

Weobserve that,for largerqueryimageswegetgood
recall,but asthequeryimagedecreasesin size(thenum-
ber of keypoints decreases),the recall drops. On the
otherhand,thenumberof falsepositivesdecreaseswith
thesizeof thequeryimage,boostingprecision.

To furtherexaminetheeffectsof LSH andqueryim-
agesizebehindtheseresults,weshow acumulativedis-
tributionof thekeypointsfor aselectionof thesequeries
(seeFigure2). Eachline in thegraphshowsthepercent-
ageof imagesthatcontainat leastthegivennumberof
keypoints. The �rst line (A) shows that themajority of
unmodi�ed imagescontainwell over 50 keypoints.The
remaininglines show the relationbetweenthe number
of keypoints in the scaledquery image(lines B & D)
andthe numberof pointsfound usingLSH (lines C &
E). We seethat scalinggreatly reducesthe numberof
keypointsavailablecomparedto the baseline(A), with
the smaller imagehaving signi�cantly fewer available
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Figure 2: Keypoint distribution for scaled queries

keypoints. We seethat LSH further dropsa signi�cant
fractionof thekeypoints;in particular, acomparisonbe-
tweenlines(D) and(E) shows thatLSH cannot�nd the
minimumkeypoints(4) requiredfor animagematchfor
over40%of theimages,eventhoughmostof thesekey-
pointscouldbefoundthroughexhaustive search.

3.2. Distorted Queries

Theseexperimentsexaminetheeffectsof anaddedcom-
plication:modifying theimagecontentin additionto its
size throughcropping. The robustnessof keypoints to
severalimagetransformationshasbeendemonstratedin
otherwork [?,7]. Here,wefocusontransformsthatper-
form non-uniformmodi�cationsto pixel valuesto stress
the keypoint representation.We modify eachoriginal
queryimage(usingImageMagick)andcropit to thede-
siredsize. Examplesof distortedqueriesareshown in
Figure1.

Table2 summarizestheseresults. Recalldropsdra-
matically on the smallerquery imagesand the distor-
tions further reducethe recall (compareto Table 1).
Equalize andshade have the mostsigni�cant impact.
To derive greaterinsight into theseresults,Figure3 de-
picts the cumulative distribution of keypoints for a se-
lectedsetof distortions.Line (A) is thebaseline;line (B)
shows the distribution after croppingalone; Lines (C)
and(E) show theimpactof thegamma andshade dis-
tortions,respectively. Evenwith exhaustive search,it is
clearthatshademakesit verydif�cult to �nd any match-
ing keypoints. LSH exacerbatesthe problemby fail-
ing to �nd many of theexisting keypoints,asshown by
Lines (D) and(F), As before,exhaustive searchwould
signi�cantly improve the accuracy of the systemunder



CropSize Distortion Precision Recall
200� 200 Colorize 81.4% 86.9%
200� 200 Equalize 80.2% 65.6%
200� 200 Gamma 78.9% 87.4%
200� 200 Modulate 79.6% 90.0%
200� 200 Shade 95.1% 47.4%
100� 100 Colorize 94.1% 60.0%
100� 100 Equalize 95.5% 35.3%
100� 100 Gamma 94.6% 58.7%
100� 100 Modulate 95.0% 65.9%
100� 100 Shade 91.8% 4.4%
50� 50 Colorize 98.5% 18.8%
50� 50 Equalize 100.0% 5.6%
50� 50 Gamma 99.3% 13.4%
50� 50 Modulate 99.2% 23.3%
50� 50 Shade 0.0% 0.0%

Table 2: Precision and recall for distorted query images.

theseextremeconditions,at thecostof runningtime.
eeeendtable

4. CONCLUSIONS

For typical content-protection scenarios (with
reasonably-sizedquery images), our experiments
con�rm that the combinationof keypoints and LSH
gives excellent results. When the experimentsex-
plore the extremeconditions(small query imagesand
challengingimage modi�cations), we �nd that these
techniquesdo not performquite aswell. However, we
know of no existing techniquesthat would perform
betteron thesescenarios.The useof aggressive LSH
parametersexacerbatestheresultsby makingit dif�cult
to matchthefew existingkeypoints.Furtherexploration
of LSH parametersandothernear-neighbortechniques
couldimprove accuracy.

5. REFERENCES

[1] S. Berrani, L. Amsaleg, andP. Gros. Robust content-
basedimagesearchesfor copyright protection.In Proc.
ACM WorkshoponMultimediaDatabases, 2003.

[2] E. Chang,J. Wang,C. Li, andG. Wiederhold. RIME:
A replicatedimagedetectorfor theworld-wideweb. In
Proc.SPIE, 1998.

[3] I. Cox,J.Bloom,andM. Miller. Digital Watermarking:
PrinciplesandPractice. MorganKaufmann,2001.

[4] A. Gionis,P. Indyk, andR. Motwani. Similarity search
in high dimensionsvia hashing.In Proc. Intl. Conf. on
VeryLargeDatabases, 1999.

0

10

20

30

40

50

0.00 0.20 0.40 0.60 0.80 1.00
Percent of Files

C
um

. D
is

t. 
of

 K
ey

po
in

ts

Base (A) 100-crop (B)
100-gamma (C) 100-gamma-LSH (D)
100-shade (E) 100-shade-LSH (F)

A B C D

E

F

Figure 3: Keypoint distribution for distorted queries.

[5] P. Indyk and R. Motwani. Approximate nearest
neighbor—towardsremoving the curseof dimensional-
ity. In Proc.SymposiumonTheoryof Computing, 1998.

[6] Y. KeandR.Sukthankar. PCA-SIFT:A moredistinctive
representationfor localimagedescriptors.In Proc.IEEE
ComputerVisionandPatternRecognition, 2004.

[7] Y. Ke, R. Sukthankar, and L. Huston. Ef�cient near-
duplicateandsub-imageretrieval. In Proc. ACM Conf.
onMultimedia, 2004.

[8] D. Lowe.Distinctiveimagefeaturesfromscale-invariant
keypoints. Intl. Journalof ComputerVision, 2004.

[9] J. Luo and M. Nascimento. Contentbasedsub-image
retrieval via hierarchicaltreematching. In Proc. ACM
WorkshoponMultimediaDatabases, 2003.

[10] Media Graphics International. 270,000 Multimedia
GraphicsPack,1998.

[11] N. Sebe,M. Lew, andD. Huijsmans. Multi-scalesub-
imagesearch.In Proc.ACM Conf. onMultimedia, 1999.

[12] D. Zou,C.Wu,G.Xuan,andY.-Q.Shi.A content-based
imageauthenticationsystemwith losslessdatahiding.In
Proc. Intl. Conf. onMultimediaandExpo, 2003.


