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Obfuscate

Obfuscate \ Ob*fus” cate \:

To make so confused or opaque as to be difficult to perceive or
understand

(American Heritage Dictionary)
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Obfuscating a Program

e ODbfuscating a program: making the program impossibly dif-
ficult to understand (to both humans and computers)

e ODbfuscator: a “compiler’” that makes program “unreadable”

P1 Obfuscator P2

"clear" "unreadable
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What do Obfuscators Look Like?

gcc converts any program into a “human-unreadable”

£

prog.d

"human-readable"

gcc

e

prog.c

"human—-unreadable

form.



What do Obfuscators Look Like?,
cont’d

People who won the International Obfuscated C Code Contest

int q,P,W,Z,X,Y,r,u;char E[U][U][T+1],D[T];Window J;GC k;XEventw;Display*i; v(c,j ,K){
char*P=E[c] [j],*X,g=0;double A=0,F=0,m[T];a;K<U&&*P;){m[gl=strtod(P,&X);a g=-1;++q <g;
F+=%P==647¢:0,A=%P==337e>A7 e:A :0);0 isupper(*P)*isdigit(P[1])){o v(*P-65,atoi(P+1),K+1))
goto ij;a m[g++]=atof (D) ;P++&&isdigit(*P););}else o P-X){g++;P=X;}telse{i(=)i(+)i(-)i(*)

i(/)o *P-32)goto i;P++;}}o!--g)return!sprintf(D,"%10.2f",*m);i:a;A&&q--;XFillRectangle(
i,J,k,(n+q)*Q+S,s*S+S-K,Q/2,K) )K=Q*e/A;a;q—-&&F;A+=e){o q%2)t(White)XFillArc(i,J,k,I t(Black)
b(Arc)I}return!!strcpy(D,E[c][j]);}tmain(){read(q,E,z);i=X0penDisplay(0) ;k=XCreateGC(1i,
J=RootWindow(i,W),Z,0); XSelectInput(i,J=XCreateSimpleWindow(i,J,P,q,M,H,r,u,WhitePixel
(i,X)) ,ButtonPressMask|KeyPressMask|ExposureMask) ;a XMapWindow(i,J);;b(String)S,S,d,P=strlen
(d))){XNextEvent (i,&w) ;XLookupString(&w.xkey,D,1,&q,0) ;q&96&&q<1287d[P++]=q 1 C ? Y-- 1 L

? Y++ 1 V?X++ 1 _ ?d[--P]=0 1 0&&X ? X--:P;o0 w.type==ButtonPress){X=r+(w.xbutton.x-S)/Q;
Y=u+w.xbutton.y/S-1;}X%=26;a X>r+p?r++ :X;X<r;r--);Y}=U;o Y<1)Y=1;a;9== R;exit(write(l ,E,z)));
a Y>u+G ? ut+ :u; Y<=u; u--); XClearWindow(i,J);a Z=u+l;sprintf(D,"%3d" ,Z)&&Z<=u+G;Z++)
{b(String)0, (s+2)*S-B,D,3) ;alkW=r;W<=r+p;b(String)n*Q+S+N,S*2-B,D,1) ,W++) {)ib(Rectangle)n*Q+S,
s¥S+S,Q,S8) ;v(W,Z,0) ;b(String)n*Q+S+N, (s+2)*S-B,D,strlen(D)) ; *D=65+W; } }b (Rectangle) (X-r)*Q+S
+1,(Y-u) *S+S+1,Q-2,S-2);}}
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Why do People do Obfuscation?

o [

e ecurity through obscurity
“If you don t understand it, you can t mess around with it.”

e Intellectual Property Protection
“If you don t understand it, you can t steal it.”

e



Who Makes Obfuscators?

e Cloakware.com
“Tamper esistant oftware”

e iCcrosoft
Protecting parts of its O from reverse engineering.
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This Talk

e investigate the theoretical notion of program obfuscation.

° hat are obfuscators
° hy do we want them so badly

o hy are they too good to be true



What is an Obfuscator? Intuitions

e An Obfuscator is an efficient, randomi ed compiler.

Random Bits

:

P1 Obfuscator P2

"clear" "unreadable

e 1 and 2 compute the same function.

e 2 isS unreadable.
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Unreadable Programs?

A program is always e ecutable.
ut what does it mean to say it is unreadable

e need to make a distinction between l|lack o0 es and source
codes ...
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What can you do ith a Black Bo 7

<

mysterious.o

ery limited information...
e Input-output behavior
e unning time
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What can you do

iIth the source code?

o

mysterious.cC
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A Source Code Analy er Can do More

tatic Analysis: basic blocks, variable usage .
Dynamic Analysis: stacks, program oOw .
fficiency Analysis: statistics, hot-spots ...

utational Analysis: change fragments of the program.
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Ana and BAnNna

e are interested in 2 types of polynomial-time analy ers:
e Ana is a source-code analy er that can read the program.
Ana( )

e Ana is a black-bo analy er that only queries the program
as an oracle.

Ana (- ()
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Ana s BANa

Ana seems more powerful than Ana...
e Ana can simulate Ana.

e Furthermore, Ana can obtain information that Ana cannot
get, like the prgram ow.

Is it true that Ana is always strictly more powerful than Ana,
even for programs that are deliberately rendered “unreadable”
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Case Study Ho to Make Instruction
Trace Useless

Instruction Trace: The sequence of the instructions e ecuted.

irtual achine: An “interpreter’ that e ecutes the input pro-
gram.

Virtual Machine

Program :
S registers

while(1){

| oad r0, O0x24 fectch_inst

add r0, r1 1 decode_inst

\ _INS{je—— memor

J unp 0x20 execute_inst Y
}




P1

lazy compile

P1

Virtual Machine

P2




P1

lazy compile

P1

Virtual Machine
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Random Bits

:

P1 Obfuscator P2

"clear" "unreadable









A P K
P K S
plaintext
L]
Owncmoﬁmé
key [ encryptor
(fixed)
ciphertext













AF m D










e 7

source code
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source code
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STEP 1: generate the source code for ID. string ID ="
ID(char *y){\
const int b = 0;\
cannibal(char* y, int b){ Int my_variable;\
Int my_variable; . .
1
} 5

STEP 2: run cannibal on ID to get the secret.

7 secret = cannibal(ID, 1);
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