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Coupling Policy with Mechanism:
CVE-2012-0493

Symantec Endpoint Protection ... does not
properly perform bounds checks of the
contents of CAB archives, which allows
remote attackers to ... execute arbitrary

code via a crafted file.
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How to fix Monolithic Systems”?

Distributed File Systems | Smarter Infrastructure

« Guest Support « Zero Configuration

* Per-OS Implementation| « Generalizable Interface

« Tightly Coupled * Loosely Coupled

o Still Monolithic » Separates Policy and Mechanism
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Not General

Not Independent

Cloud
Customers

Cloud
Infrastructure

VMM Observable
ﬁ v Generalizable
- e Independent

[garfinkel2003]
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Agentless Monitoring of Disk State

. Stronger security guarantees
. Stronger correctness guarantees
. Enables Generalizability Across
. OS
. Application
. Runtime environment (libraries, configuration)
. Versions (OS, library, application, configuration)
. With modest infrastructure modifications
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Outline

* Challenges

* Mechanism and Interfaces

— Distributed Streaming Virtual Machine Introspection
- /cloud

— cloud-1notify
- /cloud-history
« Summary and Conclusion
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The Semantic Gap

bin/ | |dev/ etc/ lib/ users/ | | ust/

local/

Semant|C bin/ | |apps/

‘ Interpret on-disk layout
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Temporal Gap

-’ Crashing would cause data corruption
0

Must buffer until metadata update
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Achieving Generality
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— NTFS
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File-system-specific backend

Linux
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Bounded Overhead

» Latency-completeness-performance tradeoff
— Capturing every write is costly
— Too much buffering hurts latency

* Must tolerate loss of writes
— Extreme: detaching and re-attaching

16



Select Related Work
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Outline

* Challenges

* Mechanism and Interfaces

— Distributed Streaming Virtual Machine Introspection
- /cloud

— cloud-1notify
- /cloud-history
« Summary and Conclusion
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il splunk> {&

Dropbox

veeam

Modern Data Protection

cloud-1inotify | /cloud-history

Distributed Streaming Virtual Machine Introspection (DS-VMI)
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Distributed Streaming Virtual Machine Introspection (DS-VMI)
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DS-VMI

File system specific parsing

21



Tapping the Disk Write Stream
A4
VM ’

~50 line patch

|
e
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Relative Overhead

DS-VMI Overhead on Running VM
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Relative Overhead
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/cloud

Eventual consistency
Legacy FS interface
Batch-based

Legacy/batch-based apps: /cloud/host/vm/path

find /cloud/*/*/1ib \ On all hosts check
-maxdepth 0 \ permissions of /1ib
-not \ inside every VM

-perm 755 Go gl€ instance.
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/cloud Architecture

Metadata Store
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cloud-1inotify
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cloud-1inotify
Strong consistency
Publish-subscribe
Event-driven

Subscription format: <host>:<\V/M>:<path>

gs9671:bg1:/var/log/*

i1 1

monitor all files
On host gs9671 under file system

subtree /var/log/
in all VM'’s in group bg1.
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cloud-1notify Architecture

Metadata Store

Loggly

* . /var/log/*
—_

Subscriber
<host2>:<vm2>:<path2>
—

B (o)

v Y

A

Publish
A <host>:<vm>:<path>

Inference Engine.
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OpenStack “Live” Demo

Bedford Springs

Internet

WebSocket Proxy

CMU

OpenStack cloud-1inotify

Distributed Streaming Virtual Machine Introspection (DS-VMI)

[pdiretreat2014]
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/cloud-history
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CVE-2014-0160: Heartbleed

e Untraceable exploit

e In the wild 2 years

o OpenSSL 1.0.1-1.0.1f
o March 2012 - April 2014

e | eaks server memory

Are my systems vulnerable?

_Are any customers affected?
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Online vs. Offline
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/cloud-history

Indexed Log-structure

open('f', O WRONLY)

write(3, "test", 4)

lseek(3, 4096, SEEK
write(3, "test", 4)

close(3) = 0

|
W

= 4

SET)
=4

M Datime

w[O]

w[4096]

MDatime | MDmtimel IVIDsize
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Effect of File-level Deduplication on Indexing
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Deltaic Backup Study

. 58 hosts, ~1-year timeframe
. 3,267 file system snapshots

. 1.676 billion referenced files
. 146 TiB of crawled bytes



Impact of File-level Deduplication
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/cloud-history

File-level deduplication
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Desired Hash Properties

Quick to re-compute for random writes
DS-VMI works with a stream of writes

No extra bytes from disk required
Can't rely on virtual disk, or reconstruction

Collision Resistant
For correctness

Compact
Network synchronization
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Traditional Hashing?

Supports rapid recomputation of whole-file
hash for append-only operations

Normal C API (SHA-3, NIST):

Update(hashState *state,
const BitSequence *data,
DataLength datalen);

[nist]
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Merkle-Damgard
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open('f', O WRONLY)

Il
W

MDatime

write(3, "test", 4) = 4 w[O0]

\lseek(3, 4096, SEEK_SEZH

write(3, "test™, 4) = w[4096]

ClOSE(3) = 0 MDatime | MDmtimel IVIDsize
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Incremental Hashing

Incremental
Efficient random updates

Collision-free
Cryptographically secure

Parallelizable
Faster than sequential

[bellare1997]
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Chunk;
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Hashing Analysis

Operation H MT SLMT IH

Update (S)| O (1) O (log fN +1) O(N) 0(1)
Update (R) O (N) O (log fN +1) O(N) 0(1)
Update (B) O(N) O (g‘é\},__ll) + [log fN’]) O (X +N) O (% + log2N')

| Space O (1) | O (fj‘iv__ll) O(N +1) O(N +1)
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Algorithms Microbenchmark
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Summary

cloud-1inotify | /cloud-history
File-level deduplication

Distributed Streaming Virtual Machine Introspection (DS-VMI)

Open Source, Apache v2.0 License
https://github.com/cmusatyalab/gammaray

Contact me for backup dataset (250 GiB database)
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Block-level Compression and Deduplication
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oS00t

Raw
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Ensure Block-aligned Data

VM,
MD w[0] [w[4096](e e e
w11
MD w[0] [w[4096]

o —>
e —>
o —>

w[n] MD
w[n] MD

o7




On-disk Log Layout

MD | wio] | wrol |wr4o961{w[s192]| ™MD
X\ Jyf \\ /L ;,/ 7
Header Footer
atime 0:0
time w[0] |w[4096]|w[8192] 1: 4096
size 2: 8192
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Versioning Heuristic

f, update stream

Ww[0] |w[4096]|w[4096]‘ MD

Automatic
Snapshot

| Atimeout |
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Garbage Collection

0write(fd, log entry, strlen(log entry))

MD

w([O0]

coo w[0] [w[4096]| e e e |W[4096]| MD

l

Garbage Collectable

Automatic
Snapshot

, Atimeout |
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Effect of Garbage Collection
2500

N
o
o
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How Slow is Crawling? (used space)

Used (GB)

MD Raw (MB)

109
117
123
130
136
143
149
156

11
12
13
14
15
17
18

10.16 (0.89)
10.75 (0.62)
11.47 (0.60)
12.77 (0.65)
14.20 (0.55)
18.24 (0.56)
17.49 (0.81)
18.47 (0.83)

13.52 (0.41)
19.27 (1.30)
24.04 (0.14)
29.68 (0.31)
38.84 (0.34)
40.08 (0.27)
42.42 (0.29)
51.39 (0.33)

Metadata compressed size < 18 MB, crawl time < 20 seconds, load time < 60

seconds.

September 18, 2015

20 GB Raw disk; single ext4 partition; experiments repeated 20 times; first row stock Ubuntu

12.04 LTS Server

Thesis Defense — Wolfgang Richter
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How Slow is Crawling? (used inodes)

inodes MD Raw (MB) | MD gzip (MB) Crawl (s) Load (s)

127,785 109 9 10.16 (0.89)  13.52 (0.41)
500,000 243 26 50.81 (1.26)  31.06 (0.23)
1,000,000 421 49 120.73 (1.37)  56.37 (0.51)
370, 533 65 164.91 (1.73)  76.14 (1.00)

Metadata compressed size < 65 MB, crawl time < 3 minutes, load time < 78
seconds.

20 GB Raw disk; single ext4 partition; experiments repeated 20 times; first row stock Ubuntu
12.04 LTS Server; * means the file system ran out of inodes and could not create more files
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What is an agent?

Loggly — log collection and analytics
ClamAYV — virus scanning

Dropbox — file backup and synchronization
Windows Update — OS / system update
Tripwire — file-based intrusion detection

September 18, 2015 Thesis Defense — Wolfgang Richter 64



3.

4.

Research Questions

What quantitative and qualitative benefits
does an agentless approach have over
agents?

How does agentless monitoring of disk state
change the implementation of file-level
monitoring?

How does agentless monitoring of disk state
change the implementation of snapshotting?

What properties do interfaces need for
scaling file-level monitoring workloads?



Introspection vs. Retrospection
Examine active state of Examine historical state

VM during execution

VM Instance A

of VMs and their
snapshots

T
—

A’ A1 A2

> B' B1 B2

Examine live logs

Examine all historic logs A*
[richter2011]
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[satya2010]
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Applications stressing end-to-end performance and scalability

cloud-1inotify | /cloud-history
File-level deduplication

Distributed Streaming Virtual Machine Introspection (DS-VMI)
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What is a monitoring agent?

Loggly — log collection and analytics
ClamAYV — virus scanning

Dropbox — file backup and sync
Windows Update — OS / system update
Tripwire — file-based intrusion detection
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Scalability

« Support 10,000+ monitored systems
— Overall latency ~10 minutes
— Reasonable network bandwidth overhead

* Maximize monitored VMs per host
— Minimize decrease in consolidation

[cohen2010]



What is meant by cloud?

y __/ y __/
Users manage

isolated VM(s

Customers NETRRL N n

Real
Server
Infrastructure

Small local
virtual HD
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Peak Memory Overhead

~1 GB memory overhead

=Async. Queuer
“Inference Engine
»Redis

Memory (MB)

bonnie++  PostMark Andrew sw_install

[richter2014]
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No in-VM syncing

1.0
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KVM+QEMU

y-ray attaches

I I
| | [here

Guest Mode | Kernel Mode | User Mode

(Guest OS) I (KVM) I (QEMU)
I I
I I

Execute | |
Natively in E—
Guest Mode

[Kivity2007]
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Zero Guest Modifications

* Independent of
— Guest OS
— Virtual Machine Monitor (VMM)
— VM disk format

* Implications
— Centralize any file-level monitoring task
— Remove the need for in-VM processes
— Solve monitoring at an infrastructure-level
— Maintain compatibility with legacy tools



Teaser: Problem (2)

« TubeMogul suffered cloud storage failure
— > 50% Fortune 500 use TubeMogul for video ads

Can we take advantage of virtualized infrastructure to complete the puzzle?

* Did TubeMogul corrupt their own file system?

[brousse2011]
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Teaser: Potential Win (3)

» Deeper knowledge of application
performance

— Allocate resources more intelligently to VMs

* Coupled with application service level
nhiective

80% reduced mean deviation of response time
100% increase number of hosted VMs

[sangpetch2010]
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Bootstrapplng ext4d Example (1)

uint8 t
uint32 t
uintlo t
pt table
uint8 t

Swap

code[440];
disk_sig;
reserved;
ptl4];
signature[2];

uint8 t status;
uint8_t start _chs[3];
uint8_t pt_type;
uint8 t end _chs[3];

ext4

uint32_t s first data_block;
uint32 _t s inodes_per _group;
uintl6_t s inode_size;
uint8 t s last mounted[64];

uint32_t first_sector _Iba;
uint32_t sector_count;



Bootstrapping: ext4 Example (2)

extd

Superblock BGD Table Inode Table Data

uint32_t inode;
uintlo_t rec_len;
uint8_ t name_len;
uint8_t file_type;
uint8_t namel[0,255];

uint32_t bg block bitmap;
uint32_t bg_inode_bitmap;
uint32_t bg_inode_table;
uintl6 t bg flags;

uintle_ti _mode;

uint32_ti size lo;
uintle ti links count;
uint32_ti block[15];
uint32_ti size hi;

uintle_t eh_entries;
uintlo_t eh_depth;

uintle_t ee block;
uintle_t ee start_hi;
uint32_t ee start_lo;



Keeping Track of 70,000+ Servers: The Akamai Query
System

« Scalable: goal of 70,000 monitored VMs
— > 1,000,000 software components

* Real-Time: flushed file updates < 10
minutes

* File Updates: data write, metadata
updates

— Create, delete, modify permissions, write
[cohen2010]

Wolfgang Richter ©
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Tunable Parameters

Tunable  |Defaut
Unknown Write TTL S5 minutes

Async Flush Timeout S seconds

Async Queue Size Limit 250 MB

Async Outstanding Write Limit 16,384 writes
Redis Maximum Memory 2 Gigabytes

Wolfgang Richter ©
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Problem 1: Monitoring Large VM
Deployments

* Monitoring instances is critical for
— Debugging distributed applications
— Measuring performance
— Intrusion detection

* Clouds leave this unsolved for their users
— Users resort to running agents within VMs

— Log monitoring (Splunk), anti-virus (ClamAV),
etc.

Wolfgang Richter ©
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Problem 2: Black Box Metrics Aren’t
Enough

» Coarse-grained metrics are good detectors
— Anomaly detection (memory usage suddenly high)
— Early warning systems (onset of thrashing)

» But what about answering why?
— Root cause analysis (memory up from DB config)
— A fundamental issue with black box metrics

[tan2012]



Best Practice Monitoring Today

* Agents run inside the monitored system
— Per-0OS type
— Per-Application type
— Per-System configuration
— Per-System update + patch
— Sometimes globally aware

[kufel2013]
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Reimagining Monitoring

General
OS and application agnostic

Independent
Misconfiguration and Compromise

Scalable
Globally aware

February 6, 2014 Thesis Proposal — Wolfgang Richter
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Independent Monitoring Resources

1000} 8
~ Scan
S Start
> — +ClamAV
g Baseline
v 600k
=

300

Time
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Leverage Global Knowledge

16000

2000.].]!]!]4 SLLtL

Number of Virtual Disks

B Baseline [ File-level Deduplication

Time to Scan (Seconds)

[wei2009]
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Not General

Not Independent

VM
Customers

Real
Server
Infrastructure

February 6, 2014

-
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VMM Observable

v/ Generalizable
v' Independent

[garfinkel2003]
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Applications stressing end-to-end performance and scalability

February 6, 2014 Thesis Proposal — Wolfgang Richter 89



Applications

/cloud
Virus Scanning (ClamAV)
Log Collection (Splunk)

cloud-1notifty
Continuous Compliance Monitoring

/cloud-history
File Recovery
Unindexed Search

February 6, 2014 Thesis Proposal — Wolfgang Richter
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Planned Measurements

» Latency-completeness-overhead
— Vary queue sizes and flush parameters
— Analyze metadata vs data
— Re-attachment time

* In-VM performance vs Agentless

« Scalability in number of monitored systems

— Number of monitored systems per host
— Wikibench

February 6, 2014 Thesis Proposal — Wolfgang Richter
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/cloud-history
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/cloud-history
Strong consistency
Legacy FS Interface
File-level deduplicated snapshots of
sets of VM file system subtrees

Skip Skip Resource | Not
Blocks Indexing | Isolation | Misconfig.

Local FS

Distributed FS v 4 v

In-guest Agent v v v

Block-level v v
/cloud-history v 4 v v v

February 6, 2014 Thesis Proposal — Wolfgang Richter
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Timeline

January — March: File-level deduplication
April — June: /cloud-history

VIR IS W SADBlICationsS and measurements

September — October: Writing
November: Finish dissertation

December: Defense

February 6, 2014 Thesis Proposal — Wolfgang Richter 9
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Host Memory Costs
" Experiment | Async Q. (WB) | Inf. Eng. (MB) | wi Redis (MB) _

bonnie++ 240.48 48.69 1043.48
Andrew 87.97 9.08 629.64

PostMark 214.14 26.89 738.81

SW Install 81.28 25.73 707.96

Wolfgang Richter ©
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Write Size (megabytes)

bonnie++ write pattern

bonnie+ + Wrilte Pattern

[
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I
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09200 400 600 800 1000 1200 1400 1600 1800
Write Event
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SW Install Async Queuer Flush Pattern
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