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Abstract

We introducetheorygeneation, a new general-purpostechniquefor performingautomatearerifi-
cation. Theorygeneratiordraws inspirationfrom, and complementsboth automatedheoremproving
andsymbolicmodelchecking thetwo approachethatcurrentlydominatemechanicateasoningAt the
coreof thisapproachs thenotionof producingafinite representatioof atheory—allthefactsderivable
from a setof assumptionsWe presenanalgorithmfor producingcompactheoryrepresentationfor an
expressve classof simplelogics.

Security-sensitie protocolsare widely usedtoday andthe growing popularity of electroniccom-
merceis leadingto increasingelianceon them. Thoughsimplein structure theseprotocolsarenotori-
ouslydifficult to designproperly Sincespecification®f theseprotocolstypically involve only a small
numberof principals keys,noncesandmessagesndsincemary propertieof interestcanbeexpressed
in “little logics” suchasthe Burrows, Abadi, andNeedhan{BAN) logic of authenticationthis domain
is amenabldo theorygeneration.

Theorygeneratiorenablegast,automate@nalysisof thesesecurityprotocols.Giventhetheoryrep-
resentatiorgeneratedrom a protocolspecificationpne canquickly testfor specificdesiredproperties,
aswell asdirectly manipulatethe representatioo performotherkinds of analysis,suchas protocol
comparison.This paperdescribegapplicationsof theorygeneratiorto morethana dozensecuritypro-
tocolsusingfour differentlogics of belief; theseexamplesconfirm, or in somecasesexposeflaws in
earlieranalyses.

1 Intr oduction

1.1 Motivation

Security-sensitie protocolsarewidely usedtoday andwewill rely onthemevenmoreheavily aselectronic
commercecontinuego expand. This classof protocolsincludeswell-known authenticatiorprotocolssuch
asKerberosfMNSS87]and Needham-SchroedgNS78, newer protocolsfor electroniccommercesuch
asNetBill [ST95] andSecureElectronicTransaction¢SET) [VM96], and“security-enhancediersionsof

existing networkprotocols suchasNetscapes SecureSocketd ayer(SSL)[FKK96], SecureHTTP[RS96],

andSecureShell (SSH)[Gro99.



Theseprotocolsare notoriouslydifficult to designproperly Researcherbave uncoveredcritical but
subtleflaws in protocolsthat had beenscrutinizedfor yearsor even decades Protocolsthat were secure
in the ervironmentsfor which they were designechave beenusedin new ervironmentswheretheir as-
sumptiondail to hold, with dire consequenced.heseassumptionareoftenimplicit andeasilyoverlooked.
Furthermoresecurityprotocolsby their naturedemanda higherlevel of assurancéhanmary systemsand
programssincethe useof theseprotocolsimplies thatthe userperceves a threatfrom maliciousparties.
Theweakest-linkagumentrequireghatevery componenbf asystembesecuresincealmostevery modern
distributedsystemmakesuseof someof theseprotocols their securityis crucial.

Giventheseconsiderationswe mustapply carefulreasoningo gain confidencen securityprotocols.
In currentpractice theseprotocolsareanalyzedsometimesisingformal methodsasedn security-related
logics suchasthe Burrows, Abadi, andNeedhamBAN) logic of authenticationand sometimesisingin-
formal agumentsand public review. While informal approacheglay animportantrole, formal methods
offer hopefor producingmorecorvincing evidencethata protocolmeetsts requirementsilt is for critical
systempropertiedike securitythatthe costof applyingformal methodscanmosteasily be justified. The
procesf encodingorotocolsandsecuritypropertiesn ageneral-purposeerificationsystemis oftencum-
bersomeanderrorprone,andit sometimegequiresthatthe protocolbe expressedn anunnaturalway. As
aresult,the costof applyingformal reasoningnay be seenasprohibitive andthe benefitsuncertain;thus,
protocolsareoften usedwith only informal or possibly-flaved formal agumentsfor their soundness. In
recentyears therehasbeenmuchinterestin more*“lightweight” verificationapproacheshe developersof
domain-specializethodelcheckerdave soughtto satisfythis need.If we candevelopformal methodghat
demandessfrom the userwhile still providing strongassuranceghe resultshouldbe more dependable
protocolsandsystemsin this paperwe offer whatis essentiallya special-purpostheorenprover. It is fast
andautomaticjn returnfor its restrictedapplicability.

1.2 Overview of Approach

We introducea new techniquetheorygeneation, whichcanbeusedo analyzeheseprotocolsandfacilitate
their development. This approachprovidesfully automatedrerification of the propertiesof interest,and
feedbaclon the effectsof refinement&ndmodificationgo protocols.

At the coreof this approachs the notion of producinga finite representatioof all the factsderivable
from aprotocolspecification Thecommonprotocolsandlogicsin thisdomainhave somespecialproperties
thatmakethis approachappealing.First, the protocolscanusuallybe expressedn termsof a small, finite
numbetrof participantskeys, messagesioncesandsoforth. Secondthelogicswith whichwereasorabout
themoftencomprisea finite numberof rulesof inferencethatcause‘growth” in a controlledmanner The
BAN logic of authenticationalongwith someotherlogics of belief and knowledge,meetsthis criterion.
Togetherthesefeaturesof the domainmakeit practicalto producesucha finite representatioquickly and
automatically

Thefinite representatiotakestheform of a setof formulasT’, whichis essentiallythetransitive closure
of theformulasconstitutingheprotocolspecificationpvertherulesof inferencen alogic. Thissetis called
the theory, or consequencelosute. Givensucha representatiorverifying a specificpropertyof interest,
¢, requiresa simple membershigest: ¢ € T'. In practice,the representatiofs not the entire transitive
closure,andthe testis slightly moreinvolved thansimple membershipbut it is similarin spirit. Beyond
this traditional property-testingorm of verification, we can makefurther usesof the setT’, for instance
in comparingdifferentversionsof a protocol. We cancapturesomeof the significantdifferencedbetween
protocolsP and @ by examiningthe formulasthatlie in the setdifferencel’r \ T andthosethatlie in
To \ Tp.

Using this new approachwe can provide protocol designerswith a powerful and automatictool for



analyzingprotocolswhile allowing themto expressthe protocolsin a naturalway. In addition,thetool can
be instantiatedwvith a simplerepresentationf a logic, enablingthe developmentof logicstailoredto the
verificationtaskat handwithout sacrificingpush-luttonoperation.

Beyond the domainof cryptographicprotocols,theory generatiorcould be appliedto reasoningwith
ary logic thatexhibits the sortof controlledgrowth mentionedaborve (andexplainedformally in Section2).
For instanceresearcheri artificial intelligenceoftenusesuchlogicsto represenplanningtasks,asin the
ProdigysystemVCP+95].

Thenew approachmakest easyto generat@utomaticallyacheckerspecializedo agivenlogic. Justas
JonBentley hasamguedthe needfor “little languagesTBen86], this generatoprovidesa way to construct
“little checkers’for “little logics” We built sucha checkergeneratotool calledREVERE. Thegenerated
checkerarelightweightandquick, justasthelogicsarelittle in thesenseof having limited connectvesand
restrictedrules, but the resultscanbeilluminating. Using REVERE we built four checkerdasedon three
previously publishedbelieflogicsandonenewx one,RV, which we derivedfrom BAN. Usingour checkers
we analyzedveradozenclassicauthenticatiomprotocolsanda samplingof simplifiedelectroniccommerce
protocols.

1.3 RoadMap

In theremaindeof this papeywe describehetheoryandpracticeof theorygeneratiorfor securityprotocol
verification. In Section2 we describerequirementdor representingheoriescompactly;in Section3, we
presentan algorithmfor performingtheorygeneratiorof theserepresentationgndin Section4, we give
proofs of correctnessand terminationof the algorithm. Section5 presentgheory generationas applied
usingfour differentbelieflogicsfor analyzingwell-known securityprotocols.In Section6 we discusshow
theorygeneratiorrelatesto othermechanizederificationapproacheskinally, in Section7 we summarize
the contributionsof our work andreflecton directionsfor futureresearch.

2 Theory Generation Representation

Whenworking with a logic, whetherfor programverification, planning,diagnosis,or ary otherpurpose,
a naturalquestionto askis, “What conclusionscanwe derive from our assumptions?'Given a logic, and
somesetof assumptions7, we considerthe completetheory 7*, inducedby 7. Also known asthe

consequencelosure, T* is simply the (possiblyinfinite) setof formulasthatcanbederivedfrom 7, using
therulesandaxiomsof the logic. We typically explore T by probingit at specificpoints: “Can we derive

formula F? WhataboutG?” Sometimesve testwhetherT™* containsevery formula; thatis, whetherthe

theoryis inconsistentlt is interestinghowever, to considemwhetherwe cancharacterizd™ moredirectly,

andif sowhatbenefitsthat might bring. In this section,we explore for a specialclassof logicsa general
way of representingl™, andin the next section,we presenta technique,called theory geneation, for

mechanicallyproducingthatrepresentation.

2.1 Logic

Theorygeneratiommayin principlebe appliedto ary logic, but in this paperwe consideronly thosefalling
within a simplefragmentof first-orderlogic. We introducea classof “little logics” thatareparameterized
by setsof rulesandrewrites. In this contet, rulesareuniversallyquantifiedHorn clausege.g., f (X, Y) A
g9(X) = h(Y)), andrewritesareuniversallyquantifiedtermequalitiege.g., f (X, Y) = f(Y, X)).

Definition 1 Thelogic, £z, whee R is a setof rules,and IV is a setof rewrites, hasasits formulasall
connective-feeformulasof first orderlogic. Therulesof inferenceof /zy areall therulesin R, aswell as

3



instantiation, and substitutionof equaltermsusingtherewritesin W.

Proofsin ¢ry, arethusfinite sequencesf formulasin which eachformulais eitheran assumptionan
instanceof an earlierformula, the resultof applyingoneof the rulesin R, or theresultof a replacement
usingarewrite in W.

We now definethe notion of theory(alsoknown asconsequencelosue):

Definition 2 Let L be a logic, and 7 a setof wffs in that logic. 7*, the theoryinducedby 7Y, is the
possiblyinfinite setof wifs containingexactly thosewffs that can be derivedfrom 7% andthe axiomsof L,
usingtherulesof L.

T* is closedwith respecto inference,in that every formulathat canbe derived from 7% is a memberof
T*. In theremaindeof this sectionandin Section3, we considettheoriesn the context of ¢z logicsand
shav how to generateepresentationsf thosetheories.

2.2 Theory Representation

The goal of theory generatioris to producea finite representatiotnf the theoryinducedby somesetof
assumptionsin this sectionwe considetthe formsthis representatiomight take,andthe factorsthatmay
weighin favor of onerepresentationr another Thesefactorswill bedeterminedn partby the purposegor
which we planto usetherepresentationTherearethreeprimary usesfor the generatedheoryrepresenta-
tion:

e It maybeusedin adecisionprocedurdor determininghederivability of specificformulasof interest.

¢ It maybemanipulatecandexaminedby a humanthroughassortedilters,in orderto gaininsightinto
thenatureof thecompletetheory

e It may be directly comparedvith the representatiomf someothertheory to reveal differencede-
tweenthetwo theories.

Sincethe full theoryis a possiblyinfinite set of formulasentailedby someinitial assumptionsthe
clearestrequiremenbf the representatiomwe generatés thatit be finite. We canachieve this requirement
by selectinga finite setof “representatie formulas”thatbelongto the theory andlet this setrepresenthe
full theory Otherapproacheareconcevable;we couldconstructa notationfor expressingcertaininfinite
setsof formulas,perhapsanalogoudo regular expressionor contet-free grammars.However, the logic
itself is alreadyquite expressve; indeed the setof initial assumptionandrules“expressesthefull theory
in somesenseThereis no clearbenefitof creatinga separatéanguagdor theorydescription.

Giventhatwe choosdo represenatheoryby selectingsomesubsetf its formulas,it remaingo decide
whatsubseis best.Hereareafew informal criteriathatmayinfluenceour choice:

C1. Thesetof formulasmustbefinite, andshouldbe smallenougho makedirectmanipulationpractical.
An enormousthoughfinite, setwould probablybe not only inefficientto generatebut unsuitablefor
examinationby a humanexceptthroughveryfinefilters.

C2. Thereshouldbeanalgorithmthatgenerateghe setwith reasonablefficiengy.

C3. Given an already-generateset, thereshouldbe an efficient decisionprocedurefor the full theory
usingthatset. Sincethesimplestway to characterizatheoryis to testspecificformulasfor member
ship,a quick decisionprocedures important.



C4. Thesetshouldbecanonical For agivensetof initial assumptionghegeneratetheoryrepresentation
shouldbe uniquelydeterminedThis makegdirectcomparisorof the setsmoreuseful.

C5. Thesetshouldincludeasmary of the “interesting”formulasin thetheoryaspossible andasfew of
the“uninteresting”’onesaspossible.For instancewhena large classof formulasexistsin thetheory
but all represenéssentiallythe samefact, it mightbebestfor thetheoryrepresentatioto includeonly
the simplestformulafrom this class. This will enablehumango gleanusefulinformationfrom the
generatedetwithoutsifting throughtoo muchchaf.

Ganzinger Nivela, and Niewenhuiss SATURATE prover takesone approachto this problem[NN93].
SATURATE is designedo work with a very generallogic: full first-orderlogic over transitve relations.
It can, undersomecircumstancesproducea finite “saturatedtheory” that enablesan efficient decision
procedureThesaturatiorprocessanalsobeusedto checktheconsisteng of asetof formulas,sincefalse
will appeain thesaturatedetif theoriginal setis inconsistentTheprice SATURATE paysfor its generality
is that saturatioris not guaranteedo terminatein all casestherearea numberof usertunableparameters
that controlthe saturationprocessandmakeit moreor lessthoroughand moreor lesslikely to terminate.
Thisflexibility is sometimesiecessarput we choosedo focusonmorelimited logicsin whichwe canmake
strongemuaranteesegardingterminationandrequirelessassistancérom theuser

For (ry logics,we selecta classof theoryrepresentationse referto as( R, R') representations

Definition 3 Fromthe setof rules, R, choosesomesubset,R’. An (R, R’) representationf the theory
inducedby 7° containsa setof formulasderivablefrom 7, sud that any proof fromthe assumptions] ™,

in which thelastrule application(if any)is anapplicationof somerule in R/, theconclusiorof thatproofis

equivalento someformulain the set. Furthermoe, everyformulain the setis equivalento the conclusion
of somesud proof. Finally, no two formulasin the setare equivalent.

In thisformulation,therulesin R’ are“preferred”in thatthey areappliedasfar aspossible Theequivalence
usedin this definitionmay be strictidentity or somelooserequivalencerelation. We cantesta formulafor
membershipn thefull theoryby usingthetheoryrepresentatioandjusttherulesin (R\ R’) (we provethis
in Sectiond). Thistestcanbesignificantlymoreefficient thanthe generadecisionproblemusingall of R,
socriterionC3 canbe satisfied.If we selectthe representatioto includeonly onecanonicaformulafrom
ary equivalenceclass thentherepresentatiois completelydeterminedy 7°, R, and R/, socriterionC4is
satisfied.

In orderto satisfy the remainingcriteria (C1, C2, and C5), we mustchooseR’ carefully We could
chooseR’ = {}, but theresultingtheoryrepresentatiowouldjustbe 7, theinitial assumptions—unligdy
to enablean efficient decisionprocedureand certainly not very “interesting” (in the senseof C5). For
somesetsof rules,we couldlet R’ = R, butin mary caseshis would yield aninfinite representati set,
violating C1. In thenext sectionwe describea methodfor selectingr’ thatis guaranteetb producea finite
representatie set,andthatsatisfiegheremainingcriteriain practice.

3 The Theory Generation Algorithm, TG,

In an /rw logic, asdefinedin Section2.1, we canautomaticallygeneratea finite representatiomf the
theoryinducedby somesetof formulas,T", provided the logic andthe formulasin T' satisfy someaddi-
tional restrictions.In the following section,we describethesepreconditionsand explain how they canbe
checked.Sections3.2 and3.3 containa descriptionthe algorithmitself, which producesan (R, R’) theory
representatiogivenassumptionsiules,andrewrites satisfyingthe statedpreconditionsArgumentdor the
correctnesandterminationof thealgorithmappeain Sectionst.1and4.2,with full proofsin AppendixA.



Finally, in Section3.4we presentanefficientdecisionprocedurdor mostly-goundformulasof ¢ zy, which
makesuseof thetheoryrepresentation.

3.1 Preconditions

In orderto applyour theorygeneratioralgorithm, TGy, to alogic, ¢y, anda setof assumptiond,’, some
precondition®ntherulesandrewrites(R andW) of £y, andonT’, musthold. Thesepreconditionsequire
thatthesetof rules(R) canbe partitionedinto S-rulesandG-rules thattherewrites(V) besize-peserving
andthatthe formulasin I" be mostly-gound Informally, the S-rulesare“shrinking rules’ sincethey tend
to produceconclusionso larger thantheir premisesandthe G-rulesare “growing rules” sincethey have
the oppositeeffect. The S-rulesarethe principalrulesof inference;jin the generatedheoryrepresentation,
they will betreatedasthe preferredrules(the R’ setin an (R, R') representation)We definetheseterms
andformally presenthepreconditionsn this section.

The TG, algorithmrepeatedlyappliesrules,startingfrom theassumptiongp produceanexpandingset
of derivableformulas. The basicintent of thesepreconditionss to limit the waysin which formulascan
“grow” throughthe applicationof rules. As long asthe procesf applyingrulescannotproduceformulas
larger thanthe oneswe startedwith, we canhopeto reacha fixed point, whereno further applicationof
the rulescanyield a new formula. The algorithm eagerlyappliesthe S-rulesto the assumptionss far
aspossible,usingthe G-rulesandrewrites only asnecessaryThe restrictionsbelowv ensurefirst thatthe
algorithmcanfind anew S-ruleapplicationin afinite numberof steps,andsecondhateachnew formula
derivedis smallerthansomealready-kna/n formula,sothewhole procesill terminate.

The preconditiondelon aredefinedwith respecto a pre-order(a reflexive andtransitive relation) on
termsandformulas,<. Thispre-ordemaybedefineddifferentlyfor eachapplicationof thealgorithm, but
it mustalwayssatisfytheseconditions for all /zy, formulas,F', G, T, T1, andT5, andall variables X :

P1. Thepre-ordemustbe monotonic;thatis,

(Ty = Ts) = ([M\X|F = [T2\X]F)

P2. Thepre-ordemustbe presered undersubstitution:

(F' = G) = ([T\X]F = [T\X]G)

P3. Theset{F' | F' < G} mustbefinite (modulovariablerenaming)or all formulasG. Thisis aform of
well-foundedness.

Intuitively, I < G meansthatthe formula F' is no larger than G; with this interpretation,condition P3
meanghatthereareonly finitely mary formulasno largerthanG. In Section5, we describea specific<
relationsatisfyingtheseconditions which canbeusedwith only minor variationsin avariety of situations.

If thereexists somesuch= underwhich the preconditiondbelon aremet,thenthe TG, algorithmcan
beappliedto /gy, andl'.

We can weakenthe condition P3 above slightly, to allow broaderapplicationof the algorithm. We
introducea syntacticconstrainton formulas,representedsa setof formulas,C. Every assumptiorin I’
mustbein C, andC mustbe closedover all therulesandrewrites (thatis, whenappliedto formulasin C,
rulesandrewritesmustyield conclusionsn C). Furthermoreapplyinga substitutonto aformulain C must
alwaysyield anotherformulain C. We canthenallow a pre-order< for which P3above may not hold but
P3 does:

P3. Theset{F € C | F < G} mustbefinite (modulovariablerenaming¥or all formulasG.
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In describinghepreconditionsye useanotion of mostly-goundformulas:

Definition 4 Aformula, F', is mostly-groundwith respecto a pre-order, <, andsomesyntacticconstiaint,
C,if
Vo.(ocF €C= ol < F),

whee o rangesover substitutions Thatis, every instanceof F' that meetsthe syntacticconstaint is no
largerthan F itself.

Any ground(variable-free)formulais trivially mostly-ground.For somedefinitionsof < andsomecon-
straintson formulas,however, certainformulascontainingvariablesmayalsobe mostly-ground.Section5
containssuchanexample,in whichC limits the possiblevaluesfor somefunctionargumentgo afinite set.
Notethat,asa consequencef P3, thereexist only afinite numberof instancegmodulovariablerenaming)
of any mostly-groundormula. Thepreconditionsequirethatevery formulain I" bemostly-groundin order
to limit thenumberof new formulasthatcanbe derivedthroughsimpleinstantiation.
Beforeproceedingvith the preconditionsye needto defineunificationmodulorewrites briefly:

Definition 5 FormulasF; and F; canbe unifiedmodulorewritesif andonly if there existsa substitution,
o, of termsfor variablessud that
Wk (O'F1 == O'Fg)

whee I is the setof all rewrites. Thesubstitutono is calleda unifierfor £ and Fs.

With this definition,if F; andF, canbeunifiedmodulorewrites,thenwe canprove £5 from Fy by applying
instancesf zero or more rewrites. Exceptwhereexplicitly noted, unificationis alwaysassumedo be
modulorewrites.

Now we definetheallowedclasse®f rulesin R: S-rulesandG-rules.

Definition 6 An S-rule(shrinkingrule) is a rule in which somesubsetpri, of the P; (premisesire desig-
nated“primary premise$, andfor which theconclusion(, satisfies

AP € pri.(C <X P) .

Thatis, for an S-rule, the conclusionis no larger than someprimary premise. We call the non-primary
premisesside conditions The premisesof an S-rule may be partitionedinto primary premisesand side
conditionsin ary way suchthatthis conditionholds,andthe S/Grestriction(describedater)is alsosatisfied.

The G-rules are appliedonly as necessaryso it is safefor themto yield formulaslarger than their
premises.In fact, it is requiredthatthe G-rules“grow” in this way, sothatbackwardchainingwith them
will terminate.

Definition 7 A G-rule(growingrule) is a rule for which
Vk.(Py < C)

In a G-rule,the conclusioris atleastaslarge asary premise.

Therewritesareintendedo provide simpletransformationshathave no effect onthesizeof aformula.
They areoften usefulfor expressingassociattity or commutatvity of certainfunctionsin thelogic. The
preconditiongequirethatall rewrites (theseti’) besize-peserving

Definition 8 A rewrite,

VX.(S=T),

is size-preserving S < T'andT < S.



Fromthis definitionandpre-orderconditionsP1andP2,it followsimmediatelythatif we applyarewrite to
aformula, F', producingF”, then

VG.(G = F) < (G=F)
and
VG.(F=<G) — (F' <G).

Thatis, therewrite hasnot affectedthe“size” of F'.
Finally, to guarantegerminationthealgorithmrequireshatthe S/Grestrictionhold for eachS-rule:

Definition 9 S/Grestriction:Givenan S-rulewith primary premisesP;, sideconditionssS;, andconclusion
C,

e ead primary premiseP; mustnot unify with any G-rule conclusionand
e ead side-conditionS;, mustsatisfyS; < C.

Notethatthisrestrictionconstrainshemannein which S-andG-rulescaninteractwith eachother Whereas
the otherrestrictionsarelocal propertiesandthus canbe checkedfor eachrule, rewrite, andassumption
in isolation, this global restrictioninvolves all rules and rewrites. It can, however, be checkedquickly
andautomatically Along with the S-ruledefinition, this restrictiondefinesthe role of the side conditions:
unlike the primary premisesywhoseinstantiationdargely determineheform of the S-rules result,the side
conditionssene mainly asqualificationghatcanpreventor enablea particularapplicationof the S-rule.

We cannow definethefull preconditiorthatensureshe TG, algorithmwill succeedvith agivensetof
inputs.

Definition 10 TheTG, preconditionholdsfor somefinite setsof assumptiongl’), rules (R), andrewrites
(W); somesyntacticconstrint (C); andsomepre-order (=), if andonlyif all of thefollowingaretrue:

e Thepre-oder, <, satisfiesconditionsP1, P2,andP3 (given(C).

Everyformulain I" is mostly-gound,with respecto <.

Everyrule in R is eithera G-rule or an S-rule,with respecto <.
e Everyrewrite in W is size-peservingwith respecto <.
e TheS/Grestrictionholdsfor eat S-rulein R.

Given a pre-order <, thatis computableand satisfiesthe P1-P3 conditions,and a test for mostly-
groundnesgorrespondingo =, it is possibleto checkthe last four component®f this preconditionau-
tomatically The partitioning of the rulesinto S- and G-rulesmay not be completelydeterminedby the
definitionsabove. If arule hasno premiselarger thanits conclusion,andthe conclusionno larger than
ary premisejt couldgo into eithercategory. In somecasesthe S/Grestrictionmay determinethe choice,
but in othersit mustbe madearbitrarily or at the users suggestion.(A rule whoseconclusionsarerarely
interestingin their own right shouldprobablybe designatec G-rule.) The S-rules’primary premisesan
beidentifiedautomaticallyasthosepremiseghatmatchno G-rule conclusions.

Thereare {ry logics for which regardlessof the < pre-orderchosenthe TG, preconditionscannot

hold. Hereis onesuchlogic:
9U(X) gy, 9X)

9(X) 9(f(X))
(Therearenorewritesor syntacticconstraints.)lo seewhy thislogic cannever meetthe TG, preconditions,
consideffirst the casethat R1 is an S-rule. SinceR1’s premisematcheghe conclusionof R2, it follows

R1:
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thatR2 mustalsobe anS-ruleor the S/Grestrictionwould fail. SinceR2 is anS-rule,thatimpliesthatits
conclusionis no largerthanits premise:

9(f(X)) = g(X)

By pre-ordercondition P2 andreflexivity of pre-ordersall formulasof the form, g(f(f(...f(X)))), are
=< ¢g(X). Sincethereareinfinitely mary suchformulas,pre-orderconditionP3is violated,sowe have a
contradictionandR1 mustnot be an S-rule. The only otherpossibility is thatR1 is a G-rule. Fromthe
G-ruledefinition,though,we have

9(f(X)) 2 g(X)
which, again,is impossible sothis pair of rulesis unusablevith TG,.

3.2 Algorithm Sketchand a Simple Example

The theory generatiomalgorithm, TGy, essentiallyconsistsof performingforward chaining with the S-
rulesstartingfrom the assumptionswith badkward chaining at eachstepto satisfy S-rule premiseausing
G-rulesandrewrites. Forward chainingis the repeatedapplicationof rulesto a setof known formulas,
addingnew known formulasto this setuntil a fixed point is reached.Backwardchainingis the processf
searchingor a derivation of somedesiredformula by applyingrules“in reverse, until all premisescan
be satisfiedfrom known formulas. The basiccomponent®f the algorithm—forwardchaining,backward
chaining,andunification—arevidely usedmethodsn theorenproving andplanning.We assembléhemin
away thattakesadwantageof the S-rule/G-ruledistinction, andthatappliesrewritestransparentiyhrough
a modified unification proceduresatisfyingDefinition 5. In the next section,we describethis combined
forward/backwarahainingapproachn detail.

The skeletonof the TG, algorithmis the exploration of a directedgraphwhich hasa nodefor each
formulathatwill bein thegeneratedheoryrepresentatioriTherootsof this grapharetheassumptionsand
anedgefrom F; to F; indicatesthatthe formula £ is used(perhapwia G-rulesandrewrites)to satisfya
premiseof an S-rulewhichyields F». Thealgorithmenumeratethe nodesn this graphthrougha breadth-
first traversal. At eachstepof the traversal,we considerall possibleapplicationsof the S-rulesusingthe
formulasderivedso far—thevisitednodesof thegraph.The new fringe consistof all thenew conclusions
reachedy thoseS-ruleapplicationsWhenno new conclusionsanbereachedtheexplorationis complete
andthe formulasalreadyenumerateaonstitutethe theory representation. We illustratein Figure 1 the
progresdrom initial assumptionéindicatedby the smallesibval), throughincrementakxpansioncorverg-
ing at a fixed point, thefinal theoryrepresentatiofindicatedby the darkestoval). We explain the dashed
arrows later.

Beforedescribingthe algorithmin detail, we presenta simpleexampleapplicationof TG,. Thelogic

we usehasoneS-rule:
wearing(P, X) thick(X)

S1: warm(P)
oneG-rule:
‘ thick(X)
" thick(layered(X,Y))
andonerewrite:

W1 : layered(X,Y) = layered(Y, X) .
We apply TGy to theseinitial assumptions:

wearing(alice, layered(blouse, sweater))
thick (sweater)



Theory
representation

Figurel: An illustrationof the progressof the TG, algorithm.

First, the algorithmtries to apply rule S1; unifying its primary premisewith one of the known formulas
givesthis substituton:
P = alice, X = layered(blouse, sweater)

To satisfythe otherpremisewe do backwardchainingwith the G-rule, startingwith
thick(layered(blouse, sweater))

This matcheso known-valid formuladirectly, sowe try reverse-applyinghe G-rule (G1). Unifying the
desiredformulawith G1’s conclusion(andusingtherewrite, W1), we getthetwo substitutios,

X = blouse,Y = sweater

and
X = sweater,Y = blouse .

We instantiateG1’s premisewith thefirst substitutionandget
thick(blouse)

which fails to matcharny known formulaor G-rule conclusion.We theninstantiateG1's premisewith the
secondsubstituton,andreach
thick(sweater)

which matcheneof theinitial assumptionsSinceall S1's premisesave beensatisfied we proceedvith
theapplicationandwe addwarm alice) to thesetof known-valid formulas.No furtherapplicationf S1
arepossible so TG, terminatesproducingthis theoryrepresentation:

wearing(alice, layered(blouse, sweater))
thick (sweater)
warm (alice)
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Generatdhe theoryrepresentatiomducedby the givenassumptionsS-rules,G-rules,andrewrites,
underthe pre-order=.

Theamumentdso theory_gen areassumedo bein scopen all otherfunctions.
function theory_gen( Assumptions, S_rules, G_rules, Rewrites, <) =

if ~SG _restriction_ok(S_rules, G rules, Rewrites, <) then
raise BadRul es

else
return closure(make_canonical( Assumptions), {})

Givenapartially-generatetheoryrepresentatio(’) andsomenew formulas(fringe), returnthethe-
ory representatioof 7' U fringe.
function closure(fringe, T') =
if fringe = {} then
return T
else
T' «— T U fringe
fringe’ «— U make_canonical(apply _srule(R, T')) \ T’
ReS_rules
return closure(fringe’, T")

Apply thegivenS-rulein every possibleway usingtheformulasin known, with helpfrom the G-rules

andrewrites.
function apply_srule(R, known) =

return {apply _subst(o, conclusion(R))
| o € backward_chain(premises(R), known,{})}

Figure2: Pseudocoddescriptionof the TG, algorithm(part1 of 2).

Using this theory representationwe can test specificformulasfor membershign the theory by simple
backwardchainingusingjust G1 andW 1. For instancefo test

thick(layered(sweater, blouse))
we unify this formulawith G1's conclusiorandgetthe new premise,
thick(sweater)

whichappearsn thetheoryrepresentatiorsothe original formulamustbein thetheory

3.3 The Algorithm

A pseudocodelescriptionof the algorithmappearsn Figures2—3. The theory_gen function verifiesthe
preconditiorandinvokesclosure to generateghetheory The closure function performsthe basicbreadth-
first traversal;it builds up a setof formulasin 7" which will eventuallybe thetheoryrepresentationyhile
keepingtrack of a “fringe” of newly addedformulas. At eachstep, closure finds all formulasderivable
from (T U fringe) with asingleS-ruleapplicationby calling apply_srule for eachS-rule. It thentakesthe
canonicaformsof thesederivableformulas,andputsary newv ones(not alreadyderived)in the new fringe.
Theformulasaddedto T arealwayscanonicakepresentatiesof their equivalenceclassesunderare-
naming/revriting equivalencerelation. To beprecisethisrelationequatesormulasF andG if thereexistsa
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renamings suchthattherewritesimply o ' = oG. (A renamings asubstitutionthatonly substitutevari-
ablesfor variables.)By selectinghesecanonicarepresentaties,we preventsomeredundang in thetheory
representationThe renamingequivalenceis actuallynecessaryo ensureermination,sincevariablescan
berenamedarbitrarily by thelowerlevel functions.Requiringthatformulasbe canonicaimodulorewrites,
while not strictly necessarfor termination,doesmakethe algorithmfaster andperhapsnoreimportantly
makesthe theoryrepresentatiomanonicalin the senseof criterion C4 (from Section2.2). The canonical
representatiesmay bechoserefficiently usinga simplelexicographicabrder

The apply _srule function simply calls backward_chain in orderto find all waysto satisfy the given
S-rules premises.Notethat, asrepresentetiere,closure finds all possibleS-ruleapplicationsandsimply
ignoresthe onesthatdo not producenew formulas. If the apply _srule functionis told which formulasare
in thefringe, andcanpasshisinformationalongto backward_chain, it canavoid mary of theseredundant
S-ruleapplicationsandreturnonly formulaswhosederivationsmakeuseof someformulafrom thefringe.

Figure 3 containsthe three mutually recursve backward-chainingfunctions: backward_chain,
backward_chain_one, and reverse_apply_grule. The purposeof backward_chain is to satisfy a set of
goalsin all possibleways,with the helpof G-rulesandrewrites. It calls choose_goal to selectthefirst goal
to work on (g). Goalswhich matchsomeG-rule conclusion,andthus may requirea deepersearch are
postponedintil all othergoalshave beenmet. (Note thatthesegoalscanonly arisefrom G-rule premises
or S-ruleside-conditions.Yhe choose_goal functionmayapplyfurtherheuristicso helpnarrav thesearch
early

The backward_chain_one function searchegor a derivation of a singleformula (¢) with G-rulesand
rewrites. It first checkswhethera canonicalequivalentof ¢ occursin the visited set,andfails if so, since
thoseformulasareassumedo be unprovable. Thisoccurrenceorrespondso a derivationsearchwhichhas
hit a cycle. If ¢ is notin this set,the functionrenamewariablesoccurringin ¢ uniquely, to avoid conflicts
with variablesin the G-rules,rewrites, andknown. It thencollectsall substitutonsthat unify ¢ (modulo
rewrites) with someformulain known, andfor eachG-rule, calls reverse_apply _grule to seewhetherthat
G-rulecouldbe usedto prove ¢. Eachsubstitution thatsatisfiesp eitherdirectly from known or indirectly
via G-rulesis returnedcomposedvith thevariable-renamingubstituton.

In reverse_apply _grule, we simply find substitutimmsunderwhich the conclusionof the given G-rule’s
conclusionmatchesp, andfor eachof thosesubstitutims, call backward_chain recursvely to searchfor
derivationsof eachof the G-rule’s (instantiatedpremises.

The TG, algorithmrelieson several low-level utility functions,listedin Figure4. Most of theseare
simpleandrequireno further discussionput the unify functionis somevhatunusual. Sincerewrites can
be appliedto any subformula,we can most efficiently handlethem by taking theminto accountduring
unification. We augmenta simple unification algorithmby trying rewrites at eachrecursve stepof the
unification. In this way, we avoid applyingrewrites until andunlessthey actuallyhase someeffect on the
unificationprocess.Plotkin describeda similar techniquefor building equationakxiomsinto the unifica-
tion procesgPlo72. Becausef the rewrites, the unificationprocedurgroducesot just zeroor one,but
potentiallymary “mostgeneralunifiers”

The TG, algorithmdescribedherecanbe implementedjuite straightforwardly but variousoptimiza-
tionsandspecializedlatastructuresanbe employedo provide greaterefficiency if desired. For instance,
we canmaintaindatastructureshatallow quickidentificationof all formulasin krnown thatmatcha given
premise,andwe canpropagatehe fringe to backward_chain, asmentionedabore, to avoid redundants-
rule applicationsearly SeeKindred'sthesisfor a discussiorof theimplementatiorin REVERE andthe set
of optimizationst usegKin99].
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Findthe setof substitutiorsunderwhichthegivengoalscanbederivedfrom known usingG-rulesand

rewrites,assumindgormulasin visited to be unprovable.
function backward_chain(goals, known, visited) =

if goals = {} then
return {[]}
else
(g, gs) < choose_goal(goals)
return {compose(o, o1)
| 01 € backward_chain_one(g, known, visited),
o9 € backward_chain(apply _subst(o1, gs), known, visited) }

Find the setof substitutonsunderwhich ¢ canbe derived from known using G-rulesandrewrites,
assumindgormulasin visited to beunprovable.
function backward_chain_one(p, known, visited) =
¢ «— make_canonical(})
if quS € wisited then
return {}
else
o, — unique_renaming (o)
Or — apply_subst(oy, ¢)
reqular _substs «— U unify(¢op, F)
Feknown
grule_substs «— U reverse_apply_grule(R, ¢y, known,

Re G _rules visited U {¢})
return {compose(o, 0,) | o € regular_substs U grule_substs}

Find the setof substitutiors underwhich ¢ canbe derivedfrom known by a proofusingG-rulesand
rewrites,andendingwith thegivenG-rule (R), assumingormulasin visited to beunprovable.
function reverse_apply_grule( R, ¢, known, visited) =
return { compose(oy, 03)
| o3 € unify(¢, conclusion(R)),
o4 € backward_chain(apply _subst(os, premises(R)),
known, visited)

Figure3: Pseudocoddescriptionof the TG, algorithm(part2 of 2).

3.4 DecisionProcedure

Givena generatedheoryrepresentatiofor I, anda mostly-groundormula, ¢, the procedurdor deciding
?
I' F ¢ is simplythis:

function derivable(, theory_rep) =
returnbackward_chain({¢}, theory_rep, {}) # {}

Thisis asimplesearchor a proofusingonly G-rulesandrewrites, startingwith the generatedheoryrepre-
sentation As illustratedin Figurel, ary formulain thetheory (within the dashedloud) mustbe provable
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SG _restriction_ok(S, G, R, <) | Checkthat the S/G restriction holds for the given
rules,rewrites,andpre-order

choose_goal(goals) Selecta goalto satisfyfirst, andreturnthat goaland
theremaininggoalsasa pair; prefergoalsthatmatch
no G-ruleconclusions.

apply_subst(o, P) Replacevariablesn @ (aformulaor setof formulas),
accordingo the substitution, o.
make_canonical(F') Returna canonicakepresentate of the setof formu-

las equivalentto F' modulorewrites andvariablere-
naming(canalsobeappliedto setsof formulas).

unify(F, G) Returna set containingeachmost-generakubstitu-
tion, o, underwhich therewritesimply o F' = oG.

unique_renaming(F) Returna substituton that replaceseachvariableoc-
curring in £ with a variablethat occursin no other
formulas.

compose (o1, 02) Returnthe compositionof substitutions; with os.

Figure4: Auxiliary functionsusedby the TG, algorithm.

from theformulasin thetheoryrepresentatior(thedarkoval) usingonly G-rulesandrewrites. The dashed
arrows representheseproofsfor two formulasthatlie within the theorybut outsidethe theoryrepresenta-
tion. The correctnessindterminationof this decisionprocedurefollow directly from the correctnessand
terminationof the backward_chain function(Theorem$ and6).

Thisdecisionproceduresatisfieghefollowing property wherepreconds refersto the TG, preconditions
givenin Definition 10:

preconds (T, S_rules, G _rules, Rewrites, <)
= (¢ € T* <= derivable(¢, theory_gen(T°)))

Thatis, for a logic andinitial setof formulas,7?, that satisfy the TG, preconditionsa mostly-ground
formula, ¢, is in thetheoryinducedby 7V if andonly if thedecisionprocedureeturnstrue,given¢ andthe
resultsof the TG, algorithm.

This decisionprocedures very efficientin practice sincethe S-rulescanbe safelyignored.

4 Analysisof the TG, Algorithm

In thissectionwe sketchproofsof correctnesandterminatiorfor the TG, algorithmdescribedn Sectior3.
Thefull proofsappeain anappendix.
In theseagumentswe makeuseof two restrictedforms of proof within ¢zy,. We write,

'y o

if thereexistsa proofof ¢ from I' usingonly rewrites (andinstantiation. If thereexistsa proofof ¢ from I’
usingrewritesandG-rules,we write,

I'Few o .
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4.1 Correctness

The proof of correctnessor TG, hastwo parts: soundnessind completeness.The soundnes®f TGy
impliesthat closure only producegormulasthatarein theappropriateheoryrepresentatiorcompleteness
impliesthatevery formulain thetheoryrepresentatiois returnedby closure. The proofsarelargely done
by inductionon eitherthenumberof recursve callsto a function,or thetotal sizeof a setof proofs.

Theorem 1 (backward _chain soundness)Let & and V' be setsof formulasof /gy, let I' be a setof
formulasof {zy, andlet o bea substitution sud that

o € backward_chain(®,T', V) .

Then for every¢ € @,
I'towoo.

Thistheorentanbeprovedbyinductionontherecursiordepth. Referringto Figures2—3,wefollow the
callto backward_chain_one, andfind two casesFirst, thesubstitutiong, maycomefrom regular_substs,
in which caseheassumedoundnessf unify directly applies.Secondg; maycomefrom grule_substs, in
which casewe follow the callsthroughreverse_apply_grule andbackto backward_chain, sowe canapply
theinductionhypothesisAfter abit of substitutiormanipulationthe proofis done.

Theorem 2 (closure soundness)LetT" andT” besetsof formulasof £ zy,. For anyformula, F', whee
F € closure(T',T)
there existsa proof, P, of ' UT” - F', in which thelastrule application(if any)is of an S-rule

The formulas returned by closure are just rewrite-canonicalizedversions of those returned by
apply_srule. Using Theoreml, we canshaw thatfor eachsubstituton returnedby backward_chain, the
instantiategremisef the S-rule, R (seeFigure?2), canbe provedfrom I' UT’, andthustheinstantiated
conclusiomof R hasaproofin whichthelastrule appliedis theS-rule, R.

This concludeshesoundnessideof thecorrectnesproof; thefollowing completenesagumentshowv
thatfor ary proofin ¢zy whoselastrule applicationusesan S-rule,the conclusion(or arewrite-equialent
thereof)will appeaiin thetheoryrepresentatiogeneratedy TGy.

Theorem 3 (backward _chain completeness)LetI” andV besetsof formulas,let & bea setof formulas
({1, ---,on}), leto beasubstitution,andlet P; . . . P, beproofs(usingno S-rules) sud thatfor 1 <i <
n,

Pi
I' Fow U¢7ﬁ
andtheproofs,P;, containno rewrites of formulasin V. Then,if backward_chain terminatesthere exists

a substitutiono’, sud that
o' € backward_chain(®,T,V)

ando is an extensiorof o’.
This theoremis proved by inductionon the total numberof G-rule applicationsn the proofs,P;. This
correspondso thedepthof thefunction’srecursion We shav how eachG-ruleapplicationin theproof must

have a correspondinguccessfuapplicationof reverse_apply -grule, andthatall the substitutiors returned
composeproperly The only wrinkle is that we mustensurethat the useof the visited set, V', doesnot
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excludeary neededsubstitutiors. Essentiallyin ary casewherethe algorithmshort-circuitsby finding its
currentgoalin thevisited set,we canshav thata shorter equivalentproof mustexist.

In statingthenext theoremwe useanotionof partial theoryrepresentationwhichis simplya(fringe, T')
pairwhichrepresentavalid intermediatestepin applicationof the closure function,satisfyingthe obvious
invariant.

Theorem 4 (closure completeness)Let T and fringe besetsof formulas(of £ry), sud that ( fringe, T')
is a partial theoryrepresentationFor anyformula, ¢, andproof, P, whosdastrule applicationis an S-rule
application,whee

P
(T'U fringe) = ¢,

there existssomey’, whee (assuming:losure terminates)
¢ € closure(fringe, T) ,

sud that
P Fwo.

This theoremis proved by induction on the recursiondepth. Using Theorem3, we can shav that
apply _srule will satisfythe premisef the S-rule, R, in all wayspossibleusingG-rulesandrewrites. With
the induction hypothesisthis ensureshat for ary proof endingwith an S-rule application,that proof's
rewrite-canonicalize@onclusionwill beaddedo thetheoryrepresentation.

Finally, we canshow that TG, producesxactly the desirectheoryrepresentatiorif it terminates.

Theorem5 (TG, Correctness)If T" is a setof mostly-gpundformulasof ¢ryy, and S_rules, G_rules,
Rewrites, and < meetthe TG, algorithmpreconditiongyivenin Definition10,then

theory_gen (T, S_rules, G_rules, Rewrites, <)

returnsan (R, R’) representatiorof thetheoryinducedby I', whee R’ is thesetof S-rules andtheequiva-
lenceusedis equivalencenodulorewritesandvariablerenaming

Thisfollows simply from Theorems and4.

4.2 Termination

Thecompletenesproofsabove hold only whenthe TG, algorithmterminatessoit remainsto shav thatit
alwaysdoes.Theproofgoes roughly, asfollows.

The backward_chain functionfirst satisfieghe primary premisesandthenappliesG-rulesin reverse
to satisfythe partially instantiatedside-conditions Sincethe G-rules“grow” whenappliedin the forward
direction,they “shrink” whenappliedin reverse(if the goal formulais sufiiciently ground),sothe size of
the subgoalgproducedthroughthis backwardchainingcanbe bounded given the goalsand known-valid
formulasit startswith. Furthermoresinceit maintainsa visited setand checksgoalsagainstthat set,the
recursiondepthis limited by the numberof uniqueformulaswithin thatbound. We know this numberis
finite, from the pre-orderconditions.

The closure function finds eachway of applyingthe S-ruleswith help from backward_chain, and
repeatauntil it reachesa fixed point. Sincethe S-rules“shrink,” they cannever producea formulalarger
thanall theinitial assumptionsandsothis procesawill haltaswell.

Theterminationtheoremitself is simply the following:

Theorem 6 If the TG, preconditionshold,thentheory_gen will terminate
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The proof makesuseof the notion of size-boundedness

Definition 11 A formula, F, is size-boundedby a finite setof formulas,T", when,for any substituton, o,
ther existsG € I' sud that
ocF <XG.

Notethatif F' is mostly-goundthen £ is size-boundeby { F'}.

Sincetheinitial assumptiongivento theory_gen aremostly-groundthey aresize-boundethy themseles.
We canshaw thatateachfunctioninvocationduringthecourseof thealgorithm thissizeboundis presered.
Lettheinitial assumptionbesize-boundethy I'. Theformulaspassedo closure arerewrite-canonicalized
versionsof theseassumptionsiewrites aresize-preservingso theformulasin fringe (andtrivially, 7°) are
still size-boundethy I'.

At eachiterationof closure, thesize-bounan fringe andT is clearlypreseredif apply_srule preseres
thesize-bound.

To show that apply _srule will presere the size-boundn known, we establisha chainof inequalities
(usingthe pre-order <). Fromthe S-ruledefinition and pre-orderconditionP2, the S-rule, R, musthave
someprimarypremise,P;, suchthat

oC = oPF;,

for ary o. Sincein orderfor backward_chain to returnary substitutions,the P; premisemustunify with
someformula, F', in known, it followsthatthereexistsao (unifying F' with P;) suchthat

ob; 2ok,

and furthermorethat the substitutiors returnedby backward _chain will be extensionsof somesucho.
From the definition of size-boundednesg, follows from thesetwo relationsthat for ary o returnedby
backward_chain,

oC <X oF,

sothe size-bounds presered. Sinceclosure doesvariable-nameanonicalizationit is straightforwardo
shaw thatit will terminategiventhe preseration of the size-boundsincepre-orderconditionP3 ensures
that thereare finitely mary formulasthat are size-boundedy I' and canonicalwith respectto variable
naming.

By asimilaragument the backward-chainingrocesstself mustterminatesincethe goalsusedat each
stepof therecursioraresize-boundedy I" aswell, andsotherecursiormustterminatesincevariable-name
canonicalizatiorandthe visited setareused.

Theresultof thistheoremtogethemwith the TG, correctnestheoremguaranteethat,whenits precon-
ditionsaresatisfiedthe TG, algorithmwill alwaysproducethedesiredheoryrepresentation.

5 Application to Belief Logics

“Little logics” have beenusedsuccessfullyto describeanalyze andfind flaws in cryptographigrotocols.
Burrows, Abadi, andNeedhandevelopedtheir (little) logic of authenticatioraroundthe notion of belief.
Derivativesof their BAN logic include GNY [GNY9(Q], SVO [Sv094, AUTLOG [KW94], andKailar’s
logic of accountability{Kai96]. In thesebelief logics, eachmessagén a protocolis representethy a set
of beliefsit is meantto corvey, andprincipalsacquirenew beliefswhenthey receve messagesccording
to a small setof rules. The BAN logic allows reasoningnot just aboutthe authenticityof a messagéthe
identity of its sender) put alsoaboutfreshnessa quality attributedto messagethatare believed to have
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beensentrecently This allowedBAN reasoningo uncover certainreplayattackdike the well-known flaw
in theNeedham-Schroedshared-kg protocol[DS81].

Therehasbeerlittle in theway of toolsfor automatedeasoningvith thesdogics,however. Someof the
BAN analysesveremechanicallyerified,andthedesigner®f AUTLOG producedh proverfor theirlogic,
but prominentautomatedools,suchasthe NRL ProtocolAnalyzerandPaulsons Isabellework, have used
very differentapproachesThe lack of emphasi®on automationfor theselogics resultsin part from their
apparensimplicity; it canbe amguedthat proofsare easily carriedout by hand. Indeed,the proofsrarely
requiresignificantingenuity onceappropriatepremiseshave beenestablished.Manual proofs, however,
evenin publishedwork often miss significantdetailsand assumepreconditionsor rulesof inferencethat
arenot madeexplicit; automatedrerificationkeepsus honest.Furthermorewith fast,automatedeasoning
we canperformsomeanalyseghat would otherwisebe impracticalor cumbersomesuchasenumerating
beliefsheldasthe protocolprogresses.

Thedevelopmenibf theorygeneratiorwaspartially motivatedoy the needfor automatedeasoningvith
this family of logics. Usingtheorygenerationandthe TG, algorithmin particulay we cando automated
reasonindor all thesdogicswith asingle,simpletool: the REVERE system. REVERE is aprotocolanalysis
tool built arounda theorygeneratiorcore. It hasplug-in modulesexpressingdifferentlogics, andaccepts
protocolspecificationsvritten in a variantof the CommonAuthenticationProtocolSpecificatiorLanguage
(CAPSL)[Mil97].

We examinein Section5.1the BAN logic of authenticationandin Section5.2.1,threeotherlogicsin
the BAN family: AUTLOG, Kailar’'slogic of accountabilityandour new belieflogic calledRV. We shav
in our useof REVERE how theorygeneratiorcanbeappliedto eachof them.

5.1 The BAN Logic

Astheprogenitorof thisfamily, theBAN logic of authentications anaturalcaseto consideffirst. Thislogic

is normallyappliedto authenticatiorprotocols.It allows certainnotionsof belief andtrustto be expressed
in asimplemannerandit providesrulesfor interpretingencryptednessageaexchangecamongthe parties
(principals)involvedin a protocol. In Section5.1.1we enumeratehe fundamentaktonceptsexpressible
in the BAN logic: belief, trust, messagdreshnessand messageeceiptandtransmissionSection5.1.2

describesherulesof inference Sectionss.1.3-5.1.4ive examplesof their application.

5.1.1 Componentsof the Logic

In encodingthe BAN logic andits accompaying sampleprotocolswe mustmakeseveraladjustmentsind
additionsto thelogic asoriginally presentedBAN90], to accounffor rules,assumptionsandrelationships
thataremissingor implicit.

Figure5 shows the functionsusedin the encoding,andtheir intuitive meanings.The first twelve cor-
responddirectly to constructdn the original logic, andhave clearinterpretations.The last two are new:
inv makesexplicit the relationshipimplied betweenthe keys in a key pair (K, K ') underpublic-key
(asymmetricxryptographyanddistinct expresseshattwo principalsarenotthesame.

As atechnicalcorveniencewe alwaysassumehatfor every function (e.qg., believes), thereis a corre-
spondingpredicateby the samenameandwith the samearity, whichis usedwhentheoperatooccursatthe
outermostevel. For instancejn the BAN formula

A believes B said A believesA <% B

thefirst believesis representedby the believes predicatewhile the seconds representedby the belicves
function.
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Function BAN notation | Meaning

believes(P, X) P believesX | P believesstatementX’

sees(P, X) P seesX P seegnessageX

said(P, X) P said X P saidmessageX

controls(P, X) P controls X | if P claimsX, X canbe
believed

fresh(X) fresh(X) X has not beenuttered
beforethis protocolrun

shared_key(K, P,Q) | P P Q K is a symmetric key
sharedoy P and@

public_key(K, P) K p K is P’s publickey

secret(Y, P, Q) P é Q Y isasecresharedy P
andQ@

encrypt(X, K, P) {X} Kk from P | messageX, encrypted
underkey K by P

combine(X,Y) (X)y message X combined
with secret’

comma(X,Y) X, Y concatenation

A B,ST,... A B,S,T,... | O-ary functions (con-
stants)

inv(Ky, Ks) K; and K, are a pub-
lic/privatekey pair

distinct( P, Q) principals P and @ are
notthesame

Figure5: BAN functions

The aborve formulashouldbe parsedo readas“A believesthat (B saidthat (A believesthat (A andB
sharethe key K))).” Typically A would cometo having this belief by receving from B a messagavhose
contentcornveysthebeliefthatA andB shareK.

We provide a finite but unspecifiedsetof uninterpreted-ary functions(constants)which canbe used
to represenprincipals keys, timestampsandsoforth in a specificprotocoldescription.

The pre-orderwe usefor the BAN logic (to ensureterminationof TGy) is arelatively simpleone,in
which F' < GG whenF' containgno moresymbolsthan, andthe numberof occurrencesf eachvariablein
Fisnolargerthanthenumberin G. Thereis oneexceptionto this: variousfunctionshave atomicarguments
in whichvariablesandsymbolsarenotcountedtheseagumentsorrespondo principalnamesA syntactic
constraintensureghatin all formulas,theseatomicargumentswill alwayscontaineithera singlevariable
or aconstan{0-aryfunction). Theformal pre-orderdefinitionis thefollowing:

Definition 12 Thepre-omder, <p4n, is definedoverBAN termsandformulasasfollows:

F=<pany G = (nsyms(F) < nsyms(G))
A (Vv.oce(v, F) < oce(v, G))
nsyms(F') = thenumberof functions predicatesandvariablesin F,
excludingthosein atomicarguments
occ(v, F') = thenumberof occurrencefvariablewv in F, excluding

occurrencesn atomicarguments
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This pre-ordersatisfiesconditionsP1-P3(from Section3.1) [Kin99].

5.1.2 Rulesof Inference

The BAN logic containseleven basicrulesof inference,eachof which canbe expressedasan £z rule,

writtenin theform
P17P27"'7P7n

C
Of theserules,tenarean S-rulesunderthe BAN pre-orderthe eleventhis a G-rule,andeachpreseresthe
atomic-agumentsconstrainion BAN formulas.
In orderto makethe publishedBAN analysisof the Andren SecureRPC protocolgo through,we had
to add an extra S-rule which allows deriving both the freshnessandthe authenticityof a messagevhose
freshnesss providedby thefreshnes®f theencryptionkey:

believes(P, fresh(K))
sees( P, encrypt(X, K, R))
distinct(P, R)
believes(P, shared_key(K, Q, P))
believes(P, believes(Q, X))

This rule doesthe work of BAN’ s “message-meaningind“nonce-\erification” rulessimultaneouslyThe
normalBAN message-meaningle throws away theinformationnecessarjo prove freshnessafterdemon-
stratingauthenticity (For completenessye alsoaddedasimilarruledealingwith authenticatiowvia secrets.)

In addition,we addedseren “freshness’G-rules,which allow deriving, for example,the freshnes®f
an encryptedmnessagérom the freshnes®f the encryptionkey. While not strictly necessarytheserules
allow more straightforwardreshnes@assumptiongn protocolspecifications.Finally, we addedtwo rules
for breakingconjunctionsthat are mentionedndirectly in the BAN paper andboth of which appeatin a
technicalreportby the sameauthordBAN89].

Having encodedhe rules,we cananalyzeeachof the four protocolsexaminedin the BAN paperand
checkall the propertiesclaimedthere[BAN9O].

5.1.3 Kerberos Example

Througha sequencef four messageghe Kerberogprotocolestablishes sharedkey for communication
betweentwo principals,usingatrustedsener [MNSS87. The simplifiedconcreteprotocolassumedhn the
original BAN analysids thefollowing:

Messagd. A — S: A B

Message®. S — A: {Ts, L, Koy, B, {Ts, L, Kap, A} e, } Ko
Messags8. A — B :{T,, L, Ku, A}k,..{A, Tu}k,,
Messaget. B — A: {1, + 1}k,

Initially, A wantsto establisha sessionkey for securecommunicationwith B. A sendsMessagel to
the trustedsener, S, asa hint that shewantsa new key to be sharedwith B. The sener respondswith
Message?, which is encryptedwith K, a key sharedoy A and.S. In this messagesS providesthe nev
sharedkey, K,», alongwith atimestamp(75), thekey’slifetime (L), B's name,andanencryptednessage
intendedfor B. In Message3, A forwardsthis encryptednessagalongto B, who decryptsthe message
to find K, andits associateihformation.In addition, A sendsatimestamp7,) and A’s name encrypted
underthe new sessiorkey, to demonstratéo B that A hasthe key. Finally, B respondsvith Messaget,
whichis simply T;, + 1 encryptedunderthe sessiorkey, to shov A that B hasthekey aswell.
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The BAN analysisof this protocolstartsby constructinga three-messageealizedprotocol [BAN9O];
theidealizedprotocolignoresMessagé,, sinceit is unencryptedndthuscannotsafelycorvey ary beliefs.
The BAN analysisthengoeson to list teninitial assumptionsegardingclient/serer sharedkeys, trust of
thesener, andfreshnesef thetimestampsised BAN90]. We expresseachof thesehreemessageandten
assumptionslirectly (the corversionis purelysyntactic) andaddfour moreassumptiongseeFiguress and

7).

Message.

Message.

Messagét.

S—A:{T;, A = Lo, B, {T;,A % B}k, Kae

sees(A, encrypt(comma(comma(Ts, shared_key(Kqp, A, B)),
encrypt(comma(Ty, shared_key(Kap, A, B)),
Kb87 S)))a
Kas, S))

A—B: {TsaA ab B}Kb a{TaaA B}K b fTom A

sees(B, comma(encrypt(comma(Ts, shared_key(Kqp, A, B)), Kps, S),
encrypt(comma(Ty, shared_key(Kqp, A, B)), Kap, A)))

B— A: {Ta,A % B}k,, from B

sees(A, encrypt(comma(Ty, shared_key(Kqp, A, B)), Kap, B))

Figure6: Kerberogprotocolmessagesn BAN idealizedform andcorvertedto the syntaxof our encoding.

believes(A, shared _key(K s, S, A)
believes(B, shared_key(Kyps, S, B)

believes(S, shared_key(Kyps, B, S

)

)

believes(S, shared_key(Kys, A, S))
)

)

believes

A, controls(S, shared_key(K ., A, B)))
believes(B, controls

(
believes(A, fresh(Ts))

S, shared _key(Kqp, A, B)))

believes(B, fresh(Ty))
believes(B, fresh(Ty))

(
(
s
believes(S, shared key(Kqp, A, B)
(
(
(
(
(

believes(A, fresh(T,))

distinct(A,
distinct(A,
(B

distinct(B,

S)
B)
S)

Figure7: Encodingof theKerberosnitial assumptionsAll but thelastfour assumptionappeain the BAN

analysig§BAN90].

Thefirst extraassumption—thatt mustbelieveits own timestampo befresh—ismissingin theoriginal
paper andthelastthreearerequiredto satisfythe distinctnesside-conditions After makingtheseadjust-
mentswe canrunthe 14 initial assumptionand3 messagethroughthe TG, algorithm,andit producesin
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additional50 trueformulas.
By runningthe simpledecisionproceduradescribedn Section3, we canverify thatthesefour desired
propertieshold:
believes( A, shared_key(Kqp, A, B))
believes(B, shared_key(Kap, A, B))
believes(B, believes(A, shared_key( K, A, B)))
believes(A, believes(B, shared_key(Kqp, A, B)))

Theseresultsagreewith the original BAN analysis. The first two indicatethat eachof the two parties
believesit shares key with theother andthesecondwo, thateachbelievesthattheotherbelievesthesame
thing.

If we remove the optional final messagdrom the protocol and run the algorithmagain,it generates
41 valid formulas. By computingthe differencebetweerthis setandthe first setof 50, we candetermine
exactly whatthefinal messageontritutes.Amongthe 9 formulasin this differenceis

believes(A, believes(B, shared_key(Kap, A, B)))

(thelastof thefour resultsabore). This confirmsthe claimin the original analysisthat “the three-message
protocoldoesnot corvince A of B’s existence”[BAN9Q]. This techniqueof examiningthe setdifference
betweenthededucedropertiesof two versionsof a protocolis a simplebut powerful benefitof thetheory
generatiorapproachijt helpsin understandinglifferencedbetweenprotocolvariantsandit supportsrapid
prototypingduring protocoldesign.

5.1.4 Other Authentication ProtocolsUsing BAN

We encodedthe assumption@nd messagesf the threevariantsof the Andrew secureRPC handshake
protocolgivenin the BAN paperandthe TG, algorithmproduceghe expectedresults. Thelastof these
verificationsrequiresanextra freshnessissumptionrmentionedndirectly in theBAN analysis:

believes(B, fresh(K.,))

It alsomakesuseof oneof our addedfreshnessulesandthefirst simultaneousnessage-meaning/nonce-
verificationrule.

We ranthealgorithmon two variantsof the CCITT X.509 protocolexploredin the BAN paper Oneof
thesecheckdfailedto producehe expectedresults,andthisledto thediscosery of anoversightin the BAN
analysis:ithey obsene aweaknesén the original X.509 protocolandclaim, “The simplestfix is to signthe
secredataY, andY; beforeit is encryptedor privagy.” In factwe mustsignthe secretdatatogethemwith a
nonceto ensurgreshnessWe replacethe occurrencef Y, in theoriginal protocolby

encrypt(comma(Yy, T,), K., A)

andtheoccurrencef Y, by
encrypt(comma(Yy, No), K, B) .

After correctingthis, the verificationsproceedasexpected.
Finally, we also duplicatedthe BAN resultsfor two variantsof the Needham-Schroederublic-key
secret-gchangeprotocol,the Wide-MouthFrog protocol,andthe Yahalomprotocol.
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5.2 Other Logics
5.2.1 AUTLOG

AUTLOG is an extensionof the BAN logic, proposedby Kesslerand Wedel [KW94]. It incorporates
several new conceptssomeof which appearin other BAN variants,suchasthe GNY logic developed
by Gong,Needhamand Yahalom[GNY90]. It allows analysisof a simulatedeavesdroppefor detecting
someinformationleaks,usesthe notion of principals‘recognizing”decryptedmessagesndintroducesa
“recentlysaid” notionwhichis moreprecisethanBAN’s beliefsaboutbeliefs.

Ourencodingof AUTLOG usesall theBAN functions,andafew extras,listedin Figure8. Theoriginal

Function
recognizable( X))
mac(K, X)
hash(X)
recently_said (P, X)

Figure8: ExtraAUTLOG functions

rules of inferencefrom AUTLOG canbe enteredalmostverbatim. Thereare 22 S-rulesand 24 G-rules;
therulesgoverningfreshnessindrecognitionaretheonly G-rules.In applyingthe TG, algorithm,we can
usea similar pre-orderfor AUTLOG to thatusedfor the BAN logic. In encodingthe AUTLOG rulesand
attemptingsomeREVERE protocolanalysesisingthem,we foundthreeflaws in thelogic, correspondingo
six rulesthatwereunsoundandonethatwasweakerthannecessary

Oneflaw is in AUTLOG'sfour “key” rules(K1-K4). Theserulesallow a principal, P to determinefor
example thatanothemprincipal,@, considersakey sharedvith P to bevalid if ) hasusedthekey recently
The“receng” is providedby the premise,

believes( P, recently said(Q, X)) ,

where X is the body of the encryptedmessage.However, that premiseis too weakto ensurethat the
encryptednessagavasactuallysentrecently;amoreappropriatgpremisewould be

believes(P, fresh(X)) .

AUTLOG canrepresenmessagauthenticatiorcodes(MACs, or keyed hashes)but therule that au-
thenticategshesecodes(A2) is weakerthanit shouldbe. It includesthe premisethatthe recipient, P, has
seenthe messagérom which the MAC wastaken. As we foundwhenour initial SKID2 protocolverifica-
tion failed, this fails to allow for a situationin which the messagéastwo parts,eachof which P hasseen.
To fix this, we addeda new operatorandfive G-rulesfor determiningvhatmessagea principalis capable
of constructingandreplacedhetoo-strongpremise.

Thethird flaw appearsn two of the“recognizing”rules. A principalis saidto recognizesomemessage
roughlywhenit candistinguishthat messagdérom randomdata. The recognizingrulesfor cryptographic
hashfunctionsandmessagauthenticatiorodegMACs), however, statethata principalrecognizes hash
if it recognizeghe original messagéom whichthe hashwasbuilt. If thatprincipalhasnever seerall parts
of the ariginal messagethough,it will be unableto computethe hash,andthuscannotrecognizet. These
rulescanbefixed by addinga premiserequiringthatthe principalcanconstructhe originalmessage.

To checka protocolfor leaksusingAUTLOG, onefindstheconsequencelosureoverthe“seeing’rules
of thetransmittednessageslheresultinglist will includeeverythinganeavesdroppecouldsee.The TG,
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algorithmis well-suitedto computingthislist; theseeingulesareall S-rules sothealgorithmwill generate
exactly thedesiredist.

KesslerandWedelpresentwo simplechallenge-respong®otocols:onein which only thechallenges
encryptedandanotherin which only the responseés encrypted.We have encodedoth of theseprotocols
andverifiedthepropertieKesslerandWedelclaim: thatbothachieve the authenticatiorgoal

believes(B, recently_said(A, Rp))

where Rp is the secretA providesto prove its identity. Furthermorethroughthe eavesdroppeianalysis
mentionedabore, we canshaw thatin the encrypted-challengeersion,the secretis revealedandthusthe
protocolis insecure(The BAN logic cannotexpresshis.)

We have alsocheckedhatthe Kerberogprotocoland SKID2/SKID3 authenticatiorprotocols[BP95,
expressedn AUTLOG, satisfypropertiessimilarto thosedescribedn Section5.1.3.

5.2.2 Kailar’ s Accountability Logic

Morerecently Kailar hasproposeasimplelogic for reasoningaboutaccountabilityin electroniccommerce
protocolg[Kai96]. Thecentralconstrucin thislogic is

P CanProve X

which meansthat principal P cancorvince aryonein anintendedaudiencesharinga setof assumptions,
that X holds,withoutrevealingary “secrets’otherthanX itself.

Kailar provides differentversionsof this logic, for “strong” and “weak” proof, andfor “global” and
“nonglobal” trust. Theseparametersieterminewhatevidencewill constitutean acceptablgroof of some
claim. Thelogic we chooseusesstrongproof andglobaltrust, but the otherversionswould be equallyeasy
to encode.The encodingusesthesefunctions: CanProve, IsTrustedOn, Implies, Authenticates, Says,
Receives, Signed With, comma, andinv.

We encodehe four mainrulesof thelogic asfollows:

CanProve(P, X), CanProve(P,Y)
CanProve(P, comma(X,Y))

Conj :

~ CanProve(P, X), Implies(X,Y)
' CanProve(P,Y)
Receives(P, SignedWith(M, K 1))

CanProve( P, Authenticates(K, Q))
Inv(K, K1)

Inf

Sign : CanProve(P, Says(Q, M))
CanProve(P, Says(Q, X))
CanProve(P, IsTrustedOn(Q, X))
Trust :

CanProve(P, X)

The Conj andInf rulesallow building conjunctionsand usinginitially-assumedmplications. The Sign
andTrust rulescorrespondoughlyto the BAN logic’s public-key message-meanirandjurisdictionrules.
We canagainusea pre-ordersimilar to that usedfor BAN. This makesConj a G-rule; the otherthreeare
S-rules. Thereareatotal of six S-rules,one G-rule, andthreerewritesin our encodingof this logic; the
extra S-rulesandrewritesdo simplecomma-manipulation.
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IBS protocolmessages:
Message8. L — S : {{Price}, 1, Price} 1

Receives(S, SignedWith(comma(Signed With( Price, K1),
Price),
K1)

Messagd. S — E:{Service} 1

Receives(E, Signed With(Service, K 1))
Messagé. E — S : {ServiceAck} .

Receives(S, SignedWith(ServiceAck, K, 1))

Initial assumptions:

CanProve(S, Authenticates(Ke, E))
Implies(Says(E, Price), AgreesToPrice(E, pr))
Implies(Says(E, ServiceAck), ReceivedOneServiceltem(E))

Figure9: Excerptfrom IBS protocolandinitial assumptions.

We canreplacethe construct
X i M

(representingnterpretationof part of a messagevith threeexplicit rulesfor extractingcomponent®f a
messageWe addrewrites expressinghe commutatvity andassociatiity of comma, asin theotherlogics.

We have verified the variantsof the IBS (NetBill) electronicpaymentprotocolthat Kailar analyzes.
Figure9 containsanencodingof partof the“serviceprovision” phaseof theasymmetric-kg versionof this
protocol. The customer F, first sendghe merchant,S, a messageontaininga price quote,signedby the
merchantthis messagés itself signedby the customerto indicatehis acceptancef the quotedprice. The
merchantespond$y providing theserviceitself (somepieceof data),signedwith herprivatekey. Thelast
messagef this phasds anacknavledgemenby the customeithathe recevedthe service signedwith the
customers privatekey.

Whenwerunthe TGy algorithmonthesemessageandassumptiongt appliesthe Signruleto produce
thesetwo formulas:

CanProve(S, Says(E, comma(Signed With( Price, K; 1), Price)))
CanProve(S, Says(E, ServiceAck))

Theseconclusionsarenot particularlynotevorthyin their own right; they reflectthefactthatS (theseller)
canprove that £ (the customerhaspresentedwo specificmessagesWith theseformulas,the TG, algo-
rithm next appliesacomma-&tractingrule to produce

CanProve(S, Says(E, SignedWith( Price, K;1)))
CanProve(S, Says(E, Price))
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ThisshavsthatS canprove £ sentindividualcomponentsf theearliermessaged=inally, TG, appliesinf
to derive theseresults which agreewith Kailar’'s [Kai96]:

CanProve(S, Says(E, ReceivedOneServiceltem(E)))
CanProve(S, Says(E, AgreesToPrice(E, pr)))

Theserepresentwo desiredjoalsof the protocol:thatthesellercanprove thecustomerecevedtheservice,
andthatthesellercanprove whatpricethecustomeagreedo. The TG, algorithmstopsat this point, since
no furtherrule applicationcanproducenew formulas.

We have verified the restof Kailar’'s resultsfor two variantsof the IBS protocolandfor the SPX Au-
thenticationExchangeprotocol.

5.2.3 RV Logic

Beyond theseexisting logics, we have developeda new logic, RV [Kin99], which allows moregrounded
reasonin@boutprotocolsjn thatthemappingrrom concretenessaget® abstractneaningss madeexplicit.
Usingtheorygenerationywe have appliedthislogic to severalexisting protocols checkinghonestysecrey,
feasibility, andinterpretatiornvalidity properties. Thesepropertiesarenot fully addressedy otherbelief
logics, andthey arecritical in that failure to checkthem canlead (and hasled) to vulnerabilities. By
applying TGy to the RV logic, we canreveal the Needham-Schroedg@ublic key protocolflaw thatwas
discoveredby Lowe [Low96], which traditionalBAN analysisdid not (and cannot)expose. We canalso
checkthatanoptimizedversionof the Woo-Lamprotocol[WL92a, WL92b] with fewer messageandless
encryptionthantheoriginalversionpresereshonestysecrey, andbelief propertieof theoriginal protocol;
BAN analysiswould beinsuflicientto demonstratéhe safetyof theimproved protocol.

Like otherbelieflogics, RV takesa constructve approacto protocolverification,in thatit focuseson
deriving positive protocol properties ratherthan searchingor attacks. Throughextendingthis approach
to honestyandsecreg properties RV canexposeflaws that correspondo concurrent-rurattackswithout
explicitly modelingeitheranintruderor somesetof runs.

5.3 Summary of PerformanceResults

Thetablein Figure 10 containsa summaryof the resultsmentionedn this section.Eachline in the table
shaws, for a givenprotocol,the numberof initial assumptionsndmessageted to the TG, algorithm,the
numberof formulasin thetheoryrepresentatioit generatedandtheelapsedimein second$or generating
therepresentationdn eachcasewe wereableto usetheorygeneratiorto prove thatthe protocolssatisfied
(or failed to satisfy)variousdesiredbelief properties.Note that the generatedheoryrepresentationtypi-
cally containon theorderof severaldozensof formulas.All timingsweredoneon an Digital AlphaStation
500,with 500MHz Alpha21164CPU.

6 RelatedWork

Thereis arich history of researclon the use of mechanizederificationtools—namelytheoremprovers
andmodelcheckers—foreasoningaboutsecurity We surwey herethe mostrelevantwork, focusingon the
importantdifferencedetweerexisting approacheandtheorygeneratiorasappliedto securityprotocols.
6.1 TheoremProving

General-purposautomatedheoremproving is the moretraditionalapproacho verifying securityproper
ties. Early work on automatedeasoningaboutsecuritymadeuseof the Affirm [GMT*80], HDM [LRS79],
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Logic Protocol Assumps.| Msgs.| Th. Rep. | TG Time (s)
BAN Kerberos 14,13 3 61,52 4.7
Andrew RPC 8,8,7 4 32,39,24 3.2
Needham-Schroeder 19,19 5 41,41 1.5
CCITT X.509 13,12 3 69,74 23.8
Wide-MouthFrog 12,12 2 34,34 19.3
Yahalom 9,17,17 5 40,60,62 23.0
AUTLOG challenge-response 2 2 10 0.3
challenge-responsz 4 2 13 0.3
Kerberos 18 3 79 11.3
SKID3 12 3 41 3.7
Kailar's IBS variantl 14 7 44,39 0.3
Accountability | IBS variant2 20 7 46,52 0.3
SPXAuth. Exchange 18 3 36 0.2
RV Needham-Schroed@Pub) 31 7 83 23.0
Otway-Rees 28 4 95 344
Denning-Sacco 25 3 77 38.1
Neuman-Stubblebine 35 4 80 20.1
Woo-Lam 37 7 106 50.8

Figurel0: Protocolanalyseperformedwith existing belieflogics,with thenumberof formulasin theinitial
assumptionsmessagetransmitted and generatedheoryrepresentation(Someanalysesnvolved several
variationson thesameprotocol.)ElapsedheorygeneratiortimesusingREVERE arein seconds.

BoyerMoore [BM79], andIna Jo [LSSE8O]verificationsystems.This line of work waslargely basedon
the Bell-LaPadulasecuritymodel[BL76], whichin the contet of a centralizedsystenfocuseson subjects’
accessightsto objectsbasedn securitylevels. In proving the theoremghat expressedecurityproperties
of a systemor protocol,an expert userwould carefully guidethe prover, producinglemmasandnarravly
directingthe proof searcho yield results.

More recent theorem-praing efforts have used the HOL [GM93], PVS [ORSvH95], and Is-
abelle [Pau94] verification systemsto expressand reasonaboutpropertiesof security protocols. These
sophisticatedrerificationsystemssupportspecificationsn higherorderlogic andallow the userto create
customproof stratgjiesandtacticswith which the systemsando moreeffective automategroof search.
Thoughsimplelemmascanbe provedcompletelyautomaticallyhumanguidances still necessarfor most
interestingproofs.

We have donelimited experimentsn applyingPVSto the BAN logic asanalternative to theorygener
ation. The encodingof thelogic is quite natural,but the proofsaretediousbecausé’VSis oftenunableto
find theright quantified-ariableinstantiationgo applythe BAN logic’srulesof inference.

Paulsonusesthe Isabelletheoremprover to demonstrat@ rangeof securitypropertiesn an“inductive
approach’TPau96,BP97]. In this work, he modelsa protocolasa setof eventtraces definedinductively
by the protocolspecification He definesrulesfor deriving several standardnessagesetsfrom atrace,such
asthe setof messagegand messagdragments)that can be derived from a trace H using only the keys
containedin H. Giventhesedefinitions, he proposesrariousclassesf propertiesthat can be verified:
possibility propertiesforwardinglemmasyegularity lemmas authenticitytheoremsandsecreyg theorems.
Paulsons approactasthe advantageof beingbasedon a smallsetof simpleprinciples,in contrastto the
sometimesomplex andsubtlesetsof rulesassumedby the BAN logic andrelatedbelieflogics. It doesnot,
however, provide the samehigh-level intuition into why a protocolworksthatthebelieflogicscan. Paulson
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demonstrateproof tacticsthat canbe appliedto prove somelemmasautomatically but significanthuman
interactionstill appeargo berequired.

Brackinrecentlydevelopeda system[Bra96] within HOL for converting protocolspecificationsn an
extendedversionof the GNY logic [GNY9(0] to HOL theories. His systemthenattemptsto prove user
specifiedoropertiesandcertaindefaultpropertiesautomatically Thiswork looks promising;onedravback
is thatit is tied to a specificlogic. Modifying thatlogic or applyingthe techniqueto a new logic would
requiresubstantiabffort andHOL expertise. In theorygenerationthe logic canbe expressedstraightfor
wardly, andthe proving mechanisms independenof thelogic.

Like general-purpostheoremproving, theorygeneratiorinvolvesmanipulationof the syntacticrepre-
sentationof the entity we are verifying. However, by restrictingthe natureof the logic, unlike machine-
assistedheoremproving, we canenumeratéhe entiretheoryratherthan(with humanassistancedievelop
lemmasandtheoremsas needed. Moreover, the nev methodis fast and completelyautomatic,andthus
moresuitablefor integrationinto the protocoldevelopmentprocess.

6.2 Model Checking

Model checkingis a verificationtechniquenvhereinthe systemto be verifiedis representedsa finite state
machine,and propertieso be checkedare expressedasformulasin sometemporallogic. Thetechnique
involvesdoinganexhaustve searclof thestatespacdo determinevhetheragivenformulaholds. Symbolic
modelcheckinghasbeenusedsuccessfullyo verify mary concurrenhardwaresystemsandit hasattracted
significantinterestin the wider verificationcommunitydueto its high degreeof automatiorandits ability
to producecountergampleswhenverificationfails.

Millen’ s Interrogatortool could be consideredhe first modelcheckerfor cryptographigrotocolanal-
ysis [Mil84, KMM94]. It is a Prolog[CM81] systemin which the userspecifiesa protocolas a set of
statetransitionrules,andfurtherspecifiesa scenariacorrespondingo someundesirableoutcome(e.g.,an
intruderlearnsa privatekey).

Recently advancedgeneral-purposmodelcheckershave beenappliedto protocolanalysiswith some
encouragingesults.Lowe usedthe FDR modelcheckelfR0s94 to demonstrata flaw in, andthenfix, the
Needham-Schroedpublickey protocol[Low96] and(with Roscoefhe TMN protocol[LR97], andRoscoe
usedFDR to checknoninterferencef a simple security hierarchy(high security/lav security)[Ros95].
Heintze, Tygar, Wing, and Wong usedFDR to checksomeatomicity propertiesof NetBill [ST95 and
Digicash[CFN88] protocols[HTWW296]. Mitchell, Mitchell, and Sterndevelopeda techniqudor analyz-
ing cryptographigorotocolsusingMur¢, a modelcheckerthatusesexplicit staterepresentatiorand,with
Shmatika, have appliedit to the complex SSL protocol[MMS97, MSS98]. Marrero,Clarke,andJhahave
produced specializednodelcheckerfor reasoningboutsecurityprotocolswhich takesa simpleprotocol
specificationasinput and hasa built-in model of the intruder[CIM98]. Finally, Song[Son99 recently
implemented promisingnen modelcheckingapproactbasedn the strandmodel[THG99].

All thesemodel-checkingapproachesharethe limitation thatthey canconsideronly alimited number
of runsof aprotocol—typicallyoneor two—beforethe numberof statesof thefinite statemachinebecomes
unmanageabldhis limitation resultsfrom thewell-known stateexplosionproblemexhibitedby concurrent
systemsln somecasest canbeworkedaroundby proving thatarny possibleattackmustcorrespondo an
attackusingat mostn protocolruns.

Thetheorygeneratiortechniquaakessignificantinspirationfrom thedesirabldeaturef modelcheck-
ing. Like modelchecking theorygeneratiorallows “push-kutton” verificationwith nolemmasto postulate
andno invariantsto infer. Whereasnodelcheckingachiezesthis automatiorby requiringa finite model,
theorygeneratiorachievesit by requiringa simplelogic. Also like modelcheckingtheorygeneratiorseeks
to provide moreinterestingfeedbackhana simple“yes, this propertyholds” or “I cannotprove this prop-
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erty” In modelchecking,countergamplesgive concretellustrationsof failures,while theorygeneration
offersthe opportunityto directly examineandcompareheoriescorrespondingo variousprotocols.By tak-
ing advantageof theintuitivebelieflogics,theorygeneratiorcanbetterprovide theuserwith a senseof why
aprotocolworksor how it mightbeimproved; modelcheckings moreof a“black box” in thisrespectThe
two approachesancomplemeneachother asmodelcheckingprovidesanswerswvithout specifyingbelief
interpretationgor the protocol,while theorygeneratiorpresentghe userwith a higherlevel interpretation
of the protocolseffects.

6.3 Hybrid Approaches

Meadavs’ NRL ProtocolAnalyzeris perhapghe bestknown tool for computerassistedsecurityprotocol
analysigMea94. It is a semi-automatetbol thattakesa protocoldescriptionanda specificatiorof some
badstate andproduceshesetof stateghatcouldimmediatelyprecedet. In asenseheAnalyzerrepresents
ahybrid of modelcheckingandtheorenproving approachest interlearesbrute-forcestateexplorationwith
the userguidedderivation of lemmasto prunethe searchspace.It hasthe notableadvantageghatit can
reasoraboutparallelprotocolrun attacksandthatit producesampleattacksput it sometimesuffersfrom
the stateexplosionproblemandit requiressignificantmanualguidance It hasbeenappliedto a numberof
securityprotocols,andcontinuingwork hasincreasedhelevel of automatiorfMea99g. Theorygeneration,
however, offers greaterautomationthe benefitsof intuitive belief logics,andprotocolcomparisorabilities
notavailablein the Analyzer

7 Summary, Futur e Work, and Conclusions

7.1 Summary of Resultsand Contrib utions

Theorygeneratioris a new general-purposeechniqueor performingautomatedverification. In this paper
we describedh simplealgorithm(TGy) for producingfinite representationsf theories.This algorithmcan
be appliedto ary logic in the £y classthat also meetsthe preconditionsn Definition 10. The theory
representationproducedby TG, arewell suitedto direct comparisorsincethey are canonical,andthey
canbe usedin an efficient decisionprocedure.We have proved thatthe TG, algorithmandthis decision
procedurderminateandarecorrect.We implementedhe algorithmin our REVERE system.

We appliedtheorygeneratiorto verify propertiesaboutover a dozensecurityprotocols.We expressed
the protocolsandtheir desiredpropertiesin termsof four differentbelief logics, including our nev RV
logic. Using REVERE, we reproducegublishedprotocolanalysesisingthesebelief logics, andin some
casewe exposederrorsin theearlieranalyseslin practice thetheorygeneratiorprocessompletegjuickly
(in second®r minutes) andthetheoryrepresentationgenerate@reconsistentlyof manageablsize.

Ourwork hasdemonstratethe utility of theorygeneratiorfor analyzingsecurityprotocols,but this is
only a start;furtherinvestigatiorwill tell whetherit canyield similar benefitsn otherdomains.

7.2 FutureWork on Theory Generation

The TG, algorithmitself couldbeenhancedor its preconditionselaxed,in a varietyof ways.We consider
theterminationguaranteeérst.

The purposefor mostof the preconditionss to ensurethat TG, will alwaysterminate,but thereis a
tradeof betweenmakingthe preconditionseasyto checkandallowing as mary logics as possible. The
preconditiongivenin Definition 10 aresufficientbut notnecessaryo ensurdgermination.We couldreplace
themwith the simple conditionthat eachS-ruleapplicationmustproducea formulano larger thanary of
theformulasused(perhapghroughG-rules)to satisfyits premisesThis imposesa considerabldurdenof
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proof, but it is a more permissie preconditionthanthe onewe use. Furthermorewhile it is sufiicient to
ensurethat a finite theoryrepresentatiomxists, it is not sufficient to ensuretermination,aswe mustalso
prove thateachS-ruleapplicationattemptmustterminate.ln somecasesthis extra effort may be justified
by theincreasedlexibility .

In practicewe may sometimede fairly confidentthat a suitablepre-orderexists but not wantto go
throughthetroubleof producingit. We canskip specifyingthe pre-ordeiif we arewilling to acceptherisk
of non-termination Correctnessvill notbe sacrificedsoif thealgorithmterminateswe canbesureit has
generatedheright result.

As an alternative approacho ensuringtermination,we could drav on existing researclin automatic
terminationanalysisfor Prolog—forinstancethe approactproposedy LindenstrausandSagv [LS97]—
to checkwhethera setof ruleswill halt. This would requireeitheradjustingthesemethodgo takeaccount
of ouruseof rewrites,or perhapencodinghe TG, algorithmitself asa Prologprogramwhosetermination
couldbeanalyzedn the contet of afixed setof rulesandrewrites.

To improve the performanceof TGy, we could introduce a special caseto handle associatre-
commutatve rewrites efficiently, using known techniquedor associatre-commutatie unification. The
general-purposenification modulo equalitiesimplementedior REVERE hasacceptablgerformanceor
the exampleswe ran, but it could becomeexpensie whenformulasor rulesincludelong sequencesWe
might alsogetbetterperformancen searchingor formulasmatchinga givenpatternby adaptingthe Rete
algorithmusedin someAl systemgFor82].

The TG, algorithmcould be modifiedquite easilyto keeptrack of the proof of eachderived formula.
Thisinformationcouldprove usefulin providing feedbacko theusemnwhentheverificationof someproperty
fails; we could, for instance automaticallyfill in “missing” sideconditionsin anattemptto pushthe proof
through,andthendisplaya prooftreewith thetroublespotshighlighted.The proofscouldalsobefedto an
independenterifierto double-checlkhe TG, results.

Thinking further afield, we might considerextensionssuchas providing theory representationsther
thanthe (R, R') representationdescribedn Definition 3, or evenrepresentationstherthansetsof formu-
lasin thetargetlogic. Thesealternatve theoryrepresentationsight prove necessaryn applyingtheory
generatiorto domainsotherthansecurityprotocols.

7.3 ClosingRemarks

The communitydoesnot yet have a completesolutionto security protocol verification; perhapsthat is
an unattainablegoal. However, todaywe can provide substantiasupportfor the designand analysisof
theseprotocols,and potentialsharingof informationamongdifferenttools, e.g.,via CAPSL [Mil97]. A
thoroughprotocoldesignprocesshouldstartwith adherencéo principlesandguidelinessuchasAbadiand
Needhans[AN96]. Thedesignergouldapplytheorygeneratiorwith RV or otherbelieflogicsto provethat
the protocolmeetsts goalsandmakeexplicit the assumptionsn which the protocoldependsThey could
usesymbolic model checkergo generateattackscenarios.With interactive, automatedheoremproving
systemsthey could demonstrateéhat the underlyingcryptographymeetsits requirementsand makethe
connectiorbetweerthe protocol'sbehaior andthatof the systemin whichit is used.Finally, theproposed
protocolcouldbepresentedor publicreview, sothatothersmightindependentlapplytheirfavorite formal
andinformal methods Eachstepin this procesfocuseson somelevel of abstractiorandemphasizesome
setof propertiesjn orderto build confidencen the protocolandthe system.
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Appendix A: TG, Proofs

Thisappendixcontainghefull proofsof correctnesandterminationfor the TG, algorithm.

Al Correctness

The TGy algorithmis intendedto producea theory representatiomn the (R, R’) form (seeSection2.2),
wherethe “preferred”rules R’ are exactly the S-rules. To prove thatit doesthis, we needa few lemmas
describinghebehaior of certaincomponentsf the TG, algorithm. Thesdemmasassumehatthevarious
functionsalwaysterminate theterminationproofsappeain the next section.

We presenthefollowing claimsregardingthe unify functionwithout proof, sinceit is a standarduild-
ing block andwe have notdescribedts implementatiorin detail.

Claim 1 (unify soundness)If ¢1 and ¢, are formulasof /zy7, ande is a substitution sud that

o € unify(¢r, ¢2) ,

then
{le} Fw U¢2
and

{¢2} Fwodr .

Claim 2 (unify completeness)Let ¢; and ¢o be formulasof £z that share no variables,andlet o bea
substitutian, sud that

{b1} Fw o2
or

{2} Fwodr .
Thele existsa substitutiono’, sud that

o= unify(¢1, ¢2)

ando is anextensionof ¢’. (Thatis, there existso” sud thato = ¢” o o).

This theoremdemonstratethe soundnessf backward_chain: thateachsubstitutionit returnscanbe
appliedto the givengoalsto yield provableformulas.
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Theorem 1 (backward _chain soundness)Let & and V' be setsof formulasof ¢ryy, let I' be a setof
formulasof /zy, andlet o bea substitutionsud that

o € backward_chain(®,I', V) .

Then.for every¢ € @,
I'Fowoo.

Proof This proof is by inductionon the total numberof recursve invocationsof backward_chain. We
assumehatary invocationof backward_chain thatcausesewerthann recursve callssatisfieghetheorem,
andshow thattheresultholdsfor n recursve callsaswell.

In orderfor backward_chain to returno, it mustbethecasethateitherI" is emptyando is theidentity
(in which casetheresultfollowstrivially), or o = o5 o 01, Where

®={g}Ugs
o1 € backward_chain_one(g, known, visited)
o9 € backward_chain(apply_subst(o1, gs), known, visited) .

Examining backward_chain_one, we seethat o; canarisein two ways: from regular_substs or from
grule_substs. We will shav thatin eachcase,

I'Feow o019 -

Casel: o comesfrom regular_substs. Theremustexist aformula ' € T, anda substitution o, such
that

o1 =000,
Ui € unify(org, F)
By Claim 1 (unify soundness)ye have
I I_GW O-i(O-Tg) 3

SO
I'Few 019

andthis caseis done.
Case2: o1 comesfrom grule_substs. Theremustexist aG-rule, R, anda substitutian o/, suchthat

o1 =000,
o} € reverse_apply_grule(R, 0,g,T,...)

(We ignorethe visited argument,sinceit is irrelevantto soundness.Jollowing into reverse_apply_grule,
we find that

o] =o04003

o3 € unify(o,g, conclusion(R))

o4 € backward_chain(apply_subst(os, premises(R)), T, ...)

Claim 1 (unify soundnessjnpliesthat
{conclusion(R)} Fw o3(0,g) -
By theinductionassumptionfor every P in premises(R),

F }_GW O'4(O'3P) .
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We canrenamevariablesn thesepremise-proofsisingo,, thencombinethemandaddanapplicationof the
G-rule, R, with the substitution o} o o, to get

I' Fow Uiarg .

This simplifiesto
r I_GW 019 ,

soCase2 isdone.
We now returnto backward_chain, armedwith theknowledgethato; g hasa prooffrom I'. By adding
instantiatiorstepswe cancorvertthis proofto a proof of o019, Sowe have

[ Fow 02(019)
We canapplytheinductionassumptioro therecursve backward_chain invocation,yielding
F }_GW O'2(O'1G)

for every G € gs. Since® = {g} U gs, ando = o5 o 01, we have shavn thatfor every ¢ € @, thereexists
aproofof
F }_GW O'(]S )

usingno S-rules. ]
Now we shav thedualof Theoreml, thecompletenessf backward_chain; thatis, thatit returnsevery
most-generasubstitutonunderwhich thegoalsareprovable.

Theorem 2 (backward _chain completeness)Let]” andV besetsof formulas,let ¢ bea setof formulas
({1, ---,on}), leto beasubstitution,andlet P; . .. P, beproofs(usingno S-rules) sud thatfor 1 <i <
n,

Pi
I' Fewod;

andtheproofs,P;, containno rewrites of formulasin V. Then,if backward_chain terminatesthere exists
a substitution ¢/, sud that
o' € backward_chain(®,T,V)

ando is an extensionof o’.

Proof We prove thistheoremby inductiononthe total numberof G-ruleapplicationsn P; ... P,,.

Withoutlossof generalitywe assumehattheproofs,P; . . . P,,, haveno“sharing’ Thatis, for ary proof
line thatis usedasapremisemorethanonce we duplicatethe proof prefix endingwith thatline to eliminate
the sharing. To carry out the induction,we now assumehat the theoremholdswhenP; ... P, containa
total of fewerthann G-ruleapplicationsandshow thatit holdswhentherearen G-ruleapplications.

In the casewherel is empty the theoremholdstrivially, so assumd” is non-empty Let ¢; be the
first goalselectedy choose_goal. Therearetwo casedo considerdependingn whetherP; containsary
G-ruleapplications.

Casel: P; containsno G-ruleapplications.

Lookingatthecall to backward_chain_one, we canseethatthe ¢ € visited checkwill notbetriggered
sinceg; mustbein theproofP;, andthusno rewrite of it canappeain V. Sinceo, isjustarenamingthere
existssomeo’ suchthat

oc=0o Oy .
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Thus,
I Fow U/Ur bi

andClaim 2 impliesthereexists somes” for which

iz

o"e |J unify(er, F)

Feknown

ando’ is anextensionof o”’. Thesetreturnedoy backward_chain_one will thusincludes” o o,., of which
o' o o, (thatis, o) is an extension. Therefore,backward_chain will returnasoneof its results,os o o1,
whereos is anextensionof o1, and

o9 € backward_chain(apply_subst(o1,gs), T, V) .

We have thusreducedhis caseto a casewith the sametotal numberof G-rule applicationsandonefewer
formulain &, sowithoutlossof generalitywe canassumehe secondcase.

Case2: P; containsatleastoneG-ruleapplication.

Therecursve call to backward -chain passes (partially instantiatedsubsebf ¢ (all but ¢;); sinceP;
containssomeG-rule applications the proofsfor this subsetmustcontainfewer G-rule applicationghan
P1 ... Pn, sowe canapplytheinductionhypothesisThisimpliesthat,aslong ase is anextensionof some
o1, thetheoremholds. It remainsonly to demonstrat¢his.

In backward_chain_one, again,thquS € wisited checkwill not betriggeredfor the samereasorasin
Casel. Asin Casel, thereexistssomeo’ suchthat

oc=0o Oy .
Let R bethelastG-ruleappliedin the proof, P;. If we canprove that
reverse_apply_grule(R, ¢, T, V U {$})

returnssomecs” of which ¢’ is an extension,thenby the agumentin Casel, backward_chain_one will
returna substitutionof which o is aninstancesothetheoremwill hold.

Sincec’ is justavariable-renamingpllowedby &, we cantransformthe proof of o¢;, P;, into a proof
of o’¢;, called P/, by simplerenaming.From P/, we canextracta proof of eachpremiseof its lastG-rule
application,andalsoa proof of ¢/¢; from the G-rule conclusion.By Claim 2, ¢’ is an extensionof some
og thatwill bereturnedby unify(o,¢i, conclusion(R)). The proofsof R’s premiseswill not containary
rewrites of V, sincetheseproofscomefrom P/, andwe will furtherassumehey containno rewrites of
¢;. (If they did, the applicationof R could be eliminatedfrom P;, sothereis no lossof generalityfrom
this assumption.Sincewe have proofsof R’'s premiseginstantiatedby o’), which have fewer total G-rule
applicationghanthe original P;, andsincetheseproofscontainno rewrites of formulasin the (expanded)
visited set,we canapplytheinductionhypothesisndfind thatfor someo, returnedy the backward _chain
call, o’ is anextensionof o4 o 3, whichwill bereturnedoy reverse_apply_grule. Thisis thefinal resultwe
requiredto completethe proof of thetheorem. ]

Now we canprove thesoundnesandcompletenessf the closure function,the heartof the TG, algo-
rithm.

Theorem 3 (closure soundness)LetI” andI” besetsof formulasof /zy,. For anyformula, F', whee
F € closure(I",T)

there existsa proof, P, of ' UT" I F', in which thelastrule application(if any)is of an S-rule
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Proof Theproofis by inductionon the numberof recursve callsto closure. If thereareno suchcalls, I
(the fringe) mustbe empty so T is returned,andthe theoremis trivially satisfied. Otherwise,closure is
calledrecursvely with the formulasin fringe addedto I' and fringe’ becomeghe new fringe. If we can
shaw thatall of the fringe’ formulashave proofsfrom I' of the appropriateform, thenwe canapply the
inductionassumptiorandthetheoremis proved.

For every S-rule,R, closure calls apply_srule( R, T'UT"), whichwill returnR’sconclusionjnstantiated
by o, whereo comesfrom the backward-chain result. By Theoreml (backward_chain soundness)or
eachpremise P, of R, thereexistsa proof of

rur’'roP

We canconcatenatéheseproofs,followedby anapplicationof the S-rule, R, to yield aproofof o C' (where
C'is R’'sconclusion) Furthermorethis proof hasno rule applicationdollowing the applicationof R, sothe
proofis of theappropriatdorm. It is thereforesafeto add

make_canonical(apply_subst(o, conclusion(R)))

to thefringe, sincemake_canonical appliesonly rewrites,andnot G- or S-rules. ]
To expressthe next theoremwe introducea notion of partial theoryrepresentations

Definition 13 If, for anyformula, ¢, andproof, P, sud that P hasonly oneS-ruleapplicationandnoother
rule applicationsfollowingit, andwhee

k¢,

it is alsothe casethat
(FI U F) I_W ¢ 9

thenwecall the orderedpair, (I, '), a partialtheoryrepresentation

Notethatif 7 is atheoryrepresentatiorthen ({}, T') is a partial theoryrepresentationThe closue
functiontakesa partialtheoryrepresentatioandproduces theoryrepresentation:

Theorem 4 (closure completeness)Let T and fringe be setsof formulas(of £ry), sudh that ( fringe, T')
is a partial theoryrepresentationFor anyformula, ¢, andproof, P, whosdastrule applicationis an S-rule
application,whee

(T'U fringe) 7|—) o
there existssomey’, whee (assuming:losure terminates)
¢ € closure(fringe, T) ,
sud that
¢ Fwo.

Proof Theproofis by inductiononthenumberof recursve callsto closure, whichis guaranteedtb befinite
sincewe assumerlosure terminates.
If thereareno recursve callsto closure, then fringe is empty and closure returnsjust 7', which by
Definition 13 mustsatisfy
T }_W d) ’

sothis cases done.
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If fringe is non-emptythenthefunctionreturnstheresultof
closure(fringe’, T') .

Since
T' > (T U fringe) ,

theinductionhypothesiswvill yield the desiredresultif we canprove that
(fringe’, T")

is apartialtheoryrepresentation.
Let ¢* beaformulaasgivenin Definition 13, where

/P* *
T+ ¢,

andP* hasexactly oneS-ruleapplicationwhichis its lastrule application.Let R bethelastS-ruleapplied
in P*, let C be R’sconclusionandlet o bethe substitutonunderwhich R wasapplied.From Theorem3
(backward_chain completeness); followsthato is anextensionof somesubstitution returnedoy

backward_chain(premises(R), T, {}) ,

andthus
apply _srule(R, T")

will returnsomeformulaof which ¢C' is aninstance.Sincemake_canonical only transformsoneformula
into anotherthatis equivalentmodulorewrites, we get

make_canonical(apply_srule(R, T")) by oC
andfinally, thisimpliesthat
fringe UT' -y, oC' . (1)
Now, returningto the proof, P*, sinceno morerulesareappliedafter R, it followsthat
oC by o .
This, combinedwith (1), givestheresultwe need:
fringe’ UT' =y ¢ .

This completegheinduction. ]
We cannow prove the claim madeat the beginning of this section,which correspondso thefollowing
theorem:

Theorem5 (TG, Correctness)If T' is a setof mostly-gpundformulasof ¢ry, and S_rules, G_rules,
Rewrites, and < meetthe T G, algorithmpreconditiongyivenin Definition10, thenif

theory_gen(T', S_rules, G _rules, Rewrites, <)

terminatesjt returnsan (R, R’) representatiorof the theoryinducedby T', whee R’ is the setof S-rules,
andtheequivalenceisedis equivalencenodulorewritesandvariablerenaming
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Proof Firstwe prove thatevery formulareturnedby theory_gen isin the (R, R') representationLet F' be
aformulareturneddy theory_gen. It mustbethecasethat

F' € closure(make_canonical(T'),{}) ,

andsoby Theoren? (closure soundness}hereexistsaproof, P, suchthat

P
make_canonical(T) - F |

andwherethelastrule applicationin P is of anS-rule. Sincemake_canonical only transformdy rewrites,
we know that

P P
make_canonica(T)F F = T'F F

andfurthermorethatsincethelastrule appliedin P is an S-rule,thesames trueof P’. Lastly, sinceevery
formulareturnedy closure hasbeencanonicalizednotwo formulasreturnedy theory_gen areequivalent
modulorewritesandvariablerenamingsTherefore gvery formulareturnedoy theory_gen isin the (R, R’)
representation.

It remaingto prove thatary formulain the (R, R') representatiois returnedby theory_gen. Let F' be
aformulaand? aproofwhoselastrule appliedis anS-rule,suchthat

P
'EF.

By the sameargumentmadeabove, it followsthat

7)/
make_canonical(T) + F |
whereP’ hasthe sameproperty By Theoren¥ (closure completenessjhereexistssomeF”,
@' € closure(make_canonical(T),{}) ,

suchthat
F' i+, F.

Therefore,F' is equivalent(modulorewritesandvariablerenaming)o someformulain the setreturnedby
theory_gen. Thiscompleteghe correctnesprooffor the TG, algorithm. ]

A.2 Termination

The completenesproofsin the previous sectionassumedhatthe functionsmakingup the TG, algorithm
alwaysterminated. In this section,we shov how the TG, preconditionsensurethis. The proofsbelow
assumehe existenceof afixed setof S-rules,G-rules,andrewrites,anda pre-order <, all of which satisfy
the TG, preconditionsn Definition 10.

Definition 14 A formula, F, is size-boundedby a finite setof formulas,T", when,for any substituton, o,
ther existsG € I sud that
ocF <XG.

Notethatif F'is mostly-goundthen £ is size-bounde8y { F'}.

Lemma 3 If ¢ is size-boundeby T, and¢s < ¢1, thengs is size-boundedyT.
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Proof Since¢s < ¢1, we canusepre-orderconditionP2 (< preseredundersubstitution) to show that, for
ary o,
opa 201 .

Sinceg; is size-boundedby I', thereexistssomeG € T' suchthat

op1 <G.
Applying thetransitive propertyof pre-ordersye get

oy 2 G,
SO0 ¢ is size-boundethy T'. ]
Lemma4 If theformula, F, is size-boundety T, thenfor anyformula, F’, suc that

{F} Fw F'

F’ is alsosize-boundebyT.

Proof We show that size-boundedness presered by instantiationandby rewriting, the only transforma-
tionspossiblen the proof of
{FY by F.

Let o be somesubstitution. Since F' is size-boundedby T', thereexists someG € T' suchthat for ary
substitutian, o”,
doF <@,

socF is size-boundethy T'. Let S = T bearewrite, andlet £’ betheresultof applyingthatrewrite to F.
Rewritesarerequiredto besize-preservingso S < 7" and7" < S. By pre-orderconditionP1,thisimplies
F' < F, andwe canapplyLemmas3 to seethat " is size-boundedby I". [ ]

Lemmab If F'is size-boundedy T, thenmake_canonical(F') is size-boundedy T

Proof Sincemake_canonical only transformsby rewrites andvariablerenamingit follows directly from
Lemmad4 that make_canonical(F') is size-boundetyy I if F'is. ]

Lemma6 For anyfinite setof formulas,I’, there are finitely manyformulasthat are both size-boundedy
I andcanonicalwith respecto variable-renaming

Proof By Definition 11, ary formula, ¢, thatis size-boundedyy I' mustsatisfy¢ < G for someG € I'. By
pre-orderconditionP3,sincel is finite, therearefinitely mary suchformulas,@, modulovariablerenaming.

Lemma? If ¢ is size-boundetly thesetof formulas,I”, and R is a G-rule, then
reverse_apply_grule(R, ¢, T, V')

will alwayspassa setof formulas,®, to backward_chain, whee all formulasin ¢ are size-boundedy I".
(T needhavenorelationto I'’; in particular I maycontainlargerformulasthanT.)
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Proof Let C be R'sconclusion.For ary o3, suchthat

03 € umfy(gﬁ, C) ’
Claim 1 (unify soundnessjnpliesthat
{¢} Fw o3C' .

Since¢ is size-boundedby I”, it followsthatosC is alsosize-boundedy I''. Fromthe G-rule definition,
for all premisesp, of R,
P=<C,

andso
0'3P = 0'30 .

By Lemma3, o3 P mustbe size-boundedby I". The call to backward_chain sendsonly formulasof this
form. |

Lemmas8 If all formulasin I" are size-boundetdly I/, and ¢ matcesno G-rule conclusionthenfor every
o sud that
o € backward_chain_one(¢p, T, V) ,

o ¢ is size-boundebyI”.

Proof Since¢ matchesio G-ruleconclusionneitherwill therenamedrersion ¢,., andso grule_substs will
beempty By Claim 1 (unify soundnessfpr every ¢’ suchthat

o' € unify(¢,, F)
whereF' ¢ T', we know that
{F} o'y .

Therefore by Lemmad, sincel is size-boundedby I, sois o'¢,.. Finally, the substitutimsreturnedby
backward_chain_one ares’ o o,, and

0/¢r = O'IO'MZ) ;
so (o’ o 0,.)¢ is size-boundedyy T". |
Lemma9 If I'is size-boundetyI”, andthereexistssomep € ® sud that¢ mathesnoG-ruleconclusion,

thenfor everyo sud that
o € backward_chain(®,T, V) ,

o¢ is size-boundetyI".

Proof Eachrecursve call to backward_chain appliesanothersubstitutonto theremaininggoals,andsub-
stitution cannotcausea formulato matcha G-rule conclusionif it did not already andit alsopreseres
size-boundednessherefore,in somecall to backward_chain, the chosengoal, g, will matchno G-rule
conclusionsandwill besize-boundedy I'". By Lemma8, every o substitutionsuchthat

o1 € backward_chain_one(g,T', V)

will give g size-boundethy I''. Thesubstitutiorsreturnedoy theoriginal backward_chain invocationare
extensionsof theser; substitutons,soo¢ will besize-boundedy I". ]
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Lemma 10 If ¢ is size-boundebyI”, thenbackward_chain_one(p, T, V') will alwayspasstheformulag,
to reverse_apply _grule, whee ¢,. is alsosize-boundedyI”.

Proof This follows directly from the definition of size-boundedsince ¢, is the resultof a substitution
appliedto ¢. ]

Lemmall If T' is size-boundedby I, and ® is the set of premisesof some S-rule, then
backward_chain(®,I', V) will terminate

Proof Since choose_goal alwaysselectsgoalsthat matchno G-rule conclusionsfirst, backward-chain
will satisfyall the primary premisesn ® before examining side-conditions.For eachprimary premise,
backward_chain_one will clearlyterminatesincereverse_apply _grule will notcall backward_chain.

Let op be the accumulatedsubstitutiononcethe primary premiseshave beensatisfied. SincesC' is
size-boundetby I, andeachside-condition P, satisfies

P=<C,

it follows from Lemmag3 thatfor eachside-conditiong P is size-boundethy I''. A simpleinductionshows
thattherecursve call to backward_chain in backward_chain itself will presere this property andreduces
thenumberof goalsby one,sothe only possiblynon-terminatingall is theoneto backward_chain_one.
Thecall to backward_chain_one passesformula, ¢, thatis size-boundedy I''. By Lemmas7 and10,
ary recursve call madeto backward_chain in reverse_apply_grule will usegoalsalsosize-boundethy I'.
Sincebackward_chain_one addsthe canonicaform of ¢ to thevisitedset,andterminatesf ¢ is alreadyin
thatset,the recursve nestingdepthis boundedoy the numberof suchformulas¢ thataredistinctmodulo
renaming. Sinceeachsuch¢ is size-boundedby I', pre-ordercondition P3 impliesthattherearea finite
numberof possibles’s. Thereforethis recursiormusthalt, so backward _chain will terminate. ]

Lemma 12 If theformulasin I" are size-boundedly I/, and R is an S-rule,thenthe formulasreturnedby
apply _srule( R, T') are size-boundedy I’

Proof Let C' betheconclusionof the S-rule, R, andlet P bea primarypremiseof R thatsatisfies
C=<P.

By the S-rule definition, somesuch P mustexist, and by the S/G restriction, P must matchno G-rule
conclusionsLemma9 thusimpliesthatfor every substitution o, suchthat

o € backward_chain(premises(R), T, {}),

o P is size-boundedtby I'. By the S-ruledefinition,

C=<P,
soby pre-orderconditionP2,
ocC <X oP,
andsinceo P is size-boundethy T, Lemma3 impliesthato C' is size-boundety T”. ]

Lemma 13 If formulasin T are size-boundelyI”, and R is an S-rule thenapply _srule( R, T') will termi-
nate
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Proof Thecall to backward_chain passeshe premiseof R andthesetl’, sotheantecedendf Lemmall
is satisfiedand backward _chain (andthus apply _srule) will terminate. ]

Lemma 14 In closure, if theformulasin fringe andT are size-boundetly I, thenformulasin fringe’ and
T’ are alsosize-boundedyT'.

Proof First, 7" is clearly size-boundedy I" sinceT” is just fringe | JT'. By Lemma5 andLemmal2, for
eachS-rule,R,
make_canonical(apply_srule(R, T"))

is size-boundety T, andso fringe’ is alsosize-boundetby I'. ]

Lemma 15 If formulasin fringe andT are size-boundedly somefinite set,T", and canonicalwith respect
to rewritesandvariablerenamingthen closure(fringe, T') will terminate

Proof In eachrecursve call, thesetfringe | J T mustgrow monotonicallyuntil fringe is emptyandclosure
terminatesBy Lemmal3, apply _srule( R, T') mustterminate
By Lemmal4, andthedefinitionof make_canonical, theseinvariantsarepresered:

e Formulasin fringe|J T aresize-boundedy I'.
e Formulasin fringe|J T arecanonicalith respecto rewrites

Therefore by Lemmas, therearefinitely mary formulasthat canever be addedto fringe | J T', andsothe
recursiormustterminate. |
We cannow prove theterminationtheorentor the TG, algorithm:

Theorem 6 If the TG, preconditionshold,thentheory_gen will terminate

Proof Assumptionsaremostly-groundsothey aresize-boundetty themseles.By Lemmab, theformulas
passedo closure aresize-boundedy I', andthey arealsocanonicalwith respecto rewritesandvariable
renamingsoLemmal5impliesthat closure, andthustheory_gen, will terminate. [ ]
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