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Abstract

We introducetheorygeneration, a new general-purposetechniquefor performingautomatedverifi-
cation. Theorygenerationdraws inspirationfrom, andcomplements,both automatedtheoremproving
andsymbolicmodelchecking,thetwo approachesthatcurrentlydominatemechanicalreasoning.At the
coreof thisapproachis thenotionof producingafinite representationof a theory—allthefactsderivable
from asetof assumptions.Wepresentanalgorithmfor producingcompacttheoryrepresentationsfor an
expressive classof simplelogics.

Security-sensitive protocolsarewidely usedtoday, andthe growing popularityof electroniccom-
merceis leadingto increasingrelianceon them.Thoughsimplein structure,theseprotocolsarenotori-
ouslydifficult to designproperly. Sincespecificationsof theseprotocolstypically involve only a small
numberof principals,keys,nonces,andmessages,andsincemany propertiesof interestcanbeexpressed
in “little logics” suchastheBurrows,Abadi, andNeedham(BAN) logic of authentication,this domain
is amenableto theorygeneration.

Theorygenerationenablesfast,automatedanalysisof thesesecurityprotocols.Giventhetheoryrep-
resentationgeneratedfrom a protocolspecification,onecanquickly testfor specificdesiredproperties,
aswell asdirectly manipulatethe representationto performotherkinds of analysis,suchasprotocol
comparison.This paperdescribesapplicationsof theorygenerationto morethana dozensecuritypro-
tocolsusingfour differentlogics of belief; theseexamplesconfirm, or in somecasesexposeflaws in
earlieranalyses.

1 Intr oduction

1.1 Motivation

Security-sensitiveprotocolsarewidely usedtoday, andwewill rely onthemevenmoreheavily aselectronic
commercecontinuesto expand.This classof protocolsincludeswell-known authenticationprotocolssuch
as Kerberos[MNSS87] and Needham-Schroeder[NS78], newer protocolsfor electroniccommercesuch
asNetBill [ST95] andSecureElectronicTransactions(SET)[VM96], and“security-enhanced”versionsof
existingnetworkprotocols,suchasNetscape’sSecureSocketsLayer(SSL)[FKK96], SecureHTTP[RS96],
andSecureShell(SSH)[Gro99].
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Theseprotocolsare notoriouslydifficult to designproperly. Researchershave uncoveredcritical but
subtleflaws in protocolsthat hadbeenscrutinizedfor yearsor even decades.Protocolsthat weresecure
in the environmentsfor which they were designedhave beenusedin new environmentswheretheir as-
sumptionsfail to hold,with direconsequences.Theseassumptionsareoftenimplicit andeasilyoverlooked.
Furthermore,securityprotocolsby their naturedemanda higherlevel of assurancethanmany systemsand
programs,sincethe useof theseprotocolsimplies that the userperceivesa threatfrom maliciousparties.
Theweakest-linkargumentrequiresthateverycomponentof asystembesecure;sincealmosteverymodern
distributedsystemmakesuseof someof theseprotocols,their securityis crucial.

Giventheseconsiderations,we mustapply carefulreasoningto gain confidencein securityprotocols.
In currentpractice,theseprotocolsareanalyzedsometimesusingformal methodsbasedon security-related
logicssuchastheBurrows, Abadi, andNeedham(BAN) logic of authentication,andsometimesusingin-
formal argumentsandpublic review. While informal approachesplay an importantrole, formal methods
offer hopefor producingmoreconvincing evidencethata protocolmeetsits requirements.It is for critical
systempropertieslike securitythat thecostof applyingformal methodscanmosteasilybe justified. The
processof encodingprotocolsandsecuritypropertiesin ageneral-purposeverificationsystemis oftencum-
bersomeanderror-prone,andit sometimesrequiresthattheprotocolbeexpressedin anunnaturalway. As
a result,thecostof applyingformal reasoningmaybeseenasprohibitiveandthebenefitsuncertain;thus,
protocolsareoften usedwith only informal or possibly-flawedformal argumentsfor their soundness. In
recentyears,therehasbeenmuchinterestin more“lightweight” verificationapproaches;thedevelopersof
domain-specializedmodelcheckershavesoughtto satisfythis need.If wecandevelopformal methodsthat
demandlessfrom the userwhile still providing strongassurances,the resultshouldbe moredependable
protocolsandsystems.In thispaper, weoffer whatis essentiallyaspecial-purposetheoremprover. It is fast
andautomatic,in returnfor its restrictedapplicability.

1.2 Overview of Approach

Weintroduceanew technique,theorygeneration, whichcanbeusedto analyzetheseprotocolsandfacilitate
their development. This approachprovidesfully automatedverificationof the propertiesof interest,and
feedbackon theeffectsof refinementsandmodificationsto protocols.

At thecoreof this approachis thenotionof producinga finite representationof all the factsderivable
from aprotocolspecification.Thecommonprotocolsandlogicsin thisdomainhavesomespecialproperties
thatmakethis approachappealing.First, theprotocolscanusuallybeexpressedin termsof a small,finite
numberof participants,keys,messages,nonces,andsoforth. Second,thelogicswith whichwereasonabout
themoftencomprisea finite numberof rulesof inferencethatcause“growth” in a controlledmanner. The
BAN logic of authentication,alongwith someotherlogics of belief andknowledge,meetsthis criterion.
Together, thesefeaturesof thedomainmakeit practicalto producesucha finite representationquickly and
automatically.

Thefinite representationtakestheform of asetof formulas� , which is essentiallythetransitiveclosure
of theformulasconstitutingtheprotocolspecification,overtherulesof inferencein alogic. Thissetis called
the theory, or consequenceclosure. Given sucha representation,verifying a specificpropertyof interest,�

, requiresa simplemembershiptest:
��� � . In practice,the representationis not the entire transitive

closure,andthe test is slightly moreinvolvedthansimplemembership,but it is similar in spirit. Beyond
this traditionalproperty-testingform of verification,we canmakefurther usesof the set � , for instance
in comparingdifferentversionsof a protocol. We cancapturesomeof thesignificantdifferencesbetween
protocols � and � by examiningthe formulasthat lie in the setdifference�	��
���
 andthosethat lie in�	
�
���� .

Using this new approach,we canprovide protocoldesignerswith a powerful and automatictool for
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analyzingprotocolswhile allowing themto expresstheprotocolsin a naturalway. In addition,thetool can
be instantiatedwith a simplerepresentationof a logic, enablingthe developmentof logics tailoredto the
verificationtaskat handwithoutsacrificingpush-buttonoperation.

Beyond the domainof cryptographicprotocols,theorygenerationcould be appliedto reasoningwith
any logic thatexhibits thesortof controlledgrowth mentionedabove(andexplainedformally in Section2).
For instance,researchersin artificial intelligenceoftenusesuchlogicsto representplanningtasks,asin the
Prodigysystem[VCP� 95].

Thenew approachmakesit easyto generateautomaticallyacheckerspecializedto agivenlogic. Justas
JonBentley hasarguedtheneedfor “little languages”[Ben86],this generatorprovidesa way to construct
“little checkers”for “little logics.” We built sucha checkergeneratortool calledREVERE. Thegenerated
checkersarelightweightandquick,justasthelogicsarelittle in thesenseof having limited connectivesand
restrictedrules,but the resultscanbe illuminating. Using REVERE we built four checkersbasedon three
previously publishedbelief logicsandonenew one,RV, which we derivedfrom BAN. Usingour checkers
weanalyzedoveradozenclassicauthenticationprotocolsandasamplingof simplifiedelectroniccommerce
protocols.

1.3 RoadMap

In theremainderof this paper, wedescribethetheoryandpracticeof theorygenerationfor securityprotocol
verification. In Section2 we describerequirementsfor representingtheoriescompactly;in Section3, we
presentan algorithmfor performingtheorygenerationof theserepresentations;andin Section4, we give
proofs of correctnessand terminationof the algorithm. Section5 presentstheory generationas applied
usingfour differentbelief logicsfor analyzingwell-known securityprotocols.In Section6 we discusshow
theorygenerationrelatesto othermechanizedverificationapproaches.Finally, in Section7 we summarize
thecontributionsof our work andreflecton directionsfor futureresearch.

2 Theory GenerationRepresentation

Whenworking with a logic, whetherfor programverification,planning,diagnosis,or any otherpurpose,
a naturalquestionto askis, “What conclusionscanwe derive from our assumptions?”Givena logic, and
someset of assumptions,��� , we considerthe completetheory, ��� , inducedby ��� . Also known as the
consequenceclosure, � � is simply the(possiblyinfinite) setof formulasthatcanbederivedfrom � � , using
therulesandaxiomsof thelogic. We typically explore � � by probingit at specificpoints:“Can we derive
formula � ? Whatabout � ?” Sometimeswe testwhether� � containsevery formula; that is, whetherthe
theoryis inconsistent.It is interesting,however, to considerwhetherwe cancharacterize��� moredirectly,
andif so whatbenefitsthat might bring. In this section,we explore for a specialclassof logicsa general
way of representing��� , and in the next section,we presenta technique,called theory generation, for
mechanicallyproducingthatrepresentation.

2.1 Logic

Theorygenerationmayin principlebeappliedto any logic, but in this paperwe consideronly thosefalling
within a simplefragmentof first-orderlogic. We introducea classof “little logics” thatareparameterized
by setsof rulesandrewrites. In this context, rulesareuniversallyquantifiedHorn clauses(e.g., �������! #"%$& ���'")(+*,�- ." ), andrewritesareuniversallyquantifiedtermequalities(e.g., �����/�0 #"�1����- %�2�'" ).
Definition 1 Thelogic, 354�6 , where 7 is a setof rules,and 8 is a setof rewrites,hasasits formulasall
connective-freeformulasof first order logic. Therulesof inferenceof 3 4�6 areall therulesin 7 , aswell as
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instantiation,andsubstitutionof equaltermsusingtherewritesin 8 .

Proofsin 354�6 are thus finite sequencesof formulasin which eachformula is either an assumption,an
instanceof an earlierformula, the resultof applyingoneof the rulesin 7 , or the resultof a replacement
usingarewrite in 8 .

Wenow definethenotionof theory(alsoknown asconsequenceclosure):

Definition 2 Let 9 be a logic, and ��� a setof wffs in that logic. ��� , the theory inducedby ��� , is the
possiblyinfinite setof wffs containingexactly thosewffs that canbederivedfrom � � andtheaxiomsof 9 ,
usingtherulesof 9 .

� � is closedwith respectto inference,in that every formula that canbe derived from � � is a memberof� � . In theremainderof this sectionandin Section3, we considertheoriesin thecontext of 3 4�6 logicsand
show how to generaterepresentationsof thosetheories.

2.2 Theory Representation

The goal of theorygenerationis to producea finite representationof the theory inducedby somesetof
assumptions;in this sectionwe considerthe formsthis representationmight take,andthe factorsthatmay
weighin favor of onerepresentationor another. Thesefactorswill bedeterminedin partby thepurposesfor
which we planto usetherepresentation.Therearethreeprimaryusesfor thegeneratedtheoryrepresenta-
tion:

: It maybeusedin adecisionprocedurefor determiningthederivability of specificformulasof interest.

: It maybemanipulatedandexaminedby ahumanthroughassortedfilters, in orderto gaininsightinto
thenatureof thecompletetheory.

: It may be directly comparedwith the representationof someothertheory, to reveal differencesbe-
tweenthetwo theories.

Sincethe full theory is a possiblyinfinite set of formulasentailedby someinitial assumptions,the
clearestrequirementof therepresentationwe generateis that it befinite. We canachieve this requirement
by selectinga finite setof “representative formulas” thatbelongto thetheory, andlet this setrepresentthe
full theory. Otherapproachesareconceivable;we couldconstructa notationfor expressingcertaininfinite
setsof formulas,perhapsanalogousto regular expressionsor context-freegrammars.However, the logic
itself is alreadyquiteexpressive; indeed,thesetof initial assumptionsandrules“expresses”thefull theory
in somesense.Thereis no clearbenefitof creatingaseparatelanguagefor theorydescription.

Giventhatwechooseto representa theoryby selectingsomesubsetof its formulas,it remainsto decide
whatsubsetis best.Herearea few informalcriteriathatmayinfluenceour choice:

C1. Thesetof formulasmustbefinite, andshouldbesmallenoughto makedirectmanipulationpractical.
An enormous,thoughfinite, setwould probablybenot only inefficient to generate,but unsuitablefor
examinationby ahumanexceptthroughveryfine filters.

C2. Thereshouldbeanalgorithmthatgeneratesthesetwith reasonableefficiency.

C3. Given an already-generatedset, thereshouldbe an efficient decisionprocedurefor the full theory,
usingthatset.Sincethesimplestwayto characterizea theoryis to testspecificformulasfor member-
ship,a quickdecisionprocedureis important.
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C4. Thesetshouldbecanonical.For agivensetof initial assumptions,thegeneratedtheoryrepresentation
shouldbeuniquelydetermined.This makesdirectcomparisonof thesetsmoreuseful.

C5. Thesetshouldincludeasmany of the“interesting”formulasin thetheoryaspossible,andasfew of
the“uninteresting”onesaspossible.For instance,whena largeclassof formulasexistsin thetheory,
but all representessentiallythesamefact,it mightbebestfor thetheoryrepresentationto includeonly
thesimplestformulafrom this class.This will enablehumansto gleanusefulinformationfrom the
generatedsetwithoutsifting throughtoo muchchaff.

Ganzinger, Nivela, andNiewenhuis’s SATURATE prover takesoneapproachto this problem[NN93].
SATURATE is designedto work with a very generallogic: full first-orderlogic over transitive relations.
It can, undersomecircumstances,producea finite “saturatedtheory” that enablesan efficient decision
procedure.Thesaturationprocesscanalsobeusedto checktheconsistency of asetof formulas,sincefalse
will appearin thesaturatedsetif theoriginalsetis inconsistent.ThepriceSATURATE paysfor its generality
is thatsaturationis not guaranteedto terminatein all cases;therearea numberof user-tunableparameters
that control thesaturationprocessandmakeit moreor lessthoroughandmoreor lesslikely to terminate.
Thisflexibility is sometimesnecessary, but wechooseto focusonmorelimited logicsin whichwecanmake
strongerguaranteesregardingterminationandrequirelessassistancefrom theuser.

For 3;4�6 logics,weselecta classof theoryrepresentationswereferto as �-7#�!7=<>" representations:

Definition 3 From the setof rules, 7 , choosesomesubset,7 < . An �-7#�07 < " representationof the theory
inducedby ��� containsa setof formulasderivablefrom ��� , such that anyproof fromtheassumptions,��� ,
in which thelast rule application(if any)is anapplicationof somerule in 7 < , theconclusionof thatproof is
equivalentto someformulain theset.Furthermore,everyformulain thesetis equivalentto theconclusion
of somesuch proof. Finally, no two formulasin thesetareequivalent.

In thisformulation,therulesin 7 < are“preferred”in thatthey areappliedasfar aspossible.Theequivalence
usedin this definitionmaybestrict identity or somelooserequivalencerelation.We cantesta formulafor
membershipin thefull theoryby usingthetheoryrepresentationandjust therulesin �-7?
%7 < " (weprovethis
in Section4). This testcanbesignificantlymoreefficient thanthegeneraldecisionproblemusingall of 7 ,
socriterionC3 canbesatisfied.If we selecttherepresentationto includeonly onecanonicalformulafrom
any equivalenceclass,thentherepresentationis completelydeterminedby � � , 7 , and 7 < , socriterionC4 is
satisfied.

In order to satisfy the remainingcriteria (C1, C2, and C5), we mustchoose7 < carefully. We could
choose7=<�1�@BA , but theresultingtheoryrepresentationwould just be ��� , theinitial assumptions—unlikely
to enablean efficient decisionprocedureand certainly not very “interesting” (in the senseof C5). For
somesetsof rules,we could let 7=<C1D7 , but in many casesthis would yield an infinite representative set,
violatingC1. In thenext sectionwedescribeamethodfor selecting7 < thatis guaranteedto produceafinite
representativeset,andthatsatisfiestheremainingcriteriain practice.

3 The Theory GenerationAlgorithm, E/FHG
In an 3;4�6 logic, as definedin Section2.1, we can automaticallygeneratea finite representationof the
theory inducedby someset of formulas, I , provided the logic and the formulasin I satisfysomeaddi-
tional restrictions.In the following section,we describethesepreconditionsandexplain how they canbe
checked.Sections3.2 and3.3 containa descriptionthealgorithmitself, which producesan �-7#�!7=<>" theory
representationgivenassumptions,rules,andrewritessatisfyingthestatedpreconditions.Argumentsfor the
correctnessandterminationof thealgorithmappearin Sections4.1and4.2,with full proofsin AppendixA.
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Finally, in Section3.4wepresentanefficientdecisionprocedurefor mostly-groundformulasof 3 4�6 , which
makesuseof thetheoryrepresentation.

3.1 Preconditions

In orderto applyour theorygenerationalgorithm, JLKNM , to a logic, 354�6 , anda setof assumptions,I , some
preconditionsontherulesandrewrites( 7 and 8 ) of 3 4�6 , andon I , musthold. Thesepreconditionsrequire
thatthesetof rules( 7 ) canbepartitionedinto S-rulesandG-rules, thattherewrites( 8 ) besize-preserving,
andthat the formulasin I bemostly-ground. Informally, theS-rulesare“shrinking rules,” sincethey tend
to produceconclusionsno larger thantheir premises,andtheG-rulesare“growing rules” sincethey have
theoppositeeffect. TheS-rulesaretheprincipalrulesof inference;in thegeneratedtheoryrepresentation,
they will be treatedasthepreferredrules(the 7 < setin an �-7#�07 < " representation).We definetheseterms
andformally presentthepreconditionsin this section.

The JLK M algorithmrepeatedlyappliesrules,startingfrom theassumptions,to produceanexpandingset
of derivableformulas. The basicintent of thesepreconditionsis to limit the waysin which formulascan
“grow” throughtheapplicationof rules.As long astheprocessof applyingrulescannotproduceformulas
larger thanthe oneswe startedwith, we canhopeto reacha fixed point, whereno further applicationof
the rules can yield a new formula. The algorithm eagerlyappliesthe S-rulesto the assumptionsas far
aspossible,usingthe G-rulesandrewrites only asnecessary. The restrictionsbelow ensurefirst that the
algorithmcanfind a new S-ruleapplicationin a finite numberof steps,andsecondthateachnew formula
derivedis smallerthansomealready-known formula,sothewholeprocesswill terminate.

Thepreconditionsbelow aredefinedwith respectto a pre-order(a reflexive andtransitive relation)on
termsandformulas,O . Thispre-ordermaybedefineddifferentlyfor eachapplicationof thealgorithm, but
it mustalwayssatisfytheseconditions,for all 3 4�6 formulas,� , � , � , �QP , and��R , andall variables,� :

P1. Thepre-ordermustbemonotonic;thatis,

��� P O�� R "�(+�0S � P 
;�/TU�VOWS � R 
5�XTY�#"
P2. Thepre-ordermustbepreservedundersubstitution:

�-��O��Z"�(+�0S ��
;�/TU�[OWS �Z
;�/TU�."
P3. Theset @B�W\]��O^�.A mustbefinite (modulovariablerenaming)for all formulas� . This is a form of

well-foundedness.

Intuitively, �_O`� meansthat the formula � is no larger than � ; with this interpretation,conditionP3
meansthat thereareonly finitely many formulasno larger than � . In Section5, we describea specific O
relationsatisfyingtheseconditions,which canbeusedwith only minor variationsin avarietyof situations.

If thereexists somesuch O underwhich thepreconditionsbelow aremet,thenthe JLK M algorithmcan
beappliedto 3 4�6 and I .

We can weakenthe condition P3 above slightly, to allow broaderapplicationof the algorithm. We
introducea syntacticconstrainton formulas,representedasa setof formulas,a . Every assumptionin I
mustbe in a , and a mustbe closedover all therulesandrewrites(that is, whenappliedto formulasin a ,
rulesandrewritesmustyield conclusionsin a ). Furthermore,applyingasubstitutionto a formulain a must
alwaysyield anotherformula in a . We canthenallow a pre-orderO for which P3above maynot hold but
P3< does:

P3< . Theset @B� � ab\]�^O��.A mustbefinite (modulovariablerenaming)for all formulas� .
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In describingthepreconditions,weuseanotionof mostly-groundformulas:

Definition 4 A formula, � , is mostly-groundwith respectto a pre-order, O , andsomesyntacticconstraint,a , if cedgf � d � � a�( d ��O��#"C�
where

d
rangesoversubstitutions. That is, every instanceof � that meetsthe syntacticconstraint is no

larger than � itself.

Any ground(variable-free)formula is trivially mostly-ground.For somedefinitionsof O andsomecon-
straintson formulas,however, certainformulascontainingvariablesmayalsobemostly-ground.Section5
containssuchanexample,in which a limits thepossiblevaluesfor somefunctionargumentsto a finite set.
Notethat,asaconsequenceof P3< , thereexist only afinite numberof instances(modulovariablerenaming)
of any mostly-groundformula.Thepreconditionsrequirethateveryformulain I bemostly-ground,in order
to limit thenumberof new formulasthatcanbederivedthroughsimpleinstantiation.

Beforeproceedingwith thepreconditions,we needto defineunificationmodulorewritesbriefly:

Definition 5 Formulas �%P and �hR canbeunifiedmodulorewrites if andonly if there existsa substitution,d
, of termsfor variablessuch that 8ji�� d �kPl1 d �hRB"

where 8 is thesetof all rewrites.Thesubstitution
d

is calleda unifier for �kP and �,R .
With thisdefinition,if �%P and �hR canbeunifiedmodulorewrites,thenwecanprove �hR from �kP by applying
instancesof zero or more rewrites. Exceptwhereexplicitly noted,unification is alwaysassumedto be
modulorewrites.

Now we definetheallowedclassesof rulesin 7 : S-rulesandG-rules.

Definition 6 An S-rule(shrinkingrule) is a rule in which somesubset,m,npo , of the �rq (premises)are desig-
nated“primary premises,” andfor which theconclusion,s , satisfiest � � m,nuo f �-s�O��#" f
That is, for an S-rule, the conclusionis no larger than someprimary premise. We call the non-primary
premisessideconditions. The premisesof an S-rule may be partitionedinto primary premisesand side
conditionsin any waysuchthatthisconditionholds,andtheS/Grestriction(describedlater)is alsosatisfied.

The G-rules are appliedonly as necessary, so it is safefor them to yield formulaslarger than their
premises.In fact, it is requiredthat the G-rules“grow” in this way, so that backwardchainingwith them
will terminate.

Definition 7 A G-rule(growingrule) is a rule for whichcevgf �-�rwZO^s#"
In a G-rule,theconclusionis at leastaslargeasany premise.

Therewritesareintendedto providesimpletransformationsthathavenoeffect onthesizeof a formula.
They areoften usefulfor expressingassociativity or commutativity of certainfunctionsin the logic. The
preconditionsrequirethatall rewrites(theset 8 ) besize-preserving:

Definition 8 A rewrite, c � f �-x/1���"��
is size-preservingif xHO�� and �yO�x .
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Fromthis definitionandpre-orderconditionsP1andP2,it followsimmediatelythatif weapplyarewrite to
a formula, � , producing� < , then c � f �-��O��#"{z�( �-�^O�� < "
and c � f �-�VO��Z"Hz|( �-� < O��Z" f
Thatis, therewrite hasnotaffectedthe“size” of � .

Finally, to guaranteetermination,thealgorithmrequiresthattheS/Grestrictionhold for eachS-rule:

Definition 9 S/Grestriction:GivenanS-rulewith primarypremises� q , sideconditionsx q , andconclusions , : each primarypremise� q mustnot unifywith anyG-ruleconclusion,and

: each side-condition,x}q , mustsatisfyx}qkO�s .

Notethatthisrestrictionconstrainsthemannerin whichS-andG-rulescaninteractwith eachother. Whereas
the otherrestrictionsare local propertiesandthuscanbe checkedfor eachrule, rewrite, andassumption
in isolation, this global restrictioninvolves all rules and rewrites. It can, however, be checkedquickly
andautomatically. Along with theS-ruledefinition,this restrictiondefinestherole of thesideconditions:
unlike theprimarypremises,whoseinstantiationslargely determinetheform of theS-rule’s result,theside
conditionsservemainly asqualificationsthatcanpreventor enableaparticularapplicationof theS-rule.

Wecannow definethefull preconditionthatensuresthe JLK M algorithmwill succeedwith agivensetof
inputs.

Definition 10 The JLK M preconditionholdsfor somefinite setsof assumptions( I ), rules( 7 ), andrewrites
( 8 ); somesyntacticconstraint (a ); andsomepre-order ( O ), if andonly if all of thefollowingare true:: Thepre-order, O , satisfiesconditionsP1,P2,andP3< (givena ).

: Everyformulain I is mostly-ground,with respectto O .

: Everyrule in 7 is eithera G-ruleor anS-rule,with respectto O .

: Everyrewrite in 8 is size-preserving,with respectto O .

: TheS/Grestrictionholdsfor each S-rulein 7 .

Given a pre-order, O , that is computableand satisfiesthe P1-P3< conditions,and a test for mostly-
groundnesscorrespondingto O , it is possibleto checkthe last four componentsof this preconditionau-
tomatically. The partitioningof the rules into S- and G-rulesmay not be completelydeterminedby the
definitionsabove. If a rule hasno premiselarger than its conclusion,andthe conclusionno larger than
any premise,it couldgo into eithercategory. In somecases,theS/Grestrictionmaydeterminethechoice,
but in othersit mustbe madearbitrarily or at the user’s suggestion.(A rule whoseconclusionsarerarely
interestingin their own right shouldprobablybe designateda G-rule.) TheS-rules’primarypremisescan
beidentifiedautomaticallyasthosepremisesthatmatchnoG-ruleconclusions.

Thereare 3 4�6 logics for which regardlessof the O pre-orderchosen,the J�K M preconditionscannot
hold. Hereis onesuchlogic: ~/� � & ���r����"�"& ���'"

~�� � & ���'"& �-�����'"-"
(Therearenorewritesor syntacticconstraints.)To seewhy thislogic cannevermeetthe J�K�M preconditions,
considerfirst thecasethat

~��
is anS-rule. Since

~��
’s premisematchestheconclusionof

~��
, it follows
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that

~��
mustalsobeanS-ruleor theS/Grestrictionwould fail. Since

~��
is anS-rule,thatimpliesthatits

conclusionis no largerthanits premise:

& �-�����'"-"eO & ����"
By pre-orderconditionP2 and reflexivity of pre-orders,all formulasof the form, & �-���-��� f�f�f ������"-"�"-" , areO & ���'" . Sincethereareinfinitely many suchformulas,pre-orderconditionP3 is violated,so we have a
contradiction,and

~��
mustnot be anS-rule. Theonly otherpossibility is that

~��
is a G-rule. Fromthe

G-ruledefinition,though,wehave & �-�����'"-"eO & ����"
which,again,is impossible,sothis pair of rulesis unusablewith JLK M .
3.2 Algorithm Sketchand a SimpleExample

The theory generationalgorithm, JLK M , essentiallyconsistsof performing forward chaining with the S-
rulesstartingfrom the assumptions,with backward chaining at eachstepto satisfyS-rulepremisesusing
G-rulesand rewrites. Forward chainingis the repeatedapplicationof rules to a set of known formulas,
addingnew known formulasto this setuntil a fixedpoint is reached.Backwardchainingis theprocessof
searchingfor a derivation of somedesiredformula by applyingrules“in reverse,” until all premisescan
be satisfiedfrom known formulas. The basiccomponentsof the algorithm—forwardchaining,backward
chaining,andunification—arewidely usedmethodsin theoremproving andplanning.Weassemblethemin
a way thattakesadvantageof theS-rule/G-ruledistinction, andthatappliesrewritestransparentlythrough
a modifiedunificationproceduresatisfyingDefinition 5. In the next section,we describethis combined
forward/backwardchainingapproachin detail.

The skeletonof the JLK M algorithmis the exploration of a directedgraphwhich hasa nodefor each
formulathatwill bein thegeneratedtheoryrepresentation.Therootsof this grapharetheassumptions,and
anedgefrom �kP to �,R indicatesthat theformula �%P is used(perhapsvia G-rulesandrewrites) to satisfya
premiseof anS-rulewhich yields �,R . Thealgorithmenumeratesthenodesin this graphthrougha breadth-
first traversal. At eachstepof the traversal,we considerall possibleapplicationsof the S-rulesusingthe
formulasderivedsofar—thevisitednodesof thegraph.Thenew fringe consistsof all thenew conclusions
reachedby thoseS-ruleapplications.Whennonew conclusionscanbereached,theexplorationis complete
andthe formulasalreadyenumeratedconstitutethe theoryrepresentation. We illustratein Figure1 the
progressfrom initial assumptions(indicatedby thesmallestoval), throughincrementalexpansion,converg-
ing at a fixed point, thefinal theoryrepresentation(indicatedby thedarkestoval). We explain the dashed
arrows later.

Beforedescribingthealgorithmin detail,we presenta simpleexampleapplicationof JLK�M . The logic
weusehasoneS-rule: � � �Q���p� npo>�h���-���2�'" ����o��0�g���'"

��� np���-�#"
oneG-rule: � � � ���Bo>�!�}���'"���Bo��0�g�p� �B��� n �u� �����! #"-"
andonerewrite: � � � � �B��� n �p� �����! #"�1y� ���]� n �p� �- %�2�'" f
We apply JLK M to theseinitial assumptions:

���u� nuo��,��� � ��o�� � ��� ���]� n �p� �p 0�¢¡�£¥¤ � �]¤ ���u� � � n�"�"���Bo>�!�}�p¤ ���p� � � nB"
9



Assumptions

Theory 
representation

Theory 

G-rule/rewrite proof

Figure1: An illustrationof theprogressof the JLK M algorithm.

First, the algorithmtries to apply rule

� �
; unifying its primary premisewith oneof the known formulas

givesthis substitution: ��1 � �¢o>� � �-�_1¦� �B��� n �u� �u !��¡B£�¤ � �]¤ ���p� � � n0"
To satisfytheotherpremise,wedo backwardchainingwith theG-rule,startingwith

���Bo>�!�}�p� �B��� n �u� �p 0�¢¡�£¥¤ � ��¤ ���u� � � n�"-"
This matchesno known-valid formula directly, so we try reverse-applyingtheG-rule (

� �
). Unifying the

desiredformulawith

� �
’s conclusion(andusingtherewrite,

� �
), wegetthetwo substitutions,

�§1�¨5©�ªp«%¬0­!�! ^1�¬2®¯­!°!±u­-²
and �³1^¬2®¯­!°!±u­2²��0 �1�¨5©�ªp«%¬0­ f
We instantiate

� �
’s premisewith thefirst substitution,andget

����o��0�g�p 0�¢¡�£¥¤ � "
which fails to matchany known formulaor G-ruleconclusion.We theninstantiate

� �
’s premisewith the

secondsubstitution,andreach ���Bo>�!�g�u¤ ���u� � � n�"
which matchesoneof theinitial assumptions.Sinceall

� �
’s premiseshave beensatisfied,we proceedwith

theapplication,andweadd ��� nu�´� � �¢o>� � " to thesetof known-valid formulas.No furtherapplicationsof

� �
arepossible,so JLK M terminates,producingthis theoryrepresentation:

���u� nuo��,��� � ��o�� � ��� ���]� n �p� �p 0�¢¡�£¥¤ � �]¤ ���u� � � n�"�"���Bo>�!�}�p¤ ���p� � � nB"��� nu��� � ��o>� � "
10



Generatethe theoryrepresentationinducedby the givenassumptions,S-rules,G-rules,andrewrites,
underthepre-order, O .
Theargumentsto ��� � ¡�n � � � � areassumedto bein scopein all otherfunctions.

function ��� � ¡Bn � � � �	�uµ�¤u¤p£���m,��o>¡B�h¤¶�]· np£�� � ¤0�g¸ nu£�� � ¤0�]¹ �0� npo>� � ¤0�0O#"�1
if ºQ·%¸ n � ¤p��nuo>�!��o>¡B� ¡B�g�u· nu£�� � ¤0�g¸ ²�«%©�­0¬!�]¹ �!� nuo�� � ¤5�0O#" then

raiseBadRules
else

return �!��¡B¤u£¥n � �p� � � � � � �h¡B�,o�� � �>�pµ»¤p¤u£���mr��o�¡B�,¤0"-�!@BA�"
Givena partially-generatedtheoryrepresentation(� ) andsomenew formulas(¼!npo>�h� � ), returnthethe-
ory representationof �¾½»¼!npo>�h� � .

function �0�¢¡�¤p£�n � ��¼!nuo��,� � �-�Z"�1
if ¼¶nuo>�h� � 1�@�A then

return �
else� <	¿ �¾½»¼!npo>�h� �¼!nuo��,� � < ¿ 4�À¥Á Â�ÃpÄ ÅÇÆ � � � � � � �,¡B�ho>� � �>� � mBmr� � ¤unp£�� � ��7#�2� < "-"�
k� <

return �!��¡B¤u£¥n � ��¼!npo>�h� � < �2��<�"
Apply thegivenS-rulein everypossiblewayusingtheformulasin �0�h¡ � � , with helpfrom theG-rules
andrewrites.

function � m�m,� � ¤pnu£�� � �-7#���!�h¡ � ��"�1
return @ � mBm,� � ¤u£� !¤u�-� d ���p¡��h�!��£�¤po>¡B�,�-7#"-"\ d �   � �!� ��� n � �!� � o>�e�Èm,n � �|o>¤ � ¤!��7#"-�]�0�h¡ � �,�!@�AB"-A

Figure2: Pseudocodedescriptionof the JLK M algorithm(part1 of 2).

Using this theory representation,we can test specificformulasfor membershipin the theory by simple
backwardchainingusingjust

� �
and

� �
. For instance,to test

���Bo>�!�}�p� �B��� n �u� �p¤ ���p� � � n��] !��¡B£�¤ � "-"
weunify this formulawith

� �
’s conclusionandgetthenew premise,

���Bo>�!�g�u¤ ���u� � � n�"
whichappearsin thetheoryrepresentation,sotheoriginal formulamustbein thetheory.

3.3 The Algorithm

A pseudocodedescriptionof the algorithmappearsin Figures2–3. The ��� � ¡Bn � � � � function verifiesthe
preconditionandinvokes �0��¡B¤p£�n � to generatethetheory. The �0��¡B¤p£�n � functionperformsthebasicbreadth-
first traversal;it builds up a setof formulasin � which will eventuallybethe theoryrepresentation,while
keepingtrack of a “fringe” of newly addedformulas. At eachstep, �!��¡B¤u£�n � finds all formulasderivable
from ���É½#¼!npo>�h� � " with a singleS-ruleapplicationby calling � mBm,� � ¤unp£�� � for eachS-rule.It thentakesthe
canonicalformsof thesederivableformulas,andputsany new ones(not alreadyderived)in thenew fringe.

Theformulasaddedto � arealwayscanonicalrepresentativesof their equivalenceclasses,undera re-
naming/rewriting equivalencerelation.To beprecise,thisrelationequatesformulas� and � if thereexistsa
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renaming
d

suchthattherewritesimply
d �^1 d � . (A renamingis asubstitutionthatonly substitutesvari-

ablesfor variables.)By selectingthesecanonicalrepresentatives,wepreventsomeredundancy in thetheory
representation.The renamingequivalenceis actuallynecessaryto ensuretermination,sincevariablescan
berenamedarbitrarily by thelower-level functions.Requiringthatformulasbecanonicalmodulorewrites,
while not strictly necessaryfor termination,doesmakethealgorithmfaster, andperhapsmoreimportantly,
makesthe theoryrepresentationcanonicalin the senseof criterion C4 (from Section2.2). The canonical
representativesmaybechosenefficiently usinga simplelexicographicalorder.

The � mBm,� � ¤unu£¥� � function simply calls   � �!� ��� n � �0� � o>� in order to find all waysto satisfy the given
S-rule’s premises.Notethat,asrepresentedhere, �0��¡B¤p£�n � findsall possibleS-ruleapplicationsandsimply
ignorestheonesthatdo not producenew formulas.If the � mBm,� � ¤pnu£¥� � function is told which formulasare
in thefringe,andcanpassthis informationalongto   � �0� ��� n � �!� � o�� , it canavoid many of theseredundant
S-ruleapplications,andreturnonly formulaswhosederivationsmakeuseof someformulafrom thefringe.

Figure 3 contains the three mutually recursive backward-chainingfunctions:   � �!� ��� n � �0� � o>� ,  � �!� ��� n � �0� � o>� ¡B� � , and n �!Ê!� np¤ � � mBmr� � �0np£�� � . The purposeof   � �!� ��� n � �0� � o>� is to satisfy a set of
goalsin all possibleways,with thehelpof G-rulesandrewrites. It calls �!�B¡0¡B¤ � �!¡ � � to selectthefirst goal
to work on (& ). Goalswhich matchsomeG-rule conclusion,andthus may requirea deepersearch,are
postponeduntil all othergoalshave beenmet. (Note that thesegoalscanonly arisefrom G-rulepremises
or S-ruleside-conditions.)The �0�B¡!¡�¤ � �0¡ � � functionmayapplyfurtherheuristicsto helpnarrow thesearch
early.

The   � �!� ��� n � �!� � o>� ¡B� � function searchesfor a derivation of a singleformula (
�

) with G-rulesand
rewrites. It first checkswhethera canonicalequivalentof

�
occursin the Ê o>¤po>� �u� set,andfails if so,since

thoseformulasareassumedto beunprovable.Thisoccurrencecorrespondsto aderivationsearchwhichhas
hit a cycle. If

�
is not in this set,thefunctionrenamesvariablesoccurringin

�
uniquely, to avoid conflicts

with variablesin the G-rules,rewrites, and �0�h¡ � � . It thencollectsall substitutionsthat unify
�

(modulo
rewrites)with someformulain �!�h¡ � � , andfor eachG-rule,calls n �!Ê0� nu¤ � � m�m,� � �!nu£¥� � to seewhetherthat
G-rulecouldbeusedto prove

�
. Eachsubstitution thatsatisfies

�
eitherdirectly from �!�h¡ � � or indirectly

via G-rulesis returned,composedwith thevariable-renamingsubstitution.
In n �0Ê!� nu¤ � � mBm,� � �0np£�� � , we simply find substitutionsunderwhich theconclusionof thegivenG-rule’s

conclusionmatches
�

, andfor eachof thosesubstitutions,call   � �!� ��� n � �0� � o>� recursively to searchfor
derivationsof eachof theG-rule’s (instantiated)premises.

The J�K�M algorithmrelieson several low-level utility functions,listed in Figure4. Most of theseare
simpleandrequireno furtherdiscussion,but the £¥�,o ¼ � function is somewhatunusual.Sincerewrites can
be appliedto any subformula,we can most efficiently handlethem by taking them into accountduring
unification. We augmenta simple unification algorithmby trying rewrites at eachrecursive stepof the
unification. In this way, we avoid applyingrewrites until andunlessthey actuallyhave someeffect on the
unificationprocess.Plotkin describeda similar techniquefor building equationalaxiomsinto theunifica-
tion process[Plo72]. Becauseof therewrites,theunificationprocedureproducesnot just zeroor one,but
potentiallymany “most generalunifiers.”

The J�K M algorithmdescribedherecanbe implementedquite straightforwardly, but variousoptimiza-
tionsandspecializeddatastructurescanbeemployedto provide greaterefficiency if desired. For instance,
we canmaintaindatastructuresthatallow quick identificationof all formulasin �!�h¡ � � thatmatcha given
premise,andwe canpropagatethe fringe to   � �!� ��� n � �!� � o�� , asmentionedabove, to avoid redundantS-
rule applicationsearly. SeeKindred’s thesisfor a discussionof theimplementationin REVERE andtheset
of optimizationsit uses[Kin99].
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Findthesetof substitutionsunderwhichthegivengoalscanbederivedfrom �!�,¡ � � usingG-rulesand
rewrites,assumingformulasin Ê o>¤uo�� �u� to beunprovable.

function   � �!� ��� n � �0� � o>�%�p�!¡ � ��¤5���!�h¡ � ��� Ê o�¤uo�� �u� " =
if �!¡ � ��¤»1�@BA then

return @,S>TYA
else� & ���!¤5" ¿ �!�B¡0¡B¤ � �!¡ � ���p�0¡ � ��¤0"

return @¥�u¡B��m�¡B¤ � � d RB� d P2"\ d P �   � �0� ��� n � �!� � o�� ¡B� � � & �]�!�,¡ � �,� Ê o�¤uo�� �u� "-�d R �   � �0� ��� n � �!� � o��%� � mBm,� � ¤p£� !¤u�-� d P � & ¬!"-���!�h¡ � �h� Ê o>¤po>� �u� "-A
Find the setof substitutionsunderwhich

�
canbe derived from �0�h¡ � � usingG-rulesandrewrites,

assumingformulasin Ê o>¤po>� �u� to beunprovable.
function   � �!� ��� n � �0� � o>� ¡B� � � � ���!�,¡ � ��� Ê o�¤uo>� �p� " =Ë� ¿ � � � � � � �h¡��ho>� � �>� � "

if
Ë�´� Ê o>¤uo�� �u� then
return @BA

elsed¥Ì ¿ £¥�,o�Í0£ � n � � � ��o>�h��� � "� Ì ¿ � m�m,� � ¤p£� !¤u��� d Ì � � "n � �!£�� � n ¤p£� !¤u��¤ ¿ Î À�ÏÇÐ5Ñ-Ò�Ð £��ho ¼ � �
� Ì �!�#"

�0np£�� � ¤u£¥ 0¤p��¤ ¿ 4kÀ�Ó Â�ÃuÄ ÅÇÆ n �!Ê0� nu¤ � � mBm,� � �!nu£¥� � �-7#�
� Ì �]�!�,¡ � ���Ê o�¤uo�� �u� ½´@ Ë� AB"

return @¥�u¡B��m�¡B¤ � � d � d�Ì "�\ d � n � �!£�� � n ¤p£� !¤u��¤C½?�!nu£¥� � ¤u£� !¤u��¤!A
Find thesetof substitutionsunderwhich

�
canbederivedfrom �0�h¡ � � by a proof usingG-rulesand

rewrites,andendingwith thegivenG-rule( 7 ), assumingformulasin Ê o>¤uo�� �u� to beunprovable.
function n �!Ê0� nu¤ � � mBm,� � �!nu£�� � �-7#� � ���!�,¡ � �,� Ê o>¤uo�� �u� " =

return @¥�p¡���mÔ¡B¤ � � d�Õ � dBÖ "\ dBÖ � £��ho ¼ � � � �]�u¡B�,�!��£¥¤uo>¡B�,�-7#"-"-�d Õ �   � �0� ��� n � �!� � o>�%� � m�m,� � ¤u£� !¤u�-� d
Ö �pm,n � �|o>¤ � ¤5�-7#"-"���!�,¡ � �	� Ê o>¤po>� �u� "

Figure3: Pseudocodedescriptionof the JLKNM algorithm(part2 of 2).

3.4 DecisionProcedure

Givena generatedtheoryrepresentationfor I , anda mostly-groundformula,
�

, theprocedurefor deciding

I ×i � is simply this:

function �B� npo Ê!�  !� � � � ����� � ¡Bn � n � m)"�1
return   � �!� ��� n � �0� � o>�%�-@ � AB����� � ¡�n � n � me�0@BAB"NØ1�@BA

This is asimplesearchfor aproofusingonly G-rulesandrewrites,startingwith thegeneratedtheoryrepre-
sentation.As illustratedin Figure1, any formulain thetheory (within thedashedcloud)mustbeprovable
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·%¸ n � ¤p��nuo��0��o�¡�� ¡B�g�-xe�!�.�07#�!O#" Check that the S/G restriction holds for the given
rules,rewrites,andpre-order.�!��¡!¡B¤ � �!¡ � �U� & ª�°�©�¬!" Selecta goal to satisfyfirst, andreturnthat goal and
theremaininggoalsasa pair; prefergoalsthatmatch
no G-ruleconclusions.

� mBmr� � ¤p£� !¤u�-� d �!ÙL" Replacevariablesin Ù (a formulaor setof formulas),
accordingto thesubstitution,

d
.� � � � � � �h¡B�,o�� � �>�-�#" Returna canonicalrepresentativeof thesetof formu-

las equivalentto � modulorewrites andvariablere-
naming(canalsobeappliedto setsof formulas).£��ho ¼ � �-���!�Z" Returna set containingeachmost-generalsubstitu-
tion,

d
, underwhich therewritesimply

d ��1 d � .£��ho>Í!£ � n � � � �|o��,�B�-�#" Returna substitution that replaceseachvariableoc-
curring in � with a variablethat occursin no other
formulas.�u¡B��m�¡B¤ � � d Pp� d R�" Returnthecompositionof substitution

d P with
d R .

Figure4: Auxiliary functionsusedby the JLK M algorithm.

from theformulasin thetheoryrepresentation(thedarkoval) usingonly G-rulesandrewrites.Thedashed
arrows representtheseproofsfor two formulasthat lie within the theorybut outsidethetheoryrepresenta-
tion. The correctnessandterminationof this decisionprocedurefollow directly from the correctnessand
terminationof the   � �!� ��� n � �!� � o�� function(Theorems5 and6).

Thisdecisionproceduresatisfiesthefollowingproperty, whereÚgÛ-Ü�ÝYÞ,ßgà]á refersto the JLK M preconditions
givenin Definition 10:

ÚgÛ-Ü�ÝYÞrßgà]á���� � ��· nu£�� � ¤0�g¸ nu£¥� � ¤0��¹ �!� nuo>� � ¤0�!O#"1�(â� �´� ����z|( �B� npo Ê!�  !� � � � ����� � ¡Bn � � � �e������"-"-"
That is, for a logic and initial set of formulas, � � , that satisfy the JLKNM preconditions,a mostly-ground
formula,

�
, is in thetheoryinducedby � � if andonly if thedecisionprocedurereturnstrue,given

�
andthe

resultsof the J�K M algorithm.
This decisionprocedureis very efficient in practice,sincetheS-rulescanbesafelyignored.

4 Analysisof the E/FHG Algorithm

In thissection,wesketchproofsof correctnessandterminationfor the JLK�M algorithmdescribedin Section3.
Thefull proofsappearin anappendix.

In thesearguments,wemakeuseof two restrictedformsof proof within 3 4�6 . We write,

I�i W

�
if thereexistsaproof of

�
from I usingonly rewrites(andinstantiation). If thereexistsaproof of

�
from I

usingrewritesandG-rules,wewrite, I�i GW

� f
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4.1 Correctness

The proof of correctnessfor J�K M hastwo parts: soundnessand completeness.The soundnessof JLK M
impliesthat �!��¡B¤u£�n � only producesformulasthatarein theappropriatetheoryrepresentation;completeness
impliesthatevery formulain thetheoryrepresentationis returnedby �!��¡B¤u£�n � . Theproofsarelargely done
by inductionon eitherthenumberof recursivecallsto a function,or thetotal sizeof asetof proofs.

Theorem 1 ( ã-älå¶æ�ç#ä�è5é å!ê�ärëUì soundness)Let Ù and í be setsof formulasof 3 4�6 , let I be a setof
formulasof 3 4r6 , andlet

d
bea substitution, such thatd �   � �!� ��� n � �0� � o>�	��ÙL�!I	�0í#" f

Then,for every
�´� Ù , I?i GW

d � f
Thistheoremcanbeprovedby inductionontherecursiondepth. Referringto Figures2–3,wefollow the

call to   � �0� ��� n � �!� � o>� ¡�� � , andfind two cases.First,thesubstitution,
d P , maycomefrom n � �!£�� � n ¤p£� !¤u��¤ ,

in whichcasetheassumedsoundnessof £¥�,o ¼ � directlyapplies.Second,
d P maycomefrom �0np£�� � ¤u£¥ 0¤p��¤ , in

whichcasewefollow thecallsthroughn �0Ê!� nu¤ � � mBm,� � �0np£�� � andbackto   � �0� ��� n � �!� � o�� , sowecanapply
theinductionhypothesis.After abit of substitutionmanipulation,theproof is done.

Theorem 2 ( å!îUï¥ð�ñ	è�ò soundness)Let I and Ig< besetsof formulasof 354�6 . For anyformula, � , where

� � �0��¡B¤p£�n � ��I < �!I	"��
thereexistsa proof, ó , of I�½´I < i´� , in which thelast rule application(if any)is of anS-rule.

The formulas returned by �!��¡B¤u£�n � are just rewrite-canonicalizedversions of those returned by� mBmr� � ¤pnu£¥� � . Using Theorem1, we canshow that for eachsubstitution returnedby   � �!� ��� n � �0� � o>� , the
instantiatedpremisesof theS-rule, 7 (seeFigure2), canbeprovedfrom I´½?I < , andthustheinstantiated
conclusionof 7 hasaproof in which thelastrule appliedis theS-rule, 7 .

Thisconcludesthesoundnesssideof thecorrectnessproof; thefollowingcompletenessargumentsshow
thatfor any proof in 3 4�6 whoselastrule applicationusesanS-rule,theconclusion(or a rewrite-equivalent
thereof)will appearin thetheoryrepresentationgeneratedby JLK M .
Theorem 3 ( ã-älå¶æ�ç#ä�è5é å!ê�ärëUì completeness)Let I and í besetsof formulas,let Ù bea setof formulas
( @ � P;� f0f!f � �Ôô A ), let

d
bea substitution,andlet ó.P f!f!f ó ô beproofs(usingnoS-rules),such that for õ#ö�÷Nöø ,

I ù,úi GW

d � q
andtheproofs,ó q , containno rewritesof formulasin í . Then,if   � �0� ��� n � �!� � o�� terminates,there exists
a substitution,

d < , such that d < �   � �0� ��� n � �!� � o��e�-ÙL�0I	�!í#"
and

d
is anextensionof

d < .
This theoremis provedby inductionon thetotal numberof G-ruleapplicationsin theproofs, óNq . This

correspondsto thedepthof thefunction’srecursion.Weshow how eachG-ruleapplicationin theproofmust
have a correspondingsuccessfulapplicationof n �0Ê!� nu¤ � � mBm,� � �!nu£¥� � , andthatall thesubstitutionsreturned
composeproperly. The only wrinkle is that we must ensurethat the useof the visited set, í , doesnot
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excludeany neededsubstitutions. Essentially, in any casewherethealgorithmshort-circuitsby finding its
currentgoalin thevisitedset,we canshow thatashorter, equivalentproof mustexist.

In statingthenext theorem,weuseanotionof partial theoryrepresentation,whichis simplya û ¼!npo>�h� � �-�Zü
pair whichrepresentsavalid intermediatestepin applicationof the �0�¢¡�¤p£�n � function,satisfyingtheobvious
invariant.

Theorem 4 ( å!îUï¥ð�ñ	è�ò completeness)Let � and¼!npo>�h� � besetsof formulas(of 3 4�6 ), such that û ¼¶nuo>�h� � �2�Zü
is a partial theoryrepresentation.For anyformula,

�
, andproof, ó , whoselast rule applicationis anS-rule

application,where

���¾½»¼!npo>�h� � "
ù i � �

thereexistssome
� < , where (assuming�!��¡B¤u£�n � terminates)� < � �0��¡B¤p£�n � �ý¼¶nuo��,� � �2�Z"%�

such that � < i W

� f
This theoremis proved by induction on the recursiondepth. Using Theorem3, we can show that� mBmr� � ¤pnu£¥� � will satisfythepremisesof theS-rule, 7 , in all wayspossibleusingG-rulesandrewrites.With

the inductionhypothesis,this ensuresthat for any proof endingwith an S-rule application,that proof’s
rewrite-canonicalizedconclusionwill beaddedto thetheoryrepresentation.

Finally, we canshow that JLK M producesexactly thedesiredtheoryrepresentation,if it terminates.

Theorem 5 ( J�K M Correctness)If I is a setof mostly-groundformulasof 3 4�6 , and · np£�� � ¤ , ¸ nu£¥� � ¤ ,¹ �0� npo>� � ¤ , and O meetthe J�K M algorithmpreconditionsgivenin Definition10,then

��� � ¡Bn � � � �e�-I	��· nu£¥� � ¤��g¸ nu£¥� � ¤!��¹ �0� npo>� � ¤0�!O#"
returnsan �-7#�07 < " representationof thetheoryinducedby I , where 7 < is thesetof S-rules,andtheequiva-
lenceusedis equivalencemodulorewritesandvariablerenaming.

This followssimply from Theorems2 and4.

4.2 Termination

Thecompletenessproofsabove hold only whenthe JLK M algorithmterminates,soit remainsto show thatit
alwaysdoes.Theproof goes,roughly, asfollows.

The   � �0� ��� n � �!� � o>� functionfirst satisfiesthe primary premises,andthenappliesG-rulesin reverse
to satisfythepartially instantiatedside-conditions.Sincethe G-rules“grow” whenappliedin the forward
direction,they “shrink” whenappliedin reverse(if thegoal formula is sufficiently ground),so the sizeof
the subgoalsproducedthroughthis backwardchainingcanbe bounded,given the goalsandknown-valid
formulasit startswith. Furthermore,sinceit maintainsa visitedsetandchecksgoalsagainstthat set,the
recursiondepthis limited by the numberof uniqueformulaswithin that bound. We know this numberis
finite, from thepre-orderconditions.

The �!��¡B¤u£¥n � function finds eachway of applying the S-ruleswith help from   � �!� ��� n � �0� � o>� , and
repeatsuntil it reachesa fixed point. Sincethe S-rules“shrink,” they cannever producea formula larger
thanall theinitial assumptions,andsothis processwill haltaswell.

Theterminationtheoremitself is simply thefollowing:

Theorem 6 If the JLK M preconditionshold,then ��� � ¡Bn � � � � will terminate.
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Theproof makesuseof thenotionof size-boundedness:

Definition 11 A formula, � , is size-boundedby a finite setof formulas, I , when,for any substitution,
d

,
thereexists � � I such that d �VO�� f
Notethat if � is mostly-groundthen � is size-boundedby @B�#A .
Sincetheinitial assumptionsgivento ��� � ¡Bn � � � � aremostly-ground,they aresize-boundedby themselves.
Wecanshow thatateachfunctioninvocationduringthecourseof thealgorithm,thissizeboundis preserved.
Let theinitial assumptionsbesize-boundedby I . Theformulaspassedto �!��¡B¤u£�n � arerewrite-canonicalized
versionsof theseassumptions;rewritesaresize-preserving,so theformulasin ¼!npo>�h� � (andtrivially, � ) are
still size-boundedby I .

At eachiterationof �!��¡B¤u£¥n � , thesize-boundon¼¶nuo>�h� � and� is clearlypreservedif � m�m,� � ¤pnu£�� � preserves
thesize-bound.

To show that � mBm,� � ¤unp£�� � will preserve thesize-boundon �!�h¡ � � , we establisha chainof inequalities
(usingthe pre-order, O ). Fromthe S-ruledefinition andpre-orderconditionP2, the S-rule, 7 , musthave
someprimarypremise,�,q , suchthat d s�O d � q �
for any

d
. Sincein orderfor   � �0� ��� n � �!� � o>� to returnany substitutions,the �rq premisemustunify with

someformula, � , in �!�h¡ � � , it followsthatthereexistsa
d

(unifying � with � q ) suchthatd �rqkO d �V�
and furthermorethat the substitutions returnedby   � �!� ��� n � �!� � o�� will be extensionsof somesuch

d
.

From the definition of size-boundedness,it follows from thesetwo relationsthat for any
d

returnedby  � �!� ��� n � �0� � o>� , d s�O d �^�
sothesize-boundis preserved. Since �!��¡B¤u£¥n � doesvariable-namecanonicalization,it is straightforwardto
show that it will terminategiventhe preservationof the size-bound,sincepre-orderconditionP3< ensures
that thereare finitely many formulasthat are size-boundedby I and canonicalwith respectto variable
naming.

By asimilar argument,thebackward-chainingprocessitself mustterminatesincethegoalsusedat each
stepof therecursionaresize-boundedby I aswell, andsotherecursionmustterminatesincevariable-name
canonicalizationandthe Ê o�¤uo�� �u� setareused.

Theresultof this theorem,togetherwith the JLK M correctnesstheorem,guaranteesthat,whenits precon-
ditionsaresatisfied,the J�K M algorithmwill alwaysproducethedesiredtheoryrepresentation.

5 Application to Belief Logics

“Little logics” have beenusedsuccessfullyto describe,analyze,andfind flaws in cryptographicprotocols.
Burrows, Abadi, andNeedhamdevelopedtheir (little) logic of authenticationaroundthenotion of belief.
Derivativesof their BAN logic includeGNY [GNY90], SVO [SvO94], AUTLOG [KW94], andKailar’s
logic of accountability[Kai96]. In thesebelief logics,eachmessagein a protocolis representedby a set
of beliefsit is meantto convey, andprincipalsacquirenew beliefswhenthey receive messages,according
to a small setof rules. The BAN logic allows reasoningnot just aboutthe authenticityof a message(the
identity of its sender),but alsoaboutfreshness, a quality attributedto messagesthat arebelieved to have
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beensentrecently. This allowedBAN reasoningto uncover certainreplayattackslike thewell-known flaw
in theNeedham-Schroedershared-key protocol[DS81].

Therehasbeenlittle in thewayof toolsfor automatedreasoningwith theselogics,however. Someof the
BAN analysesweremechanicallyverified,andthedesignersof AUTLOG producedaprover for their logic,
but prominentautomatedtools,suchastheNRL ProtocolAnalyzerandPaulson’s Isabellework, have used
very differentapproaches.The lack of emphasison automationfor theselogics resultsin part from their
apparentsimplicity; it canbe arguedthat proofsareeasilycarriedout by hand. Indeed,the proofsrarely
requiresignificantingenuityonceappropriatepremiseshave beenestablished.Manualproofs,however,
even in publishedwork often misssignificantdetailsandassumepreconditionsor rulesof inferencethat
arenot madeexplicit; automatedverificationkeepsushonest.Furthermore,with fast,automatedreasoning
we canperformsomeanalysesthat would otherwisebe impracticalor cumbersome,suchasenumerating
beliefsheldastheprotocolprogresses.

Thedevelopmentof theorygenerationwaspartiallymotivatedby theneedfor automatedreasoningwith
this family of logics. Usingtheorygeneration,andthe JLK M algorithmin particular, we cando automated
reasoningfor all theselogicswith asingle,simpletool: theREVERE system. REVERE is aprotocolanalysis
tool built arounda theorygenerationcore. It hasplug-in modulesexpressingdifferentlogics,andaccepts
protocolspecificationswritten in a variantof theCommonAuthenticationProtocolSpecificationLanguage
(CAPSL)[Mil97].

We examinein Section5.1 theBAN logic of authentication,andin Section5.2.1,threeotherlogics in
theBAN family: AUTLOG, Kailar’s logic of accountability, andour new belief logic calledRV. We show
in our useof REVERE how theorygenerationcanbeappliedto eachof them.

5.1 The BAN Logic

As theprogenitorof this family, theBAN logic of authenticationis anaturalcaseto considerfirst. This logic
is normallyappliedto authenticationprotocols.It allows certainnotionsof belief andtrustto beexpressed
in a simplemanner, andit providesrulesfor interpretingencryptedmessagesexchangedamongtheparties
(principals)involved in a protocol. In Section5.1.1we enumeratethe fundamentalconceptsexpressible
in the BAN logic: belief, trust, messagefreshness,and messagereceiptandtransmission;Section5.1.2
describestherulesof inference;Sections5.1.3–5.1.4giveexamplesof their application.

5.1.1 Componentsof the Logic

In encodingtheBAN logic andits accompanying sampleprotocols,we mustmakeseveraladjustmentsand
additionsto thelogic asoriginally presented[BAN90], to accountfor rules,assumptions,andrelationships
thataremissingor implicit.

Figure5 shows the functionsusedin theencoding,andtheir intuitive meanings.The first twelve cor-
responddirectly to constructsin the original logic, andhave clear interpretations.The last two arenew:o>� Ê makesexplicit the relationshipimplied betweenthe keys in a key pair ( þ , þ�ÿ P ) underpublic-key
(asymmetric)cryptography, and � o>¤u��o��,�!� expressesthattwo principalsarenot thesame.

As a technicalconvenience,we alwaysassumethat for every function(e.g.,   � ��o �0Ê!� ¤ ), thereis a corre-
spondingpredicateby thesamenameandwith thesamearity, whichis usedwhentheoperatoroccursat the
outermostlevel. For instance,in theBAN formula

�
believes � said

�
believes

� �¿�� �
the first believes is representedby the   � ��o �!Ê!� ¤ predicate,while the secondis representedby the   � ��o �0Ê!� ¤
function.
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Function BAN notation Meaning  � �¢o �!Ê0� ¤¶�-���2�'" � believes� � believesstatement�¤ �u� ¤¶�-���2�'" � sees� � seesmessage�¤ � o � �-���-�'" � said � � saidmessage��p¡B�,��n�¡B��¤5�-���-��" � controls � if � claims � , � canbe
believed¼¶n � ¤u�g����" fr esh(� ) � has not beenuttered
beforethis protocolrun

¤p� � n �u� � �!� �-þ´�!���0�." � �� � þ is a symmetric key
sharedby � and �

m,£¥ 0��o�� � �!� ��þ´�!�#" ��� � þ is � ’s public key

¤ � �!n � �2�- )�0���!�Z" � ��	 �  is asecretsharedby �
and �� �h�0n � m,�������!þ´�0�#" @;�'A � ¼!nY¡��D� message� , encrypted
underkey þ by ��p¡B�| 0o�� � �����! #" û �'ü � message � combined
with secret �p¡B�|� � �����! #" ���! concatenation� �
�.�!xe�2�»� f5f5f � ���Z�!x	�-�»� f5f5f 0-ary functions (con-
stants)o�� Ê �-þ�Pp�!þZR�" þ P and þZR are a pub-
lic/privatekey pair� o�¤u��o>�h�!���-���0�." principals � and � are
not thesame

Figure5: BAN functions

Theabove formulashouldbeparsedto readas“A believesthat(B saidthat (A believesthat (A andB
sharethe key K))).” Typically A would cometo having this belief by receiving from B a messagewhose
contentsconveys thebelief thatA andB shareK.

We provide a finite but unspecifiedsetof uninterpreted0-ary functions(constants),which canbeused
to representprincipals,keys, timestamps,andsoforth in aspecificprotocoldescription.

The pre-orderwe usefor the BAN logic (to ensureterminationof JLK M ) is a relatively simpleone,in
which ��O�� when � containsnomoresymbolsthan � , andthenumberof occurrencesof eachvariablein� is nolargerthanthenumberin � . Thereis oneexceptionto this: variousfunctionshaveatomicarguments
in whichvariablesandsymbolsarenotcounted;theseargumentscorrespondto principalnames.A syntactic
constraintensuresthat in all formulas,theseatomicargumentswill alwayscontaineithera singlevariable
or a constant(0-aryfunction).Theformal pre-orderdefinitionis thefollowing:

Definition 12 Thepre-order, O
����� , is definedoverBANtermsandformulasasfollows:

��O
������� � �p�,¤ � �|¤5���#"Qö¦�,¤ � �|¤5�-�Z"-"$�� c���f ¡!�u��� � �!�#"%ö¦¡!�u��� � �!�Z"-"�,¤ � �|¤5�-�#"�� thenumberof functions,predicates,andvariablesin � ,
excludingthosein atomicarguments¡!�u��� � �!�#"�� thenumberof occurrencesof variable

�
in � , excluding

occurrencesin atomicarguments
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This pre-ordersatisfiesconditionsP1–P3< (from Section3.1)[Kin99].

5.1.2 Rulesof Inference

The BAN logic containseleven basicrulesof inference,eachof which canbe expressedasan 354�6 rule,
written in theform �%P;�0�hR�� f0f!f �0���s
Of theserules,tenareanS-rulesundertheBAN pre-order, theeleventhis a G-rule,andeachpreservesthe
atomic-argumentsconstrainton BAN formulas.

In orderto makethepublishedBAN analysisof theAndrew SecureRPCprotocolgo through,we had
to addan extra S-rulewhich allows deriving both the freshnessandthe authenticityof a messagewhose
freshnessis providedby thefreshnessof theencryptionkey:

  � ��o �0Ê!� ¤5�-���È¼¶n � ¤u���-þ/"-"¤ �u� ¤¶�-��� � �h�0n � m,�������!þ´�!7»"-"� o�¤u��o>�h�!���-���07#"  � ��o �0Ê!� ¤¶�-���]¤u� � n �u� � �!� �-þ´�0�.�0�#"-"  � ��o �!Ê0� ¤5�����]  � ��o �0Ê!� ¤u�-�.�-��"�"
This rule doesthework of BAN’s “message-meaning”and“nonce-verification” rulessimultaneously. The
normalBAN message-meaningrulethrowsawaytheinformationnecessaryto prove freshnessafterdemon-
stratingauthenticity. (For completeness,wealsoaddedasimilarruledealingwith authenticationviasecrets.)

In addition,we addedseven “freshness”G-rules,which allow deriving, for example,the freshnessof
an encryptedmessagefrom the freshnessof the encryptionkey. While not strictly necessary, theserules
allow morestraightforwardfreshnessassumptionsin protocolspecifications.Finally, we addedtwo rules
for breakingconjunctionsthat arementionedindirectly in the BAN paper, andboth of which appearin a
technicalreportby thesameauthors[BAN89].

Having encodedtherules,we cananalyzeeachof the four protocolsexaminedin theBAN paperand
checkall thepropertiesclaimedthere[BAN90].

5.1.3 KerberosExample

Througha sequenceof four messages,the Kerberosprotocolestablishesa sharedkey for communication
betweentwo principals,usinga trustedserver [MNSS87]. Thesimplifiedconcreteprotocolassumedin the
original BAN analysisis thefollowing:

Message1.
� � x � � ���

Message2. x � � � @;���¶�09Q�0þ����2���Z�!@;���;�!9C�!þ����Y� � A �! #" A �!$ "
Message3.

� � � � @;���¶�!9C�!þ����2� � A �  #"p�!@ � �2���]A � $  
Message4. � � � � @;���&%�õBA � $  

Initially,
�

wantsto establisha sessionkey for securecommunicationwith � .
�

sendsMessage1 to
the trustedserver, x , asa hint that shewantsa new key to be sharedwith � . The server respondswith
Message2, which is encryptedwith þ���� , a key sharedby

�
and x . In this message,x providesthenew

sharedkey, þ ��� , alongwith a timestamp(� � ), thekey’s lifetime ( 9 ), � ’s name,andanencryptedmessage
intendedfor � . In Message3,

�
forwardsthis encryptedmessagealongto � , who decryptsthemessage

to find þ���� andits associatedinformation.In addition,
�

sendsa timestamp(��� ) and
�

’s name,encrypted
underthe new sessionkey, to demonstrateto � that

�
hasthekey. Finally, � respondswith Message4,

which is simply �'�(%�õ encryptedunderthesessionkey, to show
�

that � hasthekey aswell.
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TheBAN analysisof this protocolstartsby constructinga three-messageidealizedprotocol [BAN90];
theidealizedprotocolignoresMessage1, sinceit is unencryptedandthuscannotsafelyconvey any beliefs.
The BAN analysisthengoeson to list ten initial assumptionsregardingclient/server sharedkeys, trust of
theserver, andfreshnessof thetimestampsused[BAN90]. Weexpresseachof thesethreemessagesandten
assumptionsdirectly(theconversionis purelysyntactic),andaddfour moreassumptions(seeFigures6 and
7).

Message2. x � � � @;���¶� � � $  ¿�� �.�!@5�'�;� � � $  ¿�� �ZA �! #" A �!$ "
¤ �p� ¤5� � � � �h�!n � m,���p�p¡���� � �p�p¡���� � �����;�]¤u� � n �u� � �0� �-þ����p� � ���Z"-"-�� �,�!n � mr�-�p�u¡B�|� � �����u��¤p� � n �p� � �!� �-þ������ � �
�."-"��þ��)�¶�0xQ"-"-"��þ����¶�!xC"-"

Message3.
� � � � @;���¶� � � $  ¿�� �.A �  *"!�!@;���]� � � $  ¿�� �.A � $  g¼!nY¡�� �
¤ �p� ¤5�+�Z�]�u¡B�|� � � � �h�0n � m,���p�u¡B�|� � �����¶�]¤u� � n �u� � �0� �-þ������ � ���Z"-"-�0þ��)�p�!xQ"��� �h�0n � m,���p�u¡B�|� � ����� �]¤u� � n �u� � �0� �-þ����;� � �
�."-"-�0þ����Y� � "-"-"

Message4. � � � � @;����� � � $  ¿�� �.A � $  ¼!n�¡B�,�
¤ �p� ¤5� � � � �h�!n � m,���p�p¡���� � ��� � �]¤u� � n �p� � �!� �-þ ��� � � ���."�"-�!þ ��� �
�."-"

Figure6: Kerberosprotocolmessages,in BAN idealizedform andconvertedto thesyntaxof our encoding.

  � ��o �0Ê!� ¤0� � �]¤u� � n �u� � �!� �-þ����¶�0x	� � "-"  � ��o �0Ê!� ¤0�+�Z�]¤u� � n �u� � �0� �-þ��)�¶�!xe���."�"  � ��o �0Ê!� ¤0�-xe�]¤u� � n �p� � �!� ��þ����¶� � �!xC"-"  � ��o �0Ê!� ¤0�-xe�]¤u� � n �p� � �!� ��þ �)� �
�.�0xQ"-"  � ��o �0Ê!� ¤0�-xe�]¤u� � n �p� � �!� ��þ������ � �
�."-"  � ��o �0Ê!� ¤0� � �]�u¡B�,��nY¡��¢¤u��x	�]¤u� � n �u� � �0� �-þ����p� � ���Z"-"-"  � ��o �0Ê!� ¤0�+�Z�]�u¡B�h��n�¡B��¤¶�-x	�]¤u� � n �u� � �!� �-þ����p� � ���."�"-"  � ��o �0Ê!� ¤0� � ��¼!n � ¤u�������;"-"  � ��o �0Ê!� ¤0�+�Z��¼!n � ¤u�������¶"-"  � ��o �0Ê!� ¤0�+�Z��¼!n � ¤u������� "-"
  � ��o �0Ê!� ¤0� � ��¼!n � ¤u������� "-"� o>¤p��o>�h�0�-� � �!xC"� o>¤p��o>�h�0�-� � ���Z"� o>¤p��o>�h�0�-�+�Z�!xC"

Figure7: Encodingof theKerberosinitial assumptions.All but thelastfour assumptionsappearin theBAN
analysis[BAN90].

Thefirst extraassumption—that
�

mustbelieveits own timestampto befresh—ismissingin theoriginal
paper, andthelast threearerequiredto satisfythedistinctnessside-conditions.After makingtheseadjust-
ments,wecanrun the14initial assumptionsand3 messagesthroughthe JLK M algorithm,andit producesan
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additional50 trueformulas.
By runningthesimpledecisionproceduredescribedin Section3, we canverify thatthesefour desired

propertieshold:   � ��o �!Ê!� ¤5� � �]¤u� � n �u� � �0� �-þ������ � ���Z"-"  � ��o �0Ê!� ¤¶�+�.��¤p� � n �p� � �!� �-þ ��� � � �
�."-"  � ��o �0Ê!� ¤¶�+�.��  � ��o �0Ê!� ¤¶� � �]¤u� � n �p� � �!� ��þ����;� � ���."�"-"  � ��o �0Ê!� ¤¶� � �]  � ��o �0Ê!� ¤u�+�.��¤p� � n �u� � �!� ��þ����;� � ���."�"-"
Theseresultsagreewith the original BAN analysis. The first two indicatethat eachof the two parties
believesit sharesakey with theother, andthesecondtwo, thateachbelievesthattheotherbelievesthesame
thing.

If we remove the optional final messagefrom the protocoland run the algorithmagain,it generates
41 valid formulas. By computingthedifferencebetweenthis setandthefirst setof 50, we candetermine
exactly whatthefinal messagecontributes.Amongthe9 formulasin this differenceis

  � ��o �0Ê!� ¤¶� � �]  � ��o �0Ê!� ¤u�+�.��¤p� � n �u� � �!� ��þ����;� � ���."�"-"
(thelastof thefour resultsabove). This confirmstheclaim in theoriginal analysisthat“the three-message
protocoldoesnot convince

�
of � ’s existence”[BAN90]. This techniqueof examiningthesetdifference

betweenthededucedpropertiesof two versionsof a protocolis a simplebut powerful benefitof thetheory
generationapproach;it helpsin understandingdifferencesbetweenprotocolvariantsandit supportsrapid
prototypingduringprotocoldesign.

5.1.4 Other Authentication ProtocolsUsingBAN

We encodedthe assumptionsand messagesof the threevariantsof the Andrew secureRPC handshake
protocolgiven in theBAN paper, andthe JLKNM algorithmproducestheexpectedresults. The lastof these
verificationsrequiresanextra freshnessassumptionmentionedindirectly in theBAN analysis:

  � ��o �0Ê!� ¤5�+�Z��¼!n � ¤p�}�-þ <��� "-"
It alsomakesuseof oneof our addedfreshnessrulesandthefirst simultaneousmessage-meaning/nonce-
verificationrule.

We ranthealgorithmon two variantsof theCCITT X.509protocolexploredin theBAN paper. Oneof
thesechecksfailedto producetheexpectedresults,andthis ledto thediscoveryof anoversightin theBAN
analysis:they observea weaknessin theoriginal X.509protocolandclaim,“The simplestfix is to signthe
secretdata  -� and  -� beforeit is encryptedfor privacy.” In factwemustsignthesecretdatatogetherwith a
nonceto ensurefreshness.We replacetheoccurrenceof  � in theoriginalprotocolby

� �h�!n � m,���p�p¡���� � �- .���2��� "-�0þ <� � � "
andtheoccurrenceof  -� by � �h�!n � m,���p�p¡���� � �- � �
/ � "-�!þ <� ���Z" f
After correctingthis, theverificationsproceedasexpected.

Finally, we also duplicatedthe BAN resultsfor two variantsof the Needham-Schroederpublic-key
secret-exchangeprotocol,theWide-MouthFrogprotocol,andtheYahalomprotocol.
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5.2 Other Logics

5.2.1 AUTLOG

AUTLOG is an extensionof the BAN logic, proposedby Kesslerand Wedel [KW94]. It incorporates
several new concepts,someof which appearin other BAN variants,suchas the GNY logic developed
by Gong,Needham,andYahalom[GNY90]. It allows analysisof a simulatedeavesdropperfor detecting
someinformationleaks,usesthenotionof principals“recognizing”decryptedmessages,andintroducesa
“recentlysaid” notionwhich is moreprecisethanBAN’s beliefsaboutbeliefs.

Ourencodingof AUTLOG usesall theBAN functions,andafew extras,listedin Figure8. Theoriginal

Functionn � �u¡!�0�ho#0 �  !� � ���'"� � ���-þ´�2�'"� � ¤u�g����"n � � � �,��� � ¤ � o � �-���-�'"
Figure8: ExtraAUTLOG functions

rulesof inferencefrom AUTLOG canbe enteredalmostverbatim. Thereare22 S-rulesand24 G-rules;
therulesgoverningfreshnessandrecognitionaretheonly G-rules.In applyingthe JLK M algorithm,we can
usea similar pre-orderfor AUTLOG to thatusedfor theBAN logic. In encodingtheAUTLOG rulesand
attemptingsomeREVERE protocolanalysesusingthem,wefoundthreeflaws in thelogic, correspondingto
six rulesthatwereunsoundandonethatwasweakerthannecessary.

Oneflaw is in AUTLOG’sfour “key” rules(K1–K4). Theserulesallow a principal, � to determine,for
example,thatanotherprincipal, � , considersakey sharedwith � to bevalid if � hasusedthekey recently.
The“recency” is providedby thepremise,

  � ��o �!Ê0� ¤5�����]n � � � �,��� � ¤ � o � �-�Z�2�'"-"	�
where � is the body of the encryptedmessage.However, that premiseis too weak to ensurethat the
encryptedmessagewasactuallysentrecently;amoreappropriatepremisewouldbe

  � ��o �!Ê!� ¤5�-���È¼¶n � ¤p�����'"-" f
AUTLOG canrepresentmessageauthenticationcodes(MACs, or keyedhashes),but therule that au-

thenticatesthesecodes(A2) is weakerthanit shouldbe. It includesthe premisethat therecipient, � , has
seenthemessagefrom which theMAC wastaken.As we foundwhenour initial SKID2 protocolverifica-
tion failed,this fails to allow for a situationin which themessagehastwo parts,eachof which � hasseen.
To fix this,we addeda new operatorandfive G-rulesfor determiningwhatmessagesa principal is capable
of constructing,andreplacedthetoo-strongpremise.

Thethird flaw appearsin two of the“recognizing”rules.A principalis saidto recognizesomemessage
roughly whenit candistinguishthat messagefrom randomdata. The recognizingrulesfor cryptographic
hashfunctionsandmessageauthenticationcodes(MACs),however, statethata principalrecognizesa hash
if it recognizestheoriginalmessagefrom whichthehashwasbuilt. If thatprincipalhasneverseenall parts
of theoriginal message,though,it will beunableto computethehash,andthuscannotrecognizeit. These
rulescanbefixedby addingapremiserequiringthattheprincipalcanconstructtheoriginalmessage.

To checkaprotocolfor leaksusingAUTLOG,onefindstheconsequenceclosureoverthe“seeing”rules
of thetransmittedmessages.Theresultinglist will includeeverythinganeavesdroppercouldsee.The JLK M
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algorithmis well-suitedto computingthis list; theseeingrulesareall S-rules,sothealgorithmwill generate
exactly thedesiredlist.

KesslerandWedelpresenttwo simplechallenge-responseprotocols:onein whichonly thechallengeis
encryptedandanotherin which only theresponseis encrypted.We have encodedboth of theseprotocols
andverifiedthepropertiesKesslerandWedelclaim: thatbothachieve theauthenticationgoal

  � ��o �0Ê!� ¤5�+�Z�]n � � � �,��� � ¤ � o � � � �!721�"-"
where 7 1 is the secret

�
providesto prove its identity. Furthermore,throughthe eavesdropperanalysis

mentionedabove, we canshow that in theencrypted-challengeversion,thesecretis revealedandthusthe
protocolis insecure.(TheBAN logic cannotexpressthis.)

We have alsocheckedthat the KerberosprotocolandSKID2/SKID3 authenticationprotocols[BP95],
expressedin AUTLOG, satisfypropertiessimilar to thosedescribedin Section5.1.3.

5.2.2 Kailar’ sAccountability Logic

Morerecently, Kailar hasproposedasimplelogic for reasoningaboutaccountabilityin electroniccommerce
protocols[Kai96]. Thecentralconstructin this logic is

�4365�798;:=<�>@?N�
which meansthat principal � canconvinceanyonein an intendedaudiencesharinga setof assumptions,
that � holds,without revealingany “secrets”otherthan� itself.

Kailar providesdifferentversionsof this logic, for “strong” and “weak” proof, and for “global” and
“nonglobal” trust. Theseparametersdeterminewhatevidencewill constituteanacceptableproof of some
claim. Thelogic wechooseusesstrongproof andglobaltrust,but theotherversionswould beequallyeasy
to encode.Theencodingusesthesefunctions: A � ��BQn�¡ Ê0� , C�¤=Drnu£¥¤u� �u� E � , C���mr�¢o � ¤ , µL£���� � �h��o>� � � � ¤ , · ��� ¤ ,¹ � � � o Ê!� ¤ , ·ho>�!� �p� F o���� , �u¡B�|� � , and o�� Ê .

Weencodethefour mainrulesof thelogic asfollows:

36<�7HG � A � ��BQn�¡ Ê0� �-���2�'"-�
A � ��BQn�¡ Ê!� �-���0 #"A � ��BQn�¡ Ê0� �-���]�u¡B�|� � ���/�0 #"-"
I 7KJ � A � ��BCnY¡ Ê!� �-���2�'"-�LC-��m,��o � ¤!���/�0 #"A � ��BCn�¡ Ê!� �����! ."

��M)N
7 �

¹ � � � o Ê0� ¤¶�-���]·,o��0� �u� F o������PO[�!þ ÿ P "-"A � ��BCnY¡ Ê!� �-����µL£���� � �,��o�� � � � ¤¶�-þ´�!�Z"-"C-� Ê ��þ´�!þ�ÿ P "A � ��BQn�¡ Ê0� �-���]· �B� ¤0�-�.�
O¦"-"
Q :=R9S�T �

A � ��BCnY¡ Ê!� �-����· �B� ¤0�-�Z�2�'"-"A � ��BCn�¡ Ê!� �����UC-¤VDrnp£�¤u� �p� E �}�-�.�-�'"-"A � ��BQn�¡ Ê0� �����2�'"
The Conj and Inf rulesallow building conjunctionsandusing initially-assumedimplications. The Sign
andTrust rulescorrespondroughlyto theBAN logic’spublic-key message-meaningandjurisdictionrules.
We canagainusea pre-ordersimilar to that usedfor BAN. This makesConj a G-rule; theotherthreeare
S-rules. Therearea total of six S-rules,oneG-rule,andthreerewrites in our encodingof this logic; the
extra S-rulesandrewritesdo simplecomma-manipulation.
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IBS protocolmessages:

Message3. W � x � @B@.BCnpo>� � A �;X.Y" �=BQnuo�� � A �;X.YZ
¹ � � � o Ê!� ¤¶�-x	��·ho>�!� �u� F o>�����p�u¡B�|� � �p·ho>�!� �p� F o����}��BQnuo�� � �0þ ÿ P� "-�BQnuo>� � "-�þ ÿ P[ "-"

Message5. x � W � @¥· � n Ê o>� � A �
X.Y"
¹ � � � o Ê!� ¤¶�+W|�]·,o��0� �u� F o������p· � n Ê o>� � �0þ ÿ P� "-"

Message6. W � x � @¥· � n Ê o>� � µ��0�BA �
X.YZ
¹ � � � o Ê!� ¤¶�-x	��·ho>�!� �u� F o>�����p· � n Ê o�� � µ=�0�B�0þ ÿ P[ "-"

Initial assumptions:

A � ��BQn�¡ Ê!� �-x	��µL£���� � �,��o�� � � � ¤¶�-þ [ ��W|"-"C-��m,��o � ¤0�p· �B� ¤0�+W|�UBCnpo>� � "��]µ=�!n �u� ¤VD}¡\BCnpo>� � �+W|��mrn�"-"C-��m,��o � ¤0�p· �B� ¤0�+W|�]· � n Ê o>� � µ=�5��"-�]¹ � � � o Ê!�u� E � � · � n Ê o>� � C-� � �.�PW�"�"
Figure9: Excerptfrom IBS protocolandinitial assumptions.

Wecanreplacetheconstruct �³o>�]O
(representinginterpretationof part of a message)with threeexplicit rulesfor extractingcomponentsof a
message.We addrewritesexpressingthecommutativity andassociativity of �u¡B�|� � , asin theotherlogics.

We have verified the variantsof the IBS (NetBill) electronicpaymentprotocol that Kailar analyzes.
Figure9 containsanencodingof partof the“serviceprovision” phaseof theasymmetric-key versionof this
protocol. Thecustomer, W , first sendsthemerchant,x , a messagecontaininga pricequote,signedby the
merchant;this messageis itself signedby thecustomerto indicatehis acceptanceof thequotedprice. The
merchantrespondsby providing theserviceitself (somepieceof data),signedwith herprivatekey. Thelast
messageof this phaseis anacknowledgementby thecustomerthathereceivedtheservice,signedwith the
customer’sprivatekey.

Whenwerunthe J�K M algorithmonthesemessagesandassumptions,it appliestheSign rule to produce
thesetwo formulas:

A � ��BCn�¡ Ê!� �-x	��· �B� ¤5�PW����p¡���� � �p·,o��0� �u� F o>������BQnuo�� � �!þ�ÿ P� "-�=BQnuo�� � "-"�"A � ��BCn�¡ Ê!� �-x	��· �B� ¤5�PW���· � n Ê o�� � µC�!��"-"
Theseconclusionsarenot particularlynoteworthyin their own right; they reflectthefact that x (theseller)
canprove that W (thecustomer)haspresentedtwo specificmessages.With theseformulas,the JLK M algo-
rithm next appliesacomma-extractingrule to produce

A � ��BQn�¡ Ê!� �-x	�]· �B� ¤5�+W|��·ho>�!� �u� F o>���B��BQnuo�� � �0þ ÿ P� "-"-"A � ��BQn�¡ Ê!� �-x	�]· �B� ¤5�+W|�=BQnuo�� � "-"
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Thisshowsthat x canprove W sentindividualcomponentsof theearliermessages.Finally, JLK M appliesInf
to derive theseresults,whichagreewith Kailar’s [Kai96]:

A � ��BCnY¡ Ê!� �-xe�]· ��� ¤¶�+W|�]¹ � � � o Ê!�u� E � � · � n Ê o>� � C�� � �Z�+W|"-"-"A � ��BCnY¡ Ê!� �-xe�]· ��� ¤¶�+W|�]µ=�!n �u� ¤VD}¡-BQnuo�� � �+W|�pm,n0"-"-"
Theserepresenttwo desiredgoalsof theprotocol:thatthesellercanprovethecustomerreceivedtheservice,
andthatthesellercanprovewhatpricethecustomeragreedto. The JLK�M algorithmstopsat thispoint,since
no furtherrule applicationscanproducenew formulas.

We have verified the restof Kailar’s resultsfor two variantsof the IBS protocolandfor the SPX Au-
thenticationExchangeprotocol.

5.2.3 RV Logic

Beyond theseexisting logics,we have developeda new logic, RV [Kin99], which allows moregrounded
reasoningaboutprotocols,in thatthemappingfrom concretemessagesto abstractmeaningsis madeexplicit.
Usingtheorygeneration,wehaveappliedthis logic to severalexistingprotocols,checkinghonesty, secrecy,
feasibility, andinterpretationvalidity properties.Thesepropertiesarenot fully addressedby otherbelief
logics, and they are critical in that failure to checkthemcan lead (and hasled) to vulnerabilities. By
applying JLKNM to the RV logic, we canreveal the Needham-Schroederpublic key protocolflaw that was
discoveredby Lowe [Low96], which traditionalBAN analysisdid not (andcannot)expose.We canalso
checkthatanoptimizedversionof theWoo-Lamprotocol[WL92a, WL92b] with fewer messagesandless
encryptionthantheoriginalversionpreserveshonesty, secrecy, andbeliefpropertiesof theoriginalprotocol;
BAN analysiswouldbeinsufficient to demonstratethesafetyof theimprovedprotocol.

Like otherbelief logics,RV takesa constructiveapproachto protocolverification,in that it focuseson
deriving positive protocolproperties,ratherthansearchingfor attacks. Throughextendingthis approach
to honestyandsecrecy properties,RV canexposeflaws that correspondto concurrent-runattackswithout
explicitly modelingeitheranintruderor somesetof runs.

5.3 Summary of PerformanceResults

Thetablein Figure10 containsa summaryof the resultsmentionedin this section.Eachline in the table
shows, for a givenprotocol,thenumberof initial assumptionsandmessagesfed to the J�K M algorithm,the
numberof formulasin thetheoryrepresentationit generated,andtheelapsedtime in secondsfor generating
therepresentations.In eachcase,wewereableto usetheorygenerationto prove thattheprotocolssatisfied
(or failed to satisfy)variousdesiredbelief properties.Note that thegeneratedtheoryrepresentationstypi-
cally containon theorderof severaldozensof formulas.All timingsweredoneon anDigital AlphaStation
500,with 500MHzAlpha21164CPU.

6 RelatedWork

Thereis a rich history of researchon the useof mechanizedverificationtools—namelytheoremprovers
andmodelcheckers—forreasoningaboutsecurity. We survey herethemostrelevantwork, focusingon the
importantdifferencesbetweenexisting approachesandtheorygenerationasappliedto securityprotocols.

6.1 TheoremProving

General-purposeautomatedtheoremproving is themoretraditionalapproachto verifying securityproper-
ties.Earlywork onautomatedreasoningaboutsecuritymadeuseof theAffirm [GMT � 80], HDM [LRS79],
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Logic Protocol Assumps. Msgs. Th. Rep. TG Time (s)
BAN Kerberos 14,13 3 61,52 4.7

Andrew RPC 8, 8, 7 4 32,39,24 3.2
Needham-Schroeder 19,19 5 41,41 1.5
CCITT X.509 13,12 3 69,74 23.8
Wide-MouthFrog 12,12 2 34,34 19.3
Yahalom 9, 17,17 5 40,60,62 23.0

AUTLOG challenge-response1 2 2 10 0.3
challenge-response2 4 2 13 0.3
Kerberos 18 3 79 11.3
SKID3 12 3 41 3.7

Kailar’s IBS variant1 14 7 44,39 0.3
Accountability IBS variant2 20 7 46,52 0.3

SPXAuth. Exchange 18 3 36 0.2
RV Needham-Schroeder(Pub) 31 7 83 23.0

Otway-Rees 28 4 95 34.4
Denning-Sacco 25 3 77 38.1
Neuman-Stubblebine 35 4 80 20.1
Woo-Lam 37 7 106 50.8

Figure10: Protocolanalysesperformedwith existingbelieflogics,with thenumberof formulasin theinitial
assumptions,messagestransmitted,andgeneratedtheoryrepresentation.(Someanalysesinvolvedseveral
variationson thesameprotocol.)ElapsedtheorygenerationtimesusingREVERE arein seconds.

Boyer-Moore [BM79], andIna Jo [LSSE80]verificationsystems.This line of work waslargely basedon
theBell-LaPadulasecuritymodel[BL76], which in thecontext of acentralizedsystemfocusesonsubjects’
accessrightsto objectsbasedon securitylevels. In proving thetheoremsthatexpressedsecurityproperties
of a systemor protocol,an expert userwould carefullyguidetheprover, producinglemmasandnarrowly
directingtheproof searchto yield results.

More recent theorem-proving efforts have used the HOL [GM93], PVS [ORSvH95], and Is-
abelle[Pau94] verification systemsto expressand reasonaboutpropertiesof securityprotocols. These
sophisticatedverificationsystemssupportspecificationsin higher-orderlogic andallow the userto create
customproof strategiesandtacticswith which thesystemscando moreeffective automatedproof search.
Thoughsimplelemmascanbeprovedcompletelyautomatically, humanguidanceis still necessaryfor most
interestingproofs.

We have donelimited experimentsin applyingPVSto theBAN logic asanalternative to theorygener-
ation. Theencodingof thelogic is quitenatural,but theproofsaretediousbecausePVSis oftenunableto
find theright quantified-variableinstantiationsto applytheBAN logic’s rulesof inference.

PaulsonusestheIsabelletheoremprover to demonstratea rangeof securitypropertiesin an“inductive
approach”[Pau96,BP97]. In this work, hemodelsa protocolasa setof event traces,definedinductively
by theprotocolspecification.He definesrulesfor deriving severalstandardmessagesetsfrom atrace,such
as the setof messages(andmessagefragments)that canbe derived from a trace ^ using only the keys
containedin ^ . Given thesedefinitions,he proposesvariousclassesof propertiesthat can be verified:
possibilityproperties,forwardinglemmas,regularity lemmas,authenticitytheorems,andsecrecy theorems.
Paulson’s approachhastheadvantageof beingbasedon a smallsetof simpleprinciples,in contrastto the
sometimescomplex andsubtlesetsof rulesassumedby theBAN logic andrelatedbelief logics. It doesnot,
however, providethesamehigh-level intuition into why a protocolworksthatthebelief logicscan.Paulson
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demonstratesproof tacticsthat canbeappliedto prove somelemmasautomatically, but significanthuman
interactionstill appearsto berequired.

Brackin recentlydevelopeda system[Bra96] within HOL for converting protocolspecificationsin an
extendedversionof the GNY logic [GNY90] to HOL theories. His systemthenattemptsto prove user-
specifiedpropertiesandcertaindefaultpropertiesautomatically. This work lookspromising;onedrawback
is that it is tied to a specificlogic. Modifying that logic or applyingthe techniqueto a new logic would
requiresubstantialeffort andHOL expertise. In theorygeneration,the logic canbe expressedstraightfor-
wardly, andtheproving mechanismis independentof thelogic.

Like general-purposetheoremproving, theorygenerationinvolvesmanipulationof thesyntacticrepre-
sentationof the entity we areverifying. However, by restrictingthe natureof the logic, unlike machine-
assistedtheoremproving, we canenumeratetheentiretheoryratherthan(with humanassistance)develop
lemmasandtheoremsasneeded.Moreover, the new methodis fast and completelyautomatic,andthus
moresuitablefor integrationinto theprotocoldevelopmentprocess.

6.2 Model Checking

Model checkingis a verificationtechniquewhereinthesystemto beverifiedis representedasa finite state
machine,andpropertiesto be checkedareexpressedasformulasin sometemporallogic. The technique
involvesdoinganexhaustivesearchof thestatespaceto determinewhetheragivenformulaholds.Symbolic
modelcheckinghasbeenusedsuccessfullyto verify many concurrenthardwaresystems,andit hasattracted
significantinterestin thewider verificationcommunitydueto its high degreeof automationandits ability
to producecounterexampleswhenverificationfails.

Millen’s Interrogatortool couldbeconsideredthefirst modelcheckerfor cryptographicprotocolanal-
ysis [Mil84, KMM94]. It is a Prolog [CM81] systemin which the userspecifiesa protocolas a set of
statetransitionrules,andfurtherspecifiesa scenariocorrespondingto someundesirableoutcome(e.g.,an
intruderlearnsa privatekey).

Recently, advancedgeneral-purposemodelcheckershave beenappliedto protocolanalysiswith some
encouragingresults.LoweusedtheFDR modelchecker[Ros94] to demonstratea flaw in, andthenfix, the
Needham-Schroederpublickey protocol[Low96] and(with Roscoe)theTMN protocol[LR97], andRoscoe
usedFDR to checknoninterferenceof a simple securityhierarchy(high security/low security)[Ros95].
Heintze,Tygar, Wing, and Wong usedFDR to checksomeatomicity propertiesof NetBill [ST95] and
Digicash[CFN88] protocols[HTWW96]. Mitchell, Mitchell, andSterndevelopeda techniquefor analyz-
ing cryptographicprotocolsusingMur

�
, a modelcheckerthatusesexplicit staterepresentation,and,with

Shmatikov, have appliedit to thecomplex SSLprotocol[MMS97, MSS98].Marrero,Clarke,andJhahave
producedaspecializedmodelcheckerfor reasoningaboutsecurityprotocols,which takesasimpleprotocol
specificationas input and hasa built-in model of the intruder [CJM98]. Finally, Song[Son99] recently
implementedapromisingnew modelcheckingapproachbasedon thestrandmodel[THG98].

All thesemodel-checkingapproachessharethelimitation thatthey canconsideronly a limited number
of runsof aprotocol—typicallyoneor two—beforethenumberof statesof thefinite statemachinebecomes
unmanageable.This limitation resultsfrom thewell-knownstateexplosionproblemexhibitedby concurrent
systems.In somecasesit canbeworkedaroundby proving thatany possibleattackmustcorrespondto an
attackusingat mostø protocolruns.

Thetheorygenerationtechniquetakessignificantinspirationfrom thedesirablefeaturesof modelcheck-
ing. Like modelchecking,theorygenerationallows“push-button” verificationwith no lemmasto postulate
andno invariantsto infer. Whereasmodelcheckingachievesthis automationby requiringa finite model,
theorygenerationachievesit by requiringasimplelogic. Also like modelchecking,theorygenerationseeks
to provide moreinterestingfeedbackthana simple“yes, this propertyholds” or “I cannotprove this prop-
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erty.” In modelchecking,counterexamplesgive concreteillustrationsof failures,while theorygeneration
offerstheopportunityto directlyexamineandcomparetheoriescorrespondingto variousprotocols.By tak-
ing advantageof theintuitivebelief logics,theorygenerationcanbetterprovidetheuserwith asenseof why
aprotocolworksor how it mightbeimproved;modelcheckingis moreof a “black box” in thisrespect.The
two approachescancomplementeachother, asmodelcheckingprovidesanswerswithoutspecifyingbelief
interpretationsfor theprotocol,while theorygenerationpresentstheuserwith a higher-level interpretation
of theprotocol’seffects.

6.3 Hybrid Approaches

Meadows’ NRL ProtocolAnalyzeris perhapsthebestknown tool for computer-assistedsecurityprotocol
analysis[Mea94]. It is a semi-automatedtool that takesa protocoldescriptionanda specificationof some
badstate,andproducesthesetof statesthatcouldimmediatelyprecedeit. In asensetheAnalyzerrepresents
ahybridof modelcheckingandtheoremproving approaches:it interleavesbrute-forcestateexplorationwith
the user-guidedderivation of lemmasto prunethe searchspace.It hasthe notableadvantagesthat it can
reasonaboutparallelprotocolrun attacksandthatit producessampleattacks,but it sometimessuffersfrom
thestateexplosionproblemandit requiressignificantmanualguidance.It hasbeenappliedto a numberof
securityprotocols,andcontinuingwork hasincreasedthelevel of automation[Mea98]. Theorygeneration,
however, offersgreaterautomation,thebenefitsof intuitivebelief logics,andprotocolcomparisonabilities
notavailablein theAnalyzer.

7 Summary, Futur eWork, and Conclusions

7.1 Summary of Resultsand Contrib utions

Theorygenerationis a new general-purposetechniquefor performingautomatedverification.In this paper,
we describeda simplealgorithm( JLKNM ) for producingfinite representationsof theories.This algorithmcan
be appliedto any logic in the 3 4�6 classthat alsomeetsthe preconditionsin Definition 10. The theory
representationsproducedby JLK M arewell suitedto direct comparisonsincethey arecanonical,andthey
canbe usedin an efficient decisionprocedure.We have proved that the JLK M algorithmandthis decision
procedureterminateandarecorrect.We implementedthealgorithmin our REVERE system.

We appliedtheorygenerationto verify propertiesaboutover a dozensecurityprotocols.We expressed
the protocolsand their desiredpropertiesin termsof four differentbelief logics, including our new RV
logic. Using REVERE, we reproducedpublishedprotocolanalysesusingthesebelief logics,andin some
casesweexposederrorsin theearlieranalyses.In practice,thetheorygenerationprocesscompletesquickly
(in secondsor minutes),andthetheoryrepresentationsgeneratedareconsistentlyof manageablesize.

Our work hasdemonstratedtheutility of theorygenerationfor analyzingsecurityprotocols,but this is
only a start;furtherinvestigationwill tell whetherit canyield similar benefitsin otherdomains.

7.2 Futur eWork on Theory Generation

The JLK M algorithmitself couldbeenhanced,or its preconditionsrelaxed,in avarietyof ways.Weconsider
theterminationguaranteesfirst.

The purposefor mostof the preconditionsis to ensurethat JLKNM will alwaysterminate,but thereis a
tradeoff betweenmakingthe preconditionseasyto checkand allowing as many logics as possible. The
preconditionsgivenin Definition10aresufficientbut notnecessaryto ensuretermination.Wecouldreplace
themwith the simpleconditionthat eachS-ruleapplicationmustproducea formula no larger thanany of
theformulasused(perhapsthroughG-rules)to satisfyits premises.This imposesa considerableburdenof
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proof, but it is a morepermissive preconditionthanthe onewe use. Furthermore,while it is sufficient to
ensurethat a finite theoryrepresentationexists, it is not sufficient to ensuretermination,aswe mustalso
prove thateachS-ruleapplicationattemptmustterminate.In somecases,this extra effort maybejustified
by theincreasedflexibility .

In practicewe may sometimesbe fairly confidentthat a suitablepre-orderexists but not want to go
throughthetroubleof producingit. Wecanskip specifyingthepre-orderif wearewilling to accepttherisk
of non-termination.Correctnesswill not besacrificed,soif thealgorithmterminates,we canbesureit has
generatedtheright result.

As an alternative approachto ensuringtermination,we could draw on existing researchin automatic
terminationanalysisfor Prolog—forinstancetheapproachproposedby LindenstraussandSagiv [LS97]—
to checkwhethera setof ruleswill halt. This would requireeitheradjustingthesemethodsto takeaccount
of ouruseof rewrites,or perhapsencodingthe JLK M algorithmitself asaPrologprogramwhosetermination
couldbeanalyzedin thecontext of afixedsetof rulesandrewrites.

To improve the performanceof JLK M , we could introduce a special case to handle associative-
commutative rewrites efficiently, using known techniquesfor associative-commutative unification. The
general-purposeunificationmoduloequalitiesimplementedfor REVERE hasacceptableperformancefor
the exampleswe ran, but it could becomeexpensive whenformulasor rulesincludelong sequences.We
might alsogetbetterperformancein searchingfor formulasmatchinga givenpatternby adaptingtheRete
algorithmusedin someAI systems[For82].

The JLK M algorithmcouldbe modifiedquiteeasilyto keeptrackof theproof of eachderivedformula.
Thisinformationcouldproveusefulin providing feedbackto theuserwhentheverificationof someproperty
fails; we could,for instance,automaticallyfill in “missing” sideconditionsin anattemptto pushtheproof
through,andthendisplaya proof treewith thetroublespotshighlighted.Theproofscouldalsobefed to an
independentverifier to double-checkthe JLK�M results.

Thinking further afield, we might considerextensionssuchas providing theoryrepresentationsother
thanthe �-7#�!7 < " representationsdescribedin Definition 3, or evenrepresentationsotherthansetsof formu-
las in the target logic. Thesealternative theoryrepresentationsmight prove necessaryin applyingtheory
generationto domainsotherthansecurityprotocols.

7.3 ClosingRemarks

The communitydoesnot yet have a completesolution to securityprotocol verification; perhapsthat is
an unattainablegoal. However, todaywe canprovide substantialsupportfor the designand analysisof
theseprotocols,andpotentialsharingof informationamongdifferenttools, e.g.,via CAPSL [Mil97]. A
thoroughprotocoldesignprocessshouldstartwith adherenceto principlesandguidelinessuchasAbadiand
Needham’s[AN96]. Thedesignerscouldapplytheorygenerationwith RV or otherbelieflogicsto provethat
theprotocolmeetsits goalsandmakeexplicit theassumptionson which theprotocoldepends.They could
usesymbolicmodelcheckersto generateattackscenarios.With interactive, automatedtheoremproving
systems,they could demonstratethat the underlyingcryptographymeetsits requirements,and makethe
connectionbetweentheprotocol’sbehavior andthatof thesystemin which it is used.Finally, theproposed
protocolcouldbepresentedfor publicreview, sothatothersmight independentlyapplytheirfavorite formal
andinformal methods.Eachstepin this processfocuseson somelevel of abstractionandemphasizessome
setof properties,in orderto build confidencein theprotocolandthesystem.
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Appendix A: E/F{G Proofs

This appendixcontainsthefull proofsof correctnessandterminationfor the J�K�M algorithm.

A.1 Correctness

The J�K M algorithmis intendedto producea theoryrepresentationin the �-7#�07 < " form (seeSection2.2),
wherethe “preferred” rules 7 < areexactly the S-rules. To prove that it doesthis, we needa few lemmas
describingthebehavior of certaincomponentsof the J�KNM algorithm.Theselemmasassumethatthevarious
functionsalwaysterminate;theterminationproofsappearin thenext section.

Wepresentthefollowing claimsregardingthe £¥�,o ¼ � functionwithoutproof,sinceit is astandardbuild-
ing block andwehave notdescribedits implementationin detail.

Claim 1 ( ñ	ì�ë`_
a soundness)If
� P and

� R are formulasof 3 4�6 , and
d

is a substitutionsuch thatd � £¥�,o ¼ � � � P � � R "��
then @ � P�AZi W

d � R
and @ � RBA#i W

d � P f
Claim 2 ( ñ	ì�ë`_
a completeness)Let

� P and
� R beformulasof 3;4�6 that share no variables,andlet

d
bea

substitution,such that @ � P�AZi W

d � R
or @ � RBA#i W

d � P f
There existsa substitution,

d < , such that d < � £��ho ¼ � � � Pp� � R]"
and

d
is anextensionof

d < . (Thatis, there exists
d < < such that

d 1 d < <\b d < ).
This theoremdemonstratesthe soundnessof   � �0� ��� n � �0� � o>� : that eachsubstitutionit returnscanbe

appliedto thegivengoalsto yield provableformulas.
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Theorem 1 ( ã-älå¶æ�ç#ä�è5é å!ê�ärëUì soundness)Let Ù and í be setsof formulasof 3 4�6 , let I be a setof
formulasof 3 4r6 , andlet

d
bea substitution, such thatd �   � �!� ��� n � �0� � o>�	��ÙL�!I	�0í#" f

Then,for every
�´� Ù , I?i GW

d � f
Proof: This proof is by inductionon the total numberof recursive invocationsof   � �0� ��� n � �!� � o>� . We
assumethatany invocationof   � �!� ��� n � �!� � o�� thatcausesfewerthanø recursivecallssatisfiesthetheorem,
andshow thattheresultholdsfor ø recursivecallsaswell.

In orderfor   � �!� ��� n � �0� � o>� to return
d

, it mustbethecasethateither I is emptyand
d

is theidentity
(in whichcasetheresultfollowstrivially), or

d 1 d R b d P , where

Ù�1�@ & A=½ & ¬d P �   � �0� ��� n � �!� � o>� ¡�� � � & ���!�,¡ � �,� Ê o>¤uo�� �u� "d R �   � �0� ��� n � �!� � o>�%� � m�m,� � ¤u£� !¤u�-� d P�� & ¬0"-�]�0�h¡ � �,� Ê o>¤po>� �p� " f
Examining   � �!� ��� n � �0� � o>� ¡B� � , we seethat

d P can arise in two ways: from n � �!£�� � n ¤p£� !¤u��¤ or from�!nu£�� � ¤p£� !¤u��¤ . We will show thatin eachcase,

I?i GW

d P & f
Case1:

d P comesfrom n � �!£�� � n ¤p£� !¤u��¤ . Theremustexist a formula � � I , anda substitution
d < P , such

that d PC1 d < P b d¥Ìd < P � £¥�,o ¼ � � d¥Ì & �!�#"
By Claim 1 ( £��ho ¼ � soundness),we have I?i GW

d < P � d�Ì & "%�
so I�i GW

d P &
andthis caseis done.

Case2:
d P comesfrom �!nu£¥� � ¤u£� !¤u��¤ . Theremustexist aG-rule, 7 , anda substitution

d < P , suchthatd P 1 d < P b d Ìd < P � n �0Ê!� np¤ � � mBm,� � �0np£�� � ��7#� d�Ì & �0I	� f0f!f "
(We ignorethe Ê o>¤uo�� �u� argument,sinceit is irrelevantto soundness.)Following into n �0Ê!� nu¤ � � mBm,� � �0np£�� � ,
wefind that d < P 1 d Õ b d Öd�Ö � £¥�,o ¼ � � d�Ì & ���p¡B�,�!��£�¤po>¡B�g��7#"-"d�Õ �   � �!� ��� n � �!� � o��%� � mBm,� � ¤p£� !¤u��� dBÖ ��m,n � ��o>¤ � ¤0�-7#"-"-�0I	� f0f5f "
Claim1 ( £¥�,o ¼ � soundness)impliesthat

@��p¡B�,�!��£�¤po>¡B���-7#"�A�i W

dBÖ � d¥Ì & " f
By theinductionassumption,for every � in m,n � ��o>¤ � ¤0�-7#" ,

I?i GW

dBÕ � dBÖ �#" f
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Wecanrenamevariablesin thesepremise-proofsusing
d�Ì

, thencombinethemandaddanapplicationof the
G-rule, 7 , with thesubstitution

d < P b d�Ì , to get

I�i GW

d < P d Ì & f
This simplifiesto I?i GW

d P & �
soCase2 is done.

We now returnto   � �0� ��� n � �0� � o>� , armedwith theknowledgethat
d P & hasa proof from I . By adding

instantiationsteps,wecanconvert this proof to a proof of
d R d P & , sowehave

I/i GW

d RB� d P & "
We canapplytheinductionassumptionto therecursive   � �0� ��� n � �!� � o>� invocation,yielding

I�i GW

d RB� d Pp�."
for every � � & ¬ . Since Ù[1y@ & A�½ & ¬ , and

d 1 d R b d P , we have shown thatfor every
�´� Ù , thereexists

a proofof I�i GW

d � �
usingno S-rules.

Now weshow thedualof Theorem1, thecompletenessof   � �0� ��� n � �!� � o�� ; thatis, thatit returnsevery
most-generalsubstitutionunderwhich thegoalsareprovable.

Theorem 2 ( ã-älå¶æ�ç#ä�è5é å!ê�ärëUì completeness)Let I and í besetsof formulas,let Ù bea setof formulas
( @ � P;� f0f!f � �Ôô A ), let

d
bea substitution,andlet ó.P f!f!f ó ô beproofs(usingnoS-rules),such that for õ#ö�÷Nöø ,

I ù,úi GW

d � q
andtheproofs,óLq , containno rewritesof formulasin í . Then,if   � �0� ��� n � �!� � o�� terminates,there exists
a substitution,

d < , such that d < �   � �0� ��� n � �!� � o��e�-ÙL�0I	�!í#"
and

d
is anextensionof

d < .
Proof: We prove this theoremby inductiononthetotal numberof G-ruleapplicationsin ó.P f!f!f ó ô .

Withoutlossof generality, weassumethattheproofs,ó.P f!f!f ó ô , haveno“sharing.” Thatis, for any proof
line thatis usedasapremisemorethanonce,weduplicatetheproofprefixendingwith thatline to eliminate
the sharing.To carry out the induction,we now assumethat the theoremholdswhen ó.P f!f0f ó ô containa
total of fewer thanø G-ruleapplications,andshow thatit holdswhenthereareø G-ruleapplications.

In the casewhere I is empty, the theoremholds trivially, so assumeI is non-empty. Let
� q be the

first goalselectedby �!��¡!¡B¤ � �0¡ � � . Therearetwo casesto consider, dependingon whetheró q containsany
G-ruleapplications.

Case1: óLq containsnoG-ruleapplications.
Lookingat thecall to   � �0� ��� n � �!� � o�� ¡B� � , wecanseethatthe

Ë�´� Ê o>¤po>� �p� checkwill notbetriggered
since

� q mustbein theproof óNq , andthusnorewrite of it canappearin í . Since
d�Ì

is just arenaming,there
existssome

d < suchthat d 1 d < b d�Ì f
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Thus, I?i GW

d < d�Ì � q
andClaim2 impliesthereexistssome

d < < for whichd < < � Î À¥ÏUÐ5Ñ-Ò¥Ð £¥�,o ¼ � �
� Ì �!�#"

and
d < is anextensionof

d < < . Thesetreturnedby   � �!� ��� n � �0� � o>� ¡B� � will thusinclude
d < <�b d¥Ì , of whichd < b d Ì (that is,

d
) is an extension. Therefore,  � �!� ��� n � �0� � o>� will returnasoneof its results,

d R b d P ,
where

d
is anextensionof

d P , andd R �   � �!� ��� n � �0� � o>�	� � mBm,� � ¤u£¥ 0¤p�2� d P � & ¬0"-�!I	�0í�" f
We have thusreducedthis caseto a casewith thesametotal numberof G-ruleapplicationsandonefewer
formulain Ù , sowithout lossof generalitywecanassumethesecondcase.

Case2: óLq containsat leastoneG-ruleapplication.
Therecursive call to   � �0� ��� n � �!� � o>� passesa (partially instantiated)subsetof Ù (all but

� q ); sinceóNq
containssomeG-rule applications,the proofsfor this subsetmustcontainfewer G-rule applicationsthanó.P f!f!f ó ô , sowecanapplytheinductionhypothesis.This impliesthat,aslong as

d
is anextensionof somed P , thetheoremholds.It remainsonly to demonstratethis.

In   � �!� ��� n � �0� � o>� ¡B� � , again,the
Ë��� Ê o>¤po>� �u� checkwill not be triggeredfor the samereasonasin

Case1. As in Case1, thereexistssome
d < suchthatd 1 d < b d�Ì f

Let 7 bethelastG-ruleappliedin theproof, óNq . If wecanprove that

n �0Ê!� nu¤ � � mBm,� � �0np£�� � �-7#� � Ì �!I	�0í[½´@ Ë� AB"
returnssome

d < < of which
d < is an extension,thenby the argumentin Case1,   � �0� ��� n � �!� � o>� ¡�� � will

returnasubstitutionof which
d

is aninstance,sothetheoremwill hold.
Since

d < is just a variable-renamingfollowedby
d

, we cantransformtheproof of
d � q , óLq , into a proof

of
d < � q , called óZ<q , by simplerenaming.From ó�<q , we canextracta proof of eachpremiseof its lastG-rule

application,andalsoa proof of
d < � q from theG-rule conclusion.By Claim 2,

d < is an extensionof somedBÖ
that will be returnedby £��ho ¼ � � d¥Ì � qU���p¡B�,�!��£�¤po>¡B���-7#"�" . Theproofsof 7 ’s premiseswill not containany

rewrites of í , sincetheseproofscomefrom óZ<q , and we will further assumethey containno rewrites of� q . (If they did, the applicationof 7 could be eliminatedfrom ó q , so thereis no lossof generalityfrom
this assumption.)Sincewe have proofsof 7 ’s premises(instantiatedby

d < ), which have fewer total G-rule
applicationsthantheoriginal óLq , andsincetheseproofscontainno rewritesof formulasin the(expanded)Ê o>¤uo�� �u� set,wecanapplytheinductionhypothesisandfind thatfor some

d Õ
returnedby the   � �0� ��� n � �!� � o��

call,
d < is anextensionof

dBÕ b dBÖ , whichwill bereturnedby n �0Ê!� np¤ � � mBm,� � �!nu£�� � . This is thefinal resultwe
requiredto completetheproof of thetheorem.

Now we canprove thesoundnessandcompletenessof the �!��¡B¤u£¥n � function,theheartof the JLK M algo-
rithm.

Theorem 3 ( å!îUï¥ð�ñ	è�ò soundness)Let I and I < besetsof formulasof 3 4�6 . For anyformula, � , where

� � �0��¡B¤p£�n � ��I < �!I	"��
thereexistsa proof, ó , of I�½´I < i´� , in which thelast rule application(if any)is of anS-rule.
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Proof: Theproof is by inductionon thenumberof recursive calls to �0��¡B¤p£�n � . If thereareno suchcalls, I <
(the fringe) mustbe empty, so I is returned,andthe theoremis trivially satisfied. Otherwise,�!��¡B¤u£�n � is
calledrecursively with the formulasin ¼!npo>�h� � addedto I and¼!nuo��,� � < becomesthe new fringe. If we can
show that all of the ¼!npo>�h� � < formulashave proofs from I of the appropriateform, thenwe canapply the
inductionassumptionandthetheoremis proved.

For everyS-rule, 7 , �0��¡B¤p£�n � calls � mBm,� � ¤unp£�� � ��7#�!IL½#Ig<>" , whichwill return 7 ’sconclusion,instantiated
by
d

, where
d

comesfrom the   � �0� ��� n � �!� � o�� result. By Theorem1 (   � �!� ��� n � �0� � o>� soundness),for
eachpremise,� , of 7 , thereexistsaproof of

I�½´I < i d �
Wecanconcatenatetheseproofs,followedby anapplicationof theS-rule, 7 , to yield aproofof

d s (wheres is 7 ’sconclusion).Furthermore,this proofhasnoruleapplicationsfollowing theapplicationof 7 , sothe
proof is of theappropriateform. It is thereforesafeto add

� � � � � � �,¡B�ho>� � ��� � m�m,� � ¤u£� !¤u�-� d ���p¡��h�!��£�¤po>¡B�,�-7#"-"�"
to thefringe,since � � � � � � �h¡B�,o�� � � appliesonly rewrites,andnotG- or S-rules.

To expressthenext theorem,we introduceanotionof partial theoryrepresentations:

Definition 13 If, for anyformula,
�
, andproof, ó , such that ó hasonlyoneS-ruleapplicationandnoother

rule applicationsfollowing it, andwhere

I ù i � �
it is alsothecasethat �-I < ½´I	"Qi W

� �
thenwecall theorderedpair, û�I}<��0I	ü , a partialtheoryrepresentation.

Note that if � is a theoryrepresentation,then û�@BAB�-�Zü is a partial theoryrepresentation.The closure
functiontakesa partialtheoryrepresentationandproducesa theoryrepresentation:

Theorem 4 ( å!îUï¥ð�ñ	è�ò completeness)Let � and¼!npo>�h� � besetsof formulas(of 3 4�6 ), such that û ¼¶nuo>�h� � �2�Zü
is a partial theoryrepresentation.For anyformula,

�
, andproof, ó , whoselast rule applicationis anS-rule

application,where

���¾½»¼!npo>�h� � "
ù i � �

thereexistssome
� < , where (assuming�!��¡B¤u£�n � terminates)

� < � �0��¡B¤p£�n � �ý¼¶nuo��,� � �2�Z"%�
such that � < i W

� f
Proof: Theproofis by inductiononthenumberof recursivecallsto �!��¡B¤u£�n � , which is guaranteedto befinite
sinceweassume�!��¡B¤u£¥n � terminates.

If thereareno recursive calls to �!��¡B¤u£¥n � , then¼!npo>�h� � is empty, and �0��¡B¤p£�n � returnsjust � , which by
Definition 13 mustsatisfy � i W

� �
sothis caseis done.
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If ¼¶nuo>�h� � is non-empty, thenthefunctionreturnstheresultof

�0�¢¡�¤p£�n � ��¼!nuo��,� � < �2� < " f
Since � <@c ���'½#¼!npo>�h� � "��
theinductionhypothesiswill yield thedesiredresultif wecanprove that

û ¼!npo>�h� � < �2� < ü
is apartialtheoryrepresentation.

Let
�ed

bea formulaasgivenin Definition 13,where

� < ù9fi � d �
andó d hasexactlyoneS-ruleapplication,which is its lastrule application.Let 7 bethelastS-ruleapplied
in ó d , let s be 7 ’s conclusion,andlet

d
bethesubstitutionunderwhich 7 wasapplied.FromTheorem3

(   � �!� ��� n � �0� � o>� completeness),it followsthat
d

is anextensionof somesubstitution returnedby

  � �!� ��� n � �0� � o>�	�)gB²}­ih´÷u¬0­!¬0�-7#"-�2� < �!@BAB"%�
andthus � mBm,� � ¤unp£�� � �-7#�-� < "
will returnsomeformulaof which

d s is aninstance.Since � � � � � � �h¡��ho>� � � only transformsoneformula
into anotherthatis equivalentmodulorewrites,weget

� � � � � � �h¡B�,o�� � �>� � mBm,� � ¤unp£�� � �-7#�-� < "-"�i W

d s
andfinally, this impliesthat

¼!npo>�h� � < ½¯� < i W

d s f (1)

Now, returningto theproof, ó d , sinceno morerulesareappliedafter 7 , it followsthatd s^i W

� f
This,combinedwith (1), givestheresultweneed:

¼¶nuo>�h� � < ½�� < i W

� f
This completestheinduction.

We cannow prove theclaim madeat thebeginningof this section,which correspondsto thefollowing
theorem:

Theorem 5 ( J�K�M Correctness)If I is a setof mostly-groundformulasof 3;4�6 , and · np£�� � ¤ , ¸ nu£¥� � ¤ ,¹ �0� npo>� � ¤ , and O meetthe J�K M algorithmpreconditionsgivenin Definition10,thenif

��� � ¡Bn � � � �e�-I	��· nu£¥� � ¤��g¸ nu£¥� � ¤!��¹ �0� npo>� � ¤0�!O#"
terminates,it returnsan �-7#�!7=<�" representationof the theoryinducedby I , where 7=< is thesetof S-rules,
andtheequivalenceusedis equivalencemodulorewritesandvariablerenaming.
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Proof: First we prove thatevery formulareturnedby ��� � ¡Bn � � � � is in the �-7#�!7 < " representation.Let � be
a formulareturnedby ��� � ¡Bn � � � � . It mustbethecasethat

� � �!��¡B¤u£�n � �p� � � � � � �h¡B�,o�� � �>�-Ie"-�!@BA�")�
andsoby Theorem2 ( �!��¡B¤u£�n � soundness),thereexistsaproof, ó , suchthat

� � � � � � �h¡��ho>� � �>��I	"
ù i´���

andwherethelastrule applicationin ó is of anS-rule.Since � � � � � � �,¡B�ho>� � � only transformsby rewrites,
weknow that

� � � � � � �h¡B�,o�� � ����I	"
ù i´� 1�( I ùKji¾�

andfurthermore,thatsincethelastrule appliedin ó is anS-rule,thesameis trueof ó < . Lastly, sinceevery
formulareturnedby �!��¡B¤u£�n � hasbeencanonicalized,notwo formulasreturnedby ��� � ¡Bn � � � � areequivalent
modulorewritesandvariablerenamings.Therefore,every formulareturnedby ��� � ¡Bn � � � � is in the �-7#�07 < "
representation.

It remainsto prove thatany formulain the �-7#�07 < " representationis returnedby ��� � ¡�n � � � � . Let � be
a formulaandó aproof whoselastrule appliedis anS-rule,suchthat

I ù i´� f
By thesameargumentmadeabove, it followsthat

� � � � � � �h¡��ho>� � �>��I	"
ù ji¾���

whereóZ< hasthesameproperty. By Theorem4 ( �!��¡B¤u£�n � completeness),thereexistssome�=< ,
� < � �!��¡B¤u£¥n � �p� � � � � � �h¡B�,o�� � �>�-I	"��!@BAB"%�

suchthat � < i W � f
Therefore,� is equivalent(modulorewritesandvariablerenaming)to someformulain thesetreturnedby��� � ¡Bn � � � � . This completesthecorrectnessproof for the JLK M algorithm.

A.2 Termination

Thecompletenessproofsin theprevioussectionassumedthat the functionsmakingup the JLK�M algorithm
alwaysterminated. In this section,we show how the JLK M preconditionsensurethis. The proofsbelow
assumetheexistenceof a fixedsetof S-rules,G-rules,andrewrites,anda pre-order, O , all of whichsatisfy
the JLK M preconditionsin Definition 10.

Definition 14 A formula, � , is size-boundedby a finite setof formulas, I , when,for any substitution,
d

,
thereexists � � I such that d �VO�� f
Notethat if � is mostly-groundthen � is size-boundedby @B�#A .
Lemma 3 If

� P is size-boundedby I , and
� R#O � P , then

� R is size-boundedby I .
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Proof: Since
� R#O � P , we canusepre-orderconditionP2( O preservedundersubstitution) to show that,for

any
d

, d � R O d � P f
Since

� P is size-boundedby I , thereexistssome� � I suchthatd � P O�� f
Applying thetransitivepropertyof pre-orders,wegetd � R#O����
so
� R is size-boundedby I .

Lemma 4 If theformula, � , is size-boundedby I , thenfor anyformula, �=< , such that

@B�#AZi W � < �
� < is alsosize-boundedby I .

Proof: We show that size-boundednessis preservedby instantiationandby rewriting, theonly transforma-
tionspossiblein theproof of @B�#A.i W � < f
Let

d
be somesubstitution. Since � is size-boundedby I , thereexists some � � I suchthat for any

substitution,
d < , d < d ��O��^�

so
d � is size-boundedby I . Let x�1'� bea rewrite, andlet �=< betheresultof applyingthatrewrite to � .

Rewritesarerequiredto besize-preserving,so x�O'� and�WO x . By pre-orderconditionP1,this implies�=<	O�� , andwecanapplyLemma3 to seethat �=< is size-boundedby I .

Lemma 5 If � is size-boundedby I , then � � � � � � �h¡B�,o�� � �>�-�#" is size-boundedby I .

Proof: Since � � � � � � �,¡B�ho>� � � only transformsby rewrites andvariablerenaming,it follows directly from
Lemma4 that � � � � � � �,¡B�ho>� � �>�-�#" is size-boundedby I if � is.

Lemma 6 For anyfinite setof formulas, I , there are finitely manyformulasthat are bothsize-boundedbyI andcanonicalwith respectto variable-renaming.

Proof: By Definition 11,any formula,
�

, thatis size-boundedby I mustsatisfy
� O�� for some� � I . By

pre-orderconditionP3,sinceI is finite, therearefinitely many suchformulas,
�

, modulovariablerenaming.

Lemma 7 If
�

is size-boundedby thesetof formulas,Ig< , and 7 is a G-rule,then

n �!Ê!� np¤ � � mBmr� � �!nu£¥� � �-7#� � �0I	�!í»"
will alwayspassa setof formulas,Ù , to   � �!� ��� n � �0� � o>� , where all formulasin Ù are size-boundedby Ig< .
( I needhaveno relationto I < ; in particular I < maycontainlarger formulasthan I .)
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Proof: Let s be 7 ’s conclusion.For any
dBÖ

, suchthatd�Ö � £¥�,o ¼ � � � �0s#"��
Claim1 ( £¥�,o ¼ � soundness)impliesthat @ � A#i W

dBÖ s f
Since

�
is size-boundedby I}< , it follows that

dBÖ s is alsosize-boundedby Ig< . FromtheG-ruledefinition,
for all premises,� , of 7 , �yO�s��
andso d�Ö �yO d�Ö s f
By Lemma3,

d�Ö � mustbe size-boundedby I < . The call to   � �!� ��� n � �0� � o>� sendsonly formulasof this
form.

Lemma 8 If all formulasin I are size-boundedby Ig< , and
�

matchesno G-ruleconclusion,thenfor everyd
such that d �   � �0� ��� n � �!� � o>� ¡�� � � � �!I	�0í#"Q�d �

is size-boundedby I < .
Proof: Since

�
matchesnoG-ruleconclusion,neitherwill therenamedversion,

� Ì
, andso �!nu£¥� � ¤p£� !¤u��¤ will

beempty. By Claim1 ( £��ho ¼ � soundness),for every
d < suchthatd < � £¥�,o ¼ � � � Ì �!�#"

where� � I , weknow that @B�#AZi W

d < � Ì f
Therefore,by Lemma4, since I is size-boundedby Ig< , so is

d < � Ì . Finally, the substitutionsreturnedby  � �!� ��� n � �0� � o>� ¡B� � are
d < b d¥Ì , and d < � Ì 1 d < d�Ì � �

so � d < b d�Ì " � is size-boundedby I < .
Lemma 9 If I is size-boundedby Ig< , andthereexistssome

�´� Ù such that
�

matchesnoG-ruleconclusion,
thenfor every

d
such that d �   � �!� ��� n � �0� � o>�	��ÙL�!I	�0í#"Q�d �

is size-boundedby I < .
Proof: Eachrecursive call to   � �!� ��� n � �0� � o>� appliesanothersubstitutionto theremaininggoals,andsub-
stitution cannotcausea formula to matcha G-rule conclusionif it did not already, and it alsopreserves
size-boundedness.Therefore,in somecall to   � �0� ��� n � �!� � o>� , the chosengoal, & , will matchno G-rule
conclusionsandwill besize-boundedby Ig< . By Lemma8, every

d P substitutionsuchthatd P �   � �!� ��� n � �0� � o>� ¡B� � � & �!Ie�!í»"
will give

d P & size-boundedby I < . Thesubstitutionsreturnedby theoriginal   � �0� ��� n � �!� � o>� invocationare
extensionsof these

d P substitutions,so
d �

will besize-boundedby I < .
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Lemma 10 If
�

is size-boundedby I < , then   � �!� ��� n � �0� � o>� ¡B� � � � �0I	�!í#" will alwayspasstheformula
� Ì

to n �!Ê!� np¤ � � mBmr� � �!nu£¥� � , where
� Ì

is alsosize-boundedby I < .
Proof: This follows directly from the definition of size-bounded,since

� Ì
is the result of a substitution

appliedto
�

.

Lemma 11 If I is size-boundedby I < , and Ù is the set of premises of some S-rule, then  � �!� ��� n � �0� � o>�%�-ÙL�!Ie�!í»" will terminate.

Proof: Since �!��¡!¡B¤ � �0¡ � � alwaysselectsgoals that matchno G-rule conclusionsfirst,   � �0� ��� n � �!� � o��
will satisfyall the primary premisesin Ù beforeexamining side-conditions.For eachprimary premise,  � �!� ��� n � �0� � o>� ¡B� � will clearlyterminatesince n �0Ê!� np¤ � � mBm,� � �0np£�� � will notcall   � �0� ��� n � �!� � o�� .

Let
d � be the accumulatedsubstitutiononcethe primary premiseshave beensatisfied. Since

d s is
size-boundedby I}< , andeachside-condition,� , satisfies

�yO�s��
it followsfrom Lemma3 thatfor eachside-condition,

d � is size-boundedby Ig< . A simpleinductionshows
thattherecursivecall to   � �!� ��� n � �!� � o�� in   � �0� ��� n � �!� � o�� itself will preserve this property, andreduces
thenumberof goalsby one,sotheonly possiblynon-terminatingcall is theoneto   � �0� ��� n � �!� � o>� ¡�� � .

Thecall to   � �!� ��� n � �0� � o>� ¡B� � passesa formula,
�

, thatis size-boundedby I < . By Lemmas7 and10,
any recursivecall madeto   � �!� ��� n � �0� � o>� in n �0Ê!� nu¤ � � mBm,� � �!nu£¥� � will usegoalsalsosize-boundedby Ig< .
Since   � �!� ��� n � �!� � o�� ¡B� � addsthecanonicalform of

�
to thevisitedset,andterminatesif

�
is alreadyin

thatset,therecursive nestingdepthis boundedby thenumberof suchformulas
�

thataredistinctmodulo
renaming.Sinceeachsuch

�
is size-boundedby I , pre-orderconditionP3 implies that therearea finite

numberof possible
�

’s. Therefore,this recursionmusthalt,so   � �!� ��� n � �0� � o>� will terminate.

Lemma 12 If theformulasin I are size-boundedby Ig< , and 7 is an S-rule,thentheformulasreturnedby� mBmr� � ¤pnu£¥� � �-7#�!Ie" aresize-boundedby I < .
Proof: Let s betheconclusionof theS-rule, 7 , andlet � bea primarypremiseof 7 thatsatisfies

syO�� f
By the S-rule definition, somesuch � must exist, and by the S/G restriction, � must matchno G-rule
conclusions.Lemma9 thusimpliesthatfor everysubstitution,

d
, suchthatd �   � �!� ��� n � �0� � o>�	�Çm,n � �|o�¤ � ¤0�-7#"��!I	�0@BAB"	�d � is size-boundedby I < . By theS-ruledefinition,

syO����
soby pre-orderconditionP2, d s�O d �^�
andsince

d � is size-boundedby Ig< , Lemma3 impliesthat
d s is size-boundedby Ig< .

Lemma 13 If formulasin I aresize-boundedby Ig< , and 7 is anS-rule,then � m�m,� � ¤pnu£�� � �-7#�0I	" will termi-
nate.
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Proof: Thecall to   � �!� ��� n � �0� � o>� passesthepremisesof 7 andtheset I , sotheantecedentof Lemma11
is satisfied,and   � �!� ��� n � �!� � o>� (andthus � mBmr� � ¤unp£�� � ) will terminate.

Lemma 14 In �!��¡B¤u£¥n � , if theformulasin ¼¶nuo��,� � and � aresize-boundedby I , thenformulasin ¼¶nuo>�h� � < and��< arealsosize-boundedby I .

Proof: First, � < is clearlysize-boundedby I since� < is just ¼!npo>�h� � � . By Lemma5 andLemma12, for
eachS-rule, 7 , � � � � � � �,¡B�ho>� � �>� � mBm,� � ¤unp£�� � �-7#�2� < "�"
is size-boundedby I , andso¼¶nuo>�h� � < is alsosize-boundedby I .

Lemma 15 If formulasin ¼!npo>�h� � and � are size-boundedby somefinite set, I , andcanonicalwith respect
to rewritesandvariablerenaming,then �!��¡B¤u£¥n � �ý¼¶nuo��,� � �2�Z" will terminate.

Proof: In eachrecursivecall, theset¼!npo>�h� � � mustgrow monotonically, until ¼¶nuo>�h� � is emptyand �!��¡B¤u£�n �
terminates.By Lemma13, � m�m,� � ¤unu£¥� � �-7#�2��<>" mustterminate

By Lemma14,andthedefinitionof � � � � � � �,¡B�ho>� � � , theseinvariantsarepreserved:

: Formulasin ¼!npo>�h� � � aresize-boundedby I .

: Formulasin ¼!npo>�h� � � arecanonicalwith respectto rewrites

Therefore,by Lemma6, therearefinitely many formulasthat canever beaddedto ¼¶nuo>�h� � � , andsothe
recursionmustterminate.

Wecannow prove theterminationtheoremfor the JLK�M algorithm:

Theorem 6 If the JLK M preconditionshold,then ��� � ¡Bn � � � � will terminate.

Proof: Assumptionsaremostly-ground,sothey aresize-boundedby themselves.By Lemma5, theformulas
passedto �0�¢¡�¤p£�n � aresize-boundedby I , andthey arealsocanonicalwith respectto rewritesandvariable
renaming,soLemma15 impliesthat �0�¢¡�¤p£�n � , andthus ��� � ¡Bn � � � � , will terminate.
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