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Abstract— We present the design of a Network Forensic depicted in Figure |. Using the techniques we describe i thi
Alliance (NFA), to allow multiple administrative domains (ADs)  paper, an NFA allows multiple ADs in a federated network to

to jointly locate the origin of epidemic spreading attacks.ADs in ;. ; At ; ;
the NFA collaborate in a distributed protocol for post-mortem JO”.].tly perfprm local attack investigation, with the addtal
ability to diagnose attacks globally.

analysis of worm-like attacks. Information exchange betwen any
two participating ADs is limited to traffic records that are k nown
to both sides, maintaining the privacy of participants. Sut
an architecture is incentive-compatible — participants baefit by
gaining better local investigative capabilities, even wk partial

deployment. Further, we also show that by sharing local inve-
tigation results, ADs can achieve global investigative cabilities
that are comparable to a centralized implementation with acess
to global traffic records. Our evaluations demonstrate thatit is

feasible for large-scale attack investigation to be incremntally
deployed in an Internet-like federation.

I. INTRODUCTION

Attackers today can launch epidemic attacks (worms) of
dramatic intensity and reach. Much effort has been spent

En_l(;_esigging mgr(:,c effective detection mecganismds €., [1_ Each participating AD in the NFA possesses an independent
uilding better defense measures (e.g., [2]), and gengrat}, ¢ monitoring infrastructure. Traffic data (in the form

vulnerability-specific remedies (e.g., [3]). While thesp—aof flow records) are collected and saved for a period of

proaches provide immediate benefit to operators and end,usgrtne during which an investigation can be launched using
there is little ability to perform post-mortem diagnosticda

forensic investigation of these incidents. Specificallgeavice
provider or enterprise needs a means to determine the e

P(.)'.nt”Of a ?NF)"S to It; n_ztwo;lf §0| tha(';dt-h.e vulrr:ergp:hty each AD feeds its local traffic records to its analysis engine
initially exploited can be identified. In addition, the abylto running the distributed operations (described in Sect\n |

determine the true origin of a worm on a large r_letwork SUQH the course of running the protocol, the analysis enging ma

as the Internet could help to prosecute and, UItImmeberde[:ommunicate intermediate results to other participatim@s A

these attaCks' . Each analysis engine subsequently post-processes ittsresu
In this paper, we address the problem of providing fOrensﬂ)"btain a local view of the attack entry within its domain, or

capabilities for investigating large-scale attacks irtrdisted, shares the results with other domains to obtain a global view
federated networks. A federated network is composed oﬁmul6f the attack

ple independent Administrative Domains (ADs). Concepyyal
an AD is a network under a single administrative authority a
a single AD may be composed of one or more Autonomo
Systems (ASes) in a BGP context. The most popular insta
of a federated network is the Internet as we know it toda
which is composed of multiple (possibly competing) ISP
with diverse economic and peering relationships.

We propose the concept of a Network Forensic Allian
(NFA) '—a collaborative effort involving multiple ADs to
provide network-wide and localized forensic capabilitias

Fig. 1. NFA: Architecture for federated forensics

them. Investigative capabilities are realized using aibisted
rotocol which builds on, and enhances our earlier work [5]
Y worm origin identification. To launch an investigation,

To our knowledge, we are the first to formulate the problem
of forensic analysis for epidemic attacks in the context of
YSderated networks. Our design is not only attack-agnostic
Within the class of epidemic-spreading attacks), but also
tdresses the real world deployment concerns of privacy,
%articipation incentives, and incremental deploymente Th
NFA: (i) is privacy-preserving, in that each AD reveals to
C&nother AD only records for traffic that each has already ;seen
(i) provides participation incentives for individual AD®
collaborate with other ADs, i.e., each AD improves its own

1The name is inspired by existing efforts at a Fingerprint rBiga Al- local d!agnOSIS by cooperating with O_ther_S; and ('”)_Gﬁer
liance [4], for generating and sharing attack signatures. strong incremental deployment properties, in that pardicts



benefit even in partial-deployment scenarios. We consifler (correlating the set of flows traversed by the walks. Each moon
(iii) to be essential to a viable federated approach, given twalk starts from an arbitrarily chosen flow. The algorithrarth
reticence of competing ADs to cooperate except when it is imndomly picks a next step backward in time from the set of
their interests to do so. flows that arrived at the source host of the current flow, withi
We also present a methodology to address the fundamertia previousA¢ seconds. For each next step, the above process
challenges of evaluating the effectiveness of worm fornisi  repeats until there are no candidate flows to continue the pat
such a distributed setting, in the absence of multi-AD traffior the walk has traversed a maximumdhops. Our earlier
datasets. Our framework permits us to specify well-defineshalysis and empirical evaluation [5] suggest techniqoes f
measures of incentives that any solution in this domain teedselecting the sampling window siZet and the maximum path
address. Our evaluation includes two sets of experiments: dengthd, using a trace-driven adaptive approach. After many
uses simulation on a network topology defined by the Internsich walks, the algorithm returns a set of flows that are most
AS-level topology, and another uses traffic collected frowm t frequently traversed by the walks. Due to the tree-strectur
Internet2[6] educational backbone. These experiments shavature of epidemic attacks, the initial causal flows of thackt
that our approach realizes investigative capabilitiesgamable emerge among the highly ranked flows returned.
to an ideal unified network administrative model, while gier  The random moonwalk algorithm assumes a unified net-
ing in a federated setting. The evaluations also validatedbr work administrative model. In large federations such as the
approach greatly increases the local investigative céipabi Internet, establishing a centralized traffic repositorhasdly
of participating ADs; enables ADs to generate a networkewideasible due to privacy and economic considerations of mul-
reconstruction of the epidemic attack; and degrades giigef tiple competing ADs. The approach we propose here builds
with only partial deployment. from the random moonwalk algorithm, but overcomes the
shortcomings for deploying this algorithm in Internetdik
federated environments. While each AD can perfisolated
Early work in network forensics focused on steppingattack investigation using the centralized algorithms tthbes
stone detection and IP traceback. Stepping-stone datectimt achieve global forensics goals. In addition, as we will
attempts to bridge sources of attack indirection, in atablat show, isolated forensics provides weaker local investgat
are launched through a series of intermediate machines.Tapabilities than the distributed protocol we propose here
existing techniques (e.g., [7], [8]) typically require gat since each AD observes only a small portion of a large-scale,
level analysis, and in some cases require the analysis todistributed attack.
applied close to the compromised machines. Both of these
would be obstacles in applying these techniques to trace the
origin of a large-scale worm after the fact, and our approachin this section, we motivate the key component of our de-
requires neither. IP traceback focuses on identifying the t sign, and outline the three stages that comprise the distdb
sources of packets with spoofed source addresses (e.g., ¢@leration of an NFA.
[10], [11]). With respect to large-scale epidemic attacks,
traceback techniques typically are not needed since soufteWhy Random Moonwalks
addresses are seldom spoofed. However, even in epidemi®he key insight behind our design decision of adopting the
attacks with spoofing, these techniques would simply identirandom moonwalk algorithm is an alternative interpretatid
another victim in the vast majority of cases. It is this last as a Monte-Carlo simulation method to compute the largest
obstacle that we seek to overcome here. eigenvector of a network flow graph. In this light, known
Network telescopes have been suggested as an alternat@seilts suggest that this algorithm should be relativedjliemt
approach to reconstruct worm attacks [12], [13]. Kumar ¢b missing data, and so could form the basis of a solution
al. [12] present an approach for reconstructing the spréadadfering good partial deployment properties.
the Witty worm by using scan traffic collected by network To make this alternative interpretation more concrete; con
telescopes to reverse engineer the pseudorandom nundiéer a directedlow-graph Gy, where each node represents
sequences used. Rajab et al. [13] use the telescope-obbseavflow. Given a sampling window sizAt¢ for random moon-
scan traffic to infer infection times by studying the interhaal  walks, we insert a directed edge from nadgto noden, if
times between successful scans. Both approaches tacklethegeflow n, arrived at the source of the flow, at mostA¢
problem of worm forensics, but are targeted toward specifice units before that machine initiated. That is, there is a
types of random-scanning attacks. Furthermore, the robast directed edge from node, to noden; if a random moonwalk
of using network telescopes for forensic analysis is a topic could (single-) step from the flom. to the flow n;. After
ongoing research [14]. inserting all such edges, we then insert an edge from each
Our earlier work has proposed a random moonwalk algsink n, (i.e., with zero out-degree) to every other nodesip.
rithm to identify the origin of an epidemic attack [5]. TheA random moonwalk then corresponds to a Markov random
algorithm takes traffic flow-records as inputs, and generase walk on G, where at each node,, the distribution of the
output a set of “high-ranking” flows. The algorithm works bynext node is uniform over all nodes to whieh has an edge.
repeatedly performing random “moonwalks” on the graph andfith this Markov random walk interpretation, the normatize

Il. BACKGROUND

Ill. SYSTEM DESIGN



adjacency matrix4d; defined byGy is a stochastic matrix ~ Since the NFA would be deployed incrementally, one major

whose row sums are all. We consider the spectral analysishallenge throughout the above process is to gracefullgdlbean
of matrix A¢, namely (non-trivial) solutions to the equation: missing information, so that the NFA utilizes all available
traffic records even when certain ADs do not participate.

Apr = Ar Next, we first describe how multiple ADs jointly perform

collaborative random moonwalks and perform post-proogssi

T_he stationary distributiom, of A, comp_uted as the_ largestyye then discuss strategies to deal with missing traffic or
eigenvector ofd ¢, represents the probability of reaching every, partial deployment scenarios

node in a global stable state. The highest probability flows
being traversed in.a random moonvyalk therefo_re correspopd ProTOCOL FORDISTRIBUTED RANDOM MOONWALKS
to those nodes with largest numerical values in the largest i i o i
eigenvector. These flows, with high probability, are theiahi ' this section, we present a distributed protocol for npei
causal flows. We can therefore view random moonwalK9mains to jointly perform attack investigation in a fedeca
as a Monte Carlo sampling method to compute the |argé§twork. In the distributed protocol, each AD participgtin
eigenvector of the flow grap@;. in the NFA performs two operations: (1) it runs local ran-
Such a spectral analysis view suggests that random mogRm moonwalks on flow-records it has collected, and (2)
walks can be robust to missing traffic, as previous studills€xchanges intermediate results with other collabogatin
have shown that spectral techniques are effective in ityémj ADs. These intermediate results will ensure that moonwalks
the underlying structure of graphs even with partial dafPntinue even when they cross the network boundaries of
available [15], [16]. For this reason, we choose to builtP$ Which originated them. When these local moonwalks
the NFA from this random moonwalk algorithm, extending'® ‘Stitched” together (via the inter-AD exchanges), they

it into a distributed version that can operate in a federat@(ﬂ’pm)f'mate random_ moonwalks on a global tr_a_fﬂc _trace, (i.e.
environment. the union of the traffic observed at all the participating ADs

Throughout the protocol, each AD independently keeps a
count of the number of times each flow has been traversed
in the local random moonwalks. The output of the protocol at
In the NFA, multiple ADs independently collect traffic dataeach domain will be a set of top frequency flows, which
and jointly perform attack investigation to identify bothet are returned as candidate flows for further investigatian. T
local attack entry points and the global attack source. TRenplify the description of the protocol, we assume that all
high-level idea is that multiple domains can perform logselaDs in the network collaborate in the distributed operation
coordinated random moonwalks inside their own domains, gad defer a discussion of partial deployment until Section V
that when these walks are viewed together, they achieve therhe protocol begins with a relatively lightweight bootgtra
same effect as performing random moonwalks on a unifigfiase to initialize parameters. Participating ADs firstidec
network. More precisely, this process involves the follogvi on the time boundary for investigating the attack. Nextythe
three stages: selectH, the maximum number of AD hops each distributed
1. Distributed traffic monitoringEach participating AD logs moonwalk can traverse, and the sampling window size
flow-level traffic records. Prior work on hash-based trackbaAt specifies the maximum look-back window within which
has demonstrated that it is feasible to build such fine-grhincandidate flows can be selected for continuing moonwalks.
traffic logging capabilities [11]. As shown in Figure I, eaclEach domain could also independently specify a maximum
AD deploys traffic collectors (e.g., routers) to log netwéidw local walk-lengthd(i ) for walks it performs inside its own
records, which will then be accessed or queried by an asalydpmain. ADs also agree on a traffic normalization factgr,
engine. which determines the number of moonwalks that each AD

2. Collaborative random moonwalkEederated domains per-Iaunches |n|t.|a.II.y.- . . ) .
form joint attack investigation via a distributed protacshe ~ After the initialization, each AD participates in the dis-
analysis engines interact with each other to launch coateith touted random moonwalk protocol, and its operation in the
local random moonwalks on the traffic collected within theiprotocol is as defined by Figure 2. Using the notation in
own domains. The shared intermediate results will be used-li%ble L _the protocol works as fOHO_W_S_:

guide new local random moonwalks in an iterative fashion. 1 Initial launch: Each AD initially launches ran-
These intermediate results should not release data that &8 moonwalks from within its domain. The number of

proprietary to an AD or that should otherwise be protectedWalks Wi) launched by AD, is calculated as\(i) =
3 p ing f ker identificatiof ; nx |Fl owSet (i)|. AD, then selectsWi ) flows from
e ohst-proli:ebssmg or at:jac er identi I(I:l?tl terr] periorm-- = gynset (i), uniformly at random with replacement. For
ing the collaborative random moonwalks, each particigatin,, . selected flowe, AD; sets its AD hop coun= 0, con-

d_omam obtains a set of suspicious flows. Each participamt C%(ructs the tuplesF, h>, and inserts it intd ni t Set (i) 2.
either choose to use the flows independently for local attac
investigation, or to further share information to achiel@bgl 2We use multisets for keeping tuples of flow records and thel Hop

investigative capabilities. counts. Each tuple can occur multiple times in a multiset.

B. Federated Forensics



Notation Description
Flow(i,]) A flow record with the source-host in domain ARnd the destination-host in domain AD
Fl owSet (1) The set of network flow records whose sources belong t¢ AD
InitSet (i) A multiset of flow records and their AD hop counts that Allses to start local moonwalks.
Wi) The number of walks initially started by AD
d(i) The maximum length of a local random moonwalk within AD
H The maximum number of AD hops a distributed moonwalk canetrse.
At The sampling window size, defined as the maximum time windmWwok back for continuing a moonwalk.

TABLE |
NOTATION USED IN THE DISTRIBUTED OPERATIONSW i ) AND d(i ) ARE LOCAL PARAMETERS DEFINED BYAD ;. HAND At ARE GLOBAL
PARAMETERS AGREED BY ALL PARTICIPATINGAD S BEFORE THE OPERATION

/'l delta_t denotes the sanpling w ndow size,
/1 His the maxi mum AD hop count
/] TSet is a data-structure inplenenting a set
TSet distributed_noonwal k(TSet FlowSet (i), int Wi),
int d(i),int H int delta_t){
/1 Select Wi) flows to initialize InitSet(i)
for (int j =1 to Wi)){
Select a flow F randonly from Fl owSet (i)
Insert <F,0> into InitSet(i);

/1 Performlocal noonwal ks
while (InitSet(i) not enpty){
foreach tuple <F,h>in InitSet(i) {
/1 Performa random noonwal k starting at F
/1 Let endflow be the |ast step of a |ocal walk
endf | ow = random noonwal k(F, d(i), delta_t);

delete <F, h> fromlInitSet(i)

/1 Check if the wal k reached the max. AD hopcount
h =h+ 1,
if (h>=H)

cont i nue;

/1 1f the source host of endflow is in AD(j),
/1 Send the tuple <endflow, h>to AD(j) so that
/1 AD(j) will continue the wal k from endfl ow
int j = find_source_domai n(endflow);
if (=i

send <endflow, h> to AD(j);

} // end foreach
} /1 end while
Return a set of flows with highest traversal counts;

}

/1 tuple <F,h>is the nmessage received from anot her AD
void received_flow_record(Tuple <F, h>){
insert <F,h>into InitSet(i)

Fig. 2. Pseudocode for the operations each; ARecutes in the protocol.
Each analysis engine performs two operations of runningillised random
moonwalks and updating its InitSet(i).

In our two-domain example (Figure 3), both ARnd AD;
use Wi ) = 2. During this initial step, ADQ selects flow
A(1, 1) twice and inserts two entries intbni t Set (1),
both with hop count set to zero. ADsimilarly inserts two
entries intol ni t Set ( 2) .

2. Local random moonwalksFor every entry<F, h> in

3. InitSet(1) ={}, Stop
2. InitSet(1) ={ <A(1,1), 0>}
1. InitSet(1) = { <A(1,1), 0>, <A(1,1), 0>}

P
- -

1. InitSet(2) ={ <A(2,2), 0>, <C(2,1), 0>}
- 2. InitSet(2) ={ <C(2,1), 0>, <C(2,1), 1>}
3. InitSet(2) ={<C(2,1), 1>}

4. InitSet(2) ={}, Stop

Fig. 3. A simple example with two domains collaborating ie tistributed

protocol. Solid arrows represent the direction of netwodw§, and dashed
arrows represent the direction of random moonwalks (redemsith respect
to the flow directionality).

At seconds.

o The walk has traversed the maximum number of local-
hopsd(i ), within AD;.

« The walk has reached a cross-domain flow whose source
host is located in a different AD.

The first two stopping criteria are the same as in the
centralized algorithm. The third condition arises due te th
distributed setting. Since each AD has only a local view of
the global traffic, it lacks sufficient information to seleat
next step to continue the moonwalk. Specifically, for flows
originating from foreign hosts that belong to other ADs, AD
cannot observe all possible incoming flows at such hosts. In
the example, a random moonwalk starting from flag1, 1)
stopped within AQ because it reached flo® 2, 1) , whose
source is inside AB.

3. Cross-domain exchangeH: a local random moonwalk
starting fromF reaches a cross-domain fldw ow(j , i) 3,
AD; increases the corresponding AD hop cobriby one. If
the newh is smaller than the maximum AD hop countAD;
sends the tupleFl ow(j,i), h>to AD;.

InitSet (i), AD; will launch a random moonwalk, with _On fec,eption Of, the tupIeEI ow(j,i), h> ADj, inserts
F as the initial step. After performing the local moonwalit iNto I'ni tSet(j). AD; will subsequently launch a local

from F, AD; deletes the corresponding tuptd=, h> from
InitSet(i). A walk will stop within domain AD if it
meets any of the following criteria.

random moonwalk starting frofl ow(j , i ), to continue the

3We assume that the source-AD information for each flow cantiaimed
from whoi s lookups or data from public routeservers, or using speecidli

« There is no flow to continue the walk, within the previousols [17]



distributed random moonwalk. of local attack investigation compared with isolated faies
For example, AR sends<C(2, 1), 1> to AD,, which using various measures.

then inserts the tuple intbni t Set ( 2) . AD, does not send

any flow record to AR because the local moonwalk startinda' Global Merge

from flow A( 2, 2) does not reach a cross domain flow. ADs can choose to share selected suspicious flow records
4: Termination condition!f | ni t Set (i ) becomes empty, from within each domain for the NFA as a whole to realize

AD; terminates its operation, and returns the seZoflows global benefits. This functionality is comparable to opierat

with the highest counts (i.e., the sum of counts across all Wader a unified network model to reconstruct the initial etag
its local random moonwalks). of the attack, providing diagnostic aids to pinpoint thegori

The inter-AD exchanges have two important properties: (ff the attack. )
minimal information disclosure, and (2) low overhead. The In such aGlobal Mergestrategy, each AD provides a set

flow records that can be exchanged between a pair of ABE locally identified top frequency flows that originate from

can only be among the set of inter-domain flows betwed§ own domain, together with their counts, after executing
ga distributed protocol. Each ADdentifiesZ top frequency

them. These cross-domain flows can be independently Iog%q X
by both ADs, and thus exchanging these flow records does Hg¥VS from Fl owSet (i), and broadcast the counts of local
flows to every other participating domain. On reception of

reveal internal traffic information that is not already dahie o
to either AD. all other domains’ top frequency flow counts, each AD can
The worst case communication overhead occurs when evi§ntity the 2 JIOWS with the hlgilwest lglfcl)bal couknts. h.AD
step along the walk triggers a message to be sent across 4'c hote that to compute global flow ranks, each
pair of ADs, resulting> "Wi) x H flow records to be contributesZ flows from Fl owSet (i ), instead of all col-

] 1 . . . .
exchanged in the federatio)_ Wi ) will typically be a Ielcted ﬂOW,S thatdarle used in L(zjcal View. Slmceﬂﬁosé ]’_”
small fraction of traffic, depending on the traffic normatiaa Fl owSet (i) andFl owSet ,(J ) do not overiap, flows will -
factor 7 (typically of the order of 0.1-1%). So the number oftot be douple coun_ted by different d.omams. For each flow in
records that need to be exchanged will be a very small fnatcti_gI ova(_at (_' ) . AD; is the only doma|.n to select its next step
of total unique flow records. However each flow-record thift the d|str|b_utec_i random moonwalks, thus the frequencyitou
needs to be exchanged, incurs a per-record communicaﬁgﬁt AD; maintains for that flow is the flow’s global frequency

overhead between the pair of ADs. To reduce the numbegunt. Therefore, the computed global flow ranks will be

of communication events, ADs can choose to aggregate %uivalent to the ranks computed by an ideal centralized

set of cross-domain flows at which local walks terminate, afgeenwalk algorithm, assuming the entire federated network

exchange these flow-records in a single exchange with anotfte? large unified networ!<. . .
collaborating AD. ADs need not reveal internal traffic records that are iden-

tified, and can share only high frequency cross-domain flow
V. POST-PROCESSING FORNVESTIGATION records by broadcasting these flow records and their counts
. o to other participants. This can provide sufficient inforioat
After performing the distributed random moonwalks, eacfy ynderstand how the attack propagated across domains.
participating domain obtains a set of top frequency flowpyticipating ADs can also choose to reveal these selected fl
to serve as starting po_mts of further attack investigatiopscords using different degrees of source-address anaaymi
Participating ADs can either choose to use these flows 95, The extent to which the globally reconstructed initia
mde_pendent Ipcal attack _|nvest_|gat_|0n, or fur.t_h.er shafert  5iiack graph aids further diagnosis, depends on the degree
mation to achieve global investigative capabilities. of anonymization that the participating ADs engage in. At
one end of the spectrum, ADs can choose to construct the
graph at the granularity of actual end-hosts, providingtiost
ADs can use the flow counts obtained after the distributdéhe-grained diagnosis possible. At the other end, ADs can
moonwalks on the set of flows collected within their networkhoose to construct the graph at the AD granularity. In the
boundaries, and return the set Bftop frequency flows for intermediate space, ADs can reconstruct the attack graph at
local diagnosis. The locally observed top frequency flows cahe granularity of coarse-grained network prefix rangeg. (e.
then be used to diagnose the initial attack entry points, osing /8 or /16 masks).
initial infected hosts within a domain. Identifying the aatk

A. Local View

entry points can help detect configuration or firewall rule VI. HANDLING PARTIAL DEPLOYMENT
errors that may have allowed the attack to enter the networkSo far, we assumed that all the ADs in a federated network
perimeter in the first place. participate in the NFA. In reality, such an NFA will be

With such alocal View option, ADs realize benefits of deployed in an incremental fashion. Even though the NFA may
collaboration by just participating in the distributed fmool. continue to observe a significant fraction of traffic, we need
No additional information will be shared after the disttibdi extend the protocol for the ADs to utilize all available fiaf
protocol has been executed. Section VII-A.2 will quanitrely records in partial deployment scenarios. Specifically,irdur
evaluate the participation benefit in terms of improved iyal the distributed random moonwalks, it may not be possible



randomly select a flow to continue the walk, and hands off
the current flow to the source AD of the selected flow. In our
example, when ADX reaches flowF2, it could query bothWV
andY for their observed incoming flows to hostwithin the
previousAt seconds td-2. Suppose botk1 andF3 are such
candidate flowsX could then randomly pick one, sdyl as
the next moonwalk step.

Fig. 4. An example partial deployment scenatig.X, Y are three ADs that VIl. EVALUATION
are in the federation, and AR does not participatéz1, F2, andF3 represent '
three network flows to or from host in AD Z. Our primary results are drawn from a simulation study, with

synthetically generated traffic traces mapped into an teter
to continue the walk from flows whose source-ADs do ndtS-ével topology with over 16,000 ASes (Section VII-A).
participate in the NFA. We also independently valldafte our findings using data de-
. . rived from thelnternet2 educational backbone (Section VII-
Figure 4 shows an example partial deployment scenar

where ADsW X, Y participate in the federated network&' Broadly, our evaluate attempts to answer the following

) o uestions:
while AD Z does not. In the distributed moonwalks, SUPPOSE", "o does the forensics performance achieved in a fed-
X performs a local moonwalk that reaches fléi, whose erated setting compare with similar analysis in a unified
source host: is located inside domai, then none of the network model? What is the overhead of message ex-

participating ADs will be able to observe all the incoming changes in the distributed protocol? (Section VII-A.1)

flows tow to continue this walk across domains. « Is the architecture incentive-compatible, i.e, what aee th
A naive discard solution is to assume a closed world  penefits an AD can gain by collaborating with other ADs?

environment where ADs simply discard flows originating at  (Section VII-A.2)

non-participating domains. This solution is sub-optimas, , How does the performance degrade under different partial

it does not utilize all the observed traffic data among all  deployment scenarios? Is the architecture incrementally

collaborating ADs, and interesting traffic flow records may deployable, and in particular do participants realize ben-

end up being discarded in the process. A better solution is to efits even under partial deployment? (Section VII-A.3)
try and perform a best-effort next step selection based en th

data available to the participants in the federation. Wesiclex A. Simulation Study

the following strategies to enhance the distributed randome yse a simulated trace-driven study to evaluate the de-
moonwalks for continuing a walk once some participating Ald|oyability of an NFA in an Internet-scale large federatihe
reaches a flow originated from a non-participating domain. network topology for our study is defined by the Internet AS-
Random selectionThe simplest strategy is to randomly pickevel topology, obtained from Routeviews [18]. Each AS ia th

a participating AD and request it to continue the walk. In oukS-level topology is mapped into a single AD in our federated
example X could randomly pickWor Y to continue the walk network. We model the address-space ownership distributio
from F2, based on their local views of the incoming flows t@cross different ADs using prefix-ownership advertisement
hostw. observed from Routeviews, proportionally scaling them alow
Routing-path based selectiofihe second option for the AD isto a smaller address space 97 hosts. Routing in our

to use routing information and select the participating ABtt federated network is modeled using hop-count based slortes
is closest to the source host on the AD-path. The assumptigath routing.

here is that this selected AD will have the best availabléigdar We use an event-driven simulator to generate synthetic flow-
view to continue the walk. In our example scenario, flevis level traffic traces in our simulated network topology. Each
routed through ADY to X. Hence with routing-based selectionpf the 107 end-hosts in the address space is associated with
X would send a message ¥ requesting it to continue the a working-setof destination end-hosts that it talks to. The
walk, instead of choosing AW working-set size distribution across the hosts is captusiulg
Routing-horizon based selectiorA generalization of the a discretized power-law distribution, with working-serzes
routing-based selection is to identify a set of participati ranging between 10 and 1000 (the power-law ensures that most
ADs, defined as aouting horizon that provide the greatestof the hosts have small working-sets and a small number of
coverage over routing paths from the non-participating Ahosts have large working-sets). To initiate a flow, a hoktpa
Given the routing horizon, the AD that reaches a crosdestination from its designated working set using a preiek
domain flow in the random moonwalks can broadcast the flaselection policy (also modeled with a discretized power-la
record among the participating ADs on the routing horizouljstribution over the working-set size).

for selecting candidate next step flows. Recall that given th Attack traffic is specified using a worm scanning model,
current stepf of the walk, candidate flows are those whosa scanning rate, and the fraction of hosts vulnerable. In our
destination is the source ¢f and which occur within previous evaluation, the set of vulnerable hosts are selected umigor

At seconds off. From the set of candidate flows, the AD camt random from within the address-spacel6f hosts with



a total of 10% of hosts vulnerable to the attacksWe of the accuracy, it does not increase significantly beyord th
use two different worm scanning models: random and localenvergence limit of five or six hops.
preferential scanning. The random-scanning worm selexss d
tinations uniformly at random from the entire address-spac
The local-preferential scanning worm selects destinatitm
infect based on topological locality. For example, an itédc
host will try and infect hosts within the same source AD with a
higher probability, and this probability decreases as &tion
of topological proximity (measured in terms of hop-count).
For each of the following experiments, we perform 5
independent runs and report the mean. The standard deatio
observed across the different runs were small and are not
reported for brevity. We set the traffic normalization facto
n in the distributed random moonwalks t®~3. For each _

experiment, we use the meth0d0|09y n [5] to select tH:ég NFA compared with the centralized implementation in Hiesh network

optimal sampling window size, and set the maximum paf,qel. we vary the worm rate (relative to the mean normafitrafte), and
lengthd(i) = 20 for each local moonwalk inside a domain. select the topZ = 100.

1) Accuracy and OverheadWe first compare the perfor-
mance of the distributed random moonwalks with a centrdli:
approach, by varying the worm propagation rate with arandg ,,/ =~
scanning attack. The centralized approach [5] assumess(Z
to global traffic records from all ADs in the network. The cc?
laborative, distributed protocol is as described in Sect\.
The performance of the centralized and distributed appres«
is measured in terms of the detection accuracy, definec
the fraction of the topZ returned flows that are actuall o—; ; : : L ; : s 0
causal flows. With the distributed operations, thesdlows e number GTAD hops () Ve number of AD hops ()
are identified using th&lobal Mergeprocedure presented in
Section V-B. Fig. 6. Accuracy and communication overhead increase aadidn of the

Figure 5 shows that the detection performance achieved B§imum AD-hopsH a moonwalk can traverseZ(= 100).
the distributed random moonwalks closely approximates tha
of the centralized algorithm. The worm scanning rates w
presented relative to the mean of the normal per-host treg™
flow rates. Both the centralized algorithm and the collatroea v
approach achieve high detection accuracy regardless of .-
worm rates. For the rest of our evaluations, we only press |
results from a single worm rate, with a scanning rate equas |
six times the mean normal traffic rate. g*

We show in Figure 6, the detection accuracy and comr
nication overhead as a function &, the maximum num-
ber of AD-hops that moonwalks may traverse. Figure 6 (a)
shows how the performance approaches that achieved by ftige7. Distribution of the communication overhead in terofishe fraction
centralized algorithm, a#l increases. With a smalll, the of total exchanged flow records received and the number of éddgacted.
distributed version is less accurate in identifying cadieays.

The reason is that the initial steps of the moonwalks start atwe further examine how the communication overhead dis-
random flows, and non-causal attack flows are inherently marihutes across the participating ADs in this case. Figure 7
numerous than causal flows. As ADs exchange intermedigtg shows the fraction of the total exchanged flow records
results over time, the majority of the returned flows are ahushat each participating AD receives in the course of the

flows, and the detection accuracy converges after five or siistributed protocol. The distribution is highly skewedittw
hops. The communication overhead (Figure 6 (b)), in terms afsmall number of ADs receiving a large fraction of the total
the total number of flow records exchanged in the network, figw records exchanged in the network. Figure 7 (b) shows
on the order ofl0—3 of the total traffic records in the network.a similar trend in terms of the number of ADs that each
While the overhead is a monotonically increasing functioparticipating AD needs to communicate with in the protocol.
aTh L _ Further investigation shows that the ADs that receive a high

e random moonwalk algorithm is robust to the fraction olheuable . .
host population, as suggested in [5]. We do not duplicatedkelts here due volume of flow-records and that need to communicate with a
to space. large number of fellow participants are ADs that own large
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Fig. 8. Causal flow detection accuracy with and without dmlfation for  £ig 9. The ability to identify the initial infected hostsdithe attack entry
each AS ¢ = 100). point with and without collaboration for each AD.

chun_ks of the overall address space (and also contain a laégﬁsal flows where the infection first entered its network.

fraction of infected ho_s t_s). Thus a lot of flows t_raversed bﬁfigure 9 plots the fraction of ADs that successfully ideatfi

random mo_onwalks (_)r_|g|n§1ted from these domaln_s. at least one of the first several entry points, by examining
2) Benefits of Participationfor a federated architecture t0,arious number of top frequency flows returned withcal

be viable, each participating AD must benefit by collabo@ti \;0., The vast majority of ADs (more than 60%) need to

with other ADs. Here, we consider the case where ADs collay yine only a small number of flows (fewer than 20) before
orate in the distributed random moonwalks, but subseque ey can detect the first one or two causal flows. These

choose to perform only thieocal View(Section V-A) for post- results further corroborate the observations in Figure)8—(a

processing. This is compared against an isolated inveliga .., ahoration significantly boosts detection performarared
scenario, where each AD runs a centralized random moonwm serves as a strong participation incentive for ADs

algorithm on locally available traffic data, with optimally
chosen parameters.

We consider three measures to quantify the perceived ré
cal benefit. The first metric is the (local) causal detectio
accuracy. Figure 8 (a) compares the CDFs of the cau 2
flow detection accuracy across all the ADs with and witho
collaboration, where each AD returns the t&p= 100 after

3) Partial Deployment: There are two natural concerns
ith incremental deployability: performance and partitipn
centives. We would like the causal detection accuracyeund
rtial deployment to be comparable to that under com-
te deployment. Similarly, ADs should be able to observe
lrtharticipation benefits (as defined by the metrics discussed
o . above) even with partial deployment. We consider two plartia
the protocol_. W't.h isolated forenS|cs_, only 40% of the AI.D eployment scenarios, by varying the set of ADs that do not
are able to identify causal flows, while through collabarati participate based on AD degree and address space sizehin eac

0 : :
more than 80% of ASes can successfully identify caus enario, we consider the case where the filsirge domains

flows. Overall, we find that there is a substantial improve1megoHabora,[e and the case where the firstarge domains are
in the local detection accuracy through participation Ov?r[nissing from the NFA, and vary the parameter

an isolated execution. Figure 8(b) correlates the improve-
ment in the local causal flow detection accuracy (defined @dobal Accuracy: Figure 10 plots the global causal flow
Accuracy 1 pearview — ACCUTACY [4o1ateqa) With the size of the
address-space owned by each AD. We observe the larger 100 by degres
gain a lot more by collaboration than the smaller ADs. - BLedessspace
The other two metrics quantify the ability of each AD 1
identify the initial infected hosts and the initial attacktey
point within its network. Figure 9 (a) depicts the distriiout
of the accuracy in identifying initial infected hosts. Ea&b
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selects the first 50 internal hosts from among the set of t° e ° o
frequency flows it has available to it after the distribut o— el e
protocol5. The aCCUI‘acy Of |n|t|a| host identiﬁcation iS the.. Fraction of ADs participating (large to small) Fraction of ADs missing (large to small)
defined as the fraction of these returned hosts that are amonda) Large ADs participate (b) Large ADs missing

the 50 hosts that are actually infected earliest in time iwithrig. 10. Global detection accuracy under different missiognarios, with
the AD. And such detection accuracy is improved across A¥ random scanning worm. We use the best recovery strategyrouting
: L horizonbased recovery.
in general when they participate the NFA.

ADs may also be interested in identifying the first few

detection accuracy by varying the number of large ADs
5For many of the smaller ADs, there may not be 50 hosts availabl y by ying 9

return. In such cases, these ADs simply return all intermasttshthat appear parti(_:ipating/missing, with the random scanning worm mode
along moonwalks We find that when large ADs collaborate, the global causal



accuracy is high. In particular, when ADs with largest addrerecovery strategies may have impact on performance with
space participate in the NFA, the performance is compatablepartial deployment. Further understanding their implara

full deployment. However, when these large ADs are missingnder more diverse partial deployment scenarios is a tdpic o
from the NFA, the performance degrades significantly, withngoing work.

the global accuracy going down from 80% to 30-40%, even

when the rest majority of small ADs collaborate.
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Fig. 11. Impact of worm scanning model on partial deploynparformance.

We use the best recovery strategy, ireyting horizonbased recovery. Participation Benefits: Next, we investigate the participa—

To investigate the reason, we vary the worm model {(5on benefits of individual ADs under partial deployment,

local preferential scanning attack, and show how the globorllce again using the random-scanning worm with normalized

accuracy increases with the number of large ADs collaltnug]atiaatt‘rju.:k'rate of Six. Flgures_13 (2) and (b) sh_o W hpw dl_fferent
(Figure 11 (a)). Under this worm model, the performan artial deployment scenarios affect the participationetiés

. . e sort ADs based on address-space ownership and degree
's not as good as the random scanning attack, when %m large to small), respectively, and categorize ADselas
ADs with largest address space participate. The moonw K 9 » 8P Y 9

. - on their ranks in the sorted order. We then compute the
algorithm suggests that the global accuracy is tightly ¢edip average local causal flow detection accuracy & fOO)

with the initial causal flows in the attack. Hence, we examineT oy

. . ADs within each category, and compare the performance
the correlation between the AD address-space size and ﬁ?:%ieved by varving the number of larae ADS barticinatin
fraction of initial infected hosts (defined as the 200 hok&t t y varying 9 P pating.

are infected earliest in time in the network) that are attyualovera"’ participation yields benefit for all categoriesAis.

present within each AD (Figure 11 (b)). For the rando Specifically, we find that the large ADs perceive similar

. : 'Penefits to the full collaboration case, even when the rest of
scanning worm, ADs with larger address space also obse[ve

o g i
larger fractions of early infected hosts within their donsi he 90% of the ADs do not participate in the NFA. We also

and thus a larger fraction of initial causal flows for the ramd observed earlier (Figure 8 (b)) that the perceived perfacea
X . benefit is greatest for the large ADs under the NFA. These
moonwalk to return successfully. With a local-preferentia

attack, larger ADs do not necessarily observe many initi%Pservatlons bode well for the deployability of the NFA,cgin

infected hosts, hence the corresponding decrease in thiearum s_uggests that, for the v_ast majonty of_attacks k_nown ‘Dd"?‘
which use random scanning for destination selection, doesnai

of initial causal flows available to them. .
. . . ; .that have the greatest impact on global performance alse hav
Figure 12 studies the impact of different recovery strategi ; . . X
very strong incentives to participate in the NFA.

(discussed in Section VI) on the global detection accuracy;,
using the random scanning worm. Intuitively, we expect the

Discard strategy to have the worst performance, and '_* S ECTE 2 =
Routing-horizorstrategy to have the best performance. Hos EE\HE 1280"2;3':’.;;9 < B ron 1600 parvpme
ever, we find in Figure 12 (a) that when the ADs with lar g . 5 S pencpae
address-space ownership collaborate, the recovery g;'tf,'ateém %;m

have negligible impact on the overall performance, as ths 3

ADs already observe the most number of initial infected inoi . g .

and a large amount of attack traffic with the random scann§ §

worm model. With only a small number of large degree Al o S T8 —— "M .8 B T
participating, the recovery strategies do have signifizapact AD index (sorted from farge to smal) AD index (sorted from farge to smal)

on performance (Figure 12 (b§) (a) By address-space size (b) By topological degree

The above results suggest that both attack models angl 13. Benefits of participation under partial deploymeagsuming the
large ADs participate

80ur analysis using the Routeviews dataset suggests thatotnelation
between the address-space ownership and AS-degree ismygbremounced
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the performance of a collaborative effort against invesdtign in isolation.

B. Internet-2 Trace Study

Internet-2 study results. Each node in the fedmratorresponds to a
router in the Abilene network, denoted by a two-letter cibgle. We compare

VIII. CONCLUSIONS

We proposed a protocol for performing distributed random
moonwalks, which can enable participating ADs to identify
local attack entry points, and can provide additional fioret
ality to pinpoint global attack origins. Our design is sbiga
for deployment in an Internet-like federation for threes@as.
First, the protocol operates with limited information désc
sure, without requiring participants to reveal traffic net
to other participants that would otherwise not be available
Second, participating domains realize enhanced locatlatta
investigation, and thus receive substantial incentiveséop-
eration. Third, the framework is incrementally deployadhel
can handle non-participation and missing data graceflty.
believe that our design and results provide a technicakbasi
of a Network Forensic Alliance (NFA), a collaborative effor
involving multiple ADs to provide network-wide and locadid

We also independently validated our results over a one-hd@Fensic capabilities.

traffic snapshot from each of the 11 routers in the Abilene
backbone. The data set consists of sampled unidirection l
flow records (with 1 in 100 sampling). IP addresses in th

dataset were anonymized by zeroing out the last 11 bits of
the source and destination IP address fields. In our evahjati 12

each of the 11 routers serves as an independent domain for

our 11-AD federation over the Abilene topology [6]. We mapl3]
each observed /21 prefix range to a unique end-host, and

subsequently assign the hosts as being “owned” by the routgf ringerprint

that most frequently observes traffic to/from that prefixgan

We generate synthetic attack using a random—scannir{a
worm, with each infected host scanning at 0.5 scans per decon
and 10% of the hosts being vulnerable. Given that our goaf
is not to perform attack analysis over Internet2, but ratber
validate our results using a more realistic workload of backis)
ground traffic, we believe this dataset can serve this p@;pos
and our results are not biased by these transformations.

We first examine the local causal flow detection accuracy,
shown in Figure 14 (a). For all the domains, we find that!
there is a substantial improvement in the detection acgurggg
through participation over an isolated execution. For exam
the performance of domai? improves from around to 20%
to 80%. Even though the absolute accuracy is relatively tmw f
domainKS compared with other domains after collaboration,
the relative performance increase is at least 80%. (12]

The second measure we have discussed is the ability to
identify the set of hosts that are infected earliest in tilsach [13]
domain identifies the first 50 internal hosts by examining the
top frequency flows in order. Figure 14 (b) shows the fractiqms)
of these 50 hosts which are among the 50 internal hosts that ar
actually infected earliest in time for each AD. We obsenat th,, -
compared with isolated execution of random moonwalks, the
ability to find the initial infected hosts increases sigrfidy [16]
with collaboration.

Our evaluations with both the simulation study, and thi7]
Internet2 data suggest that each AD’s local investigati?ﬂ}]
capability can benefit significantly by collaborating witther
ADs in the network.

[11]
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