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Abstract. In this paper, we investigate the problem
of embedding a large dynamic database in a large
network. We assume that the network already exists
and its topology cannot be changed. We aso assume
that the size of each dataitem in the database is fairly
constant and each node in the network has equal
storage capability. We propose an architecture that
imposes an interconnection network on an existing
network. Since this method relies on the topology of
an existing network, the superimposed topology is
caled a virtual

interconnection networks have potential applications

interconnection network. Such

ranging from replacing centralized domain name
servers with distributed databases to creating the
communication backbones of very large global ad-
hoc networks. Because such interconnection
networks can provide high fault tolerance, they can
aso be used to provide the infrastructure of
distributed databases such as distributed public key
infrastructures and fully distributed file systems. We
call such databases network-embedded databases. In
this paper, we describe network-embedded databases
and the generalization we propose to de Bruijn

networks that allows the database to scale gracefully.

Keywords: Interconnection networks, de Bruijn,

fault tolerance, routing, large databases

1. Introduction
In this paper, we investigate an approach that allows

users of a large network to share a large database.
Even through the proposed solution is feasible for
small networks (< 10° nodes) it's best if the number
of nodes is very large (10° - 10" nodes). With small
networks existing solutions are simpler to implement.
We aso assume that the database itself is either large
or dynamic. Otherwise classical solutions such as
replicating the information at each node could prove
simpler to implement. We aso assume that the
number of data items is larger than the number of
nodes in the network. We also assume that the size of
each data item in the database is fairly constant and
each node in the network has equal storage
capability.

To discuss the ideas in this paper we set out the
following definitions. D denotes a set called the data
space. A data item, d 1 D, is an atomic piece of
information. We define a database, DB, as a triplet
(K, Ds, ) where K | D isset of keys, Ds| D isaset
of dataitems, q:K ® Dsis afunction that maps a key
to a data item. We define a distributed database,
DDB, as a triplet (V, DB, hx) where V is a set of
nodes, DB is a database and h¢K ® Pg(V) is a
function that maps a key to a set of nodes, where



P«(V) is the power set of V, i.e., P{V) = {x | x| V}.
In adistributed database, anode, vi V, stores acopy
of the key - data item pair, (k, d), if v hg(k). Other
data structures, such as distributed btrees, can be
easly implemented by representing the instances of
the data structure, such as the nodes of a btree, as

dataitems.

Several commonly used approaches alow users to
access information distributed in a network. In one
approach, each machine maintains a local copy of the
shared information. In a fully replicated database,
h« ={(k, V) | Kl K}, i.e., forall ki K, h¢(k) = V. Even
though this method has excellent performance for
some applications, for practical reasonsit can only be
used with smaler networks or fairly static
information. In another approach, information is
stored and replicated at certain selected machines in
the network called servers. In selected servers model,
he = {(k, Vo) | Kl K} where Vx| V is the set of the
selected servers. These machines are deemed more
important then others, creating an imbalance in the
load on the network and central points of failure.
Bringing these servers down destroys the database
and even the network. For example, current solution
adopted by the Internet is to dynamically distribute
the information to locally managed servers and
maintain a limited number of root domain name
servers to store al the domain names on the Internet
and the IP address of the associated domain name
servers. If al the root domain name servers were
attacked simultaneoudly, the whole Internet would go
down. In yet another approach, data items can be
embedded in a graph so that the information in each

vertex and its adjacent vertices can be combined to

recreate the data item [14; 15]. In such approaches,
updating a single data item requires a message to all
vertices, which limit the applicability to mostly static
data. Distributed databases can be also embedded as
trees in the network [12]. This structure suffers from
root bottlenecks and single points of failure at the
higher levels of the tree. Approaches that try to rely
on distributing data and indexing data item locations
[11] rely on centralized means to index the data, once
again introducing bottlenecks and central points of

failure.

We are mostly interested in defining an efficient and
decentralized hy that does not contain any single
point of failure. This issue is name trandation from
the key to a set of locations that collectively contains
the information. Our decentralized approach
combines direct trandation of names to virtua
locations with name trandlation for virtual locations
to physical locations. This can be achieved by
layering a virtual network on top of an underlying
network infrastructure, such as the IP-based Internet.
Such virtual networks have been successfully used in
other domains, such as with PPP, the Mbone, and the
emerging Abone. In each case, the virtual network
uses an existing network to emulate a new network in
which the links in the new network are paths (i.e.,

sequences of links) in the existing network.

Informally our idea can be explained using socia
networks as follows. Every person in the world is
assigned a set of people caled neighbors. The
assignment of neighbors does not depend on whether
the people are physically close or related. For
example, the neighbor of a student, John, at CMU

can be Pierre at Lyon. Every person is responsible of



maintaining the status of their neighbors, such as
where they are, how to reach them, whether they are
available etc. For example this may correspond to
storing their telephone numbers and brief notes about
their status. The number of neighbors that each
person maintains is much smaller than the number of
people in the world. The neighbor assignment is not
random but done through a deterministic function
such that any person can determine whether any two
other people are neighbors or not. Furthermore if two
people are not neighbors, any node can use this
function to determine if there is a common neighbor
between them without any communication. For
example, without asking any of his neighbors, John
can find out whether Suzy (John has no idea where
Suzy is) is a neighbor of any of his neighbors or
whether there is a neighbor of one of his neighbors
who must be a neighbor of Suzy. Let's say John
found that Pierre must have a neighbor (John doesn’t
know his or her name or telephone number, but he
knows that he or she must exist) who is a neighbor of
Suzy. John can call Pierre (John has Pierre's
telephone number) and ask him to forward a message
to Suzy. Pierre does not know who Suzy is but can
apply the same procedure to find that Ali is a
neighbor of Suzy. Pierre can call Ali (Pierre has Ali’s
phone number; John didn't know Ali or his phone
number) and ask him to forward the message to Suzy.
Ali knows Suzy and can call her directly. This way
with very few messages (» 3-4) anyone can send a
message to anyone else in the world without using
any broadcast messages or a central database to find
the telephone number of that person. This idea is
similar to the logical hypercube (independently
discovered) method presented at '99 SRDS. [19] Our

network embedded database idea goes one step
further and assigns information to people through
another deterministic function. For example, Suzy
can be assigned to store information about
SRDS2000. John without knowing who Suzy (or Ali)
is, can find out that his neighbor, Pierre, must know a
neighbor whose neighbor stores information about
SRDS2000 without any communication with Pierre
or anyone. Using a similar forwarding mechanism,
John can access the information about SRDS2000.
Also to allow the network to dynamically grow and
guarantee location independence of the information
we propose to use a generaization of the de Bruijn

networks.

In the following section, we present some of the
graph theoretic definitions we need to describe the
method and its properties. In the third section, we
introduce virtual interconnection networks. In the
fourth section, we describe  how  virtua
interconnection networks can be used to implement a
distributed database without single point of failures.

In the last section, we discuss our preliminary results.

2. Graph-Theoretic Definitions
To discuss the virtual interconnection approach
several graph theoretic  definitions must  be

introduced.

A directed graph G= (V, A, j ) is a finite nonempty
set V of vertices and a set A of arcs, and afunctionj :
A® V’~ V.Theoriginof thearc aisv;if and only if
j (@) = (v4, v») and the terminus of the arc a is v, if
and only if j (@) = (vi, V2). The order of a graph, |G|,

isthe number of verticesin G i.e., |G| = |V|.



A path P(v,, V) in agraph G is a sequence of arcs,
[a, @, ..., &), such that origin(a) = V, termi-
nus(a,) = v, and for every pair of consecutive arcs the
terminus and the origin coincides, i.e., for L£i £ n-1,
terminus(a) = origin(a..). The order of Pisn. A path
may contain the same arc more than once or pass
from the same vertex more than once. The distance
between two vertices, d(vi, V,) is the order of the
shortest path between v; and v,. A graph G is
connected if there is a path between any two vertices
in the graph. The diameter of a connected graph,
D(G), isthe smallest integer such that for all vertices,

Vi, Vi in G d(vi, vj) £ D(G).

A connectivity function of agraph G= (V, A, j ), isa
function Fc: V~ V® {0, 1} such that for any two
vertices, vi, v, 1 V, vt v, Fc (v, v;) = 1if and only if
(v, v) T A. For a given graph, there may be more
than one way to define the connectivity functions. An
obvious connectivity function is through a lookup
table that lists al the elements in A. Interesting
connectivity functions are analytical in the sense that
the definition of the function does not refer to a
knowledge of the elements of A, but can evaluate
connectivity based on the origin and terminus. Such
functions are frequently used in defining the
algebraic graphs used in multiprocessor computers.
Examples of such graphs are Cayley graphs [7]
including hypercube [5] and [8] and de Bruijn
networks [13].

A routing function Fg: V x V ® P is afunction that

defines apath in agraph Gfor any two vertices.

An interconnection network, Iy, isatriplet (G Fc, Fr)

where Gisagraph, F¢ is aconnectivity function of G

and Fris the routing function that defines a path in G
for any two vertices. Most well investigated Fc and
Fr require a redtrictive vertex identification scheme.
The order of the graph must be known in advance
and the vertices must be assigned an ID composed
from a preselected aphabet. However, given an
arbitrary graph, it is usually not possible to convert it
to an interconnection network because the functions
Fr and Fc of an interconnection network, are not
defined based on the arcs of the graph but rather the
other way around, i.e, when designing an
interconnection network, Fr and F¢ are picked first,
then the arcs between the vertices are created based
on the value of Fc for the specific vertices.
Unfortunately when imposing an interconnection
network on an existing network, it is not possible to
add new connections (i.e., arcs) between the vertices.
To be able to solve this problem we will use a new

structure called an arc-path mapping.

An arc-path mapping, M,
M= (GFv Grv Pv f) Where G: = (V, AF, J F) and
Gr=(V, A, ] 1) are two graphs sharing the same set

is a quadruple

of vertices, P is a set of paths in G, and f is a
function f : Ar ® P that maps an arc in G:=to a path
in Gr. G: is a graph with the same vertices as Gy that
can be constructed from Gr by connecting some pairs
of verticesin G- with an arc if a path exists between

themin G..

An arc-path mapping allows someone to create a new
graph using an existing graph Gr, For example as
shown in Figure 1, a graph with 4 vertices and 5 arcs
can be used to create another graph with 3 arcs where

each arc mapsto a path in the first graph.



ary

. f(aF1) = [aT3] .

ar,
f(ar,) = [ar,arsar,]

arz
f(ary) = [arg,ar,]

Figure 1. An arc-path mapping

An interesting property of arc-path mappings is that
for any connected graph and connectivity function, it
is possible to create an arc-path mapping satisfying

the connectivity function.

Theorem 1. For any connected graph Gr = (V, Ar, | 1)
and any connectivity function Fc: V"~ V ® {0,1},
there exists at least one set of paths Py and a function
fn such that My = (G, G, P, T) IS an arc-path
mapping where Gy = (V, Arn, | £n) @nd for every pair
of vertices vi, vi,1 V, (v, v) T A if and only if
Fc(vi,vj) = 1.

Proof. To prove this, the desired arc-path mapping
My will be constructed from an arbitrary graph Gy and
connectivity function Fe. Let
Gio= (V. & M. Mo= (Gy, .Gr, /& A is an arc-path
mapping. For any

arbitrary
arc-path mapping,
Mn= (G, Gr, Po, fr) Where G, = (V, A, | =) is a
graph and Gr=(V, Ar, ] 1) is a connected graph, for
any v,vil V it is possible to create a new arc-path
mapping  Mpy.1=(Gs,.;y Gr, Pra, i) that
incorporates a new arc an.1, where terminus(an.1) = Vv
and origin(a..) =Vvi, into M,. Let A, = A; E
{ami}. Letj r =] Fn E (@nt, (Vi V). Let Pra=Pn E
{Pni1} Where py. is a path between v; and v; and let
f i1 = T nE (@ns1, Prea). The existence of such a path is

guaranteed because of the connectedness of Gr. Let

Mni1=(Gs,,1, Gr, Pre1, frer) Where G, = (V, Ag,,,
J Fney)- Thisprocess of incorporating a new arc into an
arc-path mapping is repeated N times, where N is
bounded by |V|?, to generate from M, an arc-path
mapping My = (G-, Gr, Pn, fn) where for every pair
of vertices vi, vy TV, (v, v) T Ac if and only if

Fc(vi, vj) =1 3

3. Virtual Interconnection Networks

A virtual interconnection network, Vly, is a triplet
(Mp, Iy, hp) where Mp = (G, Gy, P, f) is an arc-path
mapping in which G= = (V, Ag, | £), In = (Gy, Fe, Fr)
iSs an interconnection network in  which
Gi=(Vn, Avjn) isagraph,and hp: V® Vy isa
mapping between V and Vy. For al v;, v,-T V,vily,
there existsan arc a1 Ag such that j £(a) = (v, v) if

and only if Fc(he(vi), he(v;)) = 1 or he(vi) = he(v;).

Theorem 2. For any connected graph G and any
interconnection network Iy there exists at least one

virtual interconnection network.

Proof. Let N = V|, M = |G; |. Let g be an arbitrary
function that maps {1,2,....M} into {1,2,...,N}.
Define a mapping function he = { (v, Vi) |V T V3.
function

Define a new connectivity

Fe, = {((viv), Fe(he(vi), he(vi))) [ (4v) T V™ V}

An example of a virtual interconnection network is
shown in Figure 2. To simplify the figure, the

example uses directed graphs.



G - arc-path
mapping

Gy — interconnection network \ Via

Figure 2. A virtual interconnection network

The number of vertices in the graph of the
interconnection network does not need to match the
number of vertices in the existing graph. As shown in
Figure 2, the number of vertices in the existing graph
is9 and the number of vertices in the interconnection
network is 8. Also the mapping function hr does not
need to be a surjection or injection, i.e., two vertices
in the arc-path mapping can correspond to the same
vertex in the interconnection network and there may
be vertices in the interconnection network that do not

have corresponding vertices in the arc-path mapping.

Theorem 2 proves that there is a virtua
interconnection network for every connected graph
and interconnection network. The mapping between
the vertices of the network and the interconnection
network, hp, is defined as a function. However,
finding an effective form of hp is not trivial. The
connectivity and routing functions associated with an
interconnection network require a restrictive vertex
identification scheme to route without relying on
knowledge of all vertices (e.g., Cayley graphs).
Interconnection networks use an invertible mapping

between a number i, i T Zy where Zy = {0,1,...,N-1}

and the vertex identification scheme of an
interconnection network with N vertices. Let F¢h:

Zg, | ® Vy be such an identification function. Using

this property, the developers of such networks
usualy number the vertices (e.g., the processors)
sequentially from O ... N-1. However, in the domains
in which we are interested, the identification scheme
of the vertices cannot be selected or changed. The
identification scheme used in such domains may be
difficult to map invertibly to the identification
scheme of an interconnection network. An overview
of the schemes to find such functions is given in [3].
All such schemes require the vertices to be known in
advance, an unreasonable restriction for dynamic
networks.

The approach we take, similar to a hash table, permits
multiple vertices to map to the same sequence
number, and uses a special method to resolve any
ambiguity after the vertices have been transformed to
a number between 0 and |Gy| -1 which corresponds to

avertex on the virtua interconnection network.

A hash-based virtual interconnection network is a
virtual interconnection network with he=F¢ohy
where hy:V ® Zg | is a hash function that maps a
vertex in the existing network to a number less than
|Gy and Foh ZIGN | ® Vy isthe identification function
of the Iy. Since hy is usualy not invertible, hg, in a
hash based virtual interconnection network is not
hash-based

interconnection network one needs a connected graph

invertible. To form a virtual
and an interconnection network. Next hy is selected
from which hp is derived. Applying Theorem 2 with

this hp yields a hash-based virtua interconnection



network. The following definitions are useful for the

discussion of virtual interconnection networks:

vi is a neighbor of v, if Fc(he(vi), he(v)) = 1. In
directed graphs the neighborhood concept is not

necessarily symmetric.

vi and v; are siblings if he(vi)) = he(V;). The sibling
concept is an equivalence relation, i.e., symmetric,
reflexive, and trangitive. It isaso easy to prove that if
v; isaneighbor of v, and v; and v, are siblings, then v,

isaneighbor of v.

Ve is referred to as an empty vertex if for any vel Vi

there existsno vi V such that hp(V) = Ve.

Given a virtud interconnection  network,

ViIn=(((Vs As, J 6),Gr Py ), (Vs Avs ) ), Fe, Fr)s D)
amessage T fromv; T V to v,1 V can be sent by
utilizing Fr. Such a task can be done in two phases:
In the first phase a route is calculated using the
interconnection and in the second the route is
trandlated to a route in the existing network through
which the message is sent. An alternative approach
would be a combination of these two phases where
the actual message is sent during the route discovery.
Both approaches would use the Fr of the
interconnection network to create a route in the
virtual network and define the actual path using the
arc-path mapping. There is a vast literature on high-
performance fault-tolerant routing in different types
of interconnection networks. See [16; 17] for recent
surveys on the topic and [18] for an introductory text.
Due to its simplicity, generality, and performance in
the experiments we tested, but definitely not for its
performance when a large number of faults are

present, a protocol for the second approach is

Send(vy, v, T) // Send the message T from n, to n,
/I L isa set containing the vertices already traversed
L=£A
Route(vy, Vo, T, L)

Route(vy, Vo, T, L)
N, = hp(v1)

/I do not attempt routes longer than a maximum length
If |L| > max_route_length
Return with failure

Add vy ,to L // Addthisvertexto L to avoid cycles
N, = hp(V2)

If v, isaneighbor or sibling
Send T to v, in the actual network
Return with success

I/l make a list of the distance from each neighbor

/I to the destination

For each virtual neighbor v; of v;
Wiy, = he(v)
If vNiT L then skip to next v;
P = Fr(Vi, Wn,)

Il avoid cycles

/I'|P| » the diameter of interconnection network
Store{v;, |P|} in alist sorted by ascending |P|

/I start routing attempts with the neighbors closest
/1 to the destination:
For each {v;, p} inthe sorted list
result = Route(V;, Vo, L, T)
If result indicates a successful routing
Return with success

/1 if none of the neighbors can reach v,, return failure
Return with failure

Figure 3. Message sendinginaVIN
presented in Figure 3. In case a very large number of
faults are present,
functions presented in [16; 17; 18] should be used.

the more complex routing

A major problem of using Fg to create a route in the
existing network is that someone can never guarantee
that there will be vj such that he(vj) =wvy. Since

optimal hashing functions behave as pseudorandom

number generators someone cannot even guarantee



the connectivity of the network. However it is

possible to make probabilistic guarantees.

To analyze the behavior of this method, we will
consider an approximate model of the virtua
interconnection network. In this model, we assume
that each vertex, v 1 V is mapped to a completely
random vertex through hr so that each of the

M onssi ble

c— configurations of N
eNg

occupied

interconnection network vertices and M — N empty
interconnection network vertices is equally probable
where M = V] and N = |G| = V|- This assumption
can be satisfied in practice by selecting a good
hashing function.

In this model, the number of vertices that are
assigned to a vertex in the interconnection network

follows a binomial distribution.

Lemma 1. In the virtua interconnection network
model with random hashing, the probability that a
vertex in the graph of the interconnection network
does not have a vertex from the existing graph

associated with it isless than e™™,

Proof. See Appendix 1.

When M = N > 10, 0.35 < prob, < €* < 0.37. For
most practical purposes, prob, can be conservatively
assumed to be 0.37.

Lemma 2. In an interconnection network, it is
expected that every vertex in the interconnection

network will have a vertex associated with it if

M3 Nlog,(2N).

Proof. See Appendix 2.

To provide a probabilistic guarantee, it is possible to
reduce the size of the interconnection network (i.e.,
decrease N to increase M/N ratio). Doing so would
increase the probability that at least one vertex will
the virtua

be mapped to every vertex in

interconnection network. However most
interconnection networks are fault tolerant by their
nature and can withstand the failure of a large
number of random vertices while still guaranteeing
connectedness with very high probability. For
example, a ten thousand vertex, diameter two
interconnection network, such as the one in [4], that
experiences the random failure of 40% of its vertices
will become disconnected with a probability of less
than 10%. Using this property of interconnection
networks M can be selected to populate network
vertices. For example, one could select M = 2N.
When M = 2N, one can expect 14% (e < 0.14) of the
vertices of the interconnection network to be empty
a the start and can afford the failure of more than
50% of the vertices populating the vertices in the
interconnection network because with 50% failure
M=N and only 37% of the vertices should be empty,
thus expect the interconnection network to be

connected with a probability higher than 1 - 10°.

4. Networ k-Embedded Databases

As described in the previous section, our solution
imposes an interconnection network that exists on top
of an underlying network infrastructure. The
connection between the nodes of the network is
achieved by using the underlying network. The
physical connectivity requirement between the nodes
is replaced with point-to-point communication

requirement between the nodes, i.e., aslong as a node



can send a message to another node either directly
through a physical connection or indirectly through a
set of physical connections passing from multiple

nodes, the nodes are considered connected.

Since the underlying network handles the

connectivity and message passing, the major
advantage of such avirtual network isin the structure
of the network. The structure of an interconnection
network alows the individual nodes to store
connectivity information about only a small subset of
the nodes in the network. However, the combined
actions of these nodes guarantee that the global state

of the network is maintained reliably.

Virtual interconnection networks allow users to
access network resources and store information in the
network in a non-machine-specific manner. Such an
approach provides significant advantages in terms of
availability of data. Much in the way that vertices are
mapped through hashing functions hr to the vertices
in an interconnection network, data can be mapped to
the vertices of an interconnection network through

the multiple hash functions.

A network-embedded database (NED) is a triplet,
(Vln, DB, hy), where Viy=(((V, A §), Gr, P, f),
((Vno Any J N), Fe, FR), hp) is avirtua interconnection
network and DB is adatabase and h: K® Py(Vy) isa
function that maps a key to a set of vertices in the
interconnection network. In a network-embedded
database, a vertex vi V stores a copy of the key-data
item pair, (k, d), if he(W) T hg(k). In a network-
embedded database h = {(k, {(Fk o h)(K)} E ... E
{(F*oh)(K}) |kT K} where hg K ® Z, pisaset

of hash functions and F¢! is the identification

function of the I .

To add a new (key, data) pair to a NED through v,
one can send (key, data) pairs to al the vertices v,

such that hp(v)) I hg(key) and store the (key, data)
pair on each. This can be easily done by modifying
the Route function presented in Figure 3, such that it
accepts vertices in the interconnection network as
arguments and the destination vertex can be found
using hg(key). However, similar to any distributed
system, the integrity of the information must be
protected through a concurrency protocol. While the
ability to store multiple copies of the datain multiple
locations is similar to many distributed systems, the
independence of each storage location from the other
points of storage leads to a balanced load in the

network.

In a virtual interconnection network classical
replication could be augmented with an information
dispersal [10] or secret sharing [9; 2] scheme. An
information dispersal scheme or secret sharing
scheme divides the information into a certain number
of chunks, called shares, of which only a subset, m,
of them is required to recover the information. Such
an approach can increase reliability and security of
the information while reducing the amount of
replication with minimal overhead. The overhead of
multiple messages to recover a single data item is
counterbalanced by lower storage requirements and
better security for the same availability. There can be
a least two different approaches to distributing
shares in a network-embedded database. In the first
approach each sibling can be given a different share

and in the second approach can be given the same



share. Because the first approach clusters the
information in the same sets of siblings, the security

of this approach isless than the second.

Since classical replication is an information dispersal
scheme where m = 1, we will analyze the properties
of a network-embedded database that use the IDA
[10] protocoal that requires the collection of m shares

to recover adataitem.

Let M = |V|, the number of vertices in the actua
network. Let N be the number of vertices in the
interconnection network. Let us assume that Mg
vertices are unavailable due to attacks or node
failures. We assume that the underlying network is
still connected and can be used to route messages
between any two nodes after Mg node failures and
additional link failures. Let us assume that the hash
functions hy,...,hy, are random but dependent so that
{Fc'oha)®} C ... C {(F" o ho)()}) = £ ie,
the hash functions always map to random but distinct
vertices in the interconnection network.

Lemma 3. The expected amount of replication in a
network-embedded database is (NM)/(Nm) where n is

the number of hash functions.

Proof. See Appendix 3.

Lemma 4. The probability of losing a single data
item in a network-embedded database that creates a
new share for each sibling and that contains w data

items when M nodes are unavailable is less than

w g binom(i;M - M_,n/N).

i=0..m-1

Proof: See Appendix 4.

With suitable parameters, this probability can be very

low. For example, if the database contains w = 10™

10

pieces of information distributed among M = 2x10°
computers through with n = 40 hash functions in a
diameter D = 3 virtua interconnection network with
a degree of ? = 1000 nodes, then the probability of
intruders destroying a coherent piece of information
is less than 10™ if they gain access to or destroy
Ms = 10° nodes (half of the network nodes) where the
minimum number of shares required to recover a
piece of information, m, is 8. The expected amount of
storage overhead due to replication in this database is
a factor of 10, which drops to 5 when 10° nodes are
destroyed.

Lemma 5. The probability of losing a single data
item in a network-embedded database that replicates
the shares of the siblings and that contains w data

items when Mg nodes are unavailable is less than

w Q binom(i;n1- e ™-M)/Ny,
i=0..m-1

Proof. See Appendix 5.

For the same example given above, this probability

can be calculated to be less than 10,

Both lemmas assume that the network is il
connected after the failure of Mg nodes and additional
link failures. However if the underlying network is
hierarchical or mostly hierarchical like the Internet,
then it is possible to bring the network and thus the
database down with much less effort. What these
numbers demonstrate is that the structure we propose
is fault tolerant and robust, and as long as the
underlying network can withstand the attacks and is
not the fallure mode, an embedded database will

prevail and will not be the failure mode.



5. Growing the networ k

In the models described in sections 3 and 4, the
location of the nodes and the data were mapped to
vertices of a graph of an interconnection network
using hash functions. When new nodes are added to
the network, the number of siblings at a given vertex
increases. However, increasing the number of
siblings increases the amount of replication and the
connectivity that must be maintained by the
neighbors. When the number of nodes in the network
reaches a critica value, the interconnection network
must be resized to reduce the amount of replication
and the number of neighbors that a node must
maintain connectivity. In an efficient network,
resizing the network should not cause any message
exchange in the network (either to create new
connections or to move data items stored in some
nodes to other nodes). We achieve this by modifying
the definitions of the hash functions and by using a
generalized de Bruijn graph. Most interconnection
networks including the original de Bruijn graph, its
extensions and generaizations, do not provide this
property. Network expansion methods investigated in
the literature propose methods that can be used to add
new nodes without requiring major updates in the
existing connections. However our requirements are
more strict:  such expansions should also not cause
any movement of the data items stored in the
database to other nodes. Even if asmall percentage of
the data items in a large database needs to be moved
in the VIN, the database may need to be locked for

very long periods.

De Bruijn graphs and their generalizations have been
extensively studied in the literature. See [20] and [21]
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for surveys. Here we define a new type of
generalization. We define a generalized de Bruijn
graph, B(d, k, t), with three parameters. For given
integersd® 2and k3 t3 1, we represent the vertices
of the B(d, k, t) by strings of length k. The vertex
(as--- a1, Aty ---
(841, ++»80 Ae1y--., Q) Where & T Zy is caled a
digit. Such a directed graph has d“ vertices with

, &) is adjacent to the vertices

diameter &/tuand in- and out-degree d'.

This new generdization and defining the hash
functions as follows allows us to scale the network
gracefully. ho=F¢*ohy, ohy, where h,;V ® Zyand

hy,: {(a, a mod dy]a T Zy} where M is a number

larger than the maximum number of nodes that can
be added to the network (e.g., a 128-bit value), i.e.,
the vertex id is first hashed to a large value and then
reduced to the order of the graph. Similarly hy, isaso

defined using two functions where the key is first
hashed to a large value and then reduced to the order
of the graph using a modulo operation. These
definitions allow us to change the parameters of the
de Bruijn network without any message exchange in

the network.

Method 1: B(d, k, t) ® B(d, k + 1, t). This is the
most important expansion for a large network, which
reduces the number of siblings and neighbors, thus
decreases the amount of replication and the number
of neighbors that each node must maintain
connectivity. Through this expansion, another digit is
added to the end of the string representation of each
vertex. This reduces the expected number of siblings
at each node by a factor of d. Thus the expected

number of neighbors is reduced by a factor of d. By



lemma 3, the amount of replication is also reduced by
afactor of d. The diameter either remains the same or
increases by one. The neighbors of a node after the
expansion is a subset of the neighbors it had before
the increase, i.e., ater such an expansion the nodes
just “forget” some of their old neighbors and there is
no need to establish connectivity with new neighbors.
Similarly the data items stored in a node after the
expansion is a subset of the data items it had stored
before the increase, i.e., after such an expansion the
nodes just “forget” some of the data items they used
to store and there is no need to move the dataitemsto

other nodes.

Method 2: B(d, k, t) ® B(d, k + 1, t + 1). Another
digit is added to the string representation of the
vertices. To guarantee no data item movement, this
expansion requirest 3 k/2. The new digit, pulled from
the unused portion of hy,, is added between the a2d

and (&/20+ 1)™ digits. The diameter of the network
is kept the same. The expected number of siblings at
each node is reduced by a factor of d. However the
expected number of neighbors is kept the same. The
amount of replication is reduced by afactor of d. This
is a very useful change when the network is till
small. This update does not require any data item

movement.

Method 3: B(d, k, t) ® B(2d, k, t). The number of
bits of the digit alphabet is increased by one. The
number of siblings is decreased by a factor of 2°. The
number of connections that a node maintains and the
amount of replication is decreased by a factor of 2.

F«* is changed to pull the new bit of each digit from
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the unused portion of th- This alows expansion

without any data movement.

Other types of updates that do not require data
movement are also possible (e.g., B(d, k, t) ® B(d,
2k, 2t); no restriction between k and t). However such
updates are less useful due to the very low granularity

of the updates.

6. Results and discussions

The research presented in this paper has also been
analyzed using a software smulation of the protocols
using a generdized de Bruijn graph. We only
simulated a binary de Bruijn graph (d = 2) because it

provides better granularity.

Figures 4 and 5 are both taken from simulations that
were started with k = 1 and t = 1, and both k and t
were incremented by 1 each time the ratio of the
number of nodes to the number of vertices (r) in the
VIN reached a set threshold as new nodes were
added. In Figure 4, the three plots selected as
representatives of the tests we performed show the
average route length for three different values of r.
Figure 5 represents a single case where r is 3. The
network contains sequentially generated node names
to aso take the performance of the hash functions
into account. In al cases, t was not incremented any
further after it reached 10, and only k kept on
increasing after that point. Average route lengths in
both figures were computed by statistical sampling.
We limited t to 10, because at t = 10 the in- and out-
degree of a vertex is 1024, which means each node
will  have to mantain connectivity with
approximately t¥ neighboring nodes. This represents

an amount of storage and communications overhead
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Figure 5: Average route length and standard deviation
that is assumed to be acceptable for atypical node on
anetwork like the Internet.

As shown in Figure 4, when r is high, the average
route length is approximately equal to the diameter of
the interconnection network, which 2 for up to 2%
nodes. For low values of r, due to the large number of
empty vertices, the average route length can be an
order of magnitude more than the diameter of the
interconnection network. However, using a high r
will result in a larger number of neighbors (e.g., an
average of 3000 vs. 200 neighbors for the 4 vs. 0.25

ratios).

In Figure 5, the plot shown is that of a nodes-to-
verticesratio of 3 as the threshold for incrementing k.
The error bars represent a range of +/- 1 standard
deviation for each data point. The standard deviation
declines up to the point where the average route
length exceeds 2. Thisis due to the fact that, since the
routing is done to a node that is known to exist (i.e.,
to a vertex that is not empty) and since the only hop
between the origin and the destination is a node that
is a direct neighbor of the originating node (and
therefore its existence can be checked by the
there

originating node), is no possbility for

average route length
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1000

Figure 4: Average route length in VIN

inefficient or unsuccessful routing. Starting with the
third hop, however, these uncertainties are introduced
into the routing behavior and the standard deviation

is maintained at a moderate amount.

The preliminary ssimulations indicated that the virtual
interconnection network (VIN) and the network-
embedded database (NED) presented here have
excellent fault-tolerance properties if the underlying
network has similar fault-tolerance. A NED that uses
a generdlized de Bruijn graph, B(2, k, t) can
accommodate 2' nodes. For example a NED with a
degree of approximately 1000 (t = 10) and a diameter
of two (k = 20) can accommodate approximately one
million nodes. A similar network with approximately
10" vertices could have an average diameter of just
five “virtua”

hops when populated with

approximately 10 nodes.

A diameter-0 VIN, where every node is a sibling of
every other node, provides a fully replicated route
trangation, which is equivalent to the old Internet
model where every computer had the IP address of
every other computer in the network. A NED based
on such a VIN replicates every data item at every

node.



A diameter-1 VIN, where every node is either a
neighbor or a sbling of every other node, aso
provides a fully replicated route trandation. A NED
based on such an interconnection network partitions
the database into D nodes. The performance of such a
NED is roughly equivalent to that of the client-server
architecture (CSA) with better robustness. The switch
from a diameter-0 VIN to diameter-1 VIN can occur
using the third method. Then the network should
continue to grow through alternating applications of

the first and second methods.

A diameter-2 VIN, where every node is at most two

“virtual” hops away, has roughly the same
performance as the name resolution strategy used in
current Internet (we assume there is no caching in
both models) with better robustness. The message
complexity of a NED based on such aVIN is at least
twice that of a CSA. The switch from a diameter-1
VIN to diameter-2 VIN can be done using the first
method. Then the network should continue to grow
through applications of the first method while

keeping the number of neighbors a constant.

A diameter-t VIN, where t > 2, requires more
messages than a CSA to route or to read a data item.
However a diameter-3 VIN can accommodate more
than 10° nodes if D=1000. With suitable replication
parameters, the number of nodes that must be
attacked or offline to bring down the entire network
or the database is more than 10® if the underlying
network can withstand such an attack. On the other
hand, a 1000-server CSA will be down if al 1000
servers were attacked. Also, even though such a NED
requires more messages than a CSA, the load on the
NED is evenly distributed. A diameter-t VIN (t > 2)
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can continue to grow through applications of the first
or third methods.

Thus, among the characteristics of a NED are
graceful scalability, robustness, lack of bottlenecks
and significant fault tolerance against natural faults

and malicious attacks.
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Appendix 1. Proof of Lemma 1

Proof. The probability that an interconnection vertex

has k vertices map to it through hp is

PN
proby = binomial(k, M, 1/N) = % .
Thus the probability that an interconnection vertex

has no vertices map to it through hp is

gé\gg(N - 1)M 1 .M
proby, = ngl- =9 pevN 5
NM N
é @

Appendix 2. Proof of Lemma 2
Proof. We can select M such that we expect
(probabilistically of course) that each vertex of the
interconnection network is full. This value can be
calculated by incrementaly filling the vertices of the
interconnection network. The first vertex has a
probability of 1 of mapping
interconnection vertex. The second vertex has a
probability of (N-1)/N. Thus, the second full vertex of

to an empty



the interconnection network will require N/(N-1)

vertices. To fill the i™ vertex, will require N/(N-i)

N
tries. Thus to fill all N vertices, Né 1 vertices must
i= |
be mapped. This formula can be approximated using
Euler's approximation for Harmonic sums as

1

1
Nlog. N+gN+=- —+... where 0.577 is
Y N 2 12N 9@

Euler's constant. For every value of N>5, the

approximation is bounded above by Nlog,(2N)

N
which implies Né} £ Nlog,(2N). Furthermore

i=1
1, N .
for every N, Ng T£éNlog.(2N)(Thus if
i=1
M3 Nlog,(2N), it's expected that al the vertices

in the interconnection network will have at least one

associated vertex. o]

Appendix 3. Proof of Lemma 3

The expected number of sblings in a network-
embedded database is M/N. Since each hash function
maps to a digtinct vertex in the interconnection
network, where each sibling receives a copy, the
number of vertices in the existing network that

receives a copy is nM/N. In IDA [10], the amount of

replication is (NM)/(Nm). o}

Appendix 4. Proof of Lemma 4

Proof: Each application of h¢ generates a random
sampling of n vertices in the interconnection
network. The probability of H, not mapping a vertex
in the existing network to any of these follows a
hypergeometric distribution, which is bounded by

1-n/N. Since there are M — M, vertices available, the
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probability of one dataitem being stored in k vertices
in the existing network follows a binominal
distribution prob, = binomial(k, M-Ms, n/N). Since
any m shares can be used to recover the dataitem, the
probability of not being able to find m shares follows
a cumulative binomial distribution. Since there are w

such independent trials, the fina probability is

1- &- & binom(i;M - M_,n/N)2 which s
e i=0.m-1 a

lessthanw & binom(i;M - M_,n/N). )

i=0..m-1

Appendix 5. Proof of Lemma5
Proof. When the shares of dblings are not
independent but replicated, the probability of losing a
data item is dependent on the probability of a vertex
in the interconnection network being empty. This
probability can be approximated as eI The
probability of losing one data item is approximately
equal to and bound by n repeated independent trials
(i.e., n hash functions) and not being able to find at
least m vertices in the interconnection network. The
probability of not being able to find at least m
vertices in the interconnection network for w data
itemsis:

1- gi Q binom(i;n1- e“M‘MS)/N)Q which is
€ i=0.m-1 [}

awayslessthanw Q binom(i;n1- e ™ M/N) 5
i=0..m-1



