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Abstract. The parameterized verification of concurrent algorithnt@notocols
has been addressed by a variety of recent methods. Expesgbows that there is
a trade-off between techniques which are widely applicabtedepend on non-
trivial human guidance, and fully automated approacheshvhie tailored for
narrow classes of applications. In this spectrum, we pregosew framework
based on environment abstraction which exhibits a largesgenf automation and
can be easily adjusted to different fields of applicationt @aproach is based on
two insights: First, we argue that natural abstractionséorcurrent software are
derived from the “Ptolemaic” perspective of a human enging® focuses on a
single reference process. For this class of abstractionglemonstrate soundness
of abstraction under very general assumptions. Second,pratscols in given a
class of protocols — for instance, cache coherence pratacml mutual exclusion
protocols — can be modeled by small sets of high level compatatements.
These two insights allow to us efficiently build precise abstmodels for given
protocols which can then be model checked. We demonstratpdWer of our
method by applying it to various well known classes of protsc

1 Introduction

In many areas of system engineering, distributed concuo@mputation has be-
come an essential design principle. For instance, the @igrs on an automobile have
to be necessarily distributed. Further, in fundamentasli&e chip design, distributed
computation often offers the best way to increased perfooma Protocols like cache
coherence protocols, mutual exclusion protocols, synmihation protocols form the
bedrock on which these distributed systems are built. Expee has shown however
that designing such protocols correctly is a non-trivigktéor human engineers and
should be supported by computer-aided verification methatisough non-rigorous
verification techniques such as testing are very effectviind many obvious errors,
they cannot explore all interleaving behaviors, and maysmsisbtle errors. Conse-
quently, rigorous formal verification techniques are ipdissable in ensuring the cor-
rectness of such protocols.

Important classes of distributed protocols are desigradmetrically i.e., for an
unlimited number of concurrent processes. For exampléecasherence protocols are
designed to be correct independently of the exact numbeaaifes. Verifying a proto-
col parametrically is however difficult, and is known to bedenidable [24]. Nonethe-
less, parameterized verification has received consideedt#ntion in the recent years.



Parameterized verification of cache coherence protocalpigssing problems for the
hardware industry has been considered by [9, 15, 4, 2, 1G3them important class of
protocol that has been widely studied is mutual exclusiatqaols [16,12, 1, 19].

The approaches by McMillan [15], Chou et al. [4], which haezb successfully
applied to industrial-strength cache coherence protaegisire significant human guid-
ance during verification. On the other hand, researchers hat'been able to apply
largely automatic methods like the ones by Lahiri et al [12] #nueli et al [19, 1] to
large protocols. Thus, while the ideal is to have a singlematic method to handle the
whole class of real life protocols, it has come to be acceftatiany practically useful
tool will involve some human intervention. The goal thendasrtinimize the amount of
effort and ingenuity required to guide a verification tootsessfully. In this paper, we
are proposing a framework that addresses this issue.

Our method is built around two insights which we describehia following sub-
sections: (1) humans tend to reason about distributedragsteom the “Ptolemaic”
viewpoint of an individual process, and (2) natural classfgsotocols can be captured
by a small number of high level compound statements. Condbithese two insights
lead to an abstraction framework which accounts for theifipgof distributed systems
and can be easily adjusted to different classes of protocols

Ptolemaic System Analysis.The success story of the Ptolemaic system (in which the
sun orbits the earth) over many centuries reveals an ineatoning principle which
the human mind applies to complex systems: we tend to imagimgplex systems with
the human observer in the center. Although this Ptolemaigtian is often wrong for
the systems we encounter in nature, it is naturally buiti the systems weonstruct.

Let us look more closely at the case of concurrent systemsn@the construction
of such a system, the programmer arguably imagines hingliénghe position of one
reference processround which the other processes — which constthéenvironment
—evolve. In fact, we usually consider a program to be welttemiwhen its correctness
can be intuitively understood from the Ptolemaic viewpaiha single process. Thus,
an abstract model that reflects the viewpoint of a referemoegss is likely to con-
tain sufficient information for asserting system correstnéhe goal of environment
abstraction is to put this intuition into a formal and preatly useful framework.

Our concrete models are concurrent parameterized systemese the number of
processes is the parameter, and all processes executeth@szmram. We writd (K)
to denote a system with” > 1 processes. Thus, the formal verification question is

VK > 1.P(K) E Vz.o(x)

whereVzp(z) is an indexed temporal logic specification [3].

Each abstract state in our framework can be described byraufatA(z) wherez
stands for the process chosen to act as the reference probesabstract staté\(x)
will contain (i) a detailed description of the internal staif process: and (ii) a con-
cise abstract description ofs environmentonsisting of other processes. Talestract
transition relationis defined by a new form of existential abstraction which dffies
over the parametdt and the variable: If some concrete systefd(K') has a procegs
and a transition from statg to s, such thatA; (p) holds in states;, and Az (p) hols in



stateso, then we include a transition from; (x) to As(x) in the abstract model. Thus,
every abstract transition is induced by a concrete tramsiti some concrete model
P(K). Note thatA, () and Ay (z) have to satisfy the sanprocess before and after
the transition, i.e., the Ptolemaic reference point doé€hange during a transition.

The main mathematical contribution of this paper is a soesdmnesult which shows
that for a suitably chosen language of descriptids), environment abstraction pre-
serves universally quantified indexed temporal logic djpations, see Section 4. The
requirements for choosing th&(z) are quite general: first, each concrete situation has
to be covered by at least on#&(x) (coveragg, and second, the\(z) have to be suf-
ficiently expressive to imply truth or falsity of atomic spfézations ¢-completenegs
Our soundness result naturally carries over to the case hbijpteureference processes.

While this definition of the abstract model reflects our ititwi about distributed
system design and ensures soundness of our approach, &aidychot operational.
Since the parametédf is unbounded, it is often not possible to compute the altstrac
transition relation exactly. It is here that our secondghsicomes into play.

Abstraction Templates for Compound Statements. The communication and co-
ordination mechanisms between the processes in a digtdisysstem are usually con-
fined to a few basic patterns characteristic for each sysgpm Thus, when we focus
on a particular class of protocols like cache coherenceopots or mutual exclusion

protocols, the protocols in that class can be describedrimst®f a small number of

compoundtransactions or statements. For example, to describe catierence pro-

tocols we need at most six compound statements [25], to idestiutex protocols we

need only two statements [6, 25], and to describe semaplagedtalgorithms, we just
need a single statement, cf. Sections 4 and 5.

This insight allows us to approximate the abstract tramsitelation for a given pa-
rameterized system in an efficient manner. We know that afisitions of the system
fall under a few high level compound statements. From theg#rtonstruction prin-
ciple for Ptolemaic environment abstraction we also knogvdtiucture of the abstract
domain. Thusfor each of these high level communication statements, wegaaide
an abstraction templatélechnically, we describe this abstraction template imteof
an abstract transition invariant, i.e., a formula expregshe relationship between the
variables for the current abstract state and the next albstate. Note that this invariant
is given in a generic fashion, independently of the protatethich it is used. For each
concrete statement, we just have to plug in the specific peteasof that transition into
the template invariant. Thus, the template invariants havge written only once for
each statement type. Since there are only a small numbeartdition statements for
each class of protocols, writing the abstract templateriangs is usually easy.

Tool Flow of the Environment Abstraction Framework . Once the compound state-
ments for a protocol class are integrated in the framewbgktdol flow is as follows:

1. Theuserdescribes?(K) as a program in terms of the compound statements.

2. Theuserwrites an indexed specificatiofr.(x).

3. Theabstraction tookkomputes the abstract modet* from the protocol description.
In our prototype implementation, this abstract model iSdV model.

4. A model checkewerifies PA = ¢(x). Note that inP4, z is interpreted as the



reference process. R4 = o(z), thenvz.o(x) holds for allP(K), K > 1. Otherwise,
the model checker outputs an abstract counterexamplerttiefuanalysis.

Structure of the Paperin Section 3, we describe the environment abstraction frame
work in a rigorous and general way. In Section 4, we applyremment abstraction to
the semaphore based mutual exclusion algorithms by Cawetail. [8].In Section 5 we
survey our experiences with other classes of protocols.

2 Related Work

In previous work, we used a specific instance of environmbatraction for the
verification of the Bakery procotol and Szymanski's aldurit[6]. Although our pa-
per [6] contains several seminal ideas about environmestitaaddion, it is very different
in scope and generality. In particular, the methods in [8]tailored towards a specific
application and a hardwired set of specifications, withaggiaeral soundness result.

The method of counter abstraction [19] inspired our apgipaod can be seen
as a specific, but limited form of environment abstractiowidible invariants [18, 1]
provide another novel method for verifying parameterizedems. Both these methods
are restricted to systems without unbounded integer Viasab

The Indexed Predicates method [12, 13] is similar to predia@straction with the
crucial difference that predicates can contain free indeiables (variables that range
over process indices). These indexed predicates are usedstruct complex (univer-
sally) quantified invariants for parameterized systeme. dltstract descriptions used in
our abstraction are Indexed Predicates in that they cofriaérindex variables. But the
similarity ends there. While we build an abstract transitielation over these descrip-
tions, in the Indexed Predicates method they don't have atraadi transition relation.
They only have an abstract reachability relation, whichc8es what set of abstract
states can one reach starting from another set of abstedes st

The series of papers [14-16, 4] by McMillan and Chou et atomficed an impor-
tant and successful approach for parameterized verifitaticthis approach, which is
based on circular compositional reasoning, a model cheskesed as a proof assistant
to carry out parameterized verification. The user howevstthe burden of coming up
with non-interferencédemmas [15] which can be non-trivial and require deep under-
standing of the protocol under verification.

The TVLA method proposed by Reps et al. [27, 20, 26] is an absinterpretation
based approach for for shape analysis, and also verificattsafety properties of multi-
threaded systems. TVLA is widely applicable, and uses fideological structures as
the abstract domain. TVLA's canonical abstraction is a galimtion of predicate ab-
straction similar in spirit to the description formulas inve@onment abstraction. To
make verification of unbounded systems possible, TLVA usesnsarization, which
is related to the idea of counting abstraction. While sunima#ion of similar objects
is a powerful feature that lets TVLA deal with unbounded sgs, it is sometimes
necessary to track in detail one object, sayseparately from other objects, ..., o,
even though they may have tkame propertiesTVLA therefore uses special unary
predicates, callethstrumentatiorpredicates to select some particular object as a spe-
cial object. At first sight, it might seem that instrumertatpredicates can be used to



simulate our notion of a reference process, but this is ret#se: The only property
distinguishing a reference process from other processesrisystem is its id. Thus,

if we use instrumentation predicates to simulate the natice reference process, the
predicates will have to refer to the process id’s. This mélagisonce a reference process
is chosen by instrumentation predicates, it cannot chalogeg a trace. In environment
abstraction, however, the identity of the process thatesesg the reference process may
change with each abstract transition. Thus, the notion eference process, which is
crucial to our approach, is inherently different from instrentation predicates.

Recent work on parameterized verification includes [11T#E former paper [11]
proposes a method to find network invariants using finiteraata learning algorithms
due to Angluin and Beirmann. The latter [7] use a new commigtirocedure to strengthen
split invariants. While parameterized verification is rtw primary aim, their method
is able to produce parameterized proofs for protocols likeBakery protocol.

3 A Generic Framework for Environment Abstraction

3.1 System Model

We consider parameterized concurrent systéti&’), where the parametdd’ > 2
denotes the number of replicated processes. The processgistinguished by unique
indices in{1,..., K} which serve as process id’s. Each process executes the same
program which has access to its procigsdNe do not make any specific assumptions
about the processes, in particular we do not require thera finlte state processes.

Consider a systen?(K) with a setSy of states. Each state € Sk contains
the entire state information for each of th& concurrent processes, i.e.js a vector
(s1,...,8K). Technically,P(K) is a Kripke structuré Sy, Ik, Rx, L) wherelg is
the set of initial states anBx is the transition relation. We will discuss the labeling
L for the states irb i below.

It is easy to extend our framework to parameterized systehishacontain one or
severalnon-replicated processeas addition. In this case, the stateswill be vectors
(s1,-..,SK,t1,...,tconst) Where thet; are the states of the non-replicated processes.
In the following exposition, we will for simplicity omit tisi easy extension.

3.2 Ptolemaic Specifications

The change of focus brought upon by environment abstraatiost visibly affects the
specification language: We use a variation of indexed ACWhere the atomic formu-
las are able to express not only properties of individuatesses, but also properties
of processes in the environment. In our practical examihesfollowing two atomic
formulas (where: is a constant value) have been most relevant:

Formula | Meaning
pclx] = ¢ | the program counter of processr has valuec
¢ € env(x)| there is a process) # x with program counter value ¢
“The environmenbf x contains a process with program counter vaille




In this language, we can specify mutual exclusion
Vz. AG (pcfz] =5 — —(5 € env(z)))

and many other important properties with a single quantifiethat ranges over the
processes in the system. Intuitively, this is the reason av/kingle reference process
in the abstract model is able to assert correctness of thafispéon. Below we will
discuss what properties are expressible with a single digant

3.3 Environment Abstraction

Our examples of atomic formulas motivate the constructibthe abstract model: At
each state, we must be able to assert the truth or falsityeofaitbmic propositions
pc[z] = cande € env(z). Consequently, the expressignsz] = ¢ andc € env(z)
are used afabelsin the abstract model. We will writé, to denote the finite set of
atomic formulas, and will call themabelsfurther on. Note thal, can contain formulas
different from the two examples mentioned above.

The states of the abstract model are formuld$z) (called “descriptions”) which
describe properties of processand its environment. Similar to the atomic labels, the
A(z) also have a free variable referring to the reference prodessontrast to the
atomic labels, however, the descriptions will usually blatreely large and intricate
formulas which give a quite detailed picture of the globaleyn state from the point of
view of reference process Intuitively, an abstract staté (z) represents all concrete
system states where some progesatisfiesA(p). In our running example, the simplest
natural choice for the abstract states are descriptiortsedirm

pelz] =c A (N By #zpclyl =i) A (N ~Fy # zpely] =)
€A icenv(x) ieb —(i€env(z))

wherec is a program counter position, antlUB is a partition of all program counter
positions. (Note that this simple base case is a form of @aiistraction; the descrip-
tions we use in applications are often much richer — depegatirthe complexity of the
problem.) Intuitively, this description says tH#te reference process is in program
counter locatione, and the set of program counter locations of the other proses in
the system is1”. Since these formulas all belong to a simple syntactic cibisseasy to
identify A(x) with a tuple, as usually in predicate abstraction, for instgdc, A, B). In
the logical framework of this section, it is more natural iew descriptions as formulas.
In the applications, however, we will usually prefer an aygpiate tuple notation.

In the rest of this section, we will assume that we have a fii@t set of descrip-
tions D which constitute the abstract state space.

Soundness Requirements for Labels and DescriptionsGiven a label or description
o(x), we writes = ¢(c) to express that in state process: has propertyy. We next
describe two requirements on the $&bf descriptions and the sétof labels to make
them useful as building blocks for the abstract model.



1. Coverage.For each systen?(K), each state in Sx and each processthere is
some descriptioz\(z) € D which describes the properties®fi.e.,

s E Ale).

In other words, every concrete situation is reflected by sabstract state.
2. Relative Completeness (r-completenessiror each descriptiomd(z) € D and
each label(z) € L it holds that either

Ax) — I(x) or Ax) — —l(z).

In other words, the descriptions i contain enough information about a process
to conclude whether a label holds true for this process arTtw r-completeness
property enables us to give natural labels to each stateeddltistract system: An
abstract state\(x) has label(z) if A(z) — I(x).

Description of the Abstract SystemP#. Given two setsD andL of descriptions and
labels which satisfy the two criterizoverageandr-completenesghe abstract system
P4 is a Kripke structure

(D, I*, R4, L?)
where each\(z) € D has alabel(z) € L if A(z) — I(2),i.e.,LA(A(x)) = {i(z) :
A(z) — I(c)}. Before we describé4 and R4, we state the following lemma about
preservation of labels which motivates our definition ofalhstraction function below:

Lemma 1. Suppose that = A(c). Then the concrete statehas labell(c) iff the
abstract stateA(x) has labell(x).

Definition 1. Given a concrete stateand a process, the abstraction of with refer-
ence processis given by the set.(s) = {A(z) € D : s = A(¢)}.

Remark 1.(i) The coverage requirement guaranteesthat) is always non-empty. (ii)

If the A(x) are mutually exclusive, them.(s) always contains exactly one description
A(z). (iii) Two processeg, d of the same state will in general give rise to different
abstractions, i.eq.(s) = aq4(s) is, in general, not true.

Now we define theransition relationof the abstract system by a variation of exis-
tential abstractionR” contains a transition betweety () and A, (x) if there exist a
concrete systen?(K), two states, s and a process such that

1. Ay(z) € a,(s1) [or, equivalentlys; = Ai(r) ]
2. As(x) € ap(s2) [or, equivalently so = Aa(r) ]
3. thereis a transition fromy to s, in P(K), i.e.,(s1, $2) € Rk.

We note three important properties of this definition:

(a) We existentially quantify oveK’, si, sz, andr. This is different from standard
existential abstraction where we only quantify owerss. For fixed K andr, our
definition is essentially equivalent to existential absian. The only difference is
the obvious change in the labels: the concrete structurtabets of the forni(c),
while the abstract structure has labels of the fom).



(b) SinceA;(z) € a,(s1) and Ay(z) € a,(s2), both abstractiong\; and A, use
the same process Thus, the Ptolemaic viewpoint of the reference processis n
changed in the transition.

(c) The process which is active in the transition fremto s can be any process in
P(K), it does not have to be

Finally, the sef 4 of abstract initial states is the union of the abstractidm®acrete
states, i.e.A(z) € I if there exists a syster?(K ) with states € Ixc and process
such thatA(z) € a,(s).

For environment abstractions that satisfy coverage aminpteteness we have the
following general soundness theorem that we will prove ictida A.

Theorem 1 (Soundness of Environment Abstraction)Let P(K') be a parameterized
system and®# be its abstraction as described above. Then for single iedebCT L*
specification¥z.o(x), the following holds:

PA = o(x) implies VK.P(K) = Va.po(x).
A generalization to multiple reference process is desdrib&ection A.3.

3.4 Trade-Off between Expressivity of Labels and Number of hdex Variables

In this section, we discuss how a well-chosen set of labalften makes it possible to
use asingleindex variable. The Ptolemaic system view explains why wease find
more thantwo indices in practical specifications: When we specify a systee tend
to track propertiesur process has in relation to other processes in the systenat@ne
time. Thus, double-indexed specifications of the fatm=#£ y.(z, y) often suffice to
express the specifications of interest. Properties inaglthireeor more processes at a
time are rare, as they consider triangles of processes aird¢lationships. (Note how-
ever that our method can, in principle, handle an arbitranpiner of index variables,
cf. Section A.3.)

Let us return to our example specification. Mathematically,can write this for-
mula in three ways:

(1) Vz,y.x #y — AG (pc[z] = 5) — (pcly] # 5)

(2) V2.AG (pclz] =5) — ~(Jy # z.pcly] = 5)

(3) V2.AG (pclz] =5) — —(5 € env(z))

Going from (1) to (3) we see that the universal quantifiedisgributedover AG
andhiddeninside the labeb € env(z). The Ptolemaic viewpoint again explains why
such situations are likely to happen: In many specificatiares consideour process
along the time axis, but only at each individual time poing, @valuate its relationship
to other processes; thusgaantification scope inside the temporal operagoffices.

Formally, it is easy to see (and explained in more detail icti6a B) that the trans-
lation from (1) to (3) depends on the distributivity of con@ition overAG(a — ()
with respecttd?, i.e.,AG(a — (pAv)) is equivalent tAAG (o — ) AAG(a — ).
We give a syntactic characterization of formulas with thisgerty in Section B of the
appendix. This characterization was obtained in previook\21-23] in the context
of temporal logic query languages.



4 Verification of the Reader and Writer Algorithms

In this section we apply our framework to two classical selnoap based distributed
algorithms by Courtois et al. [8]. The algorithms ensureumabexclusion of multiple
concurrenteadersandwriters. To our knowledge, these algorithms —which were posed
as challenge problems to us by Peter O’'Hearn [17] — have reat berified parametri-
cally. Figure 1 shows the code for a reader process in theaimapthe two algorithms.

L1: P(mutex) L6: P(mutex)
L2: readcount := readcount + 1 L7: readcount := readcount - 1
L3: if readcount = 1 then P(w) L8: if readcount = 0 then V(w)
L4: V(mutex) L9: V(mutex)

L5: *** reading is performed ****

Fig. 1. The Reader Algorithm
We first give a single compound statement that suffices taithesihe semaphore based
algorithms. Then we introduce an appropriate abstractlemmvariant, and show how
to verify the two algorithms in practice.This relativelyrgile example should illustrate
all the ingredients that go into our method and demonstn@ease of application.

Compound Statement for Semaphore Based Algorithms. A semaphore is a low-
level hardware or OS construct for ensuring mutual excludy design, a semaphore
variable can be accessed by only one process at any givenTimebasic operations
on a semaphore variableare P(w), whichacquiresthe semaphore, an@l(w), which
releaseghe semaphore.

We model a semaphore as a boolean variable, that can be accessed by all
processes. The acquire and release actitns) and R(w) are modeled by setting,
to 1 and O respectively. A semaphore based algorithm\h&dentical local processes
corresponding to the readers and writers. Readers andrsvdtenot have the same
code but we can create a union of the two syntactically toiolataingle larger process
with two possible start states; depending on which stath@sen as the start state
the compound process either acts as a reader or as a writestate space of each
local process is finite. Instead of having multiple localiabtes, we will assume for
simplicity there is only one local variabje per process.

In addition to the local processes there is one central geace The central pro-
cess essentially consists of the shared variables, ingdutie boolean variables used to
model the semaphores. As with the local processes, we rdalllupe variables of the
central process into a single variabtg.,, for the sake of simplicity. Note that.., can
be an unbounded variable. We will denote the parameterizgtdra byP(N).

The reader and writer algorithms of [8] have three diffetgpes of transitions:

1. A simple transition by a local process. For example, thedition at_5 in Figure 1.
2. Alocal transition conditioned on acquiring or releasingemaphore, e.@.1, L4.
3. Atransition in which a process modifies a shared variabtg, L2, L7.

All three types of transitions can be guarded by a conditiothe central variables.



The three types of transitions can be modeled using the contpstatement

pc= Ly :if stcen = C1 then gotosteen = f(Steen) A pc = Lo
else gotostcen = g(Steen) A pc = L.

The semantics of this statement is intuitive: if the localgass is in control locatioh ,

it checks if thecentral processs in stateC; . In this case, it modifies the central process
to a new statef (st.en) (Wheref is a function, see below) and goesitg. Otherwise,
the central process is modified §@st..,,) and the local process goeskg.

In the semaphore algorithms we consider, the functjgmsare simple linear func-
tions. For instance, in the transitidi® : readcount := readcount + 1 of Figure 1 the
new value for the central variableadcount is a linear function of the previous value.

Appendix?? presents the two algorithms from [8] in our input language.éxam-
ple, the semaphore acquire action atin Figure 1 can be modelled as

pc = Ly : if byuter = 0then gotob,,yier = 1 A pcl = Lo elsepe = Ly

Abstract Domain. Our description formulag\(z) are very similar to the example of
Section 3, except for an additional conjuntt,,,:

pel] =pe A (N 3y #wpelyl =i) A (\ Ty # zpely] = i) A Acen

i€A i€EB

Here, A, is a predicate which describes properties of the centralge® analogous
to classical predicate abstraction. Since the centralgaodoes not depend on the ref-
erence process, the formulad.., does not contain the free variahle

The structure ofA.., is automatically extracted from the program code. For in-
stance, for the program of Figure A..,, describes the semaphore variahlesnutex
and the two predicatesadcount = 0 andreadcount = 1. Thus,A.., has the form

[-]lw A [F)mutex A [-](readcount = 0) A [-](readcount = 1).

Here,[—] stands for a possibly negated subformula. We wilte, to denote the set of
all theseA..., formulas; in our example).., has2* = 16 elements.

As argued above, it is more convenient in the applicatiordecribe an abstract
stateA(z) as a tuple. Specifically, we will use the tuple

<pcvela <.y €En, Accn>

to describe an abstract stat€x). Intuitively, pc refers to the control location of the
reference process, antl.., is the predicate abstraction for the central process. Tise bi
e; describe the presence of an environment process in coatations, i.e.,e; is 1 if

i € A. (Equivalentlye; is 1if A(z) — i € env(x).)

We note that the abstract descriptiaAéz) and the corresponding tuples can be
constructed automatically and syntactically from the pcot code. Since our labels of
interest are of the formc[x] = c andc € env(x), it is easy to see that ttemverageand
r-completenesproperties are satisfied by construction.
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Abstraction Template Invariants. To describe the abstract template invariant, we will
consider two cases: (i) the executing process is the referprocess and (ii) the exe-
cuting process is an environment process. For both casewjlixdescribe a suitable
abstract invariant, and take their disjunction. Recallgbeeral form
pc= Ly :if stcen = C1 then gotosteen = f(Steen) A pc = Lo
else gotostcen = g(Steen) A pc = Ls.
of the compound statement. We will give an invariant for theteact transition

<pcaelv"'aen7ACcn> to <pcl,811,... 6’ A/

e n? CCI]>

Case 1: Reference Process Executifige invariantl,. in this case is

pc=1L; A (1)
[(C1 | Acen A ALy, € £(Acen) APC’ = La) \/ (2)
(Cl F’é Acen) A A/Cen € g(Acen) A pC/ = L3)] (3)

Condition (1) says that the reference process is at cordoaltion L,. Condition (2)
corresponds to ththen branch: it says that the central process is approximateeé to b
in stateC1; in the next state, the reference process is in control ilmedt, and the
new approximation of the central process is non-detertigaity picked from the set
f(Acen)- As usually in predicate abstractidhis an over-approximation of functioft

f(Accn) = {Aéen € Dccn | EIStccn- Steen ': Accn and f(Stccn) ': Aéen}

Usually the operations on variables in a protocol are notencomplicated than simple

linear operations; consequently, the predicates invalvedir environment abstraction

are simple, too. Therefore, computifigs trivial with standard decision procedures.
Condition (3), which corresponds to teésebranch, is similar to condition (2).

Case 2: Environment Process Executifithe invariantl.,,, in this case is

€L, = 1A (4)
[(Cl F Acen A Alen, € £(Acen) A ele =1) \/ (5)
(Ol l;& ACCU) A A::en € g(ACCU) A e/Lg = 1)] (6)

Condition (4) says that some environment process is in ablaitation ;). Condition
(5) is similar to Condition (2) oCase labove, with the exception thaf = 1 forces
a process in the environment to go to location Condition (6) is analogous to (5).

The invariant/ for the compound statement is the disjunctiog I, V Iy, of the
invariants in the two cases. Given a protocol with compouatements:sy, ..., cs,
we first find invariantd (cs1), . .., I(csy,) by plugging in the concrete parameters of
each statement into the template invarianthe disjunction of these individual invari-
ants gives us the abstract transition relation.

We denote the abstract system obtained from the templaaeiamt asP< and the
abstract system obtained from the definition of environnadastraction byP#. Our
construction is a natural over-approximation/f:

Fact 1 Every state transition frona\(z) to A’(x) in P4 also occurs inP< .

11



Practical Application. For our experiments, we already had a prototype implemen-
tation of environment abstraction to deal with cache camegeand mutual exclusion
protocols. We added new procedures to allow our tool to ragutdtocols using the
new compound statement and to perform automatic abstragtithe protocol, as de-
scribed in the previous section.

The procedure to compute next values far.,,, i.e., f(Acen ), was handled by an
internal decision procedure. (This is a carry over from aevus work with environ-
ment abstraction. In hindsight, calling an external decigirocedure is a better option).
Our tool, written in Java, takes less than a second to findlikact models given the
concrete protocol descriptions. We use Cadence SMV toyrf abstract model.

For both algorithms shown in Appendix C, we verified the safgbperty

Va # y.AG(pc[z] € {LR,LW} — —LW € env(x))

whereL R and LW are the program locations for reading and writing respebtiv

Ouir first attempt to verify the protocol produced a spuriousterexample. To un-
derstand the reason for this counterexample, considerrtteqnl shown in Figure 1.
Each time a reader enters the section between lirieand L7, readcount is incre-
mented. When a reader exits the sectiagadcount is decremented. The semaphare
which controls a writer’s access to the critical sectionelsased only whereadcount =
0 and this happens only when no reader is between fu3eand L7. Our abstract model
tracks only the predicateeadcount = 0. The decrement operation on readcountin line
L7 is abstracted to a non-deterministic choice o\&rl } for the value of the predicate
(readcount = 0). Thus, the predicate can become true (i.e., take vBl@ayen when
there are readers between lingsand L7 and this leads to the spurious counter exam-
ple. To eliminate this spurious counterexample we make figeednvariant

pelz] € [L3..L7] — readcount # 0

This invariants essentially says that for a process betleesl3 and L7, readcount
has to be non-zero. We abstract this invariant into two iaves

pc € [L3..L7] — —(readcount = 0) and ( \/ .er,) — = (readcount = 0).
Le[L3..L7)

for the reference process and the environment respecti@elystraining the abstract
model with these two invariants, we are able to prove thetgafi®perty. The model
checking time is less than a minute for both semaphore algosi.

There still remains an important questi¢tiow do we know that the invariant added
to the abstract model is trueRirst, we note that the invariant is a local invariant in
that it refers only to one process and it is quite easy to ecmeviourselves that it
holds. To prove formally that the invariant holds, we prates follows: We can on
the original abstract modehnd for the reference process thefz] € [L3..L7] —
—(readcount = 0). Then we can conclude by soundness of our abstraction tthe¢éh
Vx.pclz] € [L3..L7] — —(readcount = 0), and thus we can safely add the invariant.

Running SMV on the original model indeed establishes thelsbtor invariant.
Thus, we are justified in adding the invariant as an assumtigoroving the safety
property. Note that this approach is close in spirit to agdion-interferencéemmas,
as described by McMillan and Chou et al. [15, 4].

12



5 Survey of Other Environment Abstraction Applications

In this section, we survey other, more involved applicatiaf the environment
abstraction principle. For a more detailed discussion ek¢happlications, we refer
the reader to Talupur’s thesis [25], and our predecessarfép

Mutual Exclusion Protocols. In [6], we have shown how to verify mutual exclu-
sion protocols such as the Bakery protocol and Szymandgisithm. To model such
mutual exclusion protocols we need two compound statemeatsely,guarded tran-
sitionsandupdate transitions

Guarded Transition

pc = Li : if Votr # x.G(x, otr) then gotopc = L else gotopc = L3
Semanticsin control locationL, the process evaluates the guard and changes to contrgl loca
tion Ly or Ls accordingly.

Update Transition

pc = Ly : forall otr # = if 7 (x,otr) then uy := p(otr) gotopc = Lo
SemanticsAt location L4, the process scans over all other processeso check if formula
T (z,otr) is true. In this case, the process changes the value of ds/deatibleus, according tp
ug, := (otr). Finally, the process changes to location

These compound statements are more complex than in Secfidredbstract do-
main is also more complex, because each process can havwendgubdata variables. To
account for these variables, the descriptiak(g:) includeinter-predicates! P;(z,y),
i.e., predicates that span multiple processes [6]. Thes\{lx) have the form

pefz] =c¢ A /\Hy # x.pcly] =i A IPj(z,y) A /\ﬁﬂy # x.pcly] =i A IPj(z,y)
(4,5)€EA (i,5)€B

for suitableA and B. The inter-predicates are automatically picked from tregpam
code. For example, a typical inter-predicate for Bakersfi$ > t[y], which says that
the ticket variable of processis greater than the ticket variable of procgss

The abstraction templates for this language are quite weehlproviding a quite
precise abstract semantics which is necessary for thisgubtlass. While [6] assumed
that the compound statements are atomic, we later imprdwedhstraction to verify
the mutex property of Bakery without this assumption. Weedef full discussion of
these results to a future publication, and refer the read@].

Cache Coherence ProtocolsFor cache coherence protocols we require six compound
statements. Like semaphore based protocols, cache cobesgstems also have a cen-
tral process. The replicated processes, i.e., the cachesvery simple behaviors, and
essentially move from one control location to another. Thimodeled by the trivial
local transitionpc = L1 : goto pc = Ls. Unlike semaphore based protocols, the di-
rectory (central process) can exhibit complex behavia, laas pointer variables and
set variables referring to caches. The compound statemethief directory has the form

guard: do actionsA;, As, .., Ag
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whereA,, ..., A, arebasic actionsandguardis a condition on the directory’s control
location and its pointer and set variables. The basic asfjfehose description is sum-
marized in Appendix D) comprisgoto, assign add, remove pick andremoteactions.

The descriptiong\(z) used for cache coherence are similar to those of Section 4,
but owing to the complexity of the directory procesk,.,, is more elaborate than in the
semaphore case. We have used this framework to verify therenbe property of sev-
eral versions of German’s protocol and a simplified versiothe Flash protocol [25].

Our experiments with the original Flash protocol showed tiha abstract model we
generate can become very large. The reason of course isrti®faletail in which the
abstract model tracks the concrete executions: The abdiacriptions are constructed
by pickingall control conditions that appear in the protocol code.

There is a promising approach to alleviate this problemegud of building the best
possible abstract model we can build a coarser model whiatefivee using the circular
reasoning scheme of [14, 15, 4]. We have already used a ddcrteof this method in
dealing with semaphore based algorithms. Such a hybridappmpromises to combine
the strengths of our approach and the circular reasoningpapb in [14, 4].

6 Conclusion

Environment abstraction provides a uniform platform fdfetent types of param-
eterized systems. To adjust our tool to a new class of prégpae have to identify the
compound statements for that class. The abstract domaistasned syntactically by
collecting and combining the predicates from the protocalec Then we describe the
actions of compound statements in terms of this abstractdoihis task requires in-
genuity, but is a one time task. Once a 'library’ for a claspritocols is built, it can be
used to verify any protocol in the class automatically ohwitinimum user guidance.

Let us address some common questions we have encountered.

Human involvement present in too many plac@$@ end user who applies our tool to a
specific protocol can be different from the verification exagir who builds the library.
To verify a protocol, the user has to know only the compouatestents; providing the
abstract template invariants is the task of the tool builder

Correctness of the abstract template invariant$His question is not much different
from asking how we know that a source code model checker i®corlt is easier
to convince ourselves of the correctness of a small numbelecofarative transition
invariants than to reason about a huge piece of softwareutimd work, we plan to
investigate formal methods to ensure correctness of thesatisn.

Scope for abstraction refinemen¥/?hile this is not in the scope of the current paper,
there are many ways of refining our abstract model. In pdaicwe can (i) enrich the
environment predicates to count the number of processeséntain environment, (ii)
increase the number of reference processes, and (iii)retireeA(x) descriptions by
additional predicates. This is also a natural part of ourritvork.

We believe that the different applications of environmergteaction have demon-
strated that this approach is working well in practice foridewange of distributed
protocols. We plan to apply our method to real time systenddiame triggered systems
to further illustrate this point.
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APPENDIX

A Soundness

In this section, we give a proof of Theorem 1. Before we giwethoof of the soundness
theorem we introduce a variant of simulation to simplify glresentation.

A.1 Simulation Modulo Renaming

In the classical approach to abstraction in model checldhge establishes a simu-
lation relation between the concrete model and its abs&bradBy definition, the sim-
ulation relation requires that the labels of the concretdehare a subset of the labels
of the abstract Kripke structure. (Some authors even redbat both structures have
the same set of labels.) In our context, however, the defimdf Section 2 says that the
abstract Kripke structure always has labels of the fofm), for examplepc[x] = 5,
while the concrete Kripke structures have labels of the fifenwherec is a process id,
for examplepc[2] = 5. Thus, we need a more flexible notion of simulation, where we
can systematically rename the labels in one Kripke stredtmmatch the labels in the
other one. In this way, we obtain a simple variation of thesieal abstraction theorem.
Below we give the formal definition.

Given a fixed process, we write P.(K) to denote the Kripke structure obtained
from P(K) whereL is restricted tanly those labels which refer to processThus,
P.(K) is labeled only withc-labels.

Fact 2 Letcbe a process ilP(K), andy(z) be a temporal formula over atomic labels
from L. Then
P(K) Ep(e) ifandonlyif P.(K) E ¢(c).

This follows directly from the fact that the truth ¢f(¢) depends only on-labels.

Our soundness proofs will require a simple variation of tlagsical abstraction the-
orem [5]. Recall that the classical abstraction theoren®AoTL* says that for ACTE
specificationsy and two Kripke structure€(; and K it holds thatkK; = K, and
K E o together implyKs E .

Definition 2 (Simulation Modulo Renaming). Let K be a Kripke structureg a pro-
cess id, and a process id which does not occurit. ThenK [¢/d] denotes the Kripke
structure obtained fron&” by replacing each label of the foriic) by ((d). Simulation
modulo renamings.. /4 is defined as follows:

Kl jc/d K2 iff Kl[c/d] j Kg.
Then=,_ /4 gives rise to a simple variation of the classical abstradi@orem:

Fact 3 (Abstraction Theorem Modulo Renaming) Let ¢(z) be a temporal formula
over atomic labels froni, and letK, K> be Kripke structures which are labeled only
with ¢;-labels andc,-labels respectively. Then the following holdsHt <., /., K
andK1 ': (,O(Cl), thenK2 ': (p(CQ).
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Proof. First note thatks = ¢(cq) is equivalent taKs[ca/c1] = ¢(c1): if the labels
in the Kripke structure and the atomic propositions in thecdfication are consistently
renamed, then the satisfaction relation does not change.

Thus, given thatk, =.,,., K1 and K; = ¢(c1), it is enough to show that
KQ[CQ/Cl] ': (p(Cl) . By definition ijc/di K> 502/01 K iff KQ[CQ/Cl] < K and by
the classical abstraction theorem [B]; = ¢(c1) implies Ks[ca/c1] E ¢(c1). This
proves the abstraction theoremn.

A.2 Proof of Soundness

We will show that environment abstraction preserves indgx®perties of the form
Vz.p(z) wherep(z) is an ACTL* formula over atomic labels frorh.

Step 1: Reduction to Simulation.The statement of Theorem 1 says
PA | ¢(x) implies VK.P(K) | VYr.p(z).
By the semantics of our specification language this is etgrivdo saying that for all
K>1
PA | ¢(x) implies Ve € [1..K].P(K) | ¢(c).
This in turn is equivalent to showing that, for &l > 1 and all processese< [1..K],
PA = p(x) implies P(K) = ¢(c).

Recall thatP.(K) is the Kripke structure obtained fro(K’) which contains only
c-labels. By Fact 1 we know tha&®(K) = ¢(c) iff P.(K) E ¢(c). Thus, we need to
show that for allK > 1 and for allc € [1..K]

PA = p(z) implies P.(K) | ¢(c). (%)

Note that the last conditiofx) can be obtained from the abstraction modulo renam-
ing theorem (Fact 2): We want to carry over the truth of a dpation from the abstract
Kripke structureP* to the concrete structur@.(K), but the labels in the specification
change. In other words, if we can show that

P(K) = PA forall K andc € [1..K] (**)

then Fact 2 implie$x), and thus, Theorem 1 is proven.

We will now prove these simulations.

Step 2: Proof of Simulation.We will now show how to establish (**), i.e., the simula-
tion relationP.(K) <./, P* betweenP.(K) and P4 forall K > 1 andc € [1..K].
To this end, we will for eacliX andc construct an intermediate abstract systBﬁ}(
such that

PAK) Ze/s Pcf‘K (Simulation 1)
and
P& = P4, (Simulation 2)
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The required simulation then follows by transitivity of sitation.

Intuitively, the intermediate modét* 'k Is the abstraction of th&-process system
P(K) where the reference processs fixed. In other wordsP?, is the abstract model
for the specific case of B -process systenvhere the Ptolema|c observer is located on
processc. SinceK andc are fixed, it follows thatP?,, is an existential abstraction of
P.(K), as explained in the remark following Def|n|t|on 1.

We will now formally define the intermediate modB};f‘K, and give a rigorous
proof.

Construction oﬂDCf‘K. The abstract model

pPA

C,

K = <D’IchRchLA>

is defined analogously t84 for the special case whe#€ andc are fixed. ThusPA,
is the abstract model of the concrete sysﬂ@cr(‘lK ) with a fixed numbe¥ of processes
and reference processMore preciselyP* 'k Is defined as follows:

(&) The state spac® is the same as iP4, i.e., the set of descriptions.

(b) The set of initial stateg” . i 1S the subset of the initial staté$ of P for the special
case of andc. Thus IAK is given by those abstract statéd$x) for which there
exists a state in P.(K) such thaty o(s) = A(z).

(c) The transition relatiolR* . is the subset of the transition relatidt* of P4 for
the special case ok andc. Thus, there is a transition from, (z) to Ay(x) in
RQK if and only if there are two states, s in P.(K) such thatd; (z) € a.(s1),
Ay(z) € ac(s2), and(sy, s2) € R.

(d) The labeling functior.” is the same as 4.

Proof of Simulation 1We know from the informal discussion above tﬂ%ﬁK is (ex-
cept for the systematic renaming of the labels) an existkaltistraction oP.(K ), and
therefore, it should be intuitively clear that we obtain slation between these two
structures. Since we deal with simulation modulo renamiayyever, we provide a
formal proof. The proof is very similar to the classic prot existential abstraction
gives rise to a simulation relation, but at certain pointsiady uses the requirements
coverageandr-completenesef Section 2.

Formally, we need to show th&t (K') <./, PCf‘K which by definition of simulation
modulo renaming is equivalent to

P.(K)[e/z) % Pl

Consider the structur®.(K)[c/z]. This is just theK-process systen?(K) re-
stricted to the labels for processbut because of the renaming, the labels have the
form(z) instead of (¢). Thus, the labels oP.(K)[c/x] are taken from the sét. Note
that the labels of the abstract systét are also taken from the sét The proof idea
below is similar to the construction of a simulation relatfor existential abstraction.

Consider the relation

T ={(s,Ax)) : s = A(c),s € Sk, A(x) € D}.

We claim thatZ is a simulation relation betwed?.(K)[c/x] andPé‘K
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(1) Lemma 1 together with the renaming of c into x guarantbas for every tuple
(s, A(x)) € Z, the states and A(z) have the same labels.

(2) Consideratuplés, A(z)) € Z. Assume that has a successor statei.e.,(s, s') €
Ry . We need to show that there exists an abstract si§te) such that
() (Ax),A'(x)) € RQK, and
(i) (s',A'(z)) € Z.
To find such aA’(z), consider the abstractian.(s’) of s’, and choose some de-
scriptionI’(z) € a.(s"). (Recall that, by definitiony.(s") contains all descriptions
I'(z) forwhich s’ = I'(¢).) By the coverage conditiom.(s’) is non-empty.
We will show by contradiction thal' () fulfills the properties (i) and (ii).

Property (i) Assume thaf'(z) does not fulfill property (i), i.e.(A(z), I'(z)) ¢
RﬁK. Then for all states; ands, it must hold that whenevef\(x) € a.(s1)
andI’(x) € a.(s2) thatthere is no transitiorbetweens; ands,. On the other
hand, we assumed above thAfz) € a.(s), I'(z) € a.(s") and there is a
transition froms to s’. Hence we have a contradiction.

Property (i) Assume now thaf'(x) does not fulfill property (ii), i.e{s’, I'(x)) ¢
Z. By the definition off this means that’ (= I'(c), and thus'(c¢) & a.(s').
This gives us the required contradiction.

Thus,A’(x) can be chosen to b&(x).
(3) Finally, the coverage property guarantees that foryeirgtial states € I there
exists someA(z) € I such that(s, A(x)) € 7.

This concludes the proof of Simulation 1.

Proof of Simulation 2By construction,[g}K cr4 andRéK C RA. ThereforeP4 is
an over-approximation Qng‘K, and the simulation follows. a

Remark 2.Note that the requirements coverage and r-completeneds fomd L are
used in crucial parts of the proof of Simulation 1. R-compésts is used in the proof
of Lemma 1 which gives us part (1) of Simulation 1. Part (2) mh@ation 1 requires
coverage to make sure that(s’) is non-empty. Part (3) of Simulation 1 also requires
coverage to ensure the existence of an abstract initia.stat

A.3 Abstraction with Multiple Reference Processes

It is easy to extend our framework to two reference proceasdsspecifications
with two index variables. Essentially, we replace the fragablex in the labels and
descriptions by a pait, y, and carry this modification through all definitions and gsoo
In particular, the coverage and congruence requiremeatgeareralized as follows:

1. Coverage For each syster?(K'), each state in P(K') and any two processesd
there is some descriptio(x, y) € D such thats = A(c, d).

2. CompletenessFor each description\(x,y) € D and each label(z,y) € L it
holds that eithe!A(x, y) — I(z,y) or A(z,y) — —l(z,y).
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The construction of the abstract model is analogous to thglesindex case. We
attach labels to each state Bf* such that the abstract staféz, y) has label(z, y) iff
A(z,y) — l(x,y). Then we again obtain a natural preservation theorem:

PA = o(x,y) implies VK.P(K) = Vz # y.o(z,y).

Note that in practice, however, we found such models muctidrao model check
than in the single index case. The generalization tbindices is straightforward.
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B Trade-Off between Labels and Quantifiers

It is natural to ask when a double-indexed specification @atrdnslated into a single-
indexed specification as in the example above. Somewhatsingly, this question is
related to our previous work on temporal logic query langsd@1-23].

Atemporal logic query is a formulawith one occurrence of a distinguished atomic
subformula®?” (called a placeholder). Givepand a formula), we write[¢/] to denote
the formula obtained by replacifgoy ©». B

B.1 Characterizations of Distributive Queries

In [21-23], we have obtained syntactic characterization€fTL and LTL queries with
the distributivity property

Y1 A o] = y[h1] A [ia].

Our characterizations are given in termstefplate grammarscf. Figures 2 to
and 4. In these grammars, a stas a wildcard which stands for an arbitrary temporal
formula. A formula or query involving ais called a template. An instance of a template
is a formula or query obtained by instantiatingsalymbols (but leaving the placeholder
?untouched). In the grammar, each non-terminal producasgubge of templates and
a language of queries in the natural way.

Theorem 2 ([21-23)).

— All LTL queries produced by non-terminals Q1, Q2, Q7 in Fe@rare distribu-
tive. Moreover, each template produced by Q3, Q4, Q5, Q6 hasstantiation
by atomic formulas such that the resulting query is nonrithistive. Together, the
queries produced by Q1 ...Q7 cover all LTL queries.

— All CTL queries produced by non-terminals different fromlQ Figures 3 and 4
are distributive.

We thus have a fairly tight characterization in case of LTh;analogous exact
characterization for CTL is still open.

B.2 Distribution of Quantifiers into Labels

The prototypical example of a distributive queryA$z?, and we have seen above how
we can translate double indexed properties involA) into single-indexed proper-
ties. As argued above, this translation actually amountigtributing one universal
quantifier inside the label of the temporal formula.

Itis not hard to see that such a translation is possible fepakifications which are
distributive with respect to one index variable: Considdpable-indexed specification
Vx,y. ¢ # y — ¢(x,y) where all occurrences @f in ¢ are located in a subformula
0(x,y) of p. Then we can write as a queryy[6]. Now suppose that is distributive. On

22



each concrete finite systeR( K), the universal quantification reduces to a conjunction,
ie.,

PK)EVz,y. x4y — 1[9(1:, y)] iff P(K)EVaz. /\ 1[9(17, c)]
1<c<K,c#z

which by distributivity ofy is equivalent to

P(K)|:Va:.1{ A 9(50,0)}

1<c<K,i#x

and thus to
P(K) EVx. y[Vyx #y— 0(x,c)].

For a suitable labélx) := Vy. = # y — 0(«, y) this can be written as
P(K) | Va. y[l(z)].
Thus, we have shown the following theorem:

Theorem 3. Let¥ = Vz,y.x # y — ~[0] be a double indexed specification such that
(i) all occurrences of; in (0] occur in the subformuld, and (i) v[?] is distributive.
Then? is equivalent to the single indexed specification

V. y[i(z))].

wherel(z) := Yy. x # y — 0(x,y) is alabel.

Here we see thieade-offbetween the expressive power of the labels and the number
of indices: by increasing the complexity of the labels, waduae the number of index
variables.

Corollary 1. Under the assumptions of the above theorem, consider thaadpase
whered(z, y) has the formpe(y) = L. Then? is equivalent to

P(K) V. y[-L € env(x)].

While the characterization of distributive queries togetith our trade-off results
are giving us a good understanding about the scope of sindéxed specifications,
it is clear that not all two-indexed specifications can beritt®n with a single index.
Consider for example the formula

Vo,y.x #y — AFpc[z] =5 A pcly] = 5.
Here, it is evidently not possible to move the quantifierdesiand this in fact can be

derived from the characterization in [21-23]. Consequetitls specification cannot be
expressed with a single index.
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B.3 Modalities for Environment Processes

Above we have described how to introduce a label for the esgwal(z) = Vy. x #

y — O(x,y) and treating it as a compound formula. Thus, these labelidneg a
guantifier. This procedure reminds very strongly of the sgiina of modal logic. In
fact, the classical modalities and < are well-known examples of hidden quantifiers
which quantify over possible worlds.

In our setting, we can also view the processes in the systafiffagent worlds in
which the local variables have different values. Thus, weingoduce a modalitiKy
which says thap holds true for all other processes. In this way, we can esmiegle-
indexed properties ovarc[z] = L andL € env(z) in a very different syntax which
does not refer tpcx] = L andL € env(z) explicitly:

AG pc=5— K(pc#5)

Thus, instead of introducing index variables, we can extentporal logic by a new
non-temporal modalityK which enables us to talk about different worlds / processes.
We will continue these investigations in future work.
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(Q1) 7 | xA Q2 | @Ux | «U Q2 |
*U Q2 | @ Wx | «W(@Q2 | »W(Q2 |
AL | xV@Q) | X@) | @)U« |
*U QL | QU Wx | *W(Q1 ;

(Q2) QU | QUWx | V(@2 | X (@2 |
@)Ux | xU(@Q2) | (@ Wx | xW(@Q2) ;

(Q3) F@y | F@) | F@6 | G@4 |
G@) | @Ux | xU@Qy | U@ |
*U (@) | «U@y | »U@s) | ~Ue |
*U (@) | U@ | »U@6) | Q) Wx |
Q6) W | Q)W+ | W (@5) | W (Q6) |
*W Q1) | W (@5) | *W(@Q6) | *A(Q3) |
*VQ3) | X(@) | F@) | G(@3 |
@)Y Ux | U@ | ~U@3) | U @3 |
QYW | @) Wx | «W(Q3) | »W (@3 ;

(Q4) @)YUx | @) Ux | Q) Ux | (@) Wx |
FVQY | X(@) | @Ux | xU (@1 |
* W (Q4) ;

(@5) *U @) | »W(Q) | W | «W (@3 |
*W Q4 | «W(Q6) | *A@5) | X (@5 |
@) Ux | @) Wx | «W(@s) ;

(Q6) * A Q4 | xV(@5) | xA(@Q6) | xV(Q6) |
X(@6) | (@) Ux | (Q6) Wx ;

(QT) F2 | F@ | Gy | G(@2 |
G(@) | *A@) | xVv@n | X@1) |
Fn | Gy | @Ux | @)Ux |
*U@) | «U@n | »U@) | @) Wx |
QN Wx | W@ | W@ | »W(@Qn ;

Fig. 2. The template grammar for distributive LTL queries.
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(Q1) ? | * A (Q3) | * A (Q4) |
* V (Q2) | AX (@3) | AX (Q4) |
AX (@6) | AX(@Qn | A(@3)Ux) |
AQHUx) | AU @) | AGxU(@Qs)) |
AU (@) | AxU@3)) | AxU (@) |
AU @) | A@YW) | A4 W) |
AW (Q2) | A(xW(@Q3) | A(xW Q) |
A(x W (@5)) | * A (Q1) | * V (Q1) |
AX Q1) | A(QHUx) | A(xU@Q) |
AW ) | AW @) ;
(Q2) A@s) | AX (@) | A>3 Ux) |
A>T @3) | A(@)Wx) | A(*W (@) |
AW Q1) | A(xW(Q5) | AQ2)
AX (Q2) | A((Q2) U*) | A( (Q2) W)
(Q3) AF (Q6) | A(@ x) | A Ux) |
A1) Ux) | A({ Q5 U*) | ( Q6) Ux) |
AN Ux) | Ax 6)) | Vv (Q3) |
AF (Q3) | A(( Q3 U *) A(* U (@3))
(Q4) * V (Q5) | AF (Q5) | AF (Q7) |
A(QO)Ux) | A(@QNU~x) | A(xU(@@s)) |
AU @) | AU@©@D) | A(xU Q) |
AU @Qn) | A(@)YWx) | A((Q2Wx) |
A(@)Wx) | A(@) W) | A((Q6) Wx) |
AN W) | A(QOWx) | A(QNWx) |
A(«W(@3)) | A(xW(@5) | A(xW(@Q6) |
AW QD) | A(xW(@Q6) | A(xW(@Qn) |
* V (Q4) | AF (Q4) | A(xU (@) |
A((QHWx) | AxW(Q4)) ;
(Q5) AU @) | AW @) | A=W @) ;

Fig. 3. The template grammar for distributive CTL queries (Part 1).
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(Q6) A(E)YUx) | A(Q)Ux) | * V (Q6) ;
(Q7) A (Q6) | Vv (Q8) | * V (Q9) |
AR Wx) | A((Q)Wx) | * A (QT) |

Vv (QT) ;
(@8) AF (Q9) | AG (Q1) | AG (@3) |
AG (Q4) | AG (Q6) | AG (QT) |
AU @) | AU@©QY)) | AU (Q)) |
A(xW Q) | A(xW(@Q9)) | A (Q8) |
AX (Q8) | AF (Q8) | AG (@8) |
A({ Q8 U*) | A(xU(@8) | A(xU(s)) |
AU @) | A(@YW) | A(xW(@s) |

A(*W Q8 y)
(Q9) A(x W (@8) ) A (Q9) | AX (Q9) |
AQNUx) | A(QIW) | AxW (@Q9)) ;
(Q10) AG (Q2) | AG (@5) | AG (@) |
* A (Q10) | * VvV (Q10) | AX Qo) |
AF (Q10) | AG (Q10) | A((Q10) U x) |
A(@O)Ux) | A(xUQu)) | A(xU (@) |
A>T Q1) | A((Q) W) | A((QL) Wx) |
A(x W (Q10)) | A(x W (Q0)) | A(*W (@Q10))
(Q11) = AF (Q1) | AF (Q2) | A(x ) |
AU @) | AU@Q)) | AU Q) |
AxW @) | AW (@Q2) | A(*W Ql) |
A« W (@Q2) | * A (Q11) | * V (Q11) |
AX (Q11) | AF (Q11) | AG (Q11) |
AIHUX) | A Ux) | A(xU Qi) |
AxU @) | AU (@) | A(QI) Wx) |
A W) | AW Q1)) | A(xW(Q11)) |

A(x W (Q11))

Fig. 4. The template grammar for distributive CTL queries (Part I1)
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C Reader and Writer Algorithms

This section contains the two semaphore-based reader ated algorithms given in
the paper [8]. Recall that the compound statements assuahaltithe variables of a
local process are rolled up into a single variable and, aityil all the variables of the
central process are rolled up into a single variable. In #scdption below, however,
we will make use of the real variable names for better redithabi



pc=1:ifm=0
thengotopc=2Am =1
else gotope = 1

pc=2:if true
then gotopc = 3 A readcount = readcount + 1

pc =3 :if readcount = 1
then gotopc = 4
else gotopc = 3

pc=4:ifw=0
thengotopc =5Aw =1
else gotopc = 4

pc=>5:if true
thengotopc =6 Am =0

pc =6 :if true
then gotopc = 7

pc=T:ifm=0
thengotopc =8 Am =1
else gotopc = 8

pc =8 :if true
then gotopc = 9 A readcount = readcount — 1

pc=9:if readcount = 0
then gotopc = 10
else gotopc = 9

pc=9:if true
thengotopc =10 Aw =0

pc =10 :if true
thengotopc=1Am =20

Fig. 5. Algorithm 1: Reader



pc=1:ifw=0
thengotopc =2Aw =1
else gotope = 1

pc =2 : if true
then gotopc = 3

pc=3:if true
thengotopc =1Aw =10

Fig. 6. Algorithm 1: Writer

D Description of Basic Actions for Cache Coherence

goto steen = C
The directory control variablet... is set toC'

assignptr, = ptr, andassignset; = set;
The next value of the pointer varialgr; is set to the current value ptr ;.

add ptr, to set; andremove ptr; from set;.
Add or remove the cache pointed to ply, from setset;.

pick ptr, from S-  [whereS" is a list of (constant) cache control locations]

ptr, is non-deterministicallynade to point to one of the caches with control location iS'in
remoteV : gotopc = L  [whereL is a cache control location andlis a pointer variable]
Enforce the new control locatioh on the cache pointed to By.




pc=1:ifm3=0
thengotopc =2Am3 =1
else gotope = 1

pc=2:ifr=0
then gotopc =3 Ar =1
else gotope = 2

pc=3:ifml=0
thengotopc=4Aml =1
else gotopc = 3

pc =4 : if true
then gotopc = 5 A readcount = readcount + 1

pc =5 :if readcount = 1
then gotopc = 6
else gotopc =5

pc=6:ifw=0
thengotopc=7TAw =1
else gotopc = 6

pc=T7:Iif true
then gotopc =8 Aml1 =0

pc =8 :if true
then gotopc =9Ar =0

pc=9:if true
then gotopc = 10 Am3 =0

pc =10 : if true
then gotopc = 11

pc=11:ifml=0
thengotopc =12 Aml =1
else gotope = 11

pc =12 :if true
then gotopc = 13 A readcount = readcount — 1

pc = 13 : if readcount = 0
then gotopc = 14
else gotopc = 13

pc =14 : if true
thengotopc =15 Aw =0

pc =15 :if true
thengotopc=1Aml1 =0

Fig. 7. Algorithm 2: Reader



pc=1:ifm2=0
thengotopc =2Am2 =1
else gotope = 1

pc=2:if true
then gotopc = 3 A writecount = writecount + 1

pc =3 : if writecount = 1
then gotopc = 4
else gotopc = 3

pc=4:ifr=0
thengotopc=5Ar =1
else gotopc = 4

pc=75:if true
then gotopc =6 Aml1 =0

pc=6:ifw=0
thengotopc =7Aw =1
else gotopc = 6

pc=T:if true
then gotopc = 8

pc =8 :if true
thengotopc =9 Aw =0

pc=9:ifm2=0
then gotopc =10 Am2 =1
else gotopc =9

pc =10 :if true
then gotopc = 11 A writecount = writecount — 1

pc = 11 : if writecount =0
then gotopc = 12
else gotope = 11

pc =12 :if true
then gotopc = 13Ar =20

pc =13 :if true
thengotopc =1 Am2 =0

Fig. 8. Algorithm 2: Writer



