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1 Abstract

Reliable, safety-critical softwareis crucial to the success of most NASA missions. As both space
and ground software systems become more complex, and increasingly more autonomous, guarantees
of software correctness becomes crucial. While traditional approaches to validation (simulation and
testing) are useful, they cannot, in general, be used to check all possible scenarios. Formal
verification techniques, such as model checking, can complement such validation approaches by
providing guarantees that certain system properties hold (such as absence of deadlock or resource
contention).

While completely verifying large software systems is infeasible, guaranteeing certain critical
components of a system can yield huge payoffs. We propose to devel op software tools and novel
verification techniques to enable engineers to utilize formal methods, with little or no training. The
tools can be used routinely to provide semantic analyses (and explanations) of complex, time-
dependent software, just as compilers now provide static syntactic analyses. By enabling engineers
to verify parts of their systems early in the development process, design flaws can be caught early,
and validation efforts can be focused on those areas that formal verification cannot handle.

We will focus on verification of task executives, an important component of autonomous systems
that is responsible for executing plans, managing resources, monitoring state, and handling
exceptions. While most space systems have executives, the executive for autonomous systemsis
typically much more complex, dealing with conditional execution, flexible plans, and complex
resource constraints. We will focus on verification of three significant types of constraints needed
for the successful operation of task executives - synchronization constraints (temporal relationships
between tasks), resource constraints, and environmental constraints (how the system should interact
with the world).

Our approach is two pronged:

1. Wewill create tools, usable by space engineers, that exploit existing model-checking
techniques to verify discrete synchronization and resource constraints. We will develop
novel methods for automatically abstracting such constraints from program code, translating
to aforma model-checking language, and explaining properties that are found not to hold.

2. Wewill develop fundamental new model-checking techniques, and extend existing ones, to
handle realistic size problems having to do with metric synchronization constraints,
continuous resources, and system interaction with the environment. In particular, we will
develop formal verification techniques for probabilistic and hybrid models. In these cases,
we will use NASA problems to focus the research. As these new techniques mature, we will
encapsulate them in tools, as described above.

The investigators have extensive expertise in formal verification of autonomous real-time
distributed systems. This proposal addresses fundamental issuesin Automated Reasoning related to
automated verification of autonomous systems, formal specification languages for describing
software, and advanced devel opment environments to facilitate rapid (and reliable) development of
autonomous software. Thiswork will also have far-reaching impact in industry for the development
of robust commercial autonomous and embedded real-time systems. Our focus on task executives
also complements ongoing and proposed work at NASA Amesto verify the diagnostic and planning
components of autonomous systems. While formal verification is not a panacea, itsregular use by
developers can go along way towards helping to create reliable and robust software systems.



2 Objectives

Reliable, safety-critical softwareis crucia to the success of most NASA missions. Software
development increasingly dominates the costs of NASA space systems. Meanwhile, these systems
are being required to perform increasingly more complex tasks, and to do so with increasingly
higher levels of autonomy. While traditional testing and simulation are useful validation
methodologies, in general they are expensive, time consuming, and cannot provide guarantees of
system correctness.

In contrast, formal verification tools like model checking can be used to provide such guarantees
[13]. To date, however, such technigques have not been widely applied to space applications, due to
the difficulty of creating appropriate and tractable models of software systems and of modeling their
interactions with the environment. We propose to develop tools and techniques that address the
difficulties of modeling and verifying real-time system interactions with uncertain environments.
Our goal isto enable developers of autonomous systems to use tools based on formal methods on a
routine basis. Just as engineers now rely on compilersto provide syntactic analyses of programs, we
envision engineers in the future relying on formal verification tools to provide semantic analyses
(and explanations) of complex spacecraft software. The results will complement traditional
validation techniques, resulting in much more reliable software, at lower overall development cost.

While completely verifying large software systems is infeasible, experience has shown that

verifying certain critical components of a system can yield huge payoffs. Autonomous systems
typically consist of capabilities for planning, task execution, and fault diagnosis and recovery. For
thiswork, we will focus on the problem of verifying task executives, which execute plans, monitor
state, and handle exceptions. Typical problems encountered by such executives relate to issues of
deadlock and safety, with respect to synchronization constraints, potential race conditions arising
out of asynchronous events, and potential conflictsin resource utilization. Most importantly, task
executives must ensure that the system interacts properly with its environment to achieve the desired
goals.

The main thrusts of this proposal areto:

» Develop verification tools that can be used routinely by engineers (non-specialistsin formal
verification): Here, innovative work is needed to create languages and trandlators that can
produce formal models automatically for autonomous system software.

* Develop verification techniques that assist in modeling system/environment interactions:
Here, fundamental research is needed to develop model-checking al gorithms that can
represent and verify such interactions effectively and efficiently, especially for uncertain
environments.

3 Technical Approach

A critical capability of space systemsistask execution - i.e., carrying out planned activities.
Examples include orbital and “delta-V” maneuvers, planetary navigation, and automated science
experiments on space stations. Task execution is a special concern for autonomous systems because
their tasks are typically more complex, and their plans are typically more sophisticated - including



conditional execution, iteration, and dynamic handling of contingencies. Also, activities within
plans are often scheduled with high degrees of flexibility, which makesit difficult to know which
activities could possibly overlap and potentially interfere with each other.

We propose to focus on three classes of constraints that are critical to the successful execution of

task plans:

1. Synchronization constraints. These refer to temporal constraints (both relational and metric) that
must hold between activities. For instance, a Deep Space One (DS1) flight rule states “During
transponder start-up or reset, the telecom subsystermn must be addressed within 10 minutes.”

2. Resource constraints. These refer to limitations on resource utilization (power, computation,
storage, communication, etc.). For instance, DSL1 flight rules state “ There must be sufficient time
allowed for transferring the MICAS buffer of imagesto files before refilling the buffer.”
Similarly, for arover with a single camera, the camera should never be used for both navigation
and science data collection simultaneously.

3. Environmental constraints. These refer to required, or forbidden, interactions of the mechanism
with the environment. For instance, arover should never be driven in such away that itsroll or
pitch exceeds thresholds. Satisfying this requirement is complicated by the fact that the roll/pitch
sensors may be noisy and often have significant latency.

Of these problems, current model-checking techniques are in principle well suited for verifying task
synchronization and resource constraints. To address this class of problems, we will develop novel
specification languages that make it easy for engineers to specify properties of interest to be
verified, develop tools that can automatically create formal models of the software that can be used
verify such properties, and devel op techniques for analyzing and explaining counterexamples found
by the model checker. In addition, we will extend model-checking algorithms to handle dynamic
task creation and investigate efficient algorithms to deal with metric time and resources.

Much more difficult is the problem of verifying a system’ sinteraction with its environment. Here,
we will address two inherent characteristics of a space system’s environment: continuous dynamics,
which we will approximate using discrete models; and uncertainty, which we will accommodate
using stochastic models. This part of the work is more fundamental in nature, and will have wide
and far-reaching applicability for verification of autonomous and real-time software systems.

3.1 Verifying Synchronization Constraints

Most autonomous systems are constructed as loosely coupled sets of tasks. Synchronization between
tasks is needed to ensure proper functioning of the system. Such synchronization constraints may be
relative (e.g., “To go from autonomous mode to scripted planning mode requires going to
STANDBY first”) or more quantitative in nature (“ Cat-bed heaters must be on for at least 90
minutes before use’).

Software errors that cause a system to violate these constraints often arise from subtle interactions
among concurrent tasks (e.g., race conditions, missed events, deadl ocks, resource contention, etc.).
Since these bugs may manifest themselves only for particular interleavings of actions, the



programmer may not be able to reproduce the problem at will. Thus, it is often very difficult to track
down the sources of bugsin task executives using traditional testing and code inspection techniques.

Fortunately, such problems are particularly well suited to automated formal verification using model
checking. Model checking starts with afinite state model of the software system under
consideration. The model-checking tool then examines all possible interleavings of computations in
the model, to expose any violations of task synchronization constraints. To the extent that the model
faithfully reflects the actual system, errors found in the model represent problems with the system
and vice versa.

Unfortunately, there are two kinds of problems with model checking-based verification of complex
software systems. Thefirst is problems of usability. To use amodel checker, adesigner must first
create the model. For a complex system this can be a non-trivial task, since it involves manually
mapping a (usually) infinite-state software system to a finite-state model. Moreover, the model must
be one that is small enough that it can be checked in areasonable amount of time. Next, the designer
must figure out how to characterize the properties of interest in terms that the model checker can
check. Finally, the designer must be able to interpret the results - typically a set of counterexamples
showing execution paths where a property is violated. In combination these represent significant
barriers for system designers and developers to use formal verification on aroutine basis.

The second kind of problem is one of applicability: There are classes of properties of complex, real-
time systems that are not readily checkable by today’ s model checking tools. Such properties
include behaviors of systems where components are dynamically created or destroyed, and system
properties that depend on the use of continuous-time models. In this proposal, we plan to address
both kinds of problem, as we detail below.

3.1.1 Improving Usability

We plan to attack problems of usability in four ways. The first is by developing new techniques for
automated extraction of task models from ordinary code. Specifically, in this project, we propose to
develop new static analysis methods to extract models, called synchronization skeletons [11],
automatically. A synchronization skeleton is a projection of the code that includes only details
relevant to analysis of properties of concurrency.

Static analysis techniques have been an area of active research for several decades. However, the
focus of that research has primarily been on program optimization, and only recently on program
verification. Although the major successes of model checking have been in hardware, the procedure
was originally developed for software [11] and, in particular, analysis of concurrent programs.
Original attempts at model checking software, however, found the problem to very hard. The
advances of model checking for hardware verification have prompted renewed attempts at achieving
the original goal. This project will develop tools that combine static analysis and model checking,
using new techniques from both areas.

There has been some previous work in this direction. VeriSoft [21] isatool that performs a bounded
state space search of concurrent C++ programs. Bebop is a symbolic model checker, based on the



concept of context-free reachability, that uses an intermediate representation formalism called
Boolean programs [40]. Klaus Havelund and Willem Visser at NASA Amesimplemented JAVA
PathFinder [23], atool that translates JAV A programs to Promela, the input language for the Spin
model checker. The Bandera[14] project has produced a collection of tools to trandate JAVA into
input languages of different verification tools, which includes methods for extracting finite state
models from concurrent programsin JAVA [15].

Our research will develop two complementary approaches to support automatic extraction of
synchronization skeletons. Thefirst isthe use of dlicing. In earlier work we applied slicing to
hardware description languages [12]. In this project, we will extend these techniques to software by
developing ways to use dicing techniques for extracting synchronization skeletons from concurrent
programs. The second approach will be to allow formal specification of the properties that must be
checked, and then use those specifications to automatically extract the code fragments that are
relevant for model checking. Thiswork is similar to that of Dawson Engler, who has investigated
extraction of finite state descriptions from C programs by eliminating fragments of the program that
are unnecessary for verifying a property of interest. However, in hiswork properties are specified
operationally using C-programs and extracted manually from the source code. In the project, we
intend to develop more automated techniques in which properties of interest are specified
declaratively.

Our second attack on the problem of usability will focus on automated creation of models for task
execution languages. In many cases, specialized languages are used to implement task executives
for autonomous systems. Languages such as RAPs [18], ESL [20], and TDL [43], typically contain
constructs for hierarchical goal decomposition, task synchronization, resource management,
execution monitoring, and exception handling. In such languages, the synchronization constraints
are explicit, so extraction and trandlation of constraints are facilitated. In previous research at
Carnegie Méellon, in collaboration with Ames [37,44], we developed atool to produce SMV models
automatically from models written in MPL, the language used in the Livingstone fault diagnosis
system [46].

We propose to create similar translators for task execution languages. The difficulty hereis that
such languages are typically quite expressive, and care must be taken to produce forma models that
can be verified efficiently. In addition, we propose to devel op specialized specification languages
that enable engineersto encode properties of interest easily. We will focus on being able to encode
flight rules from various missions, such as DS1, to test the approach. In some cases, we will extend
the task execution languages so as to be able to support directly the inclusion of such properties,
much as the “assert” property in C.

Our third approach to improving usability will be to provide automated model generators for
publish-subscribe and cyclic-task software architectures. To support coordination among behaviors,
while maintaining loose coupling between tasks, autonomous systems often adopt one of two forms
of component integration:
1. Using publish-subscribe interaction [45] tasks are responsible for announcing (or
“publishing”) significant events. Other tasks may register to be informed of (or “subscribe
t0”) aset of events. When one task publishes an event, it is sent to all subscribers. In this



way tasks remain independent since a publisher does not know the identity, or even
existence, of other subscriber tasks.

2. Using cyclic tasks with shared variables, asimilar effect istypically achieved by assigning
each task to atask dot that is repeatedly run at some fixed period — say every 50
milliseconds. At each activation atask examines a set of input variables in some shared
variable space and, based on those values, it writes derived values to a set of output
variables. Readers of shared variables do not know which tasks set those values, or which
tasks will “consume” the values of the variables to which they write. Thus, the shared
variables serve the role of the events in the publish-subscribe architectures of autonomous
systems, with the analogous goal of decoupling tasks while permitting communication.

While both architectures are good from an engineering point of view, reasoning about their
aggregate behavior is problematic. For example, one would like to be able to guarantee that if a
sensor detects that atemperature value goes over a maximum limit then some other part of the
system will take appropriate corrective action to preserve overall stability. Thisis hard to do with
such systems, however, because interactions between the parts of the system are indirect and
asynchronous. In particular, the non-determinism inherent in the invocation of tasks and the
communication delays inherent in a distributed publish-subscribe system (many events may bein
transit) make it difficult to reason about properties such as global invariants or timely response to
certain trigger events. (For example: Are sufficient events published to allow interested parties to
respond in atimely fashion? Is there potentia interference between components that subscribe to the
same event?) Analogoudly, for shared-variable cyclic systemsit is difficult to determine whether a
given assignment of tasks to periodic buckets and the ordering of tasks within a bucket are sufficient
to guarantee some property under all possible scenarios. (For example: Are there implicit ordering
assumptions in the reading and writing of shared variables that may be violated?)

While model checking would appear to be a good solution for verification of such properties, itis
not immediately obvious how to map these kinds of systems into appropriate models. In previous
research we have developed techniques for reasoning about such systems|[17]. The basic idea
underlying the work is that one can provide a precise description of the cause and effect of each
event to reason locally about how a component behavesin isolation. Then, using local correctness of
the components and properties of events, we can infer the desired global property of the overall
system. We believe it should be possible to map these descriptions automatically into aform that
can be model checked. Moreover, many of the standard problems about event ordering and
interference (mentioned above) can be built-in as standard checks that are automatically verified.
Initial steps towards devel oping such an automated translator for publish-subscribe systemsis
described in [19].

The fourth approach to improving usability is developing new ways to help designers understand the
meaning of the counterexamples produced by a model-checker. Current work, funded by NASA, is
developing algorithms that can produce causal explanations of counterexamples for MPL models
[44]. Thiswork instantiates a counterexample and its associated SMV model into a TMS (Truth
Maintenance System). By propagating dependencies, a justification treeis created, which can then
be manipulated to form alinear explanation. For this project, we will apply and extend this work to
explain counterexamples for task executive programs. In particular, we will use technigques adopted



from Al planning to find concise explanations that focus on the most germane portions of the
justification tree. We also propose to devel op techniques that enable developers to view and browse
the temporal evolution of counterexamples by creating virtual execution traces from the
counterexamples that can be utilized by existing visualization tools for task executives.

3.1.2 Improving Applicability

While many synchronization properties are qualitative in nature (“X must occur before Y”), many
more are quantitative (“X must occur at least T seconds before Y”). Although there has been
considerable work already on verifying rea-time systems, including research at Carnegie Mellon
[6], more is needed to handle models of the complexity needed for autonomous space systems.

In understanding why a quantitative synchronization constraint has failed, it is often useful to know
how far the system actually falls outside of the desired bounds. Previous research at Carnegie
Mellon on model checking of discrete real-time systems has introduced the concept of quantitative
timing analysis[7]. Using the new method it is possible not only to check the correctness of a
system, but also to compute quantitative timing information about the behavior of the system, such
as minimum and maximum times between the occurrences of events. The method can also
determine the number of occurrences of an event in al paths between two other specified events.
Moreover, it isalso possible to identify how often atask has been blocked, or if lower priority tasks
have been executing in the interval between the task’ s execution start and finish times. With this
information it is possible not only to assert the correctness of a system, but also to understand its
behavior and in many cases to identify optimizations to the design. Even more detailed information
can be obtained using selective quantitative analysis, which allows the analysis of specific execution
sequences in the model, instead of checking all of its behavior.

While quantitative timing analysisis a powerful technique, more research is needed before it can
become a practical tool. One issue is that distributed systems are often better modeled using
continuous time rather than discrete time. Thisis particularly true for quantitative timing analysis.
Currently, it is possible to determine minimum and maximum time delays between events.
However, other verification algorithms such as condition counting or selective quantitative analysis
are not supported. We propose to extend quantitative timing analysis to continuous-time models and
to develop model checking tools that can handle task execution systems of realistic complexity.

A second limitation of model checking technology isitsinability to handle systems whose task
structure varies at run time. Current techniques require one to create models that contain al possible
tasks, even though some may not be active at any given moment. The creation or deletion of a new
task is then modeled by activating and deactivating tasks. This approach has the disadvantage of
requiring very complex models, and of not closely matching the structure of task executives, in
which tasks are freely created and deleted. We propose to investigate extensions to model checking
that will permit more natural representation of such systems. We will develop novel techniques that
can modify transition relations of concurrent systems by dynamically creating new BDD variables
when required.

3.2 Verifying Resour ce Constraints



Space systems are typically resource-limited, and so autonomous space systems must be concerned
with resource allocation, ensuring that they do not exceed resource bounds. While the use of
autonomous planning and scheduling can significantly decrease resource conflicts [35], problems
can still arise [36]. Model checking is particularly well suited for detecting potential violations of
resource constraints because it can examine all possible execution traces and interleavings of tasks.

Resources can be categorized into four types[16]:

1. Single sharable - adiscrete, single unit, such as a camera. Sharable resources can be used by
only asingle task at any given time.

2. Multiple sharable - multiple discrete units, such as ateam of rovers exploring a planetary
surface. Multiple sharable resources may be interchangeable, but difficulties arise when the
resources are interchangeable for some purposes but not others (e.g., wheeled rovers, but
with different sensors).

3. Consumable - continuous resource, such as fuel. Consumabl e resources can be used for any
task, at any time, but eventually can be used up.

4. Renewable - continuous resource that can be replenished, such as disk space or telemetry
bandwidth. Renewable resources are critical in space systems, and must be very carefully
managed to avoid over-subscription.

Single sharable resources can be synchronized using a mutex Boolean variable. It is straightforward
to model this with model checkers. Multiple sharable resources can be represented using an integer
variable with a given, finite range. While, in general, allocating multiple sharable resourcesis a
computationally complex problem, verifying the absence of resource conflictsis no more difficult
than other discrete, symbolic model-checking problems.

On the other hand, the major research issue in dealing with resource constraints is reasoning about
continuous (consumable and renewable) resources. Here, we propose to adapt real-time model -
checking algorithms [6,28]. In many cases, resources are consumed and renewed at a constant rate
and their constraints are independent. This corresponds to multi-rate clocks, or rectangular
automata, for which many verification problems of practical interest are decidable [2, 24].
Consumption and renewal rates that are not constant can be modeled in this framework using

pi ecewise constant approximations.

Often, it isimportant to know not just whether a resource constraint has been violated, but how
close oneisto aviolation in the best and worst cases. This gives the engineer an understanding of
potentially critical pointsin the design. Again, multiple clock rates can be used to model the
dynamics of the consumption/renewal processes. Reachable sets of the system trajectories can be
computed as fixed points of operators in the space of continuous clock values. This produces
polyhedral regions that can then be introduced as linear constraints to evaluate the worst-case
proximity to specified resource constraints. WWe propose to create tools that automate this process of
computing these values for critical constraints selected by the designer.

Another significant research issue is how to specify resource constraints and utilization in away that
can be automatically processed for formal verification. We propose to develop a syntax for
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specifying such constraints and embed this language in the engineer’ s programming environment -
either by extending an existing task description language, such as ESL or TDL, or by defining them
as stylized comments that can be added to general -purpose programming languages, such as C. For
this, we will borrow heavily from work in planning and scheduling [35], where declarative
representations of resources are commonly used.

We will then develop trandlators to create SMV models automatically from the resource constraint
specifications, which would then be combined with the models generated for synchronization
constraints (Section 3.1) to determine if the constraints hold for al possible task executions. We
will also extend our work in automatic generation of explanations to handle counterexamples that
demonstrate resource violations. The development of these automatic translation and explanation
capabilities, together with the development of novel model-checking algorithms to handle
continuous resources, will provide engineers with important and valuable new tools for verifying
resource-limited space systems.

3.3 Verifying Environmental Constraints

Constraints related to the dynamic behavior of a system and its interactions with the environment
are among the most difficult to incorporate into aformal verification procedure. In part, thisis
because traditional forma methods are based on discrete-state models that cannot easily capture the
continuous parameter variations that characterize system dynamics and environmental interactions,
and in part because the environment’ s behavior is typically uncertain and not represented well (if at
all) in the models used for synchronization and resource allocation. Nevertheless, system dynamics
and environmental constraints cannot be ignored when evaluating the feasibility or correctness of a
planned task. For autonomous systems that must remain viable for long missions, it is essential that
these constraints be represented and evaluated as faithfully as possible, so that the system can be
operated to its full limits while avoiding catastrophes. Assuring that dynamic constraints are not
violated by over designing the system is not an attractive option when there are stringent constraints
on the available size, weight, and energy available over the mission lifetime. Unfortunately,
satisfying environmental constraints via conservative planning and execution may make it
impossible to carry out the mission objectives.

We propose to address the problems imposed by the continuous-time, uncertain nature of asystem’'s
environment by applying and extending recent advances in two areas: the modeling and formal
verification of hybrid dynamic systems and the use of stochastic models to represent and analyze
behaviors in uncertain environments. We describe at each of these approachesin turn.

3.3.1 Handling Both Continuous and Discr ete State Variables

The operation of autonomous systems, and their interactions with the physical world, are governed
by the laws of continuous dynamics, usually modeled by differential and algebraic equations. In
contrast, current formal verification tools are based on models of computation that are inherently
discrete state/event models. Timing istypically the only mechanism for incorporating features of
physical environments into these models. Our goal isto create tools for analyzing models of
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physical dynamic systems, by abstracting tractable behavioral models and verifying task plans with
respect to environmental constraints.

Autonomous systems interacting with physical environments can be modeled as hybrid dynamic
systems, that is, systems with both continuous and discrete state variables. Hybrid dynamics can
also appear in the environment itself when the continuous dynamics change depending on discrete
conditions, such as changes that occur in mechanism dynamics depending on whether certain
surfaces are in contact. Central issues in recent research on hybrid dynamic systemsinclude
numerical methods for simulation, identifying and characterizing qualitative behaviors such as
invariants and limit cycles, synthesizing controllers for various objectives such as stability and
reachability, and formal verification [34,41].

This latter research on formal verification is most germane to the present proposal. In contrast to
model checking for finite-state systems, algorithmic verification is possible for hybrid dynamic
systems with only very ssmple classes of continuous dynamics [25,26,33]. Consequently, the best
one can hope for isto use conservative models that represent outer or inner approximations to the
families of exact system behaviors. Based on our experience and that of othersin verifying
properties of hybrid dynamic systems, we plan to generate discrete system models from continuous
ones, and thus handle more generally continuous state variables, where time isjust a special (but
important) case.

We propose to use differential equations of the system to generate discrete models of the
environment that can be composed as needed with existing discrete models of the computing
system. This approach has been taken in the past, but the discrete models of the continuous
dynamics have been either created manually and in an ad hoc manner [38], or generated using
numerical techniques that do not guarantee the model is correct [31].

Our work on discrete-state approximate quotient transition systems will form the basis for these
models [8]. The fundamental problem in obtaining discrete models of hybrid systemsisthe
computation and representation of reachable sets for the continuous dynamics. Current methods for
computing these reachabl e sets are effective only when there are no more than three or four
continuous state variables [9,39]. To deal with this problem, we will investigate methods for
decomposing the continuous dynamic models into low-dimensional interacting subsystems, each of
which can be handled effectively with our computational tools. Formally, this approach corresponds
to projecting the full state vector into lower-dimensional subspaces as proposed in [22]. Alternative
representations of continuous dynamics will also be investigated, including ellipsoidal
approximations that are possibly less complex than the polyhedral approximations we are currently
using [32].

The key to this approach will be the ability to select the appropriate operating regime of the
continuous dynamics that need to be approximated. Toward this end, we will create tools that make
it possible for the domain expert who is familiar with the dynamics and the requirements to be
verified to define the range of operation that needs to be captured.
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Our approximation approach here is analogous to our approach for extracting synchronization
skeletons of Section 3.1, which are yet a different abstraction of the system. It is also consistent with
our focus on task-level execution, allowing us to analyze tractable models of inherently large state
spaces due to continuous dynamics.

3.3.2 Modeling Uncertainty of the Environment

In many situations, absolute guarantee of correct behavior isinfeasible, due to the uncertain
behavior of the environment. What is required are estimates of the likelihood that properties will be
violated. We can model the environmental events as nondeterministic transitions and, in some
cases, estimate the probabilities of events using information like past mission data. This makesiit
possible to associate probabilities with the state transitions that correspond to these events. Asa
result, the environment of an autonomous system can often be modeled as a stochastic process.

Numerous theoretical studies have been written on the probabilistic verification problem.
Algorithms for solving the problem have been given in severa papers,; for example, thereisa
model-checking algorithm for linear temporal logic that is exponential in the size of the
specification and polynomial in the size of the Markov chain. However, currently no probabilistic
model checkers are able to verify realistic systems. The bottleneck is the construction of the state
space and the necessity to solve huge systems of linear equations. We are developing a more
efficient alternative, which performs the probability calculations using Multi-Terminal Binary
Decision Diagrams (MTBDDs) [10]. MTBDDs differ from Binary Decision Diagrams (BDDs) in
that the leaves may have values other than 0 and 1; in this case the leaves contain transition
probabilities. Preliminary results indicate that MTBDDs can be used to represent extremely large
transition probability matrices.

Transition probability matrices represented as MTBDDs can be integrated with a symbolic model
checker, and have the potential to outperform other matrix representations because they are so
compact. For example, Hachtel and colleagues [4] have developed symbolic algorithms to perform
steady-state probabilistic analysis for systems with finite state models of more than 1027 states.
Whileit is difficult to provide precise time complexity estimates for probabilistic model checking
using MTBDDs, the success of BDDs in practice indicates that thisis likely to be aworthwhile
approach.

For writing specifications we use Probabilistic real-time Computation Tree Logic (PCTL) [5]. PCTL
augments the logic CTL (developed by Clarke and Emerson) with time and probability. Formulas
are interpreted over finite state discrete-time Markov chains. The logic is very expressive and has a
simple model-checking agorithm that can be implemented using M TBDD-based techniques. A
model checker for thislogic can be a useful tool in the dependability analysis of fault-tolerant real-
time control systems, performance analysis of commercial computer systems and networks, and
operation of automated manufacturing systems.

We are implementing amodel checker for PCTL within Verus, averification tool tailored for

analysis of real time systems[6]. In order to model and verify stochastic systemsin Verus, we have
extended the specification language and implemented a subset of the PCTL operators. We have
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already verified afew examples, which include a simple communication protocol, an automated
manufacturing system comprising two machines, and a fault-tolerant computing system. Currently,
we are verifying arailway-interlocking controller with a state space in the order of 1022 states. For
this program, we will implement the full PCTL logic, continue the development of the required
MTBDD operators, and evaluate how well PCTL model checking performs on NASA-relevant
verification problems.

Our work on implementing an MTBDD-based PCTL model checker for aversion of Veruslets us
incorporate the stochastic nature of an autonomous system’s environment into our models.
However, it fundamentally relies on the assumption that events occur independently. In practice,
events, especialy failure events, do not necessarily occur independently. For example, in a
spacecraft with two redundant nodes used for load balancing, if one node fails, then the other node
ismore likely to get overloaded and subsequently fail. Also, an exceptional or unanticipated
external environmental event usually triggers a mission shutdown procedure (e.g., if the sensor’s
current reading exceeds the maximum threshold for safe operation). The shutdown procedure will
either (1) cause further failure recovery subtasks to execute, effecting a cascade of failure events, or
(2) simply terminate the current task.

In our work on modeling and analyzing survivable systems [30], we have devel oped a stochastic
model called Constrained Markov Decision Processes (CMDPs) [1]. A CMDP can have amix of
nondeterministic and probabilistic state transitions. Consequently, a CMDP is more general than a
nondeterministic state machine. CMDPs are also a generalization of Markov Chains, since the
transition probabilities can depend on past history. Thus, CMDPs can be used to model awider
range of systems than the methods discussed previously.

Existing CMDP agorithms can be used to do reliability analysis viathe following: (1) compute the
worst-case probability that atask started will eventually finish, (2) do latency analysis, i.e., compute
the worst-case expected finishing time of atask, and (3) do cost-benefit analysis, thus helping the
engineer make design decisions. CMDP models have been successfully used in applications from
the telecommuni cations industry and decision sciences.

In our preliminary work we have built amodel checker that can verify properties of CMDPs [29]
and have successfully applied it to two non-trivial examplesin the financial services application
domain. However, we have not tried to use the model checker to verify properties of autonomous
systems. For this program, we will verify large-scale examples invol ving autonomous systems with
newer versions of thetool.

In addition to modeling history-dependent events and enabling reliability and latency analysis,
another important advantage of using a general model like CMDPsisits ability to model cost
constraints. Using costs associated with state transitions, we can perform cost-benefit analysis. For
example, suppose we have a fixed budget and need to decide which nodes should be upgraded to
achieve maximum increase in system reliability. We may not be able to upgrade all nodes and must
choose those that would be most cost-effective. Ina CMDP, cost information is represented very
generaly in terms of functions that assign real values to <state, action> pairsin the state transition
model. We expect to be able to use these functions to model the kinds of resources described in

14



Section 3.2. Thisideais till unexplored territory — in the long term, we propose to understand how
the CMDP model can help us do cost-benefit analysis of resource usage.

More generally, we propose to identify the practical and realistic environmental conditions under
which the Markov assumption applies. We can use tools based on MTBDDs and PCTL to analyze
such examples. More ambitiously, we propose to identify and express the dependencies (especialy
due to failure events) resulting from dynamic interactions between the system and environment.
Here, we need to develop our CMDPs methodol ogy further to handle these more complex
transitions. Finally, we plan to investigate how CMDPs can be used to model cost constraints as
they relate to resource usage, thus extending the types of resource constraint problems that can be
handled.

4 Research Plan
Our proposed work is divided roughly into two categories:

(1) Toolsfor Automating Verification of Autonomous Systems: Using technology at hand
(model checking), we will apply it immediately to what is feasible - specifying and verifying
synchronization and sharable resource constraints. The research here will focus on making it
easier for engineersto use model checking by automating the model construction process. Hence,
we will work on extracting synchronization skeletons, modeling publish-subscribe systems, and
translating specialized task executive languages. We will also deal with discrete resources,
develop languages for specifying properties of interest for task executives, and investigate
methods for explaining counterexamples. All this proposed work is feasible and will be the focus
of our attention in the first two years of the project.

(2) Novel Verification Techniques Geared Towards Autonomous Systems. We will develop
brand new methods, and supporting tools, to reason about metric resources and environmental
constraints. Here, in contrast to synchronization constraints, we lack a firm understanding of all
the issues involved, ranging from the kinds of models appropriate for capturing behaviors of
interest, to the logics with which to state the constraints. Since more fundamental research is
required for this part of our proposed work, we expect to explore the ideas as outlined in Sections
3.2 and 3.3 during the first two years of the project so that by the third year we can build the
relevant tools and apply them to NASA-relevant examples.

Our proposed budget ramps up according to this research plan. In the first year, our budget goesto
support the short-term efforts of (1) while laying foundations needed for (2). As time progresses, the
budget will go to continuing support of (1) but with primary focus on (2).
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M anagement Plan

Jeannette Wing (PI) will have overall management responsibility for the project. She will aso be
responsible for the probabilistic and quantitative timing analysis techniques.

Edmund Clarke (co-1) will have primary responsibility for extracting synchronization constraints
and metric model checking (for temporal and resource constraints).

David Garlan (co-1) will have primary responsibility for formalizing publish-subscribe systems and
developing related tools. He will share responsibility for developing languages for specifying
properties.

Bruce Krogh (co-I) will be responsible for issues relating to verification of hybrid systems. In
addition, he will provide expertise in real-time systems.

Reid Simmons (co-1) will have primary responsibility for modeling task executive languages and
explaining counterexamples. He will share responsibility for devel oping languages for specifying
properties. He will also provide expertise in autonomous systems.

Severa of the investigators have aready collaborated on research, which should facilitate joint
research and integration of results. We will have regular group meetings to discuss research
progress, latest developmentsin the field, and NASA relevance. We will submit regular reports to
NASA and make available all tools developed, along with test data.

We aready have a good collaborative relationship with the verification group at NASA Ames, and

expect thiswill continue. In fact, this relationship should be strengthened as plans progress for a
Carnegie Mellon presence on, or near, the Ames campus.
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