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Abstract

We propose a five-year research initiative at Carnegie Mellon University to create a new genera-
tion of formal verification tools that can be integrated into design environments for the complex,
high-assurance embedded systems that will be required by future military systems. These sys-
tems are increasingly distributed, complex dynamic systems that must operate with a high degree
of autonomy and survivability in diverse and unpredictable environments. We will focus on the
development of new verification methods and tools to provide a rigorous means for checking the
integrity and correctness of designs for these systems before they are deployed on target platforms.
Our initiative has three broad research thrusts:

e \erifying System Integrity. System integrity refers to the correctness of the embedded sys-
tem operation with respect to the interactions among the distributed software and hardware
components. The embedded system must satisfy synchronization constraints, resource con-
straints, and real-time constraints imposed by the implementation architecture and applica-
tion requirements. Methods for performing formal verification of these types of constraints
that have been successful in hardware and protocol applications will be extended to embed-
ded system applications.

¢ Modeling the Environment. Embedded software systems for military applications interact in
complex wayswith physical systems and adverse environments. It isthus essential to capture
correctly and effectively the continuous dynamics, feedback loops, and unpredictable fea-
tures of the environment in the models used for formal verification. Our research will draw
on recent developmentsin (i) hybrid system verification to integrate continuous state dynam-
ics with discrete-state models used in formal verification; and (ii) probabilistic verification
to model and evaluate critical system attributes such as survivability and fault tolerance.

e Usability. In addition to performing research on fundamental methodsin formal verification,
we will address the formidable barriers that have kept formal verification techniques beyond
the reach of practicing design engineers. We propose to develop tools that will extract au-
tomatically models used for verification from models already being constructed by design
engineersfor simulation studies and software development. We will also devel op new meth-
ods for presenting and interpreting the results from formal verification tools so that they can
be used effectively to evaluate the system and to correct the sources of faulty behaviors.

To assure this research initiative addresses the needs of real-time embedded systems in military
applications, we have established a partnership with the Honeywell Technology Center (HTC),
which will participate with in-kind matching funds. We will meet regularly with HTC researchers
who will provide requirements specifications and review research plans and results. HTC will
offer challenge problems from real avionics and combat systems and will use tools developed in
this project oninternal HTC projectsto help with the eval uation and guidance of the CMU research.

This initiative will also be an integral technical component of the newly formed High De-
pendability Computing Consortium, a partnership among Carnegie Mellon University, NASA, the
Silicon Valley corporate sector, and other private and public sector organizations.



Project Description

1 Introduction

In virtualy al military systems, from land vehicles to aircraft, there is an increasing reliance on
embedded systems to improve performance, increase flexibility, and enhance autonomy. Conse-
guently, system testing and certification has become one of the most time-consuming and costly
phases of deploying military systems. There is a crucial need for better tools that make it pos-
sible to guarantee the correctness of embedded systems when they are designed, before they are
deployed on target platforms. The availability of such tools could contribute to significant savings
in the time and cost developing and certifying military systems. For safety-critical systems, these
tools could save lives. To address these needs, we propose a new research initiative at Carnegie
Mellon University to develop innovative techniques and tools for the formal verification of com-
plex embedded systems.

Assuring embedded systems will operate correctly and safely isbecoming increasingly difficult
for military systems because:

e embedded systems have become highly distributed, multi-task, real-time systems, wrought
with all the problemsthat can arise due to concurrency in complex real-time systems,

e embedded systems are controlling increasingly sophisticated and complex physical systems,
which makes it necessary to take into account the continuous physical dynamics and feed-
back interactionsin determining their correctness;

e embedded systems must operate with more autonomy under increasingly adverse and unpre-
dictable conditions, making fault tolerance and survivability key requirements that must be
assessed using models of uncertainty in the environment; and

e embedded systems are being developed with a wider, more sophisticated array of models
and tools, making it more difficult to abstract essential features for verification and provide
useful insight to the engineers.

These factors contribute to the growing concern that current methods for designing and evaluating
complex embedded systems are inadequate.

The degree of assurance we can provide today is based on extensive simulation and testing. In
some cases, simulation isthe only option; testing may be impossible because the system’s intended
effect is irreversible, or because the environment is inaccessible. Both simulation and testing
suffer from being incomplete: they evaluate the system performance for only selected subsets
of operating conditions and inputs. In many applications, it is impossible to cover even a small
fraction of the total operating space with simulation, and testing is already too expensive. Building
atest harness to simulate a component’s environment is often more expensive than building the
component itself.

The goal of our proposed research is to complement the traditional methods of embedded sys-
tem validation (simulation and testing) with formal verification, that is, with methods that analyze
the behavior of a system over alarge (possibly infinite) set of operating conditions without resort-
ing to exhaustive simulation.



Our long-term vision is to see a “row of buttons’ on the desktop of the design engineer’'s
workstation that provide immediate access to formal verification procedures that are practical and
efficient. Each button would be specific to a property relevant to the engineer’s application; for
example, in the design of the Enhanced Ground Proximity Warning System, ensuring that we can
always go to a “restart” state might appear as a “CheckRestart” button, hiding from the engineer
the details of the verification procedure performed underneath. We might have similar buttons
that have the effect of checking for deadlock freedom, race conditions, maximum resource usage,
minimum delay time, and so on. We believe such property-specific and domain-specific tools
based on formal methods will make it possible to design and deploy complex embedded systems
with alevel of confidencethat far exceeds what can be achieved today using simulation and testing.
Toward this vision, there are many technical challenges, pragmatic and theoretical. Our proposal
addresses the challenges on both fronts.

To address the problems arising in the verification of embedded systems for future military
systems, our research initiative has three main thrusts:

e \erifying System Integrity. By system integrity we mean correct behavior involving interac-
tions between different components of an embedded system implementation. There are spe-
cial classes of bugs that frequently arise in embedded system architectures, stemming from
synchronization violations, resource constraints, and real-time constraints. These problems
are particularly difficult to find using traditional testing because of the large number of situa-
tions that must be tried and because the problems often arise only after particular sequences
of events occur, which are often not reproducible. Real-time performance affects the in-
tegrity of an embedded system, particularly when tasks are executed on a distributed hard-
ware platform. Recent effortsin the design of embedded systems have resulted in defining ar-
chitectural frameworksto support system development. We intend to exploit the constraints
inherent in these classes of architectures to make the formal verification of real-time and de-
cisional problems more tractable. Thisresearch will build directly on techniques—primarily
model checking—for formal verification of hardware systems and protocols, where similar
problems of concurrency are prevalent.

e Modeling the Environment. In military applications, crucial aspects of correct behavior are
defined in terms of the interactions between the embedded system and its environment.
These aspects include both the dynamics of physical systems being controlled and the in-
herent uncertainty of a system’s environment. To deal with physical systems, it is neces-
sary for the formal model to include features of the environment, which typically involves
continuous-valued variables and continuous dynamics. To deal with uncertainty, it is neces-
sary to assess a system’s survivability and fault tolerance with respect to the likelihood of
failure events and other contingencies. Thus we plan to explore probabilistic models and
probabilistic verification techniques for analyzing a system’s robustness.

e Usability. To develop “push-button” verification tools that can be used routinely by engi-
neers (non-specialists in formal verification), innovative work is needed to make effective
connections to the design environments and languages that they currently use for embed-
ded system development. Our research in this area will emphasize: (i) trandlators that can
produce formal models automatically for embedded system software; and (ii) techniques for



presenting verification results to the user so that they can beinterpreted easily and to provide
effective information for correcting and modifying designs.

The following section elaborates on the key challenges to devel oping verification methods for
embedded systems and describes target applications for the proposed research in avionics and
future combat systems. Section 3 presents the technical approach to be pursued in thisinitiative.
Section 4 summarizes our research plan.

2 Verification of Embedded Systems

Verification is the process of determining whether a system satisfies a given property of interest.
In formal verification, we use an abstract mathematical model of the system to be checked, and
describe the desired behavioral properties with precise, mathematical rigor. Today the best known
verification methods are model checking and theorem proving, both of which have sophisticated
tool support and have been applied to non-trivial systems, including the design and debugging
of microprocessors, cache coherence protocols, and internetworking protocols. Model checking in
particular has enjoyed huge success inindustry for verifying hardwaredesigns. Within the past four
years, companies such as Fujitsu, IBM, Intel, and Motorola have started in-house model checking
groups. Companies such as Cadence, IBM, Lucent, and Siemens market formal verification tools
to hardware designers.

Despite these successes, formal verification has not been used to a great extent in the devel op-
ment of embedded systems. One reason for this lack of use is that the formalisms and techniques
have not been distilled into tools that are accessible to the practicing design engineer. Too much
expertise is required to construct the abstract models and formal specifications, making formal
verification practical only for applications that merit the attention of personnel with specialized
advanced training. Making formal verification part of the embedded system tool kit is more than
simply “technology transition,” however. The techniques themselves require further research to
aleviate existing limitations: at present, they do not scale well to problems with large state spaces
and they do not handle important features of embedded systems applications.

2.1 Motivating Applications

Embedded systems are essential to current and future plans for virtually all military and civilian
technologies. We now describe two examples that illustrate the challenges of bringing formal
verification to bear on the development of these systems.

Future Combat Systems. The Army and DARPA currently conceive future combat systems
(FCSs) as highly versatile combat vehicles capable of operating and surviving in diverse battle sit-
uations. These vehicleswill integrate awide array of sensory and actuation technol ogies to achieve
ahigh degree of autonomy at all levels, from navigation to weapons control. Unmanned robotic ve-
hicles are envisioned to be deployed with limited human supervision in “network-centric” combat
teams.

The FCS vision will be realized by alarge number of complex, highly interdependent embed-
ded systems. Formal verification methods could play a significant role in demonstrating that these
embedded systems can indeed deliver the high-assurance performance that they demand. FCS
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systems will be very complex dynamic systems expected to operate with high precision and ac-
curacy. They must be self-sustaining, intelligent, autonomous, and robust in adverse and hostile
conditions. These characteristics mean that the verification tools must be able to evaluate com-
plex interactions of the system components with each other as well as system interactions with the
physical environment.

Avionics. Increasing aviation safety and reducing flight delay are two of the greatest chal-
lenges facing the aviation industry. There are several technologies, either recently deployed or
in development, aimed at addressing these challenges, including the Enhanced Ground Proximity
Warning System (EGPWS), Controller/Pilot Data Link Communication (CPDLC), Cockpit Dis-
play of Traffic Information (CDTI), and Airborne Weather Information (AWIN). In addition, over
the past decade Integrated Modular Avionics (IMA) has gained popularity as a more cost-effective
method (reducing size, weight, power and recurring cost) of fielding advanced avionics systems.
IMA systems use a shared resource environment to simultaneously host functions of differing
criticality. Such platforms are thus a natural location to place new functionality. This system ar-
chitecture, however, places a special burden on the IMA operating system to keep functions of
different criticality levels from interfering with each other.

These developments require the addition of new systems into the on-board avionics of both
existing and newly developed aircraft. New radio standards, critical databases, display systems,
and information management and decision systems will be added to support the required on-board
functionality. Shared resources, including both processing and 1/0, involve a large amount of
concurrency, and the software threads can interact in complex patterns. It iscritical to ensure that
these system changes do not have unintended consequences.

2.2 Research Issues

The FCS and avionics domains described above illustrate the general challengesto bringing formal
verification into the set of standard tools used for embedded system devel opment. These challenges
include:

e interleavings of multiple task execution;

inter-task dependencies and synchronization requirements;

system resource constraints,

hard real-time constraints;

interactions with complex physical dynamic systems,
e adverse, unpredictable environments; and
e stringent requirementsfor autonomy, fault tolerance, and survivability.

In this research initiative we propose to meet these challenges by focusing on both the fundamental
science of formal verification and the practicality of doing verification in adesign engineer’s work
environment. Thus, we will focus on the aforementioned critical features of embedded systems
for distributed real-time control of dynamic systems, i.e., the type of embedded software designed
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for weapons control, avionics, and control loops in unmanned vehicles for water, land and air.
Furthermore, to make the results of our research accessible to, and usable by, the design engineers
that create the embedded systems. we will develop prototype tools that embody the verification
techniques we devise.

3 Technical Approach

Our technical approach has three major thrusts. First, we propose to develop formal methods to
address the principal difficultiesarising in assuring the internal system integrity of military embed-
ded systems applications. This research will emphasize methods for dealing with synchronization
constraints, resource constraints, and real-time constraints. Second, we will develop new meth-
ods for integrating models of the continuous and stochastic features of the environment into the
verification process. This research will draw on recent developments in the areas of hybrid sys-
tem verification and probabilistic verification. Third, we will address the major barriersto making
formal verification part of the design engineer’s toolbox. In particular, we will focus on making
verification tools usable by developing new methods for extracting abstract models needed for
verification from models and languages used by practitioners, and by creating new methods for
presenting verification results to engineers so that they are meaningful and useful for evaluating
and re-designing the system to meet user specifications.

The following sections describe the research plans in each of these three areas. Figure 1 de-
picts how the different pieces of our research initiative fit together. At the top is an embedded
system that interacts with an environment. Provided in the design engineer’s toolbox is a set of
“push-button” checkers; each tool is used to check a property about a system’s integrity or about
an interaction between the system and its environment, given a possibly stochastic model of the
system’s environment. Underlying these tools are foundational building blocks such as algorithms
for model checking, languages for specifying tasks, and analyses over continuous domains. The
Carnegie Méellon team’s basic research efforts will focus on advancing the state of the art in the
bottom two layers of the figure. Our applied research and technology transition efforts, in close
collaboration with Honeywell and HDCC consortium members, will focus on the second layer
from the top.

Interwoven throughout the foll owing subsections are some cross-cutting themes of our research
approach:

e Exploit model checking techniques and tools: extending their capability, scalability, appli-
cability, and usability. Our starting points are off-the-shelf model checkers such as SMV,
Spin, and FDR,; research prototypes for checking discrete real-time systems (e.g., Verus)
and hybrid systems (e.g., HyTech and CheckMate); and new model checking techniques for
continuous real-time systems and probabilistic verification.

e Focus on the task level: First, rather than verify code, we focus on verifying designs; these
code abstractions come in the form of task-level system architectures for embedded systems
(Section 3.1.1) and synchronization skeletons (Section 3.3.1). Second, we plan to build
toolsfor existing and new task executive languages that will improve the usability by design
engineers to use our verification methods.
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Figure 1: An Integrated View of Our Verification Initiative




¢ Incorporate continuous domainsin our models: specifying and verifying new classes of sys-
tem behavior by using: “time/clock” variables (for handling resource constraints), quanti-
tative models (for capturing numeric domains such as for air pressure, electromechanics,
hydraulics, temperature, and wind speed); and stochastic models (for doing cost-benefit
analysis such as whether to add physical redundancy for increased reliability despite the
additional weight it incurs).

3.1 Verifying System Integrity

By system integrity, we mean the correctness of the system with respect to the interactions that
occur between the system components and the constraintsimposed by the system platform and the
application requirements. The following subsections describe the proposed research on problems
inherent to the integrity of embedded systems for military applications.

3.1.1 Synchronization Constraints

Most embedded systems are constructed as |oosely coupled sets of tasks. Synchronization between
tasks is needed to ensure proper functioning of the system. Such synchronization constraints may
berelative (e.g., “ To switch from autonomous mode to manual mode requires going to STANDBY
first.”) or more quantitative in nature (*“\Weapons systems must be on for at least 10 minutes before
use’).

Software errorsthat cause a system to violate these constraints often arise from subtle interac-
tions among concurrent tasks (e.g., race conditions, missed events, deadlocks, resource contention,
etc.). Since these bugs may manifest themselves only for particular interleavings of actions, the
programmer may not be able to reproduce the problem at will. Thus, it is often very difficult to
track down the sources of synchronization bugs in using traditional testing and code inspection
techniques.

Fortunately, such problems are particularly well-suited to automated formal verification using
model checking. Model checking starts with a finite state model of the software system under
consideration. The model checking tool then examines all possible interleavings of computations
in the model, to expose any violations of task synchronization constraints. To the extent that the
model faithfully reflects the actual system, errors found in the model represent problems with the
system and vice versa.

Our research on synchronization constraintswill focus on specific synchronization mechanisms
used in embedded systems, and extraction of the appropriate models to analyze these mechanisms.
To support coordination among behaviors, while maintaining loose coupling between tasks, em-
bedded systems typically use one of two forms of component integration:

1. Using publish-subscribe interaction [39] tasks are responsible for announcing (or “publish-
ing”) significant events. Other tasks may register to be informed of (or *subscribe to”) a set
of events. When one task publishes an event, it is sent to all subscribers. In this way tasks
remain independent since a publisher does not know the identity, or even existence, of other
subscriber tasks.



2. Using cyclic tasks with shared variables, asimilar effect is typically achieved by assigning
each task to atask slot that isrepeatedly run at some fixed period—say every 50 milliseconds.
At each activation a task examines a set of input variables in some shared variable space,
and based on those values, it writes derived values to a set of output variables. Readers of
shared variables do not know which tasks set those values, or which tasks will “consume’
the values of the variables to which they write. Thus the shared variables serve the role of
the events in the publish-subscribe architectures of embedded systems, with the analogous
goal of decoupling tasks while permitting communication.

While both architectures are good from an engineering point of view, reasoning about their
aggregate behavior is problematic. One would like, for example, to be able to guarantee that if a
sensor detects that when atemperature val ue goes over amaximum limit then some other part of the
system will take appropriate corrective action to preserve overall stability. This detection ishard to
do with such systems, however, because interactions between the parts of the system are indirect
and asynchronous. In particular, the nondeterminism inherent in the invocation of tasks and the
communication delays inherent in a distributed publish-subscribe system (many events may bein
transit) make it difficult to reason about properties such as global invariants or timely response to
certain trigger events. (For example: Are sufficient events published to allow interested parties
to respond in atimely fashion? Isthere potentia interference between components that subscribe
to the same event?) Analogously, for shared-variable cyclic systems it is difficult to determine
whether a given assignment of tasks to periodic buckets and the ordering of tasks within a bucket
are sufficient to guarantee some property under all possible scenarios. (For example: Are there
implicit ordering assumptions in the reading and writing of shared variables that may be violated?)

While model checking would appear to be a good solution for verification of such properties,
it is not immediately obvious how to map these kinds of systems into an appropriate model. In
previous research we have devel oped techniques for reasoning about these kinds of systems [14].
The basic idea underlying the work is that one can provide a precise description of the cause and
effect of each event to reason locally about how acomponent behavesinisolation. Then using local
correctness of the components and properties of events, we infer the desired global property of the
overall system. We believeit should be possible to map these descriptions automatically into aform
that can be model checked. Moreover, many of the standard problems about event-ordering and
interference (mentioned above) can be built-in as standard checks that are automatically verified.
We have already taken initial steps towards developing such an automated translator for publish-
subscribe systems [17].

3.1.2 Resource Constraints

Embedded systems are typically implemented on distributed hardware architectures with limited
resources. Therefore, designers of embedded systems must be concerned with resource allocation,
ensuring that they do not exceed resource bounds. Model checking is particularly well suited for
detecting potential violations of resource constraints because it can examine all possible execution
traces and interleavings of tasks.

Resources can be categorized into four types [13]:

1. Sngle sharable—a discrete, single unit, such as a camera. Sharable resources can be used
by only asingletask at any given time.
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2. Multiple sharable—multiple discrete units, such as multiple rovers exploring enemy terrain.
Multiple sharable resources may beinterchangeable, but difficulties arise when the resources
areinterchangeable for some purposes but not others (e.g., wheeled rovers, but with different
Sensors).

3. Consumable—continuous resource, such as fuel. Consumable resources can be used for any
task, at any time, but eventually can be used up.

4. Renewable—continuous resource that can be replenished, such as disk space or wireless
communications bandwidth. Renewable resources are critical in field operations, and must
be very carefully managed to avoid over-subscription.

Single sharable resources can be synchronized using a mutex boolean variable. It is straight-
forward to model this with model checkers. Multiple sharable resources can be represented using
an integer variable with a given, finite range. While, in general, allocating multiple sharable re-
sources is a computationally complex problem, verifying the absence of resource conflicts is no
more difficult than other discrete, symbolic model-checking problems.

On the other hand, the major research issue in dealing with resource constraints is reasoning
about continuous (consumable and renewable) resources. Here, we propose to adapt rea-time
model-checking algorithms [24, 6] (Section 3.1.3). In many cases, resources are consumed and
renewed at a constant rate and their constraints are independent. This corresponds to multi-rate
clocks, or rectangular automata, for which many verification problems of practical interest are
decidable [2, 20]. Consumption and renewal rates that are not constant can be modeled in this
framework using piecewise constant approximations.

Often, it isimportant to know not just whether a resource constraint has been violated, but how
close oneisto aviolation in the best and worst cases. This gives the engineer an understanding
of potentially critical pointsin the design. Again, multiple clock rates can be used to model the
dynamics of the consumption/renewal processes. Reachable sets of the system tragjectories can
be computed as fixed points of operators in the space of continuous clock values. This leads to
polyhedral regions that can then be introduced as constraints over optimization problems (linear
programming problems) to evaluate the worst-case proximity to specified resource constraints. We
propose to create tools that automate this process of computing these valuesfor critical constraints
selected by the designer.

Another significant research issue is how to specify resource constraints and utilization in
a way that can be automatically processed for formal verification. We propose to develop a
syntax for specifying such constraints and embed this language in the engineer’s programming
environment—either by extending an existing task descriptionlanguage, suchasESL [18] or TDL [37],
or by defining them as stylized comments that can be added to general-purpose programming lan-
guages, such as C. For this effort, we will borrow heavily from work in planning and scheduling
[31], where declarative representations of resources are commonly used.

We will then develop tranglators to create SMV models automatically from the resource con-
straint specifications, which would then be combined with the models generated for synchroniza-
tion constraints (Section 3.1.1) to determineif the constraints hold for all possible task executions.
We will aso extend our work in automatic generation of explanations to handle counterexamples
that demonstrate resource violations (Section 3.3.2. The development of these automatic transla-

11



tion and explanation capabilities, together with the development of novel model-checking algo-
rithms to handle continuous resources, will provide engineers with important and valuable new
toolsfor verifying resource-limited embedded systems.

3.1.3 Real-timeConstraints

Many specifications for real-time embedded systems are quantitative (“X must occur at least T
seconds before Y”). Although there has been considerable work already on verifying real-time
systems, including research at Carnegie Mellon [6], more research is needed in order to handle
models of the complexity needed for future combat and avionics systems.

In understanding why a quantitative synchronization constraint has failed, it is often useful to
know how far the system actually falls outside of the desired bounds. Previousresearch at Carnegie
Mellon on model checking of discrete real-time systems has introduced the concept of quantita-
tive timing analysis [7]. Using this new method it is possible not only to check the correctness
of a system but also to compute quantitative timing information about the behavior of the system,
such as minimum and maximum times between the occurrences of events. The method can also
determine the number of occurrences of an event in al paths between two other specified events.
Moreover, it is also possible to identify how often a task has been blocked, or if lower priority
tasks have been executing in the interval between the task’s execution start and finish times. With
thisinformation it is possible not only to assert the correctness of a system but also to understand
its behavior and in many cases to identify optimizations to the design. Even more detailed infor-
mation can be obtained using selective quantitative analysis, which allows the analysis of specific
execution sequences in the model, instead of checking all of its behaviors.

While quantitative timing analysis is a powerful technique, more research is needed before it
can become a practical tool. Oneissue is that distributed systems are often better modeled using
continuous time rather than discrete time. Thisis particularly true for quantitative timing analysis.
Currently, it is possible to determine minimum and maximum time delays between events. How-
ever, other verification algorithms such as condition counting or selective quantitative analysis are
not supported. We propose to extend quantitative timing analysis to continuous-time models and
to develop model checking tools that can handle task execution systems of realistic complexity.

A second limitation of model checking technology is its inability to handle systems whose
task structure varies at run time. Current techniques require one to create models that contain
all possible tasks, even though some may not be active at any given moment. The creation or
deletion of anew task is then modeled by activating and deactivating tasks. This approach has the
disadvantage of requiring very complex models, and of not being a close match with the point of
view taken by many task executives, in which tasks are freely created and deleted. We propose
to investigate extensions to model checking that will permit more natural representation of such
systems, and in particular, dynamic task creation and deletion.

3.2 Modeling the Environment

For many military applications, embedded systems control dynamic physical systems and operate
in complex environments. Consequently, many aspects of correct behavior are defined in terms of
how the embedded system components interact with the external world. Specifications defining
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only the internal system integrity as discussed in the previous section are inadequate to compl etely
characterize all of the important system requirements. Some requirements involve performance
of feedback loops, such as guarantees that the embedded system delivers commands in a certain
sequence when the physical system being controlled moves at a certain speed. Other requirements
may be given in terms of probabilities with respect to environmental conditions, such aslikelihood
of survival given a particular stochastic characterization of the battle conditions.

Specifications of these types makeit necessary for the verification procedure to include models
of the embedded system’s environment. In this initiative, we propose to address two of the most
challenging problems posed by environmental models. First, we propose to develop new meth-
ods for incorporating models of continuous dynamics as they arise in controlled systems and the
environment into the inherently discrete models used for model checking. Second, we propose
to extend methods for probabilistic verification to address the problems arising in verification of
systems embedded in environments modeled stochastically. Research in each of these directionsis
described below.

3.21 Hybrid Dynamics

Constraints related to the dynamic behavior of an embedded system and its interactions with the
environment are among the most difficult to incorporate into a formal verification procedure be-
cause traditional formal methods are based on discrete-state models that cannot easily capture the
continuous-parameter variations that characterize the system dynamics and environmental interac-
tions. It is essential that these constraints be represented and evaluated as faithfully as possible so
that the system can be operated to its full limits while avoiding catastrophes. Assuring dynamic
constraints are not violated by over designing the system is not an attractive option when there are
stringent constraints on the available size, weight, and energy.

The operation of embedded systems and their interactionswith the physical world are governed
by the laws of continuous dynamics, usually modeled by differential and algebraic equations. In
contrast, tools for formal verification are based on models of computation that are inherently dis-
crete state/event models. Timing is typically the only mechanism for incorporating features of
physical environments into these models. Our goal in this part of our project is to create tools for
analyzing models of physical dynamic systems to abstract tractable behavioral models to verify
embedded system performance with respect to environmental constraints.

Embedded systems interacting with continuous dynamic environments are hybrid dynamic sys-
tems, that is, systems with both continuous and discrete state variables. Hybrid dynamics can aso
appear in the environment itself when the continuous dynamics change depending on discrete con-
ditions, such as changes that occur in robotic mechanisms depending on whether or not certain sur-
facesarein contact. Central issuesin recent research on hybrid dynamic systemsinclude numerical
methods for simulation, identifying and characterizing qualitative behaviors such asinvariants and
limit cycles, synthesizing controllers for various objectives such as stability and reachability, and
formal verification [30, 35].

This latter research on formal verification is most germane to the present proposal. In contrast
to model checking for finite-state systems, algorithmic verification is possible for hybrid dynamic
systems with only very simple classes of continuous dynamics|[22, 21, 29]. Consequently, the best
one can hope for is the verification of properties of conservative models that represent outer or
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inner approximations to the families of exact system behaviors. Based on our experience and the
experience of othersin building tools to verify properties of hybrid dynamic systems, we plan to
generate discrete system models from continuous ones, and thus generally handle continuous state
variables, where timeisjust aspecial (but important) case.

We propose to use the differential equation models to generate discrete models of the environ-
ment that can be composed as needed with the existing discrete models of the computing system.
This approach has been taken in the past, but the discrete models of the continuous dynamics
have been either created manually and in an ad hoc manner [33], or generated using numerical
techniques that do not guarantee the model is correct [27]. On the other hand, tools for verify-
ing hybrid dynamic systems directly (combining the discrete and continuous dynamicsin asingle
model) can handle only very small examples[3, 23, 36].

Our work on discrete-state approximate quotient transition systems will form the basis for
these models [8]. The fundamental problem in obtaining discrete models of hybrid systems is the
computation and representation of reachable sets for the continuous dynamics. Current methods
for computing these reachable sets are effective only when there are no more than three or four
continuous state variables [9, 34]. To deal with this problem, we will investigate methods for
decomposing the continuous dynamic models into low-dimensional interacting subsystems, each
of which can be handled effectively with our computational tools. Formally, this approach cor-
responds to projecting the full state vector into lower-dimensional subspaces as proposed in [19].
Alternative representations of continuous dynamics will aso be investigated, including ellipsoidal
approximationsthat are possibly less complex than the polyhedral approximationswe are currently
using [28].

The key to this approach will be the ability to select appropriate operating regimes for the
continuous dynamics that need to be approximated. Toward this end, we will create tools that
make it possible for the domain expert who is familiar with the dynamics and the requirementsto
be verified to define the range of operation that needs to be captured.

Our approximation approach here is analogous to our approach for extracting synchronization
skeletons of Section 3.3.1, which are yet a different abstraction of the system. It is aso consistent
with our focus on task-level execution, allowing usto analyze tractable models of inherently large
state spaces due to continuous dynamics.

3.2.2 Stochastic Models

Unpredictable behavior of the environment frequently makes the verification problem more com-
plex than current techniques can handle. We can model the environmental events as nondeter-
ministic transitions. 1n some cases, the probabilities of events can be estimated using information
like past mission data. This makes it possible to associate probabilities with the state transitions
that correspond to these events. As aresult, the environment of an embedded system can often be
modeled as a stochastic process.

Numerous theoretical studies have been written on the probabilistic verification problem. Al-
gorithms for solving the problem have been given in severa papers, for example, there is a model
checking algorithm for linear temporal logic which is exponential in the size of the specification
and polynomial in the size of the Markov chain. However, there are currently no probabilistic
model checkers that are able to verify realistic systems. The bottleneck is the construction of the
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state space and the necessity to solve huge systems of linear equations. We are developing a more
efficient alternative, which performs the probability calculations using Multi-Terminal Binary De-
cision Diagrams (MTBDDs) [10]. MTBDDs differ from Binary Decision Diagrams(BDDs) in that
the leaves may have values other than 0 and 1; in this case the leaves contain transition probabili-
ties. Preliminary results indicate that MTBDDs can be used to represent extremely large transition
probability matrices.

Transition probability matrices represented as MTBDDs can be integrated with a symbolic
model checker and have the potential to outperform other matrix representations because they are
so compact. For example, Hachtel and his colleagues [4] at the University of Colorado, Boulder
have developed symbolic algorithms to perform steady-state probabilistic analysis for systems
with finite state models of more than 10%” states. While it is difficult to provide precise time
complexity estimates for probabilistic model checking using MTBDDs, the success of BDDs in
practice indicates that thisis likely to be a worthwhile approach.

For writing specificationswe use Probabilistic real -time Computation Tree Logic (PCTL) intro-
duced by Hansson and Jonsson in 1989 [5]. PCTL augmentsthe logic CTL (developed by Clarke
and Emerson) with time and probability. Formulas are interpreted over finite state discrete-time
Markov chains. Thelogicisvery expressive and has a simple model checking agorithm that can be
implemented using MTBDD-based techniques. A model checker for thislogic can be auseful tool
in the dependability analysis of fault-tolerant real-time control systems, performance analysis of
commercial computer systems and networks, and operation of automated manufacturing systems.

We are implementing a model checker for PCTL within Verus, a verification tool tailored for
analysis of real time systems [6]. In order to model and verify stochastic systems in Verus, we
have extended the specification language and implemented a subset of the PCTL operators. We
have already verified afew examples, including a smple communication protocol, an automated
manuf acturing system comprising two machines, and afault-tolerant computing system. Currently,
we are verifying arailway interlocking controller with a state space in the order of 102?* states. For
this part of the research initiative, we propose to implement the full PCTL logic, continue the
development of the required MTBDD operators, and evaluate how well PCTL model checking
performs on avionics applications.

Our work on implementing an MTBDD-based PCTL model checker for a version of Verus
lets us incorporate the stochastic nature of an embedded system’s environment into our models.
However, it fundamentally relies on the assumption that events occur independently. In practice,
events, especially failureevents, do not necessarily occur independently. For example, in an aircraft
with two redundant nodes used for load balancing, if one node fails, then the other node is more
likely to get overloaded and subsequently fail. Also, an exceptional or unanticipated external
environmental event usually triggers a fail-safe shutdown procedure (e.g., if the sensor’s current
reading exceeds the maximum threshold for safe operation). The shutdown procedure will either
(1) cause further failure recovery subtasks to execute, effecting a cascade of repair events, or (2)
simply abort the mission (e.g., stop the unmanned tank).

In our work on modeling and analyzing survivable systems [26], we need to address the same
problem. We use a stochastic model called Constrained Markov Decision Processes (CMDPs) [1].
A CMDP can have a mix of nondeterministic and probabilisitic state transitions. Consequently, a
CMDP is more general than a nondeterministic state machine. CMDPs are also a generalization
of Markov Chains, since the transition probabilities can depend on past history. Finally, CMDPs
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allow one to attach cost constraints to state transitions. Thus, CMDPs can be used to model a
wider range of systems than the methods discussed previously. For example, CMDP models have
been successfully used in applications [1] from the telecommunications industry, e.g., to perform
maximization of the throughput of certain traffic, subject to constraints on its delays; and in de-
cision sciences, e.g., to develop a pavement management system for Arizona to produce optimal
maintenance policies for a 7400-mile network of highways.

Existing CMDP algorithms can be used to do both reliability analysis, e.g., to compute the
worst-case probability that atask started will eventually finish, and latency analysis, e.g., to com-
pute the worst-case expected finishing time of atask. However, in addition to modeling history-
dependent events and enabling reliability and latency analysis, another important advantage of
using ageneral model like CMDPs s its ability to model cost constraints. Using costs associated
with state transitions, we can perform cost-benefit analysis. For example, suppose we have afixed
budget and need to decide which communication links should be upgraded to achieve maximum
increase in system reliability. We may not be able to upgrade all links and must choose those
that would be most cost-effective. In a CMDP, cost information is represented very generaly in
terms of functions that assign real valuesto (state, action) pairsin the state transition model. One
promising application of this CMDP capability is to use these functions to model the kinds of re-
sources described in Section 3.1.2. Thisideais still unexplored territory; we propose to understand
how the CMDP model can help us do cost-benefit analysis of resource usage.

In our own preliminary work we have built a model checker that can verify properties of
CMDPs [25] and have successfully applied it to two non-trivial examplesin the financial services
application domain. However, we have not yet tried to use the model checker to verify properties
of embedded systems. We have also hit against the limitations of the NuSMV-based model checker
in our current tool because we need to model explicitly in NuSMV ahistory variable in our states,
thereby exploding the state space. Thus, for this part of the research initiative, we plan to build a
newer version of our tool based on an “explicit-state” model checker (e.g., Spin) to avoid modeling
history explicitly, and to apply our model and newer tool on embedded systems applications.

More generally, we propose to identify the practical and realistic environmental conditions un-
der which the Markov assumption applies. We can use tools based on MTBDDs and PCTL to
analyze such examples. More ambitiously, we propose to identify and express the dependencies
(especialy due to failure events) resulting from dynamic interactions between the system and en-
vironment. Here, we need to develop our CMDPs methodol ogy further, for example, in pursuing
how cost constraintsin a CMDP model relate to resource usage.

3.3 Usability

There are two significant barriersto the use of model checking-based verification of complex em-
bedded systems. We refer to these as problems of usability. To use a model checker, a designer
must first describe the system and requirementsin the formalism used by the model checking tech-
nology. For a complex system this can be a non-trivial task, since it involves manually mapping
a (usualy) infinite-state software system to a finite-state model. Moreover, the model must be
one that is small enough that it can be checked in a reasonable amount of time. Finally, the de-
signer must be able to interpret the results—typically a set of counterexamples showing execution
paths where a property is violated. In combination these represent significant barriers for system
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designers and devel opersto use these verification tools on aroutine basis.

3.3.1 Extracting Models

We propose to devel op new static analysis methods to extract models, called synchronization skele-
tons [11], automatically. A synchronization skeleton is a projection of the code that includes only
details relevant to analysis of properties of concurrency. Our research will be based on the use of
dicing. In earlier work we applied slicing to hardware description languages [12]. In this project,
we will extend these techniques to software by developing ways to use slicing techniques for ex-
tracting synchronization skeletons from analysis of concurrent programs. The second approach
will be to use formal specifications to extract automatically code fragments that are relevant for
model checking. This work is similar to that of Engler [15], who has investigated extraction of
finite state descriptions from C programs by eliminating fragments of the program that are unnec-
essary for verifying a property of interest. However, in his work properties are specified opera-
tionally using C programs and extracted manually from the source code. In this project, we intend
to devel op more automated techniques in which properties of interest are specified declaratively.

Our second attack on the problem of extracting models will focus on automated creation of
models for task execution languages. In many cases, specialized languages are used to implement
task executives for autonomous systems. Typical languages, such as RAPs [16], ESL [18], and
TDL [37], contain constructs for hierarchical goal decomposition, task synchronization, resource
management, execution monitoring, and exception handling. In such languages, the synchroniza-
tion constraints are explicit, so extraction and translation of constraints are facilitated. In previous
research at Carnegie Mellon, in collaboration with NASA/Ames [32, 38], we developed a tool
to produce SMV models automatically from models written in MPL, the language used in the
Livingstone fault diagnosis system [40].

We propose to create similar translators for task execution languages. The difficulty hereisthat
such languages are typically quite expressive, and care must be taken to produce formal models
that can be verified efficiently. In addition, we propose to devel op specialized languages that enable
engineers to encode properties of interest easily.

We will focus on being able to encode requirements specified by our Honeywell partnersin
order to test the approach. In some cases, we will extend the task execution languages so as to be
able to support directly the inclusion of such requirements, much as the “assert” property in C.

3.3.2 Interpreting Verification Results

The second way we will improve usability is by devel oping new waysto help designers understand
the meaning of the counterexamples produced by a model-checker. Current work is developing al-
gorithms that can produce causal explanations of counterexamples for MPL models [38]. This
work instantiates a counterexample and its associated SMV model into aTM S (Truth Maintenance
System). By propagating dependencies, a justification treeis created, which can then be manipu-
lated to form a linear explanation. For this project, we will apply and extend this work to explain
counterexamples for task executive programs. In particular, we will use techniques adopted from
Al planning to find concise explanations that focus on the most germane portions of the justifi-
cation tree. We aso propose to develop techniques that enable developers to view and browse
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the temporal evolution of counterexamples. The ideais to create virtual execution traces from the
counterexamples that can be utilized by existing visualization tools for task executives.

4 Project Plan

This project is envisioned as amajor new research initiative at Carnegie Mellon, bringing together
researchers with expertise in formal verification techniques, real-time control, and embedded and
autonomous system applications. We believe that the whole will truly be more effective than the
individual partsin this endeavor because of the need to bring many perspectives and skills together
to create the kinds of tools that are needed for verifying embedded systems. We will aso be
working with researchers at the Honeywell Technology Center (HTC) and High Dependability
Computing Consortium (HDCC) partners throughout the project who will help us identify the key
barriers that currently exist to putting these tools in the hands of practicing engineers. The HTC
researchers will also provide insight into key military applications, including avionics systems and
future combat systems. The following paragraphs describe the project plan in more detail.

4.1 Organization

The research initiative will be housed in the School of Computer Science at Carnegie Mellon
University. The five principal researchers are from the Department of Computer Science (Clarke,
Wing), the Robotics Institute (Simmons), the Department of Electrical and Computer Engineering
(Krogh), and the Institute for Software Research, International (Garlan). Additional personnel
includes eight Ph.D. candidates, a staff research programmer, and an administrative assistant. The
roles of the principal personnel are as follows.

Jeannette Wing (PI) will have overall management responsibility for the project. She will also
be responsible for the stochastic models that enable reliability and cost-benefit analyses. She will
provide expertise in formal specification language design.

Edmund Clarke(co-1) will have primary responsibility for extracting synchronization constraints,
metric model checking (for temporal and resource constraints), and probabilistic verification.

David Garlan (co-I) will have primary responsibility for formalizing publish-subscribe systems
and developing related tools. He will share responsibility for developing languages for specifying
properties.

Bruce Krogh (co-1) will be responsible for issues relating to verification of hybrid systems. In
addition, he will provide expertise in real-time control and embedded systems.

Reid Simmons (co-1) will have primary responsibility for modeling task executive languages and
explaining counterexamples. He will share responsibility for developing languages for specifying
properties. He will aso provide expertise in autonomous systems.

Project meetings will be held regularly with the following objectives. to present technical
background and new results, to define case studies and requirements, to establish collaborations
between individual researchersin the group. We will also meet quarterly with industrial partners
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from HTC. These meetings will alternate between Carnegie Mellon and HTC, Minneapolis, to
enhance the presentation and exchange of ideas between the two research groups. These meetings
will focus initially on requirements and challenges in applying formal verification to embedded
systems. Proposed solution techniques will be reviewed by the research groups. During years two
and three, discussions will focus on test cases and demonstrations of prototype software. Years
four and five will emphasize the transfer of technologies developed at Carnegie Mellon to HTC
and HDCC consortium members for evaluation and testing.

4.2 Milestones

Here are our annual milestones:
o Year 1

— develop languages for specifying synchronization and resource constraints
— extend real-time verification to continuous-time constraints

— develop model checking algorithmsfor hybrid models of environments

— develop techniques for extracting task-level models

— investigate automation of counterexample interpretation

— identify test cases from target application scenarios

e Year 2

— implement prototype tools for constraint verification (Synchronization, resource, real-
time)

— formulate theory of correctness of hybrid system model checking algorithms

— evaluate probabilistic verification agorithms for test case scenarios

— develop stochastic models of uncertainty of environments for embedded systems
— extend and design new task executive languages

e Year 3

— hold workshop with industrial researchers
— test prototypetoolsat HTC
— begin development of tools for usability, connecting to engineering environments

e Year 4

— establish test cases for technology evaluation
— work with industrial partnersto set up test cases and eval uation procedures

e Year 5

— evaluate fully prototype tools developed in thisinitiative
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— hold industry workshop to disseminate results
— develop plans for technology transfer
— identify directions for future research

Throughout Years 1 through 5, the Carnegie Mellon team will work on the underlying scien-
tific and mathematical foundations that support the engineering needed to make verification tools
accessible to design engineers.

4.3 Industrial Partnerships

Asthe world's leading supplier of advanced avionics systems to civilian, space, and military mar-
kets, Honeywell is uniquely qualified to help define requirements for formal verification of em-
bedded systems and to evaluate the potential impact of the results of this research initiative on
the development of both military and commercial avionics products. Honeywell engineers have
already pursued numerous research projects aimed at verifying the correctness of a variety of soft-
ware and hardware systems. The work to be done under this proposal will build on the results
of existing research, and extend these methods to achieve comprehensive verification of highly
complex embedded systems.

Avionics components under development by Honeywell constitute ideal test cases for formal
verification of safety critical properties in embedded systems. Researchers at HTC will apply
prototype tools from this initiative to in-house projects focusing on the development of in-flight
integrated modular avionics systems and future combat systems. Further, HTC can help define
paths for the transition of this technology into the aircraft avionics certification process, setting a
precedent for the use of formal methods as part of the standard process for ensuring safety-critical
software correctness. As aglobal controls company, Honeywell is positioned to utilize the results
of this research to improve embedded control systems in areas beyond aviation. Honeywell’s
Industrial Automation and Control division, for example, produces numerous embedded industrial
control systems which will benefit from better tools for formal verification.

In addition to our close collaborationwith Honeywell, our initiative will be an integral technical
component of the newly formed High Dependability Computing Consortium, a partnership that
includes Carnegie Mellon University, NASA, the Silicon Valley industrial sector, and other public
and private agencies. HDCC’s mission is “to promote and conduct research that will enable us to
create highly dependable software systems at an affordable cost.” Thus, since Carnegie Mellon is
akey partner in HDCC, our research team has ample opportunity for validating—»by both industry
and government users—the results from our work on the formal verification for embedded systems.

4.4 Educational Activities

Thisresearch initiative will support eight new Ph.D. candidates drawn from the Computer Science
Department; the Robotics Institute; the Software Research Institute, International; and the Elec-
trical and Computer Engineering Department at Carnegie Mellon University. Thus, we will have
a research team that will give the participating students considerable experience with collabora-
tive research in a multidisciplinary project. The interaction with the Honeywell researchers and
insight into the real world applications at HTC will provide these students an unusual chance to
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see the immediate importance and relevance of their research. Honeywell has also agreed to host
Ph.D. candidates for summer internships. This opportunity will enhance further the educational
experience from working on this initiative, as well as helping with the transfer of technology to
industry.

A research initiative of this size will also have an impact on the education program beyond
the students that are supported directly by this program. Graduate research seminars will be held
regularly throughout the duration of the project, focusing on therecent literaturein the areas of real-
time embedded systems, high assurance systems, formal verification and applications. A number
of undergraduateswill also beinvolved in thisresearch program through projects and summer jobs.
Finally, we anticipate the presence of this project on campus at Carnegie Mellon will have a direct
impact on improving the several undergraduate and graduate courses, which we already teach, in
the areas of verification and real-time embedded systems.

45 Dissemination of Results

The results of this research initiative will be disseminated through the regular publication of tech-
nical reports, presentations at conferences, and publication of journal papers. In addition to these
conventional mechanisms for disseminating academic research, we will host two workshopsfor in-
dustrial, academic and military researchers. The first will be during the third year of the initiative.
The objective of this workshop will be to highlight the results of this research initiative and make
available the prototype tools for formal verification to the wider user community. The experiences
and feedback from these users will be important during years four and five of the project as we
focus on the transfer of the technology to target end users. The second workshop will be in the
fifth year. The objective of thisworkshop will be to take a status check of new research techniques
and methods, to report on and summarize “lessons learned” from the military and industrial case
studies, and to outline needed/promising directions for technology transfer and future research.

4.6 Facilities

Carnegie Mellon’s School of Computer Science (SCS) isthe largest academic organi zation devoted
to the study of computers. Its six degree-granting departments — the Computer Science Depart-
ment, Robotics Institute, Human-Computer Interaction Institute, Center for Automated Learning
and Discovery, Language Technologies Institute, and I nstitute for Software Research, International
—include over 200 faculty, 300 graduate students, and a 200-member professional technical staff.
SCS aso collaborates with other University Research Centers, including the DoD-funded Soft-
ware Engineering Institute (SEI); the NSF-sponsored Pittsburgh Supercomputing Center (PSC),
the Information Networking Institute, and the Institute for Complex Engineered Systems (ICES).
Faculty members have private offices, while postdoctoral staff and graduate students share office
Space.

Heterogeneous Distributed Computing. The SCS research facility provides numerous and di-
verse computers for faculty and graduate-student use — more than 3000 machines. All have trans-
parent access to the Andrew File System, a 625Gbyte, shared file space, and to one another through
the Network File System protocol. SCS maintains several terabytes of secondary storage. Beyond
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these resources, the University provides various independent facilities for general use. Computa-
tionally intensive applications can also use PSC computers, including Cray T3E, C90-16/512, and
JO0 supercomputers.

Networking. Carnegie Mellon operates a fully-interconnected, multimedia, multiprotocol cam-
pus network. The system incorporates state-of-the-art commercial technology and spans over 100
segments in a “collapsed backbone” infrastructure that enables mutual access among all campus
systems, including the PSC supercomputers. To extend the network, the Information Network-
ing Institute, with NSF funding, is developing a wireless infrastructure. Now supporting mobile
computing throughout campus, the system will eventually deliver to users handheld or laptop
computers al the functionality of their desktop machines, on campus or off. Externally, SCS
connects directly to the Internet, through T3 (45Mbit/s) and 10Mbit/s links, the NSF-sponsored
VBNS (OC12) network, and the DARPA-sponsored CAIRN and ATM-based AAI (OC3) wide-
area experimental networks. Carnegie Mellon is also actively engaged in the Internet-2 and NGI
initiatives.

Experimental Systems. SCS has a reputation for devel oping innovative computers, devices, net-
works, and systems that benefit diverse applications. Current large-scale, experimental efforts
include the Darwin “application-aware” networking project and the NASD project on storage in-
terfaces with direct device/client communication. SCS's Robotics Institute is a renowned leader
in devel oping embedded mobile robot systems that operate autonomously in natural environments.
RI robots have logged thousands of miles of autonomous travel in office buildings, museums, the
Antarctic, the Chilean desert, and all across America. Issues of reliability and safety are paramount
in these endeavors, and receive much attention by the researchers and engineers of the Robotics
Institute.
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