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Proof-Carrying Code

Code Consumer

Is it safe to execute 
the received code?
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Proof-Carrying Code

Code Consumer

Let’s verify that
the received code is 

safe!
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Proof-Carrying Code

Code Consumer

However,
It’s too expensive to 

verify the code.
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Code Producer

It is a problem,
if every consumer needs to verify 

the received code.

Proof-Carrying Code

Code
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Proof-Carrying Code

Code Producer

Validating the proof is much easier 
than generating one!
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Proof-Carrying Code

Code Producer

I generate the proof(certificate) 
for the code.

code

Code Consumer
Proof

Proofcode
+

Just check that
the proof is valid with the code.
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Issues in Proof-Carrying Code

There are several fundamental issues 
for PCC to be practical.
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Issues in Proof-Carrying Code

Code Producer

I generate the proof(certificate) 
for the code.

code

Proof

1. The proof needs to be generated automatically.
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Issues in Proof-Carrying Code

2. Size of the proof needs to be small enough.

Proof
(Certificate)
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Issues in Proof-Carrying Code

3. Checking procedure needs to be done efficiently.

Code Consumer

Check that
the proof is valid with the code.
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Issues in Proof-Carrying Code

4. Checker needs to be simple and small enough.

Checker
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Abstraction-Carrying Code

• Derivation of proof-carrying code framework.

• “Fixpoint-Carrying Code”

• Code producer computes fixpoint and send it with 
the code. (need full analyzer)

• Code consumer checks that the received fixpoint is 
indeed a fixpoint for the received code.
(simplified one-pass analyzer is enough)
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Code Producer

Compute fixpoint          .

code

Code Consumer

code
+

Check                                .

Abstraction-Carrying Code

f(fixf) ?= fixf
fixf

fixf

fixf
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ABSTRACT
Proof-Carrying Code (PCC) is a general approach to mo-
bile code safety in which the code supplier augments the
program with a certificate (or proof). The intended benefit
is that the program consumer can locally validate the cer-
tificate w.r.t. the “untrusted” program by means of a cer-
tificate checker—a process which should be much simpler,
e!cient, and automatic than generating the original proof.
Abstraction Carrying Code (ACC) is an enabling technol-
ogy for PCC in which an abstract model of the program
plays the role of certificate. The generation of the certifi-
cate, i.e., the abstraction, is automatically carried out by an
abstract interpretation-based analysis engine, which is para-
metric w.r.t. di"erent abstract domains. While the analyzer
on the producer side typically has to compute a semantic
fixpoint in a complex, iterative process, on the receiver it is
only necessary to check that the certificate is indeed a fix-
point of the abstract semantics equations representing the
program. This is done in a single pass in a much more ef-
ficient process. ACC addresses the fundamental issues in
PCC and opens the door to the applicability of the large
body of frameworks and domains based on abstract inter-
pretation as enabling technology for PCC. We present an
overview of ACC and we describe in a tutorial fashion an
application to the problem of resource-aware security in mo-
bile code. Essentially the information computed by a cost
analyzer is used to generate cost certificates which attest a
safe and e!cient use of a mobile code. A receiving side can
then reject code which brings cost certificates (which it can-
not validate or) which have too large cost requirements in
terms of computing resources (in time and/or space) and ac-
cept mobile code which meets the established requirements.

Categories and Subject Descriptors
F.3.1 [Logics and Meanings of Programs]: Specify-
ing and Verifying and Reasoning about Programs; F.3.2
[Logics and Meanings of Programs]: Semantics of Pro-
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gramming Languages—Program analysis; D.2.4 [Software
Engineering]: Software/Program Verification—Assertion
checkers, Validation; D.2.5 [Software Engineering]: Test-
ing and Debugging—Debugging aids, Diagnostics, Symbolic
execution; F.2.0 [Analysis of Algorithms and Prob-
lem Complexity]: General; D.1.3 [Programming Tech-
niques]: Concurrent Programming—Distributed program-
ming ; D.3.2 [Programming Languages]: Language Clas-
sifications—Constraint and logic languages, Multiparadigm
languages.

General Terms
Reliability, Security, Languages, Theory, Verification.

Keywords
Program verification, mobile code certification, resource aware-
ness, program debugging, cost analysis, granularity control,
distributed programming, abstract interpretation, program-
ming languages.

1. INTRODUCTION
In traditional distributed execution receivers are assumed

to be either dedicated and/or to trust and simply accept
(or take, in the case of work-stealing schedulers) available
tasks. Typically, tasks are run at the receiving end under
some administrative domain that is previously agreed on
by producer and consumer of the task. However, many re-
cently proposed applications (such as peer-to-peer systems,
the GRID, and other similar overlay computing systems)
represent more open settings where the administrative do-
main of the receiver can be completely di"erent from that
of the producer. Also, in these applications the receiver is
typically being used for other purposes (e.g., as a general-
purpose workstation) in addition to being a party to the
distributed computation.

In such an environment, interesting security- and resource-
related issues arise. In particular, in order to accept some
code and a particular task to be performed, the receiver must
clearly have some assurance of the correctness and charac-
teristics of the code received and also of the kind of load the
particular task is going to pose. A receiver should be free to
reject code that does not adhere to a particular safety policy
involving both more traditional safety issues (such as, e.g.,
that it will not write on specific areas of the disk) and re-
source-related issues (such as, e.g., that it will not compute
for more than a given amount of time, or that it will not take
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