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Static analyzer produces 
overwhelmingly large number of alarms.
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Unfortunately, 
Many of them are false alarms.
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We need to 
Manually inspect alarms.
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However,
manual inspection is
not interesting at all.
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Moreover, Software Changes.
Program analysis is a part of development cycle.
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Every build requires another inspections.
It’s painful task.
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What do we need?
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I. Alarm Grouping
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Similar alarms
share common CID.
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Similar alarms
share common CID.

Show similar alarms
as a group.
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Similar alarms
share common CID.

Show similar alarms
as a group.

                

Not support, yet.
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II. Alarm Tracking
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III. Alarm Prioritization
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For each alarm, 
we want to assign a score
indicating the likelihood of being a true alarm.
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Taming False Alarms from a Domain-Unaware C

Analyzer by a Bayesian Statistical Post Analysis
!

Yungbum Jung, Jaehwang Kim, Jaeho Shin and Kwangkeun Yi

Programming Research Laboratory
School of Computer Science and Engineering

Seoul National University
{dreameye,jaehwang,netj,kwang}@ropas.snu.ac.kr

Abstract. We present our experience of combining, in a realistic set-
ting, a static analyzer with a statistical analysis. This combination is
in order to reduce the inevitable false alarms from a domain-unaware
static analyzer. Our analyzer named Airac(Array Index Range Analyzer
for C) collects all the true bu!er-overrun points in ANSI C programs.
The soundness is maintained, and the analysis’ cost-accuracy improve-
ment is achieved by techniques that static analysis community has long
accumulated. For still inevitable false alarms (e.g. Airac raised 970 bu!er-
overrun alarms in commercial C programs of 5.3 million lines and 737
among the 970 alarms were false), which are always apt for particular
C programs, we use a statistical post analysis. The statistical analysis,
given the analysis results (alarms), sifts out probable false alarms and
prioritizes true alarms. It estimates the probability of each alarm being
true. The probabilities are used in two ways: 1) only the alarms that
have true-alarm probabilities higher than a threshold are reported to the
user; 2) the alarms are sorted by the probability before reporting, so that
the user can check highly probable errors first. In our experiments with
Linux kernel sources, if we set the risk of missing true error is about 3
times greater than false alarming, 74.83% of false alarms could be fil-
tered; only 15.17% of false alarms were mixed up until the user observes
50% of the true alarms.

1 Introduction

When one company’s software quality assurance department started working
with us to build a static analyzer that automatically detect bu!er overruns1 in

! This work was supported by Brain Korea 21 Project of Korea Ministry of Education
and Human Resources, by IT Leading R&D Support Project of Korea Ministry of
Information and Communication, by Korea Research Foundation grant KRF-2003-
041-D00528, and by National Security Research Institute.

1 Bu!er overruns happen when an index value is out of the target bu!er size. They are
common bugs in C programs and are main sources of security vulnerability. From
1/2[2] to 2/3[1] of security holes are due to bu!er overruns.
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Modern Software uses Repository.
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Mining Software Repository,
Building Program-Specific Prioritizer.
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ABSTRACT
Static analysis tools report software defects that may or may not be
detected by other verification methods. Two challenges complicat-
ing the adoption of these tools are spurious false positive warnings
and legitimate warnings that are not acted on. This paper reports
automated support to help address these challenges using logistic
regression models that predict the foregoing types of warnings from
signals in the warnings and implicated code. Because examining
many potential signaling factors in large software development set-
tings can be expensive, we use a screening methodology to quickly
discard factors with low predictive power and cost-effectively build
predictive models. Our empirical evaluation indicates that these
models can achieve high accuracy in predicting accurate and ac-
tionable static analysis warnings, and suggests that the models are
competitive with alternative models built without screening.

Categories and Subject Descriptors
D.2.4 [Software/Program Verification]: Reliability, Statistical
methods; F.3.2 [Semantics of Programming Languages]: Pro-
gram analysis; G.3 [Probability and Statistics]: Correlation and
regression analysis

General Terms
Experimentation, Reliability

Keywords
static analysis tools, screening, logistic regression analysis, experi-
mental program analysis, software quality

1. INTRODUCTION
Static analysis tools detect software defects by analyzing a sys-

tem without actually executing it. These tools utilize information
from fixed program representations such as source code, generated
or compiled code, and abstractions or models of the system. Even
relatively simple analyses, such as detecting pointer dereferences
after null checks, can find many defects in real software [5, 9].

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
ICSE’08, May 10–18, 2008, Leipzig, Germany.
Copyright 2008 ACM 978-1-60558-079-1/08/05 ...$5.00.

There are well-known challenges regarding the use of static anal-
ysis tools. One challenge involves the accuracy of reported warn-
ings. Because the software under analysis is not executed, static
analysis tools must speculate on what the actual program behav-
ior will be. They often over-estimate possible program behaviors,
leading to spurious warnings (“false positives”) that do not corre-
spond to true defects. For example, Kremenek et al. [13] report
that at least 30% of the warnings reported by sophisticated tools
are false positives. At Google, we have observed that tools can be
more accurate for certain types of warnings. Our experience with
FindBugs [1] showed that focusing on selected, high priority warn-
ings resulted in a 17% false positive rate [3].

A second challenge receiving less attention is that warnings are
not always acted on by developers even if they reveal true defects.
In the same study at Google, only 55% of the legitimate FindBugs
warnings were acted on by developers after being entered into a
bug tracking system [3]. Reasons for defects being ignored in-
clude warnings implicating obsolete code, “trivial” defects with no
impact on the user, and real defects requiring significant effort to
fix with little perceived benefit. Low criticality warnings such as
“style” warnings, for example, can be unlikely to result in fixes.

We are investigating automated tools to help address both of
these challenges by identifying legitimate warnings that will be
acted on by developers, reducing the effort required to triage tens
of thousands of warnings that can be reported in enterprise-wide
settings. Our reasons for focusing on legitimate warnings are clear.
We further focus on warnings that will be acted on by developers—
not because ignored warnings are unimportant, but because we seek
to maximize the return on investment from using static analysis
tools. The core elements of our approach are statistical models
generating binary classifications of static analysis warnings. One
unique aspect of these models is that they are built using screening,
an incremental statistical process to quickly discard factors with
low predictive power and avoid the capture of expensive data.

Sampling from a base of tens of thousands of static analysis
warnings from Google, we have built models that predict whether
FindBugs warnings are false positives and, if they reveal real de-
fects, whether these defects would be acted on by developers (“ac-
tionable warnings”) or ignored despite their legitimacy (“trivial
warnings”). The generated models were over 85% accurate in pre-
dicting false positives, and over 70% accurate in identifying action-
able warnings, in a case study performed at Google. Both represent
a notable improvement over previous practices at Google for Find-
Bugs, where 24% of triaged warning reports had been false posi-
tives and 56% had been acted on. The results from this study also
indicate that screening can yield large savings in the time required
to generate models, while sacrificing little predictive power.
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ABSTRACT 
Automatic bug-finding tools have a high false positive rate: most 
warnings do not indicate real bugs. Usually bug-finding tools 
assign important warnings high priority. However, the 
prioritization of tools tends to be ineffective. We observed the 
warnings output by three bug-finding tools, FindBugs, JLint, and 
PMD, for three subject programs, Columba, Lucene, and Scarab. 
Only 6%, 9%, and 9% of warnings are removed by bug fix 
changes during 1 to 4 years of the software development. About 
90% of warnings remain in the program or are removed during 
non-fix changes – likely false positive warnings. The tools’ 
warning prioritization is little help in focusing on important 
warnings: the maximum possible precision by selecting high-
priority warning instances is only 3%, 12%, and 8% respectively.  

In this paper, we propose a history-based warning prioritization 
algorithm by mining warning fix experience that is recorded in 
the software change history. The underlying intuition is that if 
warnings from a category are eliminated by fix-changes, the 
warnings are important. Our prioritization algorithm improves 
warning precision to 17%, 25%, and 67% respectively. 

Categories and Subject Descriptors 
D.2.7 [Software Engineering]: Distribution, Maintenance, and 
Enhancement – Restructuring, reverse engineering, and 

reengineering, D.2.8 [Software Engineering]: Metrics – Product 

metrics, K.6.3 [Management of Computing and Information 
Systems]: Software Management – Software maintenance 

General Terms 
Algorithms, Measurement, Experimentation 

Keywords 
Fault, Bug, Fix, Bug-finding tool, Prediction, Patterns 

1. INTRODUCTION 
Bug-finding tools such as FindBugs [12], JLint [2], and PMD [6] 
analyze source or binary code and warn about potential bugs. 
These tools have a high rate of false positives: most warnings do 
not indicate real bugs [17]. Most bug-finding tools assign 
categories and priorities to warning instances, such as Overflow 
(priority 1) or Empty Static Initializer (priority 3). The tools’ 
prioritization is supposed to put important warnings at the top of 
the list, but the prioritization is not very effective [17]. We 
performed two experiments that support this observation. Our 
experiments use three bug-finding tools (FindBugs, JLint, and 
PMD) and three subject programs (Columba, Lucene, and Scarab). 

First, we measured the percentages of warnings that are actually 
eliminated by fix-changes, since generally a fix-change indicates 
a bug [7-9, 22]. We select a revision and determine warnings 
issued by the bug-finding tools. Only 6%, 9%, and 9% of 
warnings are removed by fix-changes during 1~4 years of the 
software change history of each subject program respectively – 
about 90% of warnings either remain or are removed during non-
fix changes.  

Second, we observed whether the tools’ warning prioritization 
(TWP) favors important warnings. The maximum possible 
warning precision by selecting high priority warning instances is 
only 3%, 12%, and 8% respectively. This fact indicates that TWP 
is ineffective. 

Our goal is to propose a new, program-specific prioritization that 
more effectively directs developers to errors. The new history-
based warning prioritization (HWP) is obtained by mining the 
software change history for removed warnings during bug fixes. 

A version control system indicates when each file is changed. A 
software change can be classified as a fix-change or a non-fix 
change. A fix-change is a change that fixes a bug or other 
problem. A non-fix change is a change that does not fix a bug, 
such as a feature addition or refactoring. 

Suppose that during development, a bug-finding tool would issue 
a warning instance from the Overflow category. If a developer 
finds the underlying problem and fixes it, the warning is probably 
important. (We do not assume the software developer is 
necessarily using the bug-finding tool.) On the other hand, if a 
warning instance is not removed for a long time, then warnings of 
that category may be neglectable, since the problem was not 
noticed or was not considered worth fixing.  

Using this intuition, we set a weight for each warning category to 
represent its importance. The weight of a category is proportional 
to the number of warning instances from that category that are 
eliminated by a change, with fix-changes contributing more to the 

 
Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 
copies bear this notice and the full citation on the first page. To copy 
otherwise, or republish, to post on servers or to redistribute to lists, 
requires prior specific permission and/or a fee. 
ESEC-FSE’07, September 3–7, 2007, Cavat near Dubrovnik, Croatia. 
Copyright 2007 ACM 978-1-59593-811-4/07/0009...$5.00. 
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D.2.7 [Software Engineering]: Distribution, Maintenance, and 
Enhancement – Restructuring, reverse engineering, and 

reengineering, D.2.8 [Software Engineering]: Metrics – Product 

metrics, K.6.3 [Management of Computing and Information 
Systems]: Software Management – Software maintenance 

General Terms 
Algorithms, Measurement, Experimentation 

Keywords 
Fault, Bug, Fix, Bug-finding tool, Prediction, Patterns 

1. INTRODUCTION 
Bug-finding tools such as FindBugs [12], JLint [2], and PMD [6] 
analyze source or binary code and warn about potential bugs. 
These tools have a high rate of false positives: most warnings do 
not indicate real bugs [17]. Most bug-finding tools assign 
categories and priorities to warning instances, such as Overflow 
(priority 1) or Empty Static Initializer (priority 3). The tools’ 
prioritization is supposed to put important warnings at the top of 
the list, but the prioritization is not very effective [17]. We 
performed two experiments that support this observation. Our 
experiments use three bug-finding tools (FindBugs, JLint, and 
PMD) and three subject programs (Columba, Lucene, and Scarab). 

First, we measured the percentages of warnings that are actually 
eliminated by fix-changes, since generally a fix-change indicates 
a bug [7-9, 22]. We select a revision and determine warnings 
issued by the bug-finding tools. Only 6%, 9%, and 9% of 
warnings are removed by fix-changes during 1~4 years of the 
software change history of each subject program respectively – 
about 90% of warnings either remain or are removed during non-
fix changes.  

Second, we observed whether the tools’ warning prioritization 
(TWP) favors important warnings. The maximum possible 
warning precision by selecting high priority warning instances is 
only 3%, 12%, and 8% respectively. This fact indicates that TWP 
is ineffective. 

Our goal is to propose a new, program-specific prioritization that 
more effectively directs developers to errors. The new history-
based warning prioritization (HWP) is obtained by mining the 
software change history for removed warnings during bug fixes. 

A version control system indicates when each file is changed. A 
software change can be classified as a fix-change or a non-fix 
change. A fix-change is a change that fixes a bug or other 
problem. A non-fix change is a change that does not fix a bug, 
such as a feature addition or refactoring. 

Suppose that during development, a bug-finding tool would issue 
a warning instance from the Overflow category. If a developer 
finds the underlying problem and fixes it, the warning is probably 
important. (We do not assume the software developer is 
necessarily using the bug-finding tool.) On the other hand, if a 
warning instance is not removed for a long time, then warnings of 
that category may be neglectable, since the problem was not 
noticed or was not considered worth fixing.  

Using this intuition, we set a weight for each warning category to 
represent its importance. The weight of a category is proportional 
to the number of warning instances from that category that are 
eliminated by a change, with fix-changes contributing more to the 
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Key Issues

• How to Determine Two Alarms are Similar

• How to Keep Track of an alarm
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Experiment

• Apache Httpd

• 787,887 Revisions

• 200K LOC 

• 194 Buffer Overrun Alarms

• 308 Memory Leak Alarms

• Analysis Time : 90 mins

34

• Subversion

• 38,283 Revisions

• 472K LOC 

• 726 Buffer Overrun Alarms

• 804 Memory Leak Alarms

• Analysis Time : 50 Hours
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