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Abstract are doomed to failure due to cognitive overload. With enor-
) ) mous amounts of information available for command de-
The paper describes airborne sensor networks for tar- cisions, it is impossible for commanders to fully analyze
get tracking and identification in military applications. raw information for corresponding situation assessment. A

The raw information about targets from airborne sen-
sors is uncertain and often noisy. One challenge in air-
borne sensor networks is how to effectively fuse enor-
mous amounts of uncertain and noisy information for

mechanism is required to allow commanders to easily model
and assess the dynamic situations based on the flow and fu-
sion of collected information from various sensors.

better battlefield situation assessment. In this paper In this paper we present a novel approach to uncer-
we present a novel approach to military force aggre- tain information fusion for force aggregation and classifica-
gation and classification using Dempster-Shafer theory tion using Dempster-Shafer theory and doctrinal templates.
and doctrinal templates. Our approach helps comman- We consider two frameworks for uncertain information fu-
ders understand operational pictures of the battlefield, sion: Bayesian inference method and Dempster-Shafer the-
e.g., enemy force levels and deployment, and make bet- ory (Russell & Norvig 2002). We choose Dempster-Shafer
ter decisions than adversaries in the battlefield. A sam- theory, since it relaxes the Bayesian’s restriction on mutu-

ple application of our approach is illustrated in the sim-

Ulated testbed OTBSAF and RETSINA system. ally exclusive hypotheses so that it is able to assign evidence

to the union of hypotheses. Dempster-Shafer theory leads to
the intuitive process of narrowing a hypothesis, where initial
Introduction uncertainty is replaced with belief or disbelief as evidence
is accumulated. The notion of conflict in Dempster-Shafer
Sensor networks are emerging as a new trend in informa- theory naturally captures the template matching process be-
tion technology for monitoring and collecting information  tween a cluster of subechelons and doctrinal templates.
in both military and non-military applications. In a mili- The idea of using Dempster-Shafer theory for uncertain
tary context, various airborne sensors, e.g., SAR (Synthetic information fusion is not new, e .g., multisensor target iden-
Aperture Radar), EO (Electro-Optical radar), and GMTI tification (Bogler 1987; Lowrance, Garvey, & Strat 1986)
(Ground Moving Target Indicator), are deployed in the bat- and force aggregation and classification (Schubert 2001).
tlefield for target tracking and identification. These sensors However, these approaches do not properly deal with noisy
are mounted on a number of platforms such as a C-130, F- and conflicting sensor information and simply fuse sensor
16, or UAV. For example, a SAR sensor can recognize the reports together for each target. We propose a different ap-
location and identity of a stationary target within the bounds proach to sensor information fusion, in which we avoid fus-
of the scanned area; a GMTI sensor can detect a moving tar- ing conflicting sensor information if we find two given sen-
get and follow the movement of the target. The raw informa- sor reports do not support the same type of target. The focus
tion about targets from these airborne sensousicertain(a of this paper will be on information fusion for force aggre-
sensor will give a list of candidate target types with different  gation and classification, e.g., how to analyze and aggregate
confidence levels) and oftemisy (a sensor may confuse a  the uncertain sensor information for each target and how to
T'80 tank with aT'72M tank). recognize different types of echelons. We will not consider
One challenge in airborne sensor networks is how to pro- sensor information association and correlafioe assume
cess and aggregate data from many sources to generate amhe problem of transforming sensor information into a con-
accurate and timely picture of the battlefield (Hall & Lli-  sistent set of entities has been solved in low-level fusion
nas 1997; Sycara & Lewis 2002). The commanders need (Klein 1999; Steinberg, Bowman, & White 1999).
to develop a good understanding of the battlefield from the ~ The rest of this paper is organized as follows. Section
low-level intelligence information. The understanding of 2 describes the approach for force aggregation and classifi-
the battlefield situation, including location, movement, and cation. Section 3 illustrates a sample application using the
deployment of enemy forces, is essential for commanders simulated testbed OTBSAF and RETSINA system. Section
to make better decisions than adversaries in the battlefield. 4 summarizes the relevant literature. Section 5 concludes
Current attempts to bring more information to commanders this paper and presents some directions for future research.

Copyright © 2004, American Association for Artificial Intelli- 'For example, if tank4 found by a SAR sensor is the same as
gence (www.aaai.org). All rights reserved. tank B found by a GMTI sensor.



Force Aggregation and Classification
Commonly used algorithms for information fusion are

Bayesian inference method and Dempster-Shafer theory o

evidence. SupposH is the hypothesisfy; and F; are two
pieces of evidence from sensatsandSs, respectively. The
Bayes Rule for information fusion is (Hinman 2002),

P(Ey, E5|H)P(H)
P(Es, Ey)
Assuming that; andE» are independent, then we have

P(H|E1, Ep) = 1)

P(Eh, Ey) = P(E1)P(E) 2
P(Es|H, Ey) = P(Es|H) ®3)
P(Ey, Ey|H) = P(Ey|H)P(Ey|H, E) (4)

The formulaP(H|E, E) can be rewritten as
PUH|E,, By) = PEUDPEPH) o

P(Ey)P(E2)

whereP(H |E, E») is the posterior probability after con-
sidering two prices of evidencE, andE,, P(H), P(E),
and P(Es) are prior probabilitiesP(E;|H) and P(Ez|H)
are conditional probabilities of the belief ity andE> when
H is considered, anf?( E;) P(E1 ) is a normalization factor.

Bayesian inference needs some strong assumptions and

some of them are not easy to be satisfied in information fu-
sion for the dynamic battlefield (Klein 1999). Since the bat-
tlefield is typically not repeatable in nature, the prior prob-
ability information P(H) is usually not available, e.g., the
probability of any vehicle as @80 tank. Also, when multi-

ple sensors are tasked to some specific areas, the conditionalThen the functionm :

probabilitiesP(E;|H) and P(E-|H) are not available, ei-

ther. These conditional probabilities are affected by the res-
olutions of sensors as well as other factors of the areas being

scanned, e.g., weather, smoke, fog, and vegetation.

Dempster-Shafer theory

For example, given &80 tank, we haven({7T80}) +
m({~T80}) +m({T80,-T80}) = 1, where{T'80, ~1'80}

f is the ignorance set. A bpa is similar to a probability as-

signment except that its domain is the subsets and not the
members 0B. The sum of the bpa’s of the singleton subsets
of © may be less thah. For example, givem:({7'80}) =
0.8, m({=T80}) = 0, m({T80,~T80}) = 0.2, we have
m({T80}) + m({—T80}) = 0.8, which is less than.

For a subsetl of ©, thebelief functionBel(A) is defined

as the sum of the beliefs committed to the possibilitied in
For example,

Bel({T'80, ~T80}) =
m({T80}) + m({~T80}) + m({T80,~T80}) = 1

For individual members oB (in this case, 780 and
—T'80), Bel andm are equal. Thus

Bel({T80}) = m({7T80}) = 0.8
Bel({—T80}) = m({~T80}) = 0

A subsetA of a frame® is called afocal elemenbf a

belief functionBel over© if m(A) > 0. Given two belief
functions over the same frame of discernment but based on
distinct bodies of evidenc®empster’s rule of combination
enables us to compute a new belief function based on the

combined evidence. For every subseof ©, Dempster’s

rule definesn; &ms(A) to be the sum of all products of the
form m;(X)mo(Y), whereX andY run over all subsets

whose intersection id.

Definition 2 Let Bel; andBel, be belief functions ove®,
with basic probability assignments; andm., and focal el-

ementsd;, ..., Ay, andBy, ..., By, respectively. Suppose

Zi,j,AmBj:¢ my(A;)ma(Bj) <1

29+ [0,1] that is defined by
m(¢) =0, and

S i A, i mi(Ai)ma(B))
1= 2737j741:ﬂl3;j=¢ mi(A;)ma(Bj)

for all non-emptyA C © is a basic probability assignment

m(A) = (6)

Both Bayesian inference and Dempster-Shafer theory can (Shafer 1976).

update a priori probability estimation with new observa-

tions, but we choose Dempster-Shafer theory, since it re-

laxes the Bayesian’s restriction on mutually exclusive hy-

potheses so that it is able to assign evidence to propositions

(i.e. union of hypotheses) (Lowrance, Garvey, & Strat 1986;
Shafer 1976)?

We now introduce the key concepts of the Dempster-
Shafer theory. LeV = {V4,V4,...,V,} be the set of pos-
sible vehicle types, antf; mean that the type of the given
vehicle isV;. A frame of discernmer® = {V;, -V;} is the
set of propositions or hypotheses under consideration.

Definition 1 Let © be a frame of discernment. Basic
probability assignment (bpay a functionm : 2° +— [0, 1]

where (1)m(¢) =0, and (2)3_ i m(A4) = 1.

Bel, the belief function given byn, is called theorthogonal
sumof Bel; and Bely. It is written Bel = Bel; @ Bels.
Note that Dempster’s rule of combination is associative and
commutative. This means that the processes of combining
evidence from multiple sensors are independent of the order
in which the sensor outputs are combined.

Confusion Sets

In the battlefield, a UAV scans an area of terrain and at-
tempts to recognize any stationary or moving targets within
the bounds of that scanned area. The output from the sen-
sor on the UAV is a list of candidate target types (e.g., M1
tank, T80 Tank, etc.) with different confidence levels. One
challenge is how to interpret and reason about the uncertain
information. In this section we first introduce the notion of

?In other words, Dempster-Shafer theory and Bayesian method confusion sets, and then we describe how to convert the un-

produce identical results only when all the hypotheses are single-

tons and mutually exclusive.

certain information, e.g., confidence levels from the sensor
outputs, to belief functions in Dempster-Shafer’s theory.



USSR T80 0.4 USSR T80 0.7
USSR T72M 0.3 USSR T72M 0.1
uUsm1 0.05 UsSM1 0.02
USM1A1 0.05 USM1A1 0.02
USM1A2 0.05 USM1A2 0.02
USSR 2S6 0.02 USSR 2S6 0.01
USSR ZSU234M |0.03 USSR ZSU23 4M |0.02
UsSM977 0.001 UsMa77 0.001
US M35 0.001 US M35 0.001
US AVENGER 0.001 USAVENGER 0.001
US HMMWV 0.001 US HMMWV 0.001
USSR SA9 0.001 USSR SA9 0.001
CLUTTER 0.095 CLUTTER 0.105
@ (b)

Figure 1: A list of candidate target types with different con-
fidence levels from a low resolution senggr(a) and a high
resolution sensaf; (b).

Let'’s consider the following scenario: an F-16 first locates
targets in the battlefield using low resolution sensors, and
then a UAV revisits some areas with groups of targets using
high resolution sensors. A confusion set is a set of vehicles,
where the sensd¥; may confuse one with another when we

Algorithm 1 Determining a confusion set

: SupposeV = {V;,V5,...,V,,} is the set of possible
vehicle types; for any vehicle type€, ¢(V;) is its con-
fidence level)V is sorted by the confidence levels, e.g.,
c(Vq) > ¢(Va) ... > ¢(V,); pando are two thresholds,
e.g.,p = 0.1, o = 0.15. Initially confusion seC = {}.

2 if (¢(V1) < o) then

returnC (the vehicle cannot be identified)
else
c={hLv=V—-{}
end if
Dif le(Vh) — ¢(Va)] > p then
returnC (V5 is the only vehicle type i)
else
C=CUu{}V=V—{1r}
for anyV, € V do
V; has the minimum confidence level
it [e(Vi) — e(V;)] < |e(Vi) — c(V2)| then
CcC=Cu {Vk ; Vi
end if
end for
returnC (C has multiple vehicle types)
18: end if

use the same sensor to scan the area. For example, a low

resolution sensaf; may confuse &80 tank with aT'72M
tank, but usually it will not confuse @80 tank with a M35
truck; a high resolution sensor may distinguist'@&0) tank
from aT'72M tank.

Figure 1 describes the outputs from two sensors f68@
tank on the ground. Supposé,= {Vi,Va,...,V,}is the
set of possible vehicle types; for any vehicle tyigec(V;)
is its confidence level. A confusion set from the output of a
sensor can be formally defined as follows.

Definition 3 LetC' = {V1,V4,...,V,,}(m < n) be a sub-
set of V and C' is sorted by the confidence levels, e.g.,
c(V1) > ¢(Va)... > ¢(V4,), C is a confusion set if and
only if (1) for any vehicle typd/; € C,V; € V andV; ¢ C,
c(Vi) > o > ¢(V;), whereo is the identification thresh-
old; (2) for any vehicle typd; € C, 1 < i < m — 1,
le(V;) = e(Vit1)| < p, wherep is minimum distance of con-
fidence levels.

A confusion set is sensor specific and is dynamically cho-
sen based on confidence levels and relative distances be-
tween confidence levels. Algorithm 1 illustrates the pro-
cess of determining a confusion set from the output of a
sensorS;. Given the algorithm, the confusion sets for the
outputs of sensors (a) and (b) in Figure 1 can be determined
asCy = {T80,T72M} andCy = {T'80}, respectively.

Now we discuss how to convert the raw uncertain infor-
mation of the sensor output to belief functions. If there
is only one element in the confusion set, it is easy to de-
fine the frame of discernment and the corresponding be-
lief functions. For example, assume the confusion set for
sensorSs is C; = {780}, we can get the frame of dis-
cernment©2; = {7'80,—780} (02 can be simplified
as O, if there is only one element in the confusion set.).
For the basic probability assignment, we restrict the sum
of mo({7'80}) andmz ({780, ~7'80}) to equal the sum of
confidence levels of the elements in the confusion set, and
ma({T'80}) is the confidence level fdF'80. In the case of
Cy = {T'80}, there is only one elemeft80 in the confu-

sion set, where(7'80) = 0.7. Thus, we have the frame of
discernmenB, = {780, -T80}, andmy({T80}) = 0.7,
mo({—7'80}) = 0.3, m2 ({780, ~7'80}) = 0.0.

There could be multiple frames of discernment if there
are more than one element in a confusion set. For example,
givenCy = {T'80,T72M }, there are two frames of discern-
mentO,; = {780,-7T80} and©,, = {T72M,~T72M}.

In this case, we choose one of them asdhtive frame of
discernment. For example, given the confusionGget=

{T80,T72M?}, we choosé®,; = {780,780} as the ac-
tive frame of discernment sine€7'80) > ¢(T72M).

Definition4 Let C = {V},V,,...,V,,} (m < n)is a
confusion setc(V;) is the confidence level of vehiclg;
(1 < i < m), aframe of discernmer®;, = {V;,-V;} is
thedefaultframe of discernment fat' if and only if for any
vehicle typeV; € C, ¢(V;) > ¢(V;).

A confusion set may have multiple frames of discernment
but only one of them can be active. The default frame of dis-
cernment with the maximal confidence level is initially the
active one, but any other one could become active if the de-
fault frame of discernment is different from other sensors’.

Definition5 Let C = {V1,Va,...,V,,} (m < n)is a
confusion setc(V;) is the confidence level of vehiclg;
(1 < i <'m), for any frame of discernmef, = {V;, -V;},

m({Vi}) = (Vi)
m({Vi,=Vi}) = v, co i Vi)
m({=Vi}) = 1 —=m({Vi}) - m({Vi, -Vi})

For example, given the output of sensor (a) in Figure 1,
©11 = {7180, ~T'80} is the default frame of discernment for
the confusion sef’; = {780, T'72M } and basic probability
assignments arev11 ({7'80}) = 0.4, m11 ({—780}) = 0.3,
mq1({T80,-T80}) = 0.3. Similarly, for another frame of
discernmen®©,, = {T'72M,-T72M}, basic probability
assignments ane2({T72M}) = 0.3, mi2({-T72M}) =
0.3, mio({T72M,~T72M}) = 0.4.



Conflict Sensor Information

Note that, even for the same target, the default frames
of discernment could be different for different sensor re-
ports. For example, in Figure 2, the default frame of dis-
cernment for the confusion s€t; = {780,772M} is

0117 = {T72M,-T72M}, which is different from the
frame of discernmen®, = {7'80,—-780} for the confu-
sion setC; = {T'80}. In other words, the outputs from two

for ©;; (b) Otherwise, we say the outputs cannot be
fused and use the belief function f&%; as the fused re-
sult for sensors$; andSs.

3. C; and C, have different active frames of discernment

andC; N Cy = ¢. In this case, we avoid combining the
conflicting information and use the belief function fos;
as the fused result for sensdfs and.Ss.

In the example of Figure 207 = {T80,772M} and

sensors could be conflict: one supports the hypothesis the Cy = {T80}. The active frame of discernment f6h and

target is aI'72M tank, and another supports the hypothe-
sis the same target is7e80 tank. In this section we discuss
how to fuse this kind of conflicting sensor information using
Dempster’s rule of combination (Definition 2).

USSR T80 0.3 USSR T80 0.7
USSR T72M 0.4 USSR T72M 0.1
USM1 0.05 UsMmi1 0.02
USM1A1 0.05 USMI1A1 0.02
USM1A2 0.05 USMI1A2 0.02
USSR 2S6 0.02 USSR 256 0.01
USSR ZSU234M 0.03 USSR ZSU23 4M |0.02
UsMa77 0.001 Us M977 0.001
US M35 0.001 US M35 0.001
US AVENGER 0.001 USAVENGER 0.001
US HMMWV 0.001 US HMMWV 0.001
USSR SA9 0.001 USSR SA9 0.001
CLUTTER 0.095 CLUTTER 0.105
@ (b)

Figure 2: A list of candidate target types with different con-
fidence levels from a low resolution sensor (a) and a high
resolution sensor (b), where the low resolution sensor con-
fuses d'80 tank with a7'72M tank.

Cy are©q1 = {T72M,-T72M } and©, = {T'80,-T'80}.
We find ©; # O,, and then we select another frame of
discernment©,, = {780,780} as theactive frame of
discernment for’;.

Doctrinal Template Matching

In this section we discuss how to recognize an echelon from
the uncertain sensor information about vehicles using doctri-
nal templates. A doctrinal template depicts the composition
and deployment of various types of echelons. For example,
a template for &'80 tank platoon consists fouf80 tanks.

A template may also have different kinds of vehicles. For
example, an anti-tank platoon consists of three tanks and six
missile launchers. In general, a templdtefor an echelon
can be represented as

T; = {{Vlle}v{V27N2}v'"7{TP7NP}}

whereV; € V (1 < i < p) is the possible type of vehi-
cles,N; is the number of the typEg; vehicles in the template.
For each vehiclé/; in a template, we assume the frame of
discernment i§V;, —V;} and the corresponding basic prob-
ability assignments arex({V;}) = 1.0, m({-V;}) = 0.0,
m({Vi,=V}) = 0.0.

The first step in doctrinal template matching or recogniz-

Dempster-Shafer theory has been used for multisensor ing an echelon is to identify candidate sets of vehicles to be

target identification and force aggregation and classification
(Bogler 1987; Lowrance, Garvey, & Strat 1986; Schubert

considered as platoons or companies using an agglomerative
clustering algorithm. The clustering of vehicles is based on

2001). However, these approaches do not consider the noisythe relative distance between any two vehicles and the num-

sensor information and simply fuse all sensor reports to-

gether for each target. They choose one frame of discern-

ment for the whole set of propositions being considered. We
propose a different approach for noisy sensor information
fusion, in which we choose the common frame of discern-
ment between the two sensor reports if it exists. We avoid
fusing conflicting sensor information if we find two sensor

reports do not support the same type of target, e.g., no com-

mon frame of discernment for two given sensor reports.

SupposeC; and C, are the confusion sets for the out-
puts from sensor§; andSz, ©1; = {V1,-V1} andOy; =
{V,, -V, } are active frames of discernment 16§ andCs,
respectively. Next we consider different situations when fus-
ing the outputs from sensofs andSs.

1. ¢4 and C5 have the same active frame of discernment,
e.g.,01; = O;. We can combine the belief functions
directly using Dempster’s rule of combination.

2. C; and Cy have different active frames of discernment
and C; N Cy # ¢. We choose the maximum be-
tweenmy;({V1}) and mg;({V2}), e.g., my;({V2}) >
m1;({V1}), then (a) ifV, € Cj, then select9,, =
{V4, =V, } as the active frame of discernment for. We
combine the belief function for the reselected frame of
discernmen®,;, = {V,,~V>} with the belief function

ber of vehicles in the template. For example, we know from
the doctrine that a platoon usually has 4 to 9 vehicles and
these vehicles are deployed in@m X 100m area.

The next question is, given a cluster of vehicles and a list
of doctrinal templates, how to recognize the type of eche-
lon. In other words, suppose we have a cluster@d tanks
and each of them is associated with basic probability assign-
ments, how do we know this is &80 tank platoon, and
not a7 72M tank platoon. In order to solve this problem,
we introduce the notion of conflict between two beliefs in
Dempster-Shafer theory.

Definition 6 Let Bel; andBel, be belief functions ove®,
with basic probability assignments,; andms, and focal el-

ementsAs, ..., Ay, andB, ..., B, respectively. The con-
flict betweenBel, andBel, is defined as

Z ml(Ai)m2(Bj)

i,5,4iNB;=¢

()

Obviously, the conflict is small if we match the same type
of vehicles. Otherwise, the conflict will be one. Algorithm 2
describes the process of matching a cluster of vehicles with
a platoon template. The algorithm can also be used to match
high-level forces, e.g., a company or a battalion, where each
slot in the template or the cluster is a subechelon.



Algorithm 2 Doctrinal Template Matching

1: Given a templatd; = {{V4,N1},...,{T,, N,}} and
a cluster of vehicle&'L = {{V{,m1},...,{V,,mq}},
for any vehicle typd/;, N; is the number of the typ#&/;
in the templatejn; is the belief function fo’/ in the
clusterCL. Initially con flict = 0.

2: for V/ € CLdo

3:  Select a matched type of vehidlg in the template
4: if (V; is found in templatd’;) and (V; > 0) then
5: CL:CL—{V;/,WLZ},N]:NJ—

6: conflict = conflict +m,;({V/})

7: else

8: CL=CL—{V/,m;}

9: conflict = conflict +1

10:  endif

11: end for

12: if |[CL| = 0 then

13:  return conflict

14: else

15:  conflict = conflict +|C'L]|

16: return conflict

17: end if

The strategy of template matching is to minimize the con-
flict between a template and a cluster of vehicles. The tem-
plate with the minimum conflict with the cluster of vehicles
is the matched one. The confidence level of the matched
template or unit type depends on the belief functions of each
vehicles in the cluster. Here we use a belief function to rep-
resent the confidence level of the unit type and we give one
way to compute the belief function of the matched unit type.

Definition 7 Given a cluster of vehicle§{V{, m1},...,
{V,,mq}}, assumer; is the matched template with min-
imum conflicts with the cluster. We first convert the ba-
sic probability assignment for each frame of discernment
{V;, =V} } to the corresponding basic probability assignment
for the evidencde;, —e; } supporting templaté;,

mi({ei}) = mi({Vi})
mi({—ei}) = mi({-Vi})
and then we compute the belief function faf;, -7} as

!
mg

mr, =my @mb, ...,
For example, suppose the sensors find four T80 tanks
{T'80,,7802,7803,7804} and their basic probability as-

signments are shown as follows,

TrLl({T801}) = 07, ml({—|T801}) =0.3
mg({T802}) = 08, mg({—'TSOQ}) =0.2
ms({T803}) = 0.7, m3({~T805}) = 0.3
m4({T804}) = 07, m4({—|T804}) =0.3

Then, the belief functions for a matched T80 platoon are

Mrs0_platoon ({T80-platoon}) = 0.97
mTSO,platoon({_‘T80,plat00n}) =0.03

The above example tells us if we find foLiB0 tanks stay
together, we can infer that it is likely &80 tank platoon.
However, sometimes we may not find all four tanks; Instead,
we only find three out of four. At this time we need to adjust
the combined belief functions for the tank platoon.

Definition 8 Given a cluster of vehicle§{V{,m1}, ...,
{V,,my}} with ¢ vehicles, assum@; is the matched tem-
plate with minimum conflicts with the cluster afid hasQ
vehicles.mg, is the belief functions fofT;, =7;}. The ad-
justed belief functionsn’, are

mi, ({Ti}) = q/Q * mr,({T3})
mip, ({-Ti}) = q/Q * mr,({—T;})
my, ({T;, "Ti}) = 1 — my, ({Ti}) — mg, ({(=T3})

Suppose the sensors only find three taffig®d;, 7'80-,
and 7803 and their basic probability assignments are the
same as above. Then, the belief functions for the three tanks
as a T80 platoon are

Mrs0_platoon ({T80-platoon}) = 0.95
TnT80,platoon({_‘T807plat00n}) = 0.05

The adjusted belief functions for the three tanks are

MT80_platoon (11 80-platoon}) = 0.7125
Mips0_platoon (17180-platoon}) = 0.0375

Experiments

In this section, we first introduce a modeling and simula-
tion environment, OTBSAF (OneSAF Testbed Baselifie)
and its integration with the RETSINA system (Reusable En-
vironment for Task Structured Intelligent Network Agents)
(Sycaraet al. 2003). And then we discuss some experi-
mental results of force aggregation and classification in the
simulated testbed.

OTBSAF and RETSINA System

OTBSAF models common military vehicles, aircraft, and

sensors, and simulates uncertainty for entities’ individual
and doctrinal behaviors in the battlefield. We extend OTB-
SAF and integrate it with our RETSINA multiagent system.

One of our contributions to OTBSAF is to add three simu-

lated mounted sensors, SARSIim, EOSim, and GMTISim, to
the simulation environment.

The SARSIm simulates an automatic target recognition
(ATR) system that receives its input from a synthetic aper-
ture radar (SAR) that is operating spotlight-mode In
spotlight-mode, a SAR scans an area of terrain, and the ATR
will attempt to recognize any stationary object within the
bounds of that scanned area. The output from the SAR-
Sim is a list of candidate target types (e.g., M1 tank, T80
Tank, etc.) with different confidence levels. While a real
SAR/ATR system will report confidence levels for around
three dozen entities, SARSIm will report for a dozen enti-
ties. The GMTISim simulates a ground moving target indi-
cator (GMT]I) radar, which focuses a radar beam on one spot,
and if it detects a moving target there with its ATR system, a
motion tracker mechanism follows the movement of the tar-
get. While very similar in output and behavior to the SAR-
Sim, itis complementary, because it only recognizes entities
that are moving, while the SARSIm only recognizes entities
that are stationary. The EOSim simulates an electro-optical
sensor that detects targets at distances and in conditions in
which they would be detectable in the ultraviolet, visible,
and infrared light spectra.

Shttp:/iwww.onesaf.org/



T80 Platoon 1 T80 Platoon 2 T80 Platoon 3

1014 | 1017 | 1020 | 1024 | 1027 | 1030 | 1034 | 1037 | 1040 | 1044
USSR T80 04 |04 |005 |04 |03 |04 |04 |0.05 - 0.3
USSR T72M 03 |03 |005|03 |04 |03 |03 |0.05 - 0.4
usmi 0.05 | 0.05 | 0.20 | 0.05 | 0.05 |0.05 |0.05 |0.28 - 0.05
USM1A1 0.05 | 0.05 | 0.28 |0.05 | 0.05 |0.05 | 005 |0.24 - 0.05
USM1A2 0.05 | 0.05 | 0.27 |0.05 | 0.05 |0.05 |0.05 |0.23 - 0.05
USSR 2S6 0.02 | 0.02 | 0.02 | 0.02 |0.02 |0.02 | 0.02 |0.02 - 0.02
USSR ZSU23 0.03 | 0.03 | 0.03 | 0.03 | 0.03 | 0.03 | 0.03 |0.03 - 0.03
UsSm977 - - - - - - - - - -
USM35 - - - - - - - - - -
US AVENGER - - - - - - - - - -
US HMMWV - - - - - - - - - -
USSR SA9 - - - - - - - - - -
CLUTTER - - - - - - - - - -

Figure 3: The confidence levels for tanks ifi'&) tank company from the outputs of the low resolution SAR sessarn an
F-16. Tank 1044 is in the company but it does not belong to any platoon. “-” means the field is empty in the SARSIm output.

T80 Platoon 1 T80 Platoon 2 T80 Platoon 3
1014 | 1017 | 1020 | 1024 | 1027 | 1030 | 1034 | 1037 | 1040 | 1044
USSR T80 0.8 |08 - 08 |08 |08 |08 |08 - 0.8
USSR T72M 01 |01 - 01 |01 |01 |01 |01 - 0.1
USM1 - - - - - - - - - -
USM1A1 - - - - - - - - - -
USM1A2 - - - - - - - - - -
USSR 256 B - B - - - - - - -
USSR ZSU23 - - - - - - - - - -
USM977 - - - - - - - - - -
USM35 - - - - - - - - - -
US AVENGER - - - - - - - - - -
USHMMWV - - - - - - - - - -
USSR SA9 - - - - - - - - - -
CLUTTER - - - - - - - - - -

Figure 4: The confidence levels for tanks ifi'8) tank company from the outputs of the high resolution SAR sefis@n a
UAV. Tank 1044 is in the company but it does not belong to any platoon. “-” means the field is empty in the SARSIim output.

Experimental Results 1. We can combine the belief functions directly, where
C1 and Cj have the same active frame of discernment
We consider a simple application of our approach for SAR- {780, -T80}, e.g., tank 1014, 1017, 1024, 1030, 1034.
Sims on the simulated testbed OTBSAF and RETSINA sys- ] ]
tem, where there are thr&eg0 tank platoonsP;, P, and 2. We need to reselect the active framg of d|scernmer)t for
Py, on the ground, and each platoon consists of tHree C1, whereCy andC; have different active frames of dis-
tanks. An F-16 is tasked to scan the area first using a low  cernmentand’; N C; # ¢, e.g., tank 1027 and 1044.
resolution SARSIm and then a UAV is tasked to scan the
same area using a high resolution SARSIm. Figure 3 and ™
Figure 4 show a list of possible target identities with differ- \ ; ; ;
en% confidence levels fcl)or eadrso tangk on the ground. Note an Gy ihave different active frames of discemment and
that the highest confidence identification in a series of low- CinC; = ¢, .., tank 1037.

confidence is not necessarily the correct classification, .9.,4. e choose the only available belief functions as the fused
target 1020, 1027, 1037, and 1044 in Figure 3. Also, tank  regyits, where eithef? = ¢ or C% = ¢, e.g., tank 1020

We use belief functions for the active frame of discern-
ment {780,780} of C% as the fused result, wher&

1020 is only found by sensdf; and tank 1040 is not found is only found by sensas; .
by either sensor.

Given SARSIm outputs for a tarik;, we first convert the Next we discuss how to recognize the type of a given ech-
outputs to belief functions and then combine the belief func- elon solely based on the outputs of low resolution SARSImM
tions using Dempster’s rule of combination. Supp6$eor S1, or based on the fused outputs of two SARsifisand
C3) is the confusion set for the outputs for tavikfrom sen- Ss through Dempster-Shafer’s theory. We assume tanks or

sor.S; (or S3). We consider the following situations when  vehicles have been clustered into platoons according to the
fusing the outputs from sensafs and.S;. distances between them.



Platoon Level Classification In the platoon level, we discernment is{ M 1_platoon, ~M1_platoon} for the out-
chooser platoon templates from OTBSAF: US M1 platoon,  puts of sensof;, and is{T80_platoon, —T80_platoon} for
US M1A1 platoon, US M1A2 platoon, USSR T72M pla- the fused outputs.

toon, USSR T80 platoon, USSR SA8 platoon, and USSR

2S6 platoon. Table 1 describes the number of each type of mi({P1}) my({=P1})
vehicles in different platoon templates. 0.56 \ 0.935 0.37 \ 0.065
P. —-P.
| Platoon templates | Vehicles | 055 ma( %)}.2987 039 ma({ 0?3)13
US M1 platoon 4 Mls ms({Ps}) | ms({P3}) | ms({~Ps}) | ms({—Ps})
US MIAI platoon | 4 M1A1s 0.47 0.948 0.36 0.052
US MIAZ platoon | 4 M1A2s mi(PsY) | (PIY [ i (oPs]) | mb(L-PE)
USSR T72M platoon 3 T72Ms 0.31 0.632 0.24 0.035

USSR T80 platoon | 3 T80s
USSR SAS8 platoon | 4 SA8s
USSR 256 platoon | 2 2S6s

Table 3: Basic probability assignments for clusters of tanks,
Py, P,, and P3, where basic probability assignments based
on fused outputs of sensafs and.S; are in bold. Note that
Table 1: The number of each type of tanks or vehicles in m/({Ps}), m'({=Ps}), m’({ P}}), m'({—P4}) are adjusted
different platoon templates basic probability assignments fét; since the sensor only
finds two out of three tanks in the cluster.

| Templates| D [P | b | Company Level Classification In this section we discuss
M1 pl. 3 3 3 3 1252 the problem of recognizing the type of echelons in com-
M1Alpl |245]2.45]3 3 2 2 pany level from platoons. We choose six templates in the
M1AZpl. | 3 3 3 3 2 2 company level: US M1 company, US M1A1 company, US
T72Mpl. |3 3 233 2 2 M1A2 company, USSR T72M company, USSR T80 com-
T80 pl. 16 1136)16]056]13 |0.38 pany, USSR 2S6 battery (see Figure 4). Some platoons are
SA8 pl. 3 3 3 [3 2 2 included in the template of a battalion level force directly,
256 pl. 3 3 3 |3 2 2 e..g, USSR SAS8 platoon. Companies may have some extra
vehicles besides the vehicles in the platoons. For example,
Table 2: The conflicts of three clusters of tanks, P, Ps, a USSR T80 company has three T80 platoons and one extra
with platoon templates, where the conflicts based on fused T80 tank. In our experiments we do not consider the extra
outputs of sensors; andsS, are in bold. vehicles during template matching.
Table 2 describes the conflicts of three clusters of tanks | Company templates | Platoons |
with platoon templates using Algorithm 2. Given the out- US M1 company 3 M1 platoons
puts of sensof1, clusters of tanksP; and P, have mini- US MIAI company 3 M1AT platoons
mal conflicts with7'80 platoon template, and can be classi- US MIA2 company 3 M1A2 platoons
fied asT'80 tank platoons. However, clust&; has minimal USSR T72M company 3 T72M platoons
conflict with M1 platoon template and is classified as a M1 USSR T80 company | 3 T80 platoons
tank platoon, instead of #80 tank platoon. Note that our USSR 256 battery 3256 platoons

algorithm is tolerant to noisy sensor information. For ex-
ample, although tank 1020 if; is identified as a\/1A1 L
tank, we can still identify the cluste?, of two 7'80 (1014, Table 4: The number of each type of platoons in different
1017) and oné/1A1 (1020) as &'80 tank platoon. Cluster ~ company templates

P; is confused as a M1 tank platoon, since the sensor only

finds two out of three tanks in the cluster and one of them is

recognized as a M1 tank. In next section we will show our | Templates | T80 company]
algorithm can still recognize the right type of echelon in the M1 company 2241 3
company level even with the outputs from the low resolution MIAI company| 3 3
sensor. Also, if we match the three cluster of tanks with tem- MIAZ company| 3 3
plates using the fused outputs from sensgrsand S,, we T72M company | 3 3

find the results enhance the template matching, where the T80 company | 1.76 | 0.113
conflicts are minimized and all three clusters of tanks are 256 battery 3 3

classified ag'80 tank platoons.

The basic probability assignments for each cluster of . )
tanks, P and P, as aT80 tank p|a’[00n can be com- Table 5: The conflicts of the assum_é‘(%o company with
puted according to Definition 7 and results are shown as company templates, where the conflicts based on fused out-
in Table 3, where frame of discernment f& and P, is puts of sensors; and.S; are in bold.

{T80_platoon, ~T80_platoon}. Similarly, the basic prob-
ability assignments and adjusted basic probability assign- Table 5 describes the conflicts of the assurig@d com-
ments forP; are shown in the same table, but its frame of pany with company templates. Obviously, the assuftigal




company has the minimal conflicts with80 tank com-
pany template. The conflict with tHB80 company template
changes t@.113 when we use the fused outputs of sensors
S1 andS,. The basic probability assignments for thé0
company are, where the frame of discernment for’fise
company is{T80_company, =T80_company}.

m({T80-C})
0.66 [ 0.999

m({-T80_C})
0.30] 0.001

180_C

Table 6: Basic probability assignments for the cluster of
tank platoons, where basic probability assignments based on
fused outputs of sensofs andsS; are in bold.

Related Work

Lowrance at al. apply Dempster-Shafer theory in rea-
soning about the locations and activities of multiple ships
from intelligence reports (Lowrance, Garvey, & Strat 1986).
Bogler use Dempster-Shafer theory in the field of multisen-
sor target identification systems (Bogler 1987). Schubert ex-
tends those approaches to force clustering and classification
(Schubert 2001), where elements, e.g., intelligence reports,
vehicles, and echelons, are clustered into subsets. Schu-
bert uses the conflict of Dempster’s rule as an indication of
whether the elements belong together. However, their ap-
proach is not fully evaluated due to the complexity of the
algorithm. They choose one frame of discernment for the
whole set of propositions being considered, while we only
choose the active one for information fusion from multiple
frames of discernment for possible propositions. We avoid
combining conflicting sensor information if we cannot find

a common frame of discernment for them.

Bayesian techniques have been utilized for force aggre-
gation (Hinman 2002). Given the prior knowledge of each
target and sensor in the battlefield, a Bayesian classifier has
been developed for matching the observed echelon with dif-
ferent templates. For example, Bakert and Losiewicz par-
tition the force into a mutually and exclusive set of units
(Bakert & Losiewicz 1998). In their approach, the poste-
rior probability for each node is computing using Bayesian
methods and is propagated through the hierarchy network
of military force as positive or negative evidence for the in-
clusion of each unit in the partition. In this paper we use
a bottom-up approach, instead of the top-down approach as
described in (Bakert & Losiewicz 1998), for force aggrega-
tion and classification. It would be interesting to study the
possibility of combining these two approaches in force ag-
gregation and classification.

Conclusion

An understanding of force level and deployment is essen-
tial for battlefield situation assessment and threat assess-
ment. In this paper we present a novel approach to force
aggregation and classification using Dempster-Shafer the-
ory and doctrinal templates. Our goal is to develop dynamic
operational pictures of battlefields for better assessing the
situation in terms of potential opportunities and threats for
rapidly evolving environments, e.g., determining the likely

courses of action for engagement and the consequences of

those courses of action.

Just as for a real SAR sensor, the SARSsim may report
“false postive” targets where they do not exist in the simula-
tion. In the future work we plan to use the context of terrain
and redundant sensor data to identify false positive targets in
sensor reports. We also plan to study spatial template match-
ing for threat assessment. In this paper we do not consider
deployment patterns and disposition of enemy forces such
as locations and spatial constraints of enemy subechelons
within an echelon. A good understanding of spatial template
will help us reason about the movement and disposition of
enemy forces in the context of terrain.
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