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Abstract unwanted traffic, based on the typical email patterns of

E-mail has become indispensable in today’s networkedhe end-user.
society. However, the huge and ever-growing volume Much less attention has been paid to how the large
of spam has become a serious threat to this importantolume of spam impacts the mail infrastructure within
communication medium. It not only affects e-mail re- an ISP, which has to receive, filter and deliver them ap-
cipients, but also causes a significant overload to maipropriately. Spammers have a strong incentive to send
servers which handle the e-mail transmission. large volumes of spam — the more spam they send, the

We perform an extensive analysis of IP addresses anghore likely it is that some of it can evade the spam fil-
IP aggregates given by network-aware clusters in ordeters deployed by the ISPs. It is easy for the spammer
to investigate properties that can distinguish the bulk ofto achieve this — by sending spam using large botnets,
the legitimate mail and spam. Our analysis indicates thagpammers can easily generate far more messages than
the bulk of the legitimate mail comes from long-lived IP even the largest mail servers can receive. In such con-
addresses. We also find that the bulk of the spam comatgitions, it is critical to understand how the mail server
from network clusters that are relatively long-lived. Our infrastructure can be made to prioritize legitimate mail,
analysis suggests that network-aware clusters may prprocessing it preferentially over spam.
vide a good aggregation scheme for exploiting the his- |n this context, the requirements for differentiating be-
tory and structure of IP addresses. tween spam and non-spam are slightly different from

We then consider the implications of this analysis for regu|ar spam-ﬁ]tering_ The primary requirement for reg-
prioritizing legitimate mail. We focus on the situation ylar spam-filtering is to be conservative in discarding
when mail server is overloaded, and the goal is to maxispam, and for this, computational cost is not usually a
mize the legitimate mail that it accepts. We demonstrateonsideration. However, when the mail server must pri-
that the history and the structure of the IP addresses cagyitize the processing of legitimate mail, it has to use a
reduce the adverse impact of mail server overload, by incomputationally-efficient technique to do so. In addition,
creasing the number of legitimate e-mails accepted by @ this situation, even an imperfect distinction criterion

factor of 3. would be useful, as long as a significant fraction of the
legitimate mail gets classified correctly.
1 Introduction In this paper, we explore the potential of using the

historical behaviour of IP addresses to predict whether
E-mail has emerged as an indispensable and ubiquitousn incoming email is likely to be legitimate or spam.
means of communication today. Unfortunately, the everUsing IP addresses for classification is computationally
growing volume of spam diminishes the efficiency of e- substantially more efficient than any content-based tech-
mail, and requires both mail server and human resourcesiques. IP address information can also be collected eas-
to handle. ily and is more difficult for a spammer to obfuscate. Our
Great effort has focused on reducing the amount oimeasurement studies show that IP address information
spam that the end-users receive. Most Internet Servicprovides a stable discriminator between legitimate mail
Providers (ISPs) operate various types of spam filters [1land spam. We find that good mail servers send mostly
4,5, 13] to identify and remove spam e-mails before theylegitimate mail and are persistent for significant periods
are received by the end-user. E-mail software on endef time. We also find that the bulk of spam comes from
hosts adds an additional layer of filtering to remove thislP prefixes that send mostly spam and are also persis-



tent. With these two findings, we can use the properties We note that the server overload problem is just one
of bothlegitimate mail and spam together, rather than us-application that illustrates how IP information could be
ing the properties of only legitimate mail or only spam, used for prioritizing email. This information could be
in order to prioritize legitimate mail when needed. used to prioritize e-mail at additional points of the mail
We show that these measurements are valuable in agerver infrastructure as well. However, the kind of struc-
application where legitimate mail must be prioritized. tural information that is reflected in the IP addresses may
We focus on the situation when mail servers are overnot always be a perfect discriminator between spammers
loaded, i.e., they receive far more mail than they can proand senders of legitimate mail, and this is, indeed, re-
cess, even though the legitimate mail received is a tinyflected in the measurements. Such structural IP informa-
fraction of the total received. Since mail typically gets tion could, therefore, be used in combination with other
dropped at random when the server is overloaded, antechniques in a general-purpose spam mitigation system,
spam can be generated at will, the spammer has an ir@nd this information is likely to be useful by itself only
centive to overload the server. Indeed, the optimal stratwhen an aggressive and computationally-efficient tech-
egy for the spammer is to increase the load on the maihique is needed.
infrastructure to a point where the most spam will be ac- The remainder of the paper is structured as follows.
cepted by the server; this kind of behaviour has been obWe present our analysis of characteristics of IP addresses
served on the mail servers of large ISPs. In this paper, wand network-aware clusters that distinguish between le-
show an application of our measurement study to desiggitimate mail and spam in Sections 2 and 3 respectively.
techniques based on the reputations of IP addresses alde present and evaluate our solution for protecting mail
their aggregates and demonstrate the benefits to the maervers under overload in Section 4. We review related
server overload problem. work in Section 5 and conclude in Section 6.

The contributions of this paper are two-fold. We first

perform an extensive measurement study in order to uno Analysis of IP-Address Characteristics
derstand some IP-based properties of legitimate mail and

spam. We then perform a simulation study to evaluatan this section, we explore the extent to which IP-based

how we can use these properties to prioritize legitimatgdentification can be used to distinguish spammers from

mail when the mail server is overloaded. senders of legitimate e-mail based on differences in pat-
Our main results are the following: terns of behaviour.

e We find that a significant fraction of legitimate mail 21 Data
comes from IP addresses that last for a long time, "
even though a very significant fraction of spam Qur data consists of traces from the mail server of a large
comes from IP addresses that are ephemeral. Thisompany serving one of its corporate locations with ap-
suggests that the history of “good” IP addressesproximately 700 mailboxes, taken over a period of 166
that is, IP addresses that send mostly legitimatedays from January to June 2006. The location runs a
mail, could be used for prioritizing mail in spam PostFix mail server with extensive logging that records
mitigation. the following: (a) every attempted SMTP connection,

with its IP address and time stamp, (b) whether the con-

o We explorenetwork-aware clusteras a candidate nection was rejected, along with a reason for rejection,
aggregation scheme to exploit structure in IP ad-(c) if the connection was accepted, results of additional
dresses. Our results suggest that IP addressenail server's local spam-filtering tests, and if accepted
responsible for the bulk of the spam are well- for delivery, the results of running SpamAssassin.
clustered, and that the clusters responsible for the Fig. 1(a) shows a daily summary of the data for six
bulk of the spam are persistent. This suggests thatnonths. It shows four quantities for each day: (a) the
network-aware clusters may be good candidates tmumber of SMTP connection requests made (including
assign reputations to unknown IP addresses. those that are denied via blacklists), (b) the number of

e-mails received by the mail server, (c) the number of

e Based on our measurement results, we develop a-mails that were sent to SpamAssassin, and (d) the
simple reputation scheme that can prioritize IP ad-number of e-mails deemed legitimate by SpamAssassin.
dresses when the server is overloaded. Our simulathe relative sizes of these four quantities on every day
tions show that when the server receives many mordlustrate the scale of the problem: spam is 20 times
connection requests than it can process, our policyarger than the legitimate mail received. (In our data set,
gives a factor of 3 improvement in the number of there were 1.4 million legitimate messages and 27 mil-
legitimate mails accepted. lion spam messages in total.) Such a sharp imbalance



indicates the potential of a significant role for applica- The answers to these three questions, taken together,
tions like maximizing legitimate mail accepted when the give us an idea of the benefit we could derive in using the
server is overloaded: if there is a way to prioritize legiti- history of IP address behaviour in spam mitigation. We
mate mail, the server could handle it much more quickly,show in Sec. 2.2.1, that most IP addresses have a spam-
because the volume of legitimate mail is tiny in compar-ratio of 0% or 100%, and also that a significant amount
ison to spam. of the legitimate mail comes from IP addresses whose
In the following analysis, every message that is con-spam-ratio exceeds zero. In Sec. 2.2.2, we show that
sidered legitimate by SpamAssassin is counted as a lea very significant fraction of the legitimate mail comes
gitimate message; every message that is considered spdrm IP addresses that persist for a long time, but only
by SpamAssassin, the mail server’s local spam-filteringa tiny fraction of the spam comes from IP addresses that
tests, or through denial by a blacklist is counted as spanpersist for a long time. In Sec. 2.2.3, we show that most
IP addresses have a very high temporal ratio-stability —
. they do not fluctuate between exhibiting a very low or
2.2 Analysis of IP Addresses very high daily spam-ratio over time.
Together, these three observations suggestidesat-

We first explore the behaviour of individual IP addressestifyin IP addresses with low spam ratios that reqularl
that send legitimate mail and spam, with the goal of un- g P 9 y

) S . . . . —_send legitimate maitould be useful in spam mitigation
covering any significant differences in their behavioral S . . -
patterns and prioritizing legitimate mail. In the rest of this sec-

0 vsis f e ticof an IP ad tion, we present the analysis that leads to these observa-
uranalysis focuses on the spam-ratiootan I~ ad- i, - por concreteness, we focus on how the analysis

dress, which we define to be the fraction of mail sent e
i o . .~ "can help spam mitigation in the server overload problem.
by the IP address that is spam. This is a simple, intu-

itive metric that captures the spamming behaviour of an ;
IP address: a low spam-ratio indicates that the IP address ‘
sends mostly legitimate mail; a high spam-ratio indicates
that the IP address sends mostly spam. Our goal is to
see whether the historical communication behaviour of
IP addresses categorized by their spam-ratios can differ-
entiate between IP addresses of legitimate senders and
spammers, for spam mitigation. :

As discussed earlier, the differentiation between the N
legitimate senders and spammers need not be perfect; 05 I
there are benefits to having even a partial differentiation, s A AR RO ARy
especially with a simple, computationally inexpensive A a0 140100
feature. For example, in the server overload problem,
when all the mail cannot be accepted, a partial separa-
tion would still help to increase the amount of legitimate
mail that is received.

In the IP-based analysis, we will address the following
guestions:

- - -SMTP handshake receive(
“+ Mail received

- - SpamAssassin applied

— Legitimate Mail

No. of messages

(a) Data characteristics

o
Q@

o
@

e Distribution by IP Spam RatioWhat is the distri-
bution of IP addresses by their spam-ratio, and what
fraction of legitimate mail and spam is contributed
by IP addresses with different spam-ratios?

o
£

Fraction of IP Addresses

o
[N

]

. PersstenceAre IP addressgs with I_ow/h|gh spam- %% 2% 2% 50% s 100%
ratios present across long time periods? If they are, IP spam-ratio
do such IP addresses contribute to a significant frac-  (b) CDFs of IP spam-ratios for many days: each line is a
tion of the legitimate mail/spam? CDF for a different day.

e Temporal Spam-Ratio Stabilitpo many of the IP  Figure 1: 1(a): Daily summary of the data set over 6
addresses that appear to be good on average fluctironths. 1(b): CDFs of IP spam-ratios for many different
ate between having very low and very high spam-days.
ratios?



2.2.1 Distribution by IP Spam-Ratio of legitimate mail and spam sent by the sgtlepends on

. . the spam-ratid:. Specifically, letZ, (k) andS;(k) be the
In thls_sc:cgon, ylve elxplore hovx:;h}:e_LP f\%dressis arld the actions of the total daily legitimate mail and spam that
assoclated mail volumes are distributed as a function ot o.¢ from all IPs in the séf,, on dayi. Fig. 2(a) plots

the IP spam-ratios. We focus_ he_re on the spam-rati (k) averaged over all the days, along with confidence
computed over a short time period in order to understan

: ) . t Is. Fig. 2(b) sh th ding distributi

the behaviour of IP addresses without being affected b¥ ervals. Fig. 2(b) shows the corresponding distribution

. ; SN . . or the spam volumé; (k).
their possible fluctuations in time. Effectively, this anal
ysis shows the limits of the differentiation that could be Result 2. Distribution of legitimate mail volume:
achieved by using IP spam-ratio, even assuming that IFig. 2(a) shows that the bulk of the legitimate mail
spam-ratio could be predicted for a given IP address ovefnearly70% on average) comes from IP addresses with a
short periods of time. In this section, we focus on day-very low spam-ratiok < 5%). However, a modest frac-
long intervals, in order to take into account possible time-tion (over7% on average) also comes from IP addresses
of-day variations. We refer to the IP spam-ratio com-Wwith a high spam-ratioX > 80%).
puted over a day-long interval as ttaily spam-ratio

Intuitively, we expect that most IP addresses either 1 : : : :
send mostly legitimate mail, or mostly spam, and that H’HHH
most of the legitimate mail and spam comes from these H%HH’HHHH%

o
Q@

IP addresses. If this hypothesis holds, then for spam mit-
igation, it will be sufficient if we can identify the IP ad-
dresses as senders of legitimate mail or spammers. To
test this hypothesis, we analyze the following two empir-
ical distributions: (a) the distribution of IP addresses as
a function of the spam-ratios, and (b) the distribution of
legitimate mail/spam as a function of their respective IP
addresses’ spam-ratio. ‘ ‘
We first analyze the distribution of IP addresses by B 20w P vamrage, 20 100%
their daily spam-ratios in Fig. 1(b). For each day,
it shows the empirical cumulative distribution func-
tion (CDF) of the daily spam-ratios of individual IP ad-
dresses active on that day. Fig. 1(b) shows this daily CDF
for a large number of randomly selected days across the
observation period.

Result 1. Distribution of IP addresses: Fig. 1(b) indi-
cates: (i) Most IP addresses, send either mostly spam
or mostly legitimate mail. (ii) Fewer tham — 2% of

the active IP addresses have a spam-ratio of between 02 '
1% — 99%, i.e., there are very few IP addresses that ;
send a non-trivial fraction of both spam and legitimate o _""_.i;ﬁ
mail. (iii) Further, the vast majority (nearl90%) of IP 0% 20% e am-rate. 80%  100%
addresses on any given day generate almost exclusively (b) Spam

spam, and have spam-ratios betwé&8fi; — 100%.

o
=

Fraction of legitimate mail sent
o
LS

o
D

(a) Legitimate mail

0.8

0.4r

Fraction of spam sent

The above results indicate that identifying IP ad- Figure 2: Legitimate mail and spam contributions as a
dresses with low or high spam-ratios could identify mostfunction of IP spam-ratio.
of the legitimate senders and spammers. In addition, for
some applications (e.g., the mail server overload prob-

lem), it would be valuable to identify the IP addressesgizltg;?’{h;'S;r:gggfglff(s\?:grg(;o:;mae\;gg':)(bo)fl?r']e
that send the bulk of the spam or the bulk of the legiti- 0 9

L . spam sent every day comes from IP addresses with an
mate mail, in terms of mail volume. To do so, we next

) " . extremely high spam-ratio (whén> 95%). Indeed, the
explore how the daily legitimate mail or spam volumes o . .
o . ) ontribution of the IP addresses with lower spam-ratios
are distributed as a function of the IP spam-ratios, an

the resulting implications, k < 80%) is a tiny fraction of the total.

Let I denote the set of all IP addresses that have a We observe that the distribution of legitimate mail vol-
spam-ratio of at mogt. Fig. 2 examines how the volume ume as a function of the spam-ratiois more diffused



than the distribution of spam volume. There are two posare extremely short-lived. These suggest the existence
sible explanations for such behaviour of the legitimateof a potentially significant difference in the behaviour of
senders. First, spam-filtering software tends to be consenders of legitimate mail and spammers with respect to
servative, allowing some spam to marked as legitimategersistence. We next quantify the extent to which these
mail. Second, a lot of legitimate mail tends to comehypotheses hold, by examining the persistence of indi-
from large mail servers that cannot do perfect outgoingvidual IP addresses.
spam-filtering. These mail servers may, therefore, have Our methodology for understanding the persistence
a slightly higher IP spam-ratio, and this would cause thebehavior of IP addresses is as follows: we consider the
distribution of legitimate mail to be more diffused acrossset of all IP addresses with a low lifetime spam-ratio and
the spam-ratio. examine how much legitimate mail they send, as well as
Together, the above results suggest that the IP spanttow much of the legitimate mail is sent by IP addresses
ratio may be a useful discriminating feature for spamthat are present for a long time. Such an understanding
mitigation As an example, assume that we have a classan indicate the potential of using a whitelist-based ap-
sification function that accepted (or prioritized) all IP proach for prioritizing legitimate mail. If, for instance,
addresses with a spam-ratio of at mésand rejected the bulk of the legitimate mail comes from IP addresses
all IP addresses with a higher spam-ratio. Then, if wethat last for a long time, we could use this property to
setk = 95%, we could accept (or prioritize) nearly all prioritize legitimate mail from long-lasting IP addresses
the legitimate mail, and no more thaff of the spam.  with low spam-ratios.
However, such a classification function requires perfect

knowledge of every IP address’s daily spam-ratio every 105%
single day, and in reality, this knowledge may not be \ Lti;
available. g 104,‘@\\‘ k=10
Instead, our approach is to identify properties that oc- 8 Il ¢ k=20
cur over longer periods of time, and are useful for pre- g 3\{ = k=30
dicting the current behaviour of an IP address based on %103' %% % % 1
long-term history, and these properties are incorporated 8 % % Ty
into classification functions. The effectiveness of such Emz, vy ; ii s
history-based classification functions for spam mitiga- Vv -3
tion depends on the extent to which IP addresses long- v 3\55
lived, how much of the legitimate email or spam are 0020 @ 80 0 10 10 160

Number of days

contributed by the long-lived IP addresses, and to what
extent the spam-ratio of an IP address varies over time, (&) Number ofk-good IP addresses present feror

Sec. 2.2.2 and Sec. 2.2.3 explore these questions. more days

For the following analysis, we focus on the spam-ratio o7
of each individual IP address, computed over the entire _oa vok=1
data set, since we are interested in its behaviour over its 8 | %y :tfio
lifetime. We refer to this as thdetime spam-ratiof the g Ogix\ Yy ' * k=20
IP address. We show the presence of two properties in §0_4 . . ] = k=30
this analysis: (i) a significant fraction of legitimate mail g !\.. e, Vg
comes from good IP addresses that last for a long time 2T i S o T :g;’\,
(persistenck and (ii) IP addresses that are good on aver- é 02 TV Vv gy ,L:""' "i R S
age tend to have a low spam-ratio each time they appear g hMaa 'v?:;o".\:‘*'
(temporal stability. These two properties directly influ- o ML
ence how effective it would be to use historical informa- O 20 20 6 w0 o 10 10 100
tion for determining the likelihood of spam coming from Number of days
an individual IP address. (b) Fraction of legitimate mail sent bi-good IP ad-

dresses present faror more days

2.2.2 Persistence Figure 3: Persistence éftgood IP addresses.

Due to the community structure inherent in non-spam

communication patterns, it seems reasonable that most of
the legitimate mail will originate from IP addresses thatDefinition 1. A k-good IP addressis an IP address
appear and re-appear. Previous studies have also indivhose lifetime spam-ratio is at mokt A k-good set
cated that most of the spam comes from IP addresses thistthe set of alk-good IP addresses. Thus28-good set

For this analysis, we use the following two definitions.



is the set of all IP addresses whose lifetime spam-ratiois Fig. 4 presents a similar analysis of persistence for IP

no more thar20%.

addresses with a high lifetime spam-ratio. Like the

good IP addresses ardgood sets, we defink-bad IP
We compute (a) the number étgood IP addresses 54gresses andbad sets.

present for at least distinct days, and (b) the fraction of

legitimate mail contributed b¥-good IP addresses that Definition 2. A k-bad IP addressis an IP address that

are present in at leastdistinct days! Fig. 3(a) shows
the number of IP addresses that appear in at lealks-
tinct days, for several different valuesiof

Fig. 3(b) shows the fraction of the total legitimate mail
that originates from IP addresses that are initrgood
set and appear in at leastdays, for each threshold

Most of the IP addresses irkagood set are not present
very long, and the number of IP addresses falls quickly,
especially in the first few days. However, their contribu-
tion to the legitimate mail drops much more slowlyaas
increases. The result is that the few longer-lived IPs con-
tribute to most of the legitimate mail from/agood set.
For example, only 5% of all IP addresses in flegood
set appear at least 10 distinct days, but they contribute to
almost 87% of all legitimate mail for the 20-good set. If
the k-good set contributes to a significant fraction of the
legitimate mail, then the few longer-lived IP addresses
also contribute significantly to the total legitimate mail.
For instance, IP addresses in tiiegood set contribute
t063.5% of the total legitimate mail received. Orttyl %
of those IP addresses are present for at least 30 days, but
they contribute to ove50% of the total legitimate mail
received.

Result 4. Distribution of legitimate mail from persis-

tent k-good IPs: Fig. 3 indicates that (i) IP addresses
with low lifetime spam ratios (smali) tend to contribute

a major proportion of the total legitimate email, and (ii)
only a small fraction of the IP addresses with a low life-
time spam-ratio addresses appear over many days, but
they contribute to a significant fraction of the legitimate
mail.

The graphs also reveal another trend: the longer an IP
address lasts, the more stable is its contribution to the le-
gitimate mail. For exampld).09% of the IP addresses
in the 20-good set are present for at least 60 days, b
they contribute to ovet0% of the total legitimate mail
received. From this, we can infer that there were an addi-
tional 1.2% of IP addresses in th#)-good set that were
present for 30-59 days, but they only contributed @t
of the total legitimate mail received.

1our analysis considers persistence of IP addresses only iata
set, i.e., it considers whether the IP address has sent anail days
to our mail server. These IP addresses may have sent maih¢o ot
mail servers on more days, and combining data across neudtiffer-
ent mail servers may give a better picture of stablility ofadtiresses
sending mail. Nevertheless, in this work, we focus on theiptnce in
one data set, as it highlights behavioural differences dwetmmunity
structure present within a single vantage point.

has a lifetime spam-ratio of at leakt A k-bad setis the
set of allk-bad IP addresses.
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Figure 4: Persistence éfbad IP addresses.

Fig. 4(a) presents the number of IP addresses iftthe
Pad set that are present in at leasiays, and Fig. 4(b)

upresents the fraction of the total spam sent by IP ad-

.dresses in thé-bad set that are present in leastays.

Result 5. Distribution of spam from persistentk-bad
IPs:

Fig. 4 indicates that (i) IP addresses with high

lifetime spam ratios (large k) tend to contribute almost
all of the spam, (ii) most of these high spam-ratio IPs are
only present for a short time (this is consistent with the
finding in [19]) and account for a large proportion of
the overall spam, and (iii) the small fraction of these IPs
that do last several days contribute a non-trivial fraction
of the overall spam; however, a much larger fraction of
spam comes from IP addresses that are not present for



very long. As in the case of tliegood IP addresses, the ber of days it appears). We define this quantity to be
spam contribution from thé-bad IP addresses tends to the frequency-fraction excessf the IP address, for the
get more stable with time. k-good set. We plot the complementary cdf (CCDF) of
. . thefrequency-fraction excesd all IP addresses in thie

So, forinstance, we can see from Fig. 4 thatanift. 0 set? Intuitively, the distribution of the frequency-
of the IP addresses in tfa-bad set appear in at least fr5ction excess is a measure of how many IP addresses in
10 distinct days, and these contribute3®4% of the the k-good set exceeld, and how often they do so.
volume of spam from th&0-bad set, and4% of the total Fig. 5 shows the CCDF of the frequency-fraction ex-

spam. The difference is more pronouncedifod-bad IP ceqs for severat-good sets. It shows that the majority

addresse% of the 100-bad IP addresses appear for 10.¢ ihe |P addresses in eatkgood set have a frequency-
or more distinct days, and contribute26% of the total

fraction excess of 0, and thas% of the k-good IP ad-
spam volume. _ S ~ dresses have a frequency-fraction excess of at thbst
The results of this section have implications in design-  \ye explain the implications of Fig. 5 to the temporal

ing spam filters, especially for applications where thegiapijity of the spam-ratio of IP addresses with an exam-
goal is to prioritize legitimate mail rather than discard ple. We focus on thé-good set fork = 20: this is the
spam. While spamming IP addresses that are present Sufg; of |p addresses whose lifetime spam-ratio is bounded
ficiently long can be blacklisted, the scope of a purelypy, 99, we note that the frequency-fraction excess is 0
blacklisting approach is limited. On the other hand, a;, 95% of the 20-good IP addresses. This implies that
very significant fraction of the legitimate mail can be pri- 5o/ o |p addresses in this-good set do not send more
orit@zed by using the history of the senders of legitimate, 41909 spamanyday, i.e., every time they appear, they
mail. have a daily spam-ratio of at mai%. We also note that
fewer thanl % of the IP addresses in thisgood set have
2.2.3 Temporal Stability a frequency-fraction excess larger thag.
Next, we seek to understand whether IP addresses in the Thus, for many:-good sets with smakt-values, only

k-good set change their daily spam-ratio dramaticallya few IP addresses have a significant frequency-fraction

over the course of their lifetime. The question we wanto cess, 1.€., Very few IP addresses in those sets exceed

- . the valuek often. Since they would need to exceked
to answer is: of the IP addresses that appearkirgaod . . : L
. often to change their spamming behaviour significantly,
set (for small values ok), what fraction of them have . .
st . it follows that most IP addresses in thegood set do not
ever had “high” daily spam-ratios, and how often do they : : . Lo
s . hange their spamming behaviour significantly.
have "high” spam.-ratios? Thus, we want to understan In addition, the frequency-fraction excess is perhaps
the temporal stabilityof the spam-ratio of IP addresses ' q Y P P

. . . too strict a measure, since it is affected eveh i ex-
in k-good sets. In this section, we focus bigood IP ceeded slightly. We also compute a similar measure that
addresses; the results for thdvad IP addresses are sim- gntly. P

increases only whehis exceeded b§%. No more than

llar. 0.01% of IP address in the-good set exceedl by 5%,
0. : : : : for anyk < 30%. Since we are especially interested in
k=l the temporal stability of IP addresses that appear often,
. 008 k=5 | | we compute also the frequency-fraction excess distribu-
2 +gg tion for IP addresses that appear for 10, 20, 40 and 60
gooa . e k=30| | days. In each case, almost no IP address excedys
a more tharb %, for anyk < 30%.
E 0.0/ We summarize this discussion in the following result.
é Result 6. Temporal stability of k-good IPs: Fig. 5
002 shows that most IP addresseskirgood sets (for lowk,
. e e.g..k < 30%) do not exceed often; i.e., mosk-good
0 0.1 02 03 0.4 05 IP addresses have low spam-ratios (at mbptnearly
Frequency fraction—excess
every day.
Figure 5: Temporal stability of IP addresseskigood With the above result, we can analyze the behaviour of

sets, shown by CCDF of frequency-fraction excess.  k-good sets of IP addresses, constructed over their entire
lifetime, and their behaviour in shorter time intervals.

We .CompUte the foIIowmg metric: for eac.h IP ad- 2Thatis, we plot the fraction of IP addresses inkhgood set whose
dress in &-good set, we count how often its daily Spam- frequency-fraction excess is at least The y-axis of the plot is re-

ratio exceeds: (and normalize this count by the num- stricted for readability.



The analysis of these three properties of IP addresses good basis for reputation-based classification of IP ad-
indicates that a significant fraction of the legitimate dresses. We focus on the following questions:
mail comes from IP addresses that persistently appear ) ] o
in the traffic. These IP addresses tend to exhibit stable ® Granularity.  Does the mail originating from
behaviour: they do not fluctuate significantly between ~ Network-aware clusters consist of mostly spam or
sending spam and legitimate mail. These results lend ~ Mostly legitimate mail, so that these clusters could
weight to our hypothesis that spam mitigation efforts can b€ useful as a reputation-granting mechanism for IP
benefit by preferentially allocating resources to the sta- ~ addresses?
ble and persistent senders of legitimate mail. However,
there is still a substantial portion of the mail that cannot
be accounted for through only IP address-based analysis.
In the next section, we focus on how to account for this
mail.

e Persistence Do individual network-aware clusters
appear (i.e., do IP addresses belonging to the clus-
ters appear) over long periods of time, so that
network-aware clusters could potentially afford us
a useful mechanism to distinguish between differ-
ent kinds of ephemeral IP addresses?

3 Analysis of Cluster Characteristics _ _
As in the IP-address case, we adopt the spam-ratio of

So far, we have analyzed whether the historical be@ network-aware cluster as the discriminating feature
haviour of individual IP addresses can be used to disOf clusters and examine whether clusters with low/high
tinguish between senders of legitimate mail and spamspam-ratios are granular and persistent.
mers. However, if we only consider the history of indi- Before examining these two properties in detail, we
vidual IP addresses, we cannot determine whether a nevifst summarize our analysis of the properties with re-
previously unseen, IP address is likely to be a spammespect to which clusters behave as IP addresseslds:
or a sender of legitimate mail. If there are many suchters turn out to be at least as (and usually more) tem-
IP addresses, then, in order to be useful, any prioritizaporally stable as IP addressésimilar to the IP address
tion scheme would need to assign these new IP addressBghaviour explored in Sec. 2.2.3), which is the expected
appropriate reputations as well. Indeed, in Sec. 2.2.2behaviour;the distribution of clusters by daily cluster
we found that most IP addresses sending mail are shorgpam-ratio is similar to the distribution of IP addresses
lived and that such short-lived IPs account for a signifi-by IP spam-ratiqsimilar to the IP address behaviour ex-
cant proportion of both legitimate mail and spam. Any plored in Sec. 2.2.1).
prioritization scheme would thus need to be able to find
reputations for the_se IP addresses as well. 3.1 Cluster Granularity
To address this issue, we explore whether coarser ag-
gregations of IP addresses exhibit more persistence arfébr network-aware clustering of IP addresses to be use-
afford more effective discriminatory power for spam mit- ful, the clusters need to be sufficiently homogeneous in
igation. If such aggregations of IP addresses can béerms of their legitimate mail/spam behavior so that the
found, the reputation of an unseen IP address could beluster information can be used to separate the bulk of le-
derivedfrom the historical reputation of the aggregation gitimate mail from the bulk of spam. Recall that with the
they belong to. IP addresses, we analyzed the extent to which IP spam-
We focus on IP aggregations given bgtwork-aware ratios could be used to identify the IP addresses send-
clustersof IP addresses [15]. Network-aware clusters aréng the bulk of legitimate mail and spam. Here, we an-
sets of unique network IP prefixes collected from a widealyze whether, instead of an IP’s individual spam-ratio,
set of BGP routing table snapshots. In this paper, an IRhe spam-ratio of the parent cluster can be used for the
address belongs to a network-aware cluster if the longestame purpose.
prefix match of the IP address matches the prefix asso- To do so, we need to understand how well the clus-
ciated with the cluster. In the reputation mechanismger spam-ratio approximates the IP spam-ratio. In our
we explore in Sec. 4, an IP address derives the reputasontext, we focus on the following question: can we still
tion of the network-aware cluster that it belongs to. Wedistinguish between the IP addresses that send the bulk of
use network-aware clustering because these clusters rethte legitimate mail and the bulk of the spam? If we can,
resent IP addresses that are close in terms of netwonkithin a margin of error, it would suggest that cluster-
topology and do, with high probability, represent regionslevel analysis is nearly as good as IP-level analysis.
of the IP space that are under the same administrative For the analysis here, we determine the spam-ratio
control and share similar security and spam policies [15]of each cluster by analyzing the mail sent by all IP ad-
In this section, we present measurements suggestindresses belonging to that cluster and assign to IP ad-
that network-aware clusters of IP addresses may providdresses the spam-ratios of their respective clusters. In



4 ‘ ‘ ‘ ‘ tion (over99% on average) of the spam every day comes
from IP addresses with a very high IP spam-ratio (over
90%).

0.8~

1
i ~=~Spam - [Ps ? This suggests that spammers responsible for a high
3 0.6 -x- Spam - Clusters |
& | volume of the total spam may be closely correlated
§04f | with the clusters that have a very high spam-ratio. The
g 1 graph indicates that if we use a spam-ratio threshold of
* s ; k < 90% for spam mitigation, then using the IP spam-
' /7 ratio rather than the corresponding cluster spam-ratio as
_ - @ggﬁ the discriminating feature would increase the amount of
% 20%  40%  60%  80%  100% spam identified by less than 2%. This suggests that clus-

IP/Cluster spam-ratio

ter spam-ratios are a good approximation to IP spam-
ratios for identifying the bulk of the spam sent.

We next consider how legitimate mail is distributed
! ‘ ‘ ‘ EH? with the cluster spam-ratios and compare it with IP
%% spame-ratios (Fig. 6(b)). We compute the following met-

(a) Fraction of spam sent by clusters & IPs, as a function
of cluster & IP spam-ratios.

. L
o8 %H,H,H%HHHH’ % ric: Let CL;(k) andIL;(k) be the fraction of legitimate
% % PH[JHH[][ mail sent by IPs with cluster and IP spam-ratios of at
g 06% %%% mostk on dayi. Fig. 6(b) plotsC'L; (k) andIL;(k) av-
s | H%% eraged over all the days in the data set as a functidn of
5 04 %H 1 along with confidence intervals.
g 023% | Result 8. Distribution of legitimate mail with cluster
S - t:gmz:: 22:: e and IP spam-ratios: Fig. 6(b) shows that a significant
’ ‘ < ) ‘ amount of legitimate mail is contributed by clusters with
B A e spamrtio O 100% both Io_vx_/ and high spam-ratios. A significant fraction of
(b) Legitimate mail sent by clusters & IPs, as a function of the Iegltlmate m_all (around5% on average) comes from
cluster & IP spam-ratios. IP addresses with a low cluster spam-ratio € 20%).

However, a much larger fraction of the legitimate mail
Figure 6: Penalty of using cluster-level analysis. ~ (&round70%, on average) originates from IP addresses
with a similarly low IP spam-ratio.

the rest of this discussion, we will refer to legitimate The picture here, therefore, is much less promising:

mail/spam sent by IP addresses belonging to a clustef' <" when we consplerspam-ranqs as hl_gB(Bs40%,
as the legitimate mail/spasent byor coming fromthat the cluster spam-ratios can only distinguish, on average,

cluster. As with the IP-based analysis, we examine hom?“?“”dW% .Of Fhe Iggitimate mail. By cqntrast, P spam-
the volume of legitimate mail and spam from IP ad- ratios can distinguish as much@¥%. This suggests that

dresses is distributed as a function of their cluster spamI-P addresses responsible for the bulk of legitimate mail

ratios. To understand the additional error imposed by usare much less correlated with clusters of low spam-ratio.
We can then make the following conclusion: suppose

ing the cluster spam-ratio, we compare it with how those e . !
volumes are distributed as a function of the IP spam-/€ Us€ 2 cIaSS|f|cat|on_funct|on to accept or reject [P adf
ratio. d_resses based on their _cluster spam—_rat_|o. Wha_t_add|—
Fig. 6(a) shows how the spam sent by IP addressegonal per_lalty would we incur over a similar CIaSS|f|ca_1-
with a cluster or IP spam-ratio of at mostaries with tion function that used the IP address’s own spam-ratio?

k. Specifically, on day, let C'S;(k) and I.S;(k) be the Fig. 6(b) suggests that, if the threshold is sep®3; or

fraction of spam sent by the IP addresses with a clustel?igher’ we incur very little penalty in both legitimate mail

spam-ratio (and IP spam-ratio, respectively) of at mosfaccepta(;ce and spam. However,hif the t;reShd? is_ setto
k. Fig. 6(a) plotsC'S;(k) andIS;(k) averaged over all 30 — 40%, we may incur as much as207% penalty in

the days in the data set, as a functionkpfalong with do||_r|lg SO. h dditional in which h
confidence intervals. owever, there are two additional ways in which suc

a classification function could be enhanced. First, as we
Result 7. Distribution of spam with cluster and IP  have seen, the bulk of the legitimate mail does come from
spam-ratios: Fig. 6(a) shows that almost all (ove5%) persistentt-good IP addresses. This suggests that we
of the spam every day comes from IPs in clusters with aould potentially identify more legitimate mail by con-
very high cluster spam-ratio (ov@0%). A similar frac-  sidering the persisterit-good IP addresseas addition



to cluster-level information. Second, for some applica- 4
tions, the correlation between high cluster spam-ratios » "’tzl
- e z k=5
and the bulk of the spam may be sufficient to justify us- g0& k=10 |
ing cluster-level analysis. For example, under the exist- g ¢ k=20
ing distribution of spam and legitimate mail, even a high é 08 ~ = k=30)
cluster spam-ratio threshold would be sufficient to reduce 5
the total volume of the mail accepted by the mail server. o S S R S
This is exactly the situation in the server overload prob- é ML iy
lem and we see the effect in the simulations in Sec. 4. A R S SN 1 |
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3.2 Persistence

o
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Next, we explore how persistent the network-aware clus- (a) Fraction of legitimate mail sent by-good clusters
ters are, just as we did for the IP addresses. We define a  thatappear in at leastdays
cluster to bepresenton a day if at least one IP address

1 T T T

that belongs to that cluster appears that day. We reported Trey, vy
earlier that we found the clusters themselves to be at least 0.8 s 2
as (and usually more) temporally stable as IP addresses. 5 oy s
Our next goal is to examine how much of the total legiti- € 06 RS
mate mail/spam the long-lived clusters contribute. g teeeeee,, 1

Asin Sec. 2.2.2, we will defink-good and:-bad clus- Sod [mk=7 tetee,, |
ters; to do that, we use thHdetime cluster spam-ratio 8 * k=80 el
the ratio of the total spam sent by the cluster to the total 0 itfgg
mail sent by it over its lifetime. L Lvk=10

V¥V vy oy

Definition 3. A k-good clusteris a cluster of IP ad- R A LML MY %
dresses whose lifetime cluster spam-rati@ismostk. _ umber of days
Thek-good cluster-sefs the set of alk-good clusters. A (b) Fraction of spam sent by-bad clusters that appear

. e . in at leastr days
k-bad clusteris a cluster of IP addresses whose lifetime Y

cluster spam-ratio isit leastt. Thek-bad cluster-setis

the set of all-bad clusters. Figure 7: Persistence of network-aware clusters.

Fig. 7(a) examines the legitimate mail sentdgood
clusters for small values of. We first note that the
k-good clusters (even whéehis as large ag0%) con-
tribute less thant0% of the total legitimate mail; this
is in contrast to, for instanc&0-good IP addresses that
contributed t063.5% of the total legitimate mail. How-
ever, we note the contribution from long-lived clusters is
far more than from long-lived individual IPs. The dif-
ference from Fig. 3(b) is striking: e.gkrgood clusters

present for 60 or more days contribute to ned&%o  Resuylt 9. Distribution of mail from persistent clus-

of the legitimate mail from thé-good cluster set. So, ters: Fig. 7 shows that the clusters that are present for

any cluster accounting for a non-trivial volume of legit- |ong periods with high cluster spam-ratios contribute

imate mail is present for at least 60 days. Indeed, thgnhe overwhelming fraction of the spam sent, while those
legitimate mail sent by:-good clusters drops 0% of  present for long periods with low cluster spam-ratios

k-good cluster-set's total only when restricted to clustersyonripute a smaller, though still significant, fraction of
present forl 20 or more days; by contrast, for individual the |egitimate mail sent.

IP addresses, the legitimate mail contribution dropped to

87% of the 20-good set’s total after jusd days. The above result suggests that network-aware cluster-
Fig. 7(b) presents the same analysiskfdyad clusters. ing can be used to address the problem of transience of IP

Again, there are noticeable differences fromthiead IP  addresses in developing history-based reputations of IP

addresses, and also from thegood clusters. A much addresses: even if individual IP addresses are ephemeral,

larger fraction of spam comes from long-lived clusterstheir (possibly collective) history would be useful in

than from long-lived IPs in Fig. 4(b). For example, over assigning reputations to other IP addresses originating

92% of the total spam is contributed B-bad clusters
present for at least 20 days. This is in sharp contrast with
thek-bad IP addresses, where o of the total spam
comes from IP addresses that last 20 or more days. We
also note that the0-bad cluster-set contributes to nearly
95% of the total spam. Thus, in contrast to the legitimate
mail sent byk-good cluster-sets, the bulk of the spam
comes from thé:-bad cluster-sets with high



from the same cluster. spam. Whether the IP address sends spam or legitimate
mail in that connection is not known at the time of the
request, but is known after mail is processed by the spam
filter. The mail server has a finite capacity of the number
of mails that can be processed in each time interval, and
may choose the connections it accepts or rejects. The

In the previous section, we have demonstrated that ther . . .
goal of the mail server is to selectively accept connec-

are significant differences in the historical behaviour of= ; L g .
t|8ns in order to maximize the legitimate mail accepted.

IP addresses that send a lot of spam, and those that sen h h i )

very little. In this section, we consider how these differ- We note that spammers ave strong |r1cent|ve to cause
_mail servers to overload, and illustrate this with an exam-

ences in behaviour could be exploited for spam mitiga: ! .
tion. ple. Assume that a mail server can process 100 emails

Our measurements have shown that senders of 1267 Second, that it will start dropping new incoming
gitimate mail demonstrate significant stability and per-SMTP connections when its load reaches 100 emails per
sistence, while spammers do not. However, the punsecond, and that it crashes if the offered load reaches 200
of the high volume spammers appear to be clustere§Mails per second. Assume also that 20 legitimate emails
well within many persistent network-aware clusters. To-2'¢ received per second. A spammer could increase the

gether, these suggest that we can design techniques bad8@d of the mail server to 100% by sending 80 emails per

on the historical reputation of an IP address and the clusS€¢0nd which would be all received by the mail server.
Alternatively, the spammer could also increase the load

ter to which it belongs. However, because mail rejec- % b di | 4. and
tion mechanisms necessarily need to be conservative, 199%, by sending 179 spam emalls per second, an

believe that such a reputation-based mechanism is prﬂov_‘i nearly half thl()al req‘ifSt_S unLdeOt be Ser:VEd- If the
marily useful for prioritizing legitimate mail, rather tha Mall Serveris unable to distinguish between the spam re-

actively discarding all suspected spammers quests and the legitimate mail requests, it drops connec-

As an application of these measurements, we now contions at random, and the spammer will be able to suc-

sider the mail-server overload problem described in thé:es_sfully get through 89 spam eme}lIs per secpnd to the
introduction. In this section, we demonstrate how themall server, as compared to the 80 in the previous case.
problem could be tackled with a reputation-based mech- Thus, the optimal operation point of a spammer, as-
anism that exploits these differences in behaviour. IrSUming that he has a large potential sending capacity, is
Sec. 4.1, we explain the mail-server overload problen]0t the maximum capacity of the mail server but the max-
in more detail. In Sec. 4.2, we explain our approachjmum load before the mail server will crash. This obser-
describing the mail server simulation and algorithms that/ation indicates that the approach of throwing more re-
we use, and in Sec. 4.3, we present an evaluation showirgurces at the problem would only work if the mail server
the performance improvement gained using these differcapacity is increased to exceed the largest botnet avail-
ences in behaviour. able to the spammer. This is typically not economically

We emphasize that this simulation study is intended@@sible and a different approach is needed.
to demonstrate the potential of using these behavioural The results in Sec. 2 and Sec. 3 suggest that there
differences in the legitimate mail and spam for prioritiz- May be a history-based reputation functiin that re-
ing exclusively by IP addresses. However, inistin- lates IP addresses to their likelihood of sending spam.
tended to be comparable to content-based spam filtering.hus, for example, if2(i) is the probability that an IP ad-
We also note that these differences in behaviour could béress: sends legitimate mail, then maximizing the quan-
applied in other ways as well and at other points in thetity > £(i) would maximize the expected number of ac-
mail processing as well. The quantitative benefits thacepted legitimate mail. If the reputation functiGhwere
we achieve may be Speciﬁc to our app”cation and ma}}(nOWn, this prOblem would be similar to admission con-
be different in other applications. trol and deadline scheduling; however, in our casés
not known.

In this work, we choose or@mplehistory-based rep-
utation function and demonstrate that it performs well.
The problem we consider is the following: When the We reiterate that our goal isot to explore the space
mail server receives more SMTP connections than it camf the reputation functions or to find the best reputation
process in a time interval, how can it selectively accepffunction. Rather, our goal is to demonstrate that they
connections to maximize the acceptance of legitimatecould potentially be used to increase the legitimate mail
mail? That is, the mail server receives a sequence ofccepted when the mail-serveris overloaded. In addition,
connection requests from IP addresses every second, aodr goal is to preferentially accept e-mails from certain
each connection will send mail that is either legitimate orlP addressesnly when the mail servers are overloaded

4 Spam Mitigation under Mail Server
Overload

4.1 Server Overload Problem



— we would like to minimize the impact on mail servers able, and then the mail servers perform the SMTP hand-

when they are not overloaded. A poor choicefoWwill shake and transfer the email. The receiving mail server

then not impact the mail server under normal operation.stores the email to disk and adds it to the spam processing
The techniques and the reputation functions that weyueue. For each e-mail on the queue, the receiving mail

choose address concerns that are different from thosgerver then performs content-based spam filtering [3, 1]

addressed by standard IP-based classification techniquigich is typically the most expensive part of email pro-

like blacklisting and greylisting, as neither blackliglin cessing. After this, the spam emails are dropped or de-

nor greylisting would directly solve the server overload livered to a spam mailbox, and the good emails are de-

problem. Blacklisting has well-known issues: building livered to the inbox of the recipient.

a blacklist takes time and effort, most IP addresses that In our simulation we simplify the mail server model,

send spam are observed to be ephemeral, appearing vemhile ensuring that it is still sufficiently rich to capture

few times, and many of them are not even present in anyhe problem that we explore. We believe that our model

single blacklist. is sufficiently representative for a majority of mail server
While greylisting is an attractive short-term solution implementations used today; however, we acknowledge

that has been observed to work quite well in practice, itthat there are mail server architectures in use which are

is not robust to spammer evasion, since spammers coulkot fully captured in our model. In the next section, we

simply mimick the behaviour of a normal mail server. describe the simulation model in more detail.

Greylisting aims to optimize a different goal — its goal

?s to delay th_e mail in the_hope that a spam signatur.ez"z'1 Mail Server Simulation

is generated in the mean time, so that spam can be dis-

tinguished from non-spam; however, delaying the mailWe simulate mail-server operation in the following man-

does not reduce the overall server load, since the spanmmer:

mer can always return to send more mail, and comput- ) )

ing a content-based spam signature would continue to be ® Phase 1:When the mail server receives an SMTP

as expensive. Indeed, greylisting gives spammers even ~ Connection request, it may decide whether or not to

more incentive to overload mail servers by re-trying af- ~ &ccept the connection. If it decides to accept the
ter a specified time period. connection, the incoming mail takésime units to
Our techniques for the server overload problem pro- be transferred to the mail server. Thus, if a server

vide an additional layer of information when compared ~ €&n accepk connection requests simultaneously, it
to blacklisting and greylisting. It may be possible to use ~ Pehaves like &-parallel processor in this phase. We
the IP structure information to enhance greylisting, to ~ d0 S0 because this phase models the SMTP hand-

decide, at finer granularities and with soft thresholding, ~ Shake and transfer of mail, and therefore, it needs to
which IP addresses to deny. model state for each connection separately.

e Phase 2: Once the mail has been received, it is
4.2 Design and Algorithms added to a queue for spam filtering and delivery to

) ] the receiving mailbox if any. At each time-step, the
Today, when mail servers experience overload, they drop il server selects mails from this queue and pro-

connections greedily: the server accepts all connections  egses them: the number of mails chosen depend on
until it is at maximum load, and then refuses all connec-  the mail server’s capacity and the cost of each in-
tion requests until its load drops below the maximum. dividual mail. Here, since we model computation
We aim to improve the performance under overload by cycles, a sequential processing model suffices. The
using information in the structure of IP addresses, assug-  mail server has a timeout: it discards any mail that
gested by the results in Sec. 2 and Sec. 3. Ata high-level, 55 peen in the queue for more thartime units.

our approach is to obtain a history of IP addresses and IP |t the |oad has sufficient fluctuation, a large timeout
clusters, and use it to select the IP addresses that we pri-  \ould be useful. but we want to minimize timeout

oritize under overload. To explore the potential benefits since email has the expectation of being timely.
of this approach, we simulate the mail server operation
and allow some additional functionality to handle over- We assume that the cost of denying/dropping a request
load. is 0, the cost of processing the SMTP connectiown is

To motivate our simulation, we describe briefly the fraction of its total cost, and the cost of the remainder
way many mail servers in corporations and ISPs operatds 1 — « fraction of the total cost. We also allow Phase
First, the sender’s mail server or a mail relay tries to con-1 of the mail server simulator to havefraction of the
nect to the receiving mail server via TCP. The receivingserver's computational resources, and Phase 2 to have
mail server accepts the connection if capacity is availthe remainder. Since the content-based analysis is typ-



ically the most expensive part of processing a message, total capacity, the server accepts all mail: this way,

we expect thatv is likely to be small. it minimizes impact on normal operation of the malil
This two-phase simulation model allows for more flex- server?

ibility in our policy design, since it opens the possibility

of dropping emails which have already been received and *

are awaiting spam filtering without wasting too many re-

sources.

Phase-2 policy The scheduling policy here is eas-
ier to design, since the queue has some knowledge
of what needs to be processed. Even a simple policy
that greedily accepts the item with the highest rep-
o utation value will do well, as long as the reputation
4.2.2 Policies function is reasonably accurate. We use this greedy

Next, we present the prioritization/drop policies that we ~ Policy for Phase 2.
implemented and evaluated on the mail server simulator. Qur history-based reputation functiafl is simple:
In this simulation model, the default mail-server action First, we find a list of persistent senders of legitimate

corresponds to the following: at each time-interval, themail from the same time period (we choose all senders
server accepts incoming requests in the order of arrivakhat have appeared in at least 10 days), and for these IP
as long as it is not overloaded. Once mail has been readdresses, we use their lifetime IP spam-ratio as their
ceived, the server processes the first mail in the queugeputation value. For the remaining IP addresses, we use
and discards any mail that has exceeded its timeout. Weheir cluster spam-ratio as their reputation value: foheac
refer to this as thgreedypolicy.® week, we use the history of the preceding four weeks in
The space of policy options that a mail-server is al-computing the lifetime spam-ratio (defined over 4 weeks)
lowed to operate determine the kinds of benefits it carfor each cluster that sends mailin this way, we com-
get. In this problem, one natural option for the mail bine the results of the IP-based analysis and cluster-based
server is to decide immediately whether to accept or reanalysis in Sec. 2 in designing the reputation function.
ject a connection request. However, such a policy may This reputation function is extremely simple, but it
be quite sensitive to fluctuation in the workload receivedsiill illustrates the value of using a history-based rep-

at the mail server. Another option may be to reject someytation mechanism to tackle the mail server overload
e-mailsafter the SMTP connection has been acceptedproblem. We also note that the historical IP reputa-
but before any spam-filtering checks or content-basedtions based on network-aware clusters in this manner
analysis (such as spam-filtering software) has been agnay not always be perfect predictors of spamming be-
plied. Note that content-based analysis typically is thenaviour. While network-aware clusters are an aggrega-
most computationally expensive part of receiving mail.tion technique with a basis in network structure, they
Thus, with this option, the mail server may do a smallcould serve as a starting point for more complex clus-
amount of work for some additional emails that eventu-tering techniques, and these techniques may also incor-
ally get rejected, but is less affected by the fluctuationporate finer notions of granularity and confidence.

of mail arrival workload. We restrict the space of policy A more sophisticated approach to using the history of
options to the time beforany content-based analysis of |p addresses and network-aware clusters that addresses

the incoming mail is done. _ these concerns is likely to yield an improvement in per-
To solve the mall-se_r\_/er overload problem, we imple-formance, but is beyond the scope of this paper and left
ment the following policies at the two phases: as future work. In the following section, we describe the

. _ . _ performance benefits that we gain from using this repu-
e Phase-1 policyThe policy in Phase 1 is designed to tation function in the evaluation.

preferentially accept IP addresses with a good rep-
utation when the server is near maximum load: as .
the server gets closer to overload, the policy only ac4-3  Evaluation

cepts IP addresses with better and better reputationgye eyauate our history-based policies by replaying the
The policy itself is more complex, since it needs 10 4 ces of our data set on our simulator. Since the traces
con5|derthe.expected legitimate mail workload, and,q-ord each connection request with a time-stamp, we
yet not stay idle too long. We therefore leave exact o, repjay the traces to simulate the exact workload re-

details to the appendix. In addition, when the load cgjyeq by the mail server. We do so, with the simplifying
is below some percentage (we cho@s&;) of the

4Technically, this is slightly more complex: it examineshigtload
3To ensure that the current mail server policy is not unfaingd- is below75% of the server capacity allowed to Phase 1.

elled under this simulation model, we evaluated greedyc@sliin an- 50ne technical detail left to consider are the IP addressgmat-

other simulation model, in which each connection tedikme units to ing from clusters without history. In our reputation furctj any IP

process from start to end. The performance of the greedgypalas address that has no history-based reputation value is giv@ightly

similar, therefore we do not describe the model further. bad reputation.




assumption that each incoming e-mail incurs the samand50-policy, fora = 0.1 and0.5 respectively.
computational cost. Since our traces are fixed, we sim-
ulate overload by decreasing the simulated server’s ca-

a " .
pacity, and replaying the same traces. This way, we dé'g'l Impact on Legitimate mail

not change the distribution and connection request timegye first compare the number of legitimate mails ac-
of IP addresses in the input traces between the differerdepted by the different policies over many time intervals,
experiments. At the same time, it allows us to simulateyhere each interval is an hour long. Since our goal is
without changing the traces, how the mail server behavegy maximize the amount of legitimate mail accepted, the
as a function of the increasing workload. primary metric we use is thgoodput ratio the ratio of
Simulation Parametersie now explain the parame- |egitimate mail accepted by the mail server to the total le-
ters that we choose for our simulation. We choose thgjitimate mail in the time interval. This is a natural metric
time ¢ for the Phase 1 operation to Be.® We use60s o use, since it makes the different time intervals compa-
for the timeoutn, the waiting time in the queue before raple, and so we can see if the policies are consistently
Phase 2 (it implies that mail will be delivered within 1 petter than the greedy policy, rather than being heavily
minute, or discarded after Phase 1). This appears to bgeighted by the number of legitimate mails in a few time
sufficiently small so as to not noticeably affect the deliv-intervals. For the performance evaluation, we examine
ery of legitimate mail’ the average goodput ratio, the distribution of the goodput
To induce overload, we vary the capacity of the sim-ratios and the goodput improvement factor.
ulated mail server to 200, 100, 66, 50, and 40 mes- Average Goodput RatioTable 1 shows the average
sages/minute. The greedy policy processed an averagfodput ratios for the different policies under different
of 95.2% of the messages received when the server caevels of overload. It shows that, on average, for each of
pacity was set to 200 messages/minute, as seen in Tghese overloads, the goodput of any of the policies is bet-
ble 2. At capacities larger than 200 messages/minutger than the greedy policy. The difference is marginal at
the number of messages processed by the greedy poligyerload-factor 1, and increases quickly as the overload-
grows very slowly, indicating that this is likely to be an factor increases: at overload-factor 4, the average good-
effect of the distribution of connection requests in theput ratio is64.3—64.5% for any of the history-based poli-
traces. For this reason, we take capacity of 200/minuteijes, in comparison t86.8% for the greedy policy. We
as the required server capacity. We then refer to the othejlso observe that the history-based policies scale more
server capacities in relation to required server capacit;gracefuuy with the overload. Thus, we conclude that,
for this trace workload: a server with capacity of 100 on average, the history-based policies gain a significant
messages/minute must process the same workload witfhprovement over the greedy policy.

half the capacity of the required server, so we define it pjstribution of Goodput Ratios:While the average
to have aroverload-factorof 2. Likewise, the server ca- goodput ratio is a useful summarization tool, it does not
pacities we test 200, 100, 66, 50 and 40 messages/minugﬁ\,e a complete picture of the performance. For this
have overload-factors of around 1, 2, 3, 4, and 5 respecreason, we next compare thiéstribution of the server
tively. goodput in the different time intervals.  Fig. 8(a)-(b)

Recall that the parameteris the cost of processing shows the CDF of the goodput ratios for the different
the message at Phase 1. We expettt impact the per-  policies, for two overload-factors: 1 and 4. We ob-
formance, so we test two valuas= 0.1,0.5inthe eval-  serve that the goodput ratio distributions are quite sim-
uation; recall thatv is likely to be small, and se = 0.5 jlar for the greedy and history-based policies when the
is a conservative choice here. The valuexdias no ef-  gverload-factor is 1 (Fig. 8(a)): abot0% of the time,
fect on the performance of the greedy policy. For thisg|| of the policies accept00% messages. This changes
reason, the discussion features only one greedy policyrastically as the overload-factor increases. Fig. 8(b)
for all values ofa. For the history-based policies,  shows the goodput ratio distributions for overload-factor
sometimes has an effect on the performance, since thege As much a$0% of the time, the greedy policy has
policies allow for a decision to be taken at Phase 2. Wey goodput-ratio of at mo$t25. By contrast, more than
therefore refer to the history-based policies@sgolicy,  90% of the time, the history-based policies have a good-

5 . (ﬁut ratio of at leasD.5. The results show that the the

We varyt for Phase 1 between 2-4s: our traces have a recordeq_. .. . L
time granularity of 1s, and the maximum seen in the tracesrbed ' istory-based policies have a anSBtent and S|gr_1|flcant
disconnect was 4s. This does not appear to impact the rqmaiis  improvementover the greedy policy when the load is suf-
sented here, since both kinds of policies receive the saioe wt. ficiently high.

We present in the results for= 4s _ &
"This value also has no noticeable impact on our results wien Improvement factor of GOOdet RatIOEma”y’ we

20s suggesting that most of the legitimate mail is processeckgyior ~ compare th_e goodput ratios on a per-interval ba_SiS- For
not at all. this analysis, we focus on th)-policy; our goal is to




seehow oftenthe 10-policy does better than the greedy 1

algorithm. That is, for each time interval, we compute - =~ Greedy
) _Goodput ofl0-Policy og | ¢ =01
thegoodput-factordefined to be Goodput of Greedy e a=05

Fig. 8(c) plots how often goodput-factor lies between
90% — 300% for the different overload-factors. We note

that when the overload-factor is 1, the performance im-
pact of our history-based policy on the legitimate mail

o
ey

°
£

[
[
[
9
9
[
|
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is marginal: in all the time intervals, thi&-policy has a 02 el

goodput-factor of at leas0%, and oveB5% of the time, I

it has a goodput factor of at lea@%. As the overload- 0 — — . g — )

factor increases, the amount of time intervals in which ' Goodput-Ratios '

the 10-policy has a goodput-factor ab0% or more in- (a) Overload-Factor 1: CDF of goodput-ratios for all

creases, meaning the number of time intervals in which policies

the 10-policy does better than the greedy algorithm in- 1 : : : =

creases, as we would expect. When the overload-factor = o

is 4, for examplet6% of the time, the goodput-factor is 08 - s

at least200%: 10-policy accepts at least twice as many o L ¢

legitimate mails as the greedy algorithm. We conclude Sog " ‘

that in most time intervals, the history-based policies per g - ¢

form better than the greedy policy, and the factor of their o4 " d

improvement increases as the overload-factor increases. * ¥ $ ey
Lastly, we note that the behaviour of th@-policy 02 & g s a=01 |

and the50-policy does not appear to differ too much I ®a=05

when the overload-factor is sufficiently high or suffi- % 0z oa 0. 08 1

ciently low. With intermediate overload-factors, they Goodput-Ratos

perform slightly differently, as we see in Table 1: the (b) Overload-Factor 4: CDF of goodput-ratios for all

50-policy tends to be a little more conservative about ac- policies

cepting messages that may not have a good reputation in 100"”«\!

comparison to theé0-policy. RS .

4.3.2 Impact on Throughput and Spam § s0% - ¢ : !

2 . 3

While our primary metric of performance is the goodput, 5 ‘ " -

we are still interested in the impact of using the history- I A |

based policies on the total messages and spam processed = ~ overload = 3

by the mail server. While these are not our primary goals, 2% | -e-overload = 2 T

they are still important since they give a picture of the el yoovertedsd . .

complete effect of using these history-based policies. 100% 150% 200% 250% 300%

Goodput Factor

Impact on Server Throughputhe history-based poli-
cies obviously gain their improvement by selectively
choosing the IP addresses to process: it selectively ad=igure 8: (a) and (b): CDF of the goodput-ratios for two
cepts only good IP addresses in the incoming workloaddlifferent overload-factors. (c): Performance improve-
if it is likely that the whole workload might not be pro- ment (goodput-factor) for the 10-policy for various over-
cessed. This may result in a decrease in server throughead factors
put in comparison to the greedy policy for certain load.

(c) Goodput factor

For example, if the server receives a little less workload Overload| Greedy| a=0.1| «=0.5

than it could process, the history-based policies may pro- Factor

cess fewer messages than the greedy policy, because they 5 20.3 63 63.6

may reserve capacity for good IP addresses that they ex- 4 26.8 64.3 64.5

pect to see but which never actually appear. We observe 3 39.5 70.7 68.6

this in our simulations and we discuss it now. 2 61.7 84.4 79.6
We definethroughputto be fraction of the total mes- 1 93.7 96 96.7

sages processed by the server. Table 2 shows the av-

. ino
erage throughput achieved by both policies under vari- Table 1: Server Goodput (average, in %).



Overload| Greedy| =0.1| «=0.5 the server too much when the servenit under over-

Factor load. Finally, we have seen that the the spam is indeed
5 31.6 16.6 16.8 affected when the server is significantly overloaded; this
4 39.1 17 17 is precisely the behaviour we want to induce.
3 51.6 24.1 22.1
2 71.4 65.8 51.3
1 952 | 939 95 5 Related Work
Table 2: Server throughput (average, in %). Since spam is so pervasive, much effort has been ex-
pended in developing techniques that mitigate spam, and
Overload| Greedy| a=0.1] a=05 studies that understand various characteristics of spam-
Factor mers. In this section, we briefly survey some of the
5 32 14.8 14.9 most related work. We first describe spam mitigation ap-
4 395 15.1 151 proaches and how they may relate to our work on the
3 52 20.1 15.2 server overload problem. Then we discuss measurement
2 71.7 65.2 50.2 studies that are related and complementary to our mea-
1 952 | 938 | 94.9 surement work.
Traditionally, the two primary approaches to spam
Table 3: Spam accepted (average, in %). mitigation have used content-based spam-filtering and

DNS blacklists.  Content-based spam-filtering soft-

ware [3, 1] is typically applied at the end of the mail pro-
ous capacities of the server. At overload-factor 1, Wherbessing queue, and there has been a lot of research [20,
the greedy algorithm achieves an average throughput of 7 7, 16] in techniques for content-based analysis and
95%, the history-based policy algorithm achieves an av-ynderstanding its limits. Agarwal et al. [6] propose
erage throughput ad3%. However, even at this point, content-based analysis to rate-limit spam at the router:
the history-based policies accept a little more legitimatenijs also reduces the load on the mail server, but is not

mail (on average) than the greedy policy. Note that by deyseful for our situation as it may be too computationally
sign, the history-based policies guarantee that when thgypensive.

server receives no more thai% of its maximum load DNS blacklists [4, 5] are another popular way to re-
capacity, its performance is no different from normal.  gyce spam. Studies on DNS blacklists[14] have shown
Impact on Spam:We also explored the effect of that ovel90% of the spamming IP addresses were present
the history-based policies on the number of spam mesin at least one blacklist at their time of appearance. Our
sages accepted. Table 3 shows the average fractiafpproach is complementary to traditional blacklisting,
of spam messages accepted by the policies under vaand the more recent greylisting [13] techniques — we aim
ious overload factors. We see with an overload-factoto prioritize the legitimate mail, and use the history of IP
of 1, the history-based policies accept oy — 1% addresses to identify potential spammers.
less spam than the greedy algorithm. As the overload- Perhaps the closest in spirit to our work in mitigating
factor increases and the history-based policies grow morgerver overload are those of Twining et al. [23] and Tang
and more conservative in accepting suspected spam, tha al. [21]. Twining et al. describe a prioritization mech-
amount of spam accepted will decrease. For example, &inism that delays spam more than it delays legitimate
a overload-factor of 2, this drops &.2% — 65.5% for ~ mail. However, their problem is different, as they eventu-
the history-based policies. When the overload-factor in-ally accept all email, but just delay the spam. Such an ap-
creases to 4, the history-based policies accept less thgstoach would not work when all the mail simply cannot
1/2 of the amount of spam accepted by the greedy polbe accepted. While Tang et al. [21] do not consider the
icy. This suggests that if the server receives much mor@roblem of server overload, they describe a mechanism
workload than it can process, the spam is affected mucko assign trust to and classify IP addresses using SVMs.
more than the legitimate mail. Therefore, the spammeOur work differs in the way it gets the historical reputa-
would not have an incentive to increase the workload sigtions — rather than using a blackbox learning algorithm,
nificantly, since it is the spam that gets most affected. it uses the IP addresses and network-aware clusters, thus
Thus, we have shown that our history-based policiedirectly utilizing the structure of the network.
achieve a significant and consistent performance im- There has also been interest in using reputation mech-
provement over the greedy policy when the server isanisms for identifying spam. There are a few commer-
under overload: we have seen this with multiple met-cial IP-based reputation systems (e.g., SenderBase [2],
rics of the goodput ratio. We have also seen that théfrustedSource [22]). A general reputation system for
history-based policies do not impact the performance ofnternet defense has been proposed in [9]. There has
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A Appendix

We present here the details of the policy used in Phase 1.
for the history-based policies. In detail, the policy is the
following: If the load is less thaf5% of its capacity, the
policy accepts all SMTP connections requests, regardless
of the reputation of the IP address. If the load is greater
than 75% of the capacity, the policy starts considering
the reputation of the IP address and the legitimate mail
that it expects to have to process in the near future.

For this purpose, it uses a distribution of the number of
emails expected in the nektime units from reputation
value at mosk (for multiple k£ values), that is calculated
based on the history of the distribution of mail arrival.
Since our reputation function is the lifetime spam-ratio,
a low reputation value is a good reputation, and a high
reputation value is a bad reputation. Then it does the fol-
lowing: (a) given the current load, it computes the small-
estk’ such that all expected mail with reputations with
k < k' can be processed on the server (b) it looks up
the reputation of the IP address, and checks if it is higher
thank’. (If the IP address does not have a known rep-
utation value, and it does not belong to a cluster with a
known reputation, then the IP address is assigned a rel-
atively higherk’ value. Ifk’ < k, then the connection
request of IP address is accepted, otherwise, it is rejected



