CHALLENGE:

« End-users are not good at managing security and privacy
policies

« Difficulty of articulating one’s policies and reasoning
about them

* Mobile and Pervasive computing devices and .
services are often unmanaged and also entail additional
usability challenges

OBJECTIVES:

+ Develop and validate techniques to empower end-users
to manage their policies

« Evaluate tradeoffs between expressiveness, tolerance
for errors, burden on users  and overall user
acceptance

« Understand how much we can realistically hope to
delegate to users — business and policy implications

Pervasive
Computing
Environments

Enhancing Policy Engines with learning,
dialog and explanation functionality and
novel interface and visualization techniques

‘Accuracy Comparison (overal)

W 5 Comsct Dscosures

"...k_cylab signed (delegate (k_cylab,
k_cylab.faculty, cic-c2130))..."

u

"Bob is a student, and Alice allowed
students into her office”

Current Application Domains

Contextual Instant
Messenger

Users can automatically inquire about
each other’s context (interruptability,
location, and current task) through an
instant messaging service.
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WHERE DISCOVERIES BEGIN

Phone-based People
Finder

Users are provided with smartphones that
track their location. They interact with their
devices to inquire about the locations of
others, subject to privacy policies.

Phone-based Access
Control

Smartphones act as tokens by which
users access both physical and digital
resources. Users use their phones to
create and manage their security policies.
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