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Introduction

-

Standard type systems are flow-insensitive:

L. xrx=e@...
r’s type iIs the same at () and ).
But many properties are flow-sensitive:
* File/network operations

e Locking mechanisms
* Error handling

ldea: keep types invariant while allowing type gqualifiers to
change.
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Introduction (cont.)

o .

Three hurdles to constructing a flow-sensitive type system:

First, how do we represent flow-sensitive properties?

* Need ajudgmentT’,C Fe: 7,C’, with C' and C’ standing
for pre- and post-stores.

e But cannot possibly represent an entire store.

Second, how do we deal with aliases?

* Soundness requires that aliased locations have the
same type.

e Can only perform weak update if location is aliased.
strong: [loc(z)] ) = [e]
weak: [loc(z)]z) = [e] U [loc(z)] g
| o
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Introduction (cont.)
fFinally, how do we deal with aliases? T

* Tradeoff between aliasing and strong updates is
onerous to programmer.

* We need a way to recover strong updates.

Flow-Sensitive Type Qualifiers attempts to address all of
these Issues:

e Stores represented concisely by constraints.

e Alias analysis and linearity computations infer
admissibility of strong/weak updates.

* New syntactic construct restrict (inspired by C99,
similar to, but different than focus).

o -
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C stream bugs

F__void | og_nmsg(const char *log file, const char *nsg) {
FILE *log = fopen(log file, "a");
fprintf(log, "%\n", nsg); /* bug: log may be NULL */
fclose(log);

}
void i ncrenent (const char *file) {
FI LE *fp;
I f ((fp = fopen("r")) == NULL) { die("error opening %", file); }
el se {
i nt d;
fscanf (fp, "%l", &d);
d++:
fprintf(fp, "%", &); [/* bug: fp not open for wite */
fclose(fp);
}

o -

Flow-Sensitive — p.5/2!



Locking bugs
F__void f(struct obj *o) { ___W

acqui re_l ock( &o- >l ock) ;

do stuff();
g(0);
rel ease | ock( &o- >l ock);

void g(struct obj *o) {
I f (test(o0)) {
acquire_| ock(&o->lock); [/* bug: deadlock */
do stuff();
rel ease | ock( &o- >l ock);

o -
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Linearity and restri ct

void h(struct obj **os) {

struct obj *o;

for (0=&0s[0]; *o!=NULL; o++) {
acqui re_| ock(&o->lock); [/* error: &o->|lock non-linear */
do stuff();
rel ease | ock( &o- >l ock);

for (0=&os[0]; *o!=NULL; o++) {
restrict |ock = &->lock in {
acquire_| ock(lock); [/* okay */
do stuff();
rel ease | ock(l ock);

o -
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Source language

-

Basically same as before:

e == x|n|Ar.el|eyes
refe|le|e; := e
annot(e, Q)
check(e, Q)

Flow-insensitive alias analysis and effect inference are
performed by decorating the source language with abstract
locations, types, and effects.

o -
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Target language

r|n| Mz :te]er e
reffe|le|e; :=e9
annot(e, Q)

check(e, ))

a | int

ref(p)

t —L ¢

P

{r}
L1 U Lo ’ L1 N Lo

abstract location

effect variable
effect constant

-
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Tranlation

o .

We maintain C;, a global mapping from abstract locations
to types.

Rulesfor|I'e=¢€ :¢ L]

r € dom(T)

'Frx=ax:0(x);0 (var)

(Int)

'Fn=n:int(

o -
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Translation (cont.)

=

'Fe=¢€ ;L Cr(p) =t p fresh

Ref
['Frefe=reffe :ref(p); LU{p} (Ref)
'te=e¢e:t;L t=ref(p) p fresh (Deref)
I'Hle=le': Cr(p); LU{p}
F|—€1:>6/1:t1;L1 F|—€2:>6/2:t2;L2
b1 = ref(p) Cl(p) = 19 P fresh (ASSign)

['Fepi=e=c¢€|:=¢€5:t; L1 ULy U {p}

-
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Translation (cont.)

o .

MNer—alFe=¢€ t; L L Cqy a, 1 fresh

Lam
C'FAz.e= \z:ae:a—Vtl ( )
F|—€1:>6/1:t1;L1 F|—€2:>6/2:t2;L2
t1=1 W , 3 fresh
1=h—"F ¥/ (ApP)
F|—6162:>6162.ﬁ,L1UL2U¢
[I' "t L
¢=¢e 5 (Annot)
[' - annot(e, Q) = check(e/, Q) : t; L
'+ "ot L
°=e:h (Check)

[' - check(e, Q) = check(e/, Q) : t; L

o -
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.

Translation (cont.)

=

Effects on purely local state need not be exposed outside a
function’s scope. Hence this rule:

'Fe=e¢ ¢t L
I'Fe= e :t; LN (locs(I') Ulocs(t))
where

(Down)

locs(int) = ()
locs(ref(p)) = {p}Ulocs(Cr(p))
L Ulocs(ty) Ulocs(ta)

locs(t; —T o)

and locs(I') = U, er locs(t)

(Down) is non-syntactic, but need only be applied once per

function.
-
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Example

fun f w =
let x = ref 0
y = ref (annot(1,q,))
z = ref (annot(2,q))
in

3;
4;

S

annot (5, q¢);

Iz
check(!y, qc)

-
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Example translation

funtP=} fw ref(p,) =
let © = reff= ()
y = reffv (annot(1,q,))
2z = reff (annot(2, qp))
in

3;
4;
annot(5, q.);

- e

2
check(ly, qc)

Crlpz) = Cr(py) = Cr(pz) = int

Flow-Sensitive — p.15/2



Flow-sensitive qualifiers

o .

Building upon flow-insensitive type-, alias-, and
effect-inference, flow-sensitive analysis associates a store
C' with each program point and computes qualified types.

T = Qo

Q = k|B

o a | int
ref(p)

(C, ) —4 (¢, 7)
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Representing stores

=

A ground store G is a vector {p{" : Ti,....p0" : T},

associating (qualified) types 7; and linearities n; with each
abstract location p;.

G(pi) = 1i, G(pi)iin = i
where the linearities are taken from a lattice 0 < 1 < w, with
O+rx=z,14+1=w,w+2xr=w
Stores are represented through a constraint formalism
* ¢ represents an unknown store.

e Store constructors and constraints relate stores at
consecutive points.

* A solution S maps store variables to ground stores.

o -
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Representing stores (cont.)

-

Store constraint C7 < Cy:
7 < T ni <

/

1
m . . M . 1 M . 1
{pl STl -y PR .Tn}g{pll.ﬁ,...,pn .Tn}

Store constructors:
Alloc(C, p) Assign(Cp: )
Merge(C,C', L)  Filter(C, L)

A solution S satisfies a system of store constraints if

S(C1) < §(C9) for each C; < (5, and S respects the store
constructor rules. ..

o -
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Store constructors

S(Alloc(C, p"))(p)

S(Alloc(C, p'))iin(p)

S(Merge(C,C", L))(p)

S(Merge(C,C", L))iin(p)

S(C)(p)

JL+S(Chinlp) p=7
| S(O)in(p) otherwise

J(p) pel
"Y(p) otherwise

)lz ( ) p €L
Niin(p) otherwise

CQCQ CQCQ

(S(C
S(C
Kite
S(C
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Store constructors (cont.)

o .

S(Filter(C, L))(p) = S(C)p) pel

C)lin(zg) p < L
otherwise

S(Filter(C, L))in(p) = <§(

v where 7 < 7" p=/p

S(C)(p) otherwise
S(Assign(C, 0" 7))un(p) = S(Ciin(p)

S(Assign(C,p' :1))(p) = 3

\

Weak updates:
S(Ciin(p) =w = S(C)(p) < S(Assign(C,p:7))(p)

o -
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Example: C streams

open’

/

rea write’

readwrite’

P

open

o\
I

read write

/
\

readwrite closed

fclose: (C,ref(p)) —* (Assign(C,p: closed 7),int)
where C'(p) < open 7
fopen : (C, string X mode) —P (Assign(Alloc(C, p), p : mode ), ref(p))

where C'(p) < closed 7
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-

Judgment

Sp(ref (p)
sp(t —"

Constraint generation

Again use spread operation sp(t):

spla) = Ko
sp(int) = kint
)

= rref(p)

LCke:7,C

r € dom(I)

Crax:T'(x):C

K fresh

I'CFn:kint

. C

t') = k(g sp(t)) —" (£, sp(t))

(Var)

(Int)
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Constraint generation (cont.)

=

INCre:r,C T < C'(p) K fresh

Re
I'CtEreffe:kref(p), Alloc(C’, p) (Re?)
I,Cte:Qref(p),C
Dere
I'CHe:Cl'(p),C ( !
. / / . I
[CEe:Qref(p).C"  T.C'her:n,C" pos

[CFep:i=ey:7, Assign(C" p: 1)
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Constraint generation (cont.)

o .

T = sp(t) e, e k fresh
Lz —r1leke: 7, C"<¢

Lam
ICkH Mz te:k (e,7) —L (¢,7),C (Lam)

I,CFei:Q (e,7) — (7)), C O eg:m,C"
T < T Filter(C",L) < ¢

A
F,O - €1 €2 . T’,Merge(g’,CﬂjL) ( PP

ICre:Q o C Q'CQ

Annot
[',C F annot(e, Q) : Q o,C’ ( )

LCke:Q o Q'CQ
’ ’ Check
[',C'F check(e, Q) : Q' o, C’ (Check)

o -
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Constraint resolution

fLinearities S(C)un(p) can be determined with fixpoint T
computation. (Actually found by computing cycles.)

Qualified types S(C)(p) can then be determined by iterating
store constructor and constraint generation rules, beginning

with S mapping every ¢ to
{p1:5p(Cr(p1)), .- pn:sp(Crlpn))}

This is O(n?) space/time. It can be reduced by noting:

* Many locations can be flow-insenstive—keep them only
In global store.

* Not every store needs every location—add a location p
to S(e) only after £(p) is requested, and thereisa C' < ¢

or e < C such that p € S(C).

-
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restri ct

o .

Recall the linearity problem:

acquire_| ock(&o->lock); [/* error: &o->lock non-Ilinear */
do stuff();
rel ease | ock( &o- >l ock);

We cannot update o- >l ock’s qualifier from unlocked to
locked because &0- >l ock Is non-linear.

restrict |ock = &o->lock in {
acquire_ | ock(lock); [/* okay */
do stuff();
rel ease | ock( |l ock);

}

Inside the restrict block, we can strongly update | ock.
After it ends, we perform a weak update from | ock to

L&o- >| ock. J
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restri ct: formal definition

o .

e =---|restrict x =e; in ey
Alias and effect translation:
'Fep=¢:t1; 1 t1 =ref(p) p, p fresh
Cr(p") = Cr(p) [Pz —ref(p)]|Fex= e :ty: Lo
p ¢ Lo p' & locs(I') Ulocs(Cr(p)) Ulocs(ta)
['Frestrict x = e in ey =
restrict’ x =€} in €} : t9; L1 U Ly U {p}

Constraint generation:
I'CEle:Qref(p),C’
C" = Alloc(C”, p")  C'(p) < C%(p')
e —ref(p')],C" Feg: o, C"
[,CF restrict?” x = ey in ey : 19, Assign(C", p : C"(p/))

o -
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Conclusions

-

Flow-sensitive type qualifiers are a useful tool for specifying
and verifying protocol abstractions.

-

* Enable analysis of existing C programs with little
annotation (CQuaL).

e Formalize and simplify previously ad hoc semantics.

e Strong updates can often be recovered using restrict.
But they as yet suffer from serious limitations:

* Highly dependent on (limited) flow analysis.

* No (good) syntax for specifying function signatures.

e Constraint-based type inference makes sources of
type-errors difficult to locate (though this is ameliorated

L by the user interface). J
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CQUAL
-

Insert demo here.
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