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Introduction Goals and Motivation

Goals and Motivation

@ Construct an authentication protocol with privacy guarantees

@ Honest principals A and B should be able to establish a secret

@ Adversary should not learn the identities of the honest parties
involved

@ Most authentication protocols (think simple challenge response,
Needham-Schroeder) send principal names in the clear

@ Primarily intended for use in broadcast settings (for e.g., wireless
access points)

@ Develop bisimulation techniques to prove protocol correct

@ Formalized and analyzed in the applied pi-calculus
(pi-calculus + equational theory on terms)
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Introduction Goals and Motivation

Assumptions

@ On Participating Principals
@ Pre-established private-public keys
@ No trusted third parties
@ Cryptographic
@ Encrypted messages don't reveal public key unless private key is
known (which-key concealing)
@ Use of incorrect decryption key should be evident
@ Network and Adversary

@ Network packets don't reveal sending/receiving principals
@ Dolev-Yao adversary (can read and inject messages; cannot break

cryptography)
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Informal Description
Protocol

@ Notation
@ A —initiator
@ B —responder
@ Sg — set of principals responder will accept connections from

@ Protocol
o A — B! {Na,Ka}ks
. {NAaNBaKB}KA |fA€ SB
oB_’A'{{N}K if A ¢ Sg

@ h(Na, Ng) is the shared secret (h is a one-way hash function)
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Informal Description
Properties Established

B A - { {Na,Ng,Kg}k, ifA€ Sg

{N}k ifA ¢ Sg

@ [Feasibility] Protocol can always be completed
@ [Privacy] To an adversary, protocol is same as running (for random
values N4, Ny)
@ 7 —7: Ny
@ 7 =7 Ny
@ [Key freshness] End configuration cannot distinguish h(Na, Ng)
from a random value
@ [Responder Authentication] If in some reachable state P, initiator
A believes that the protocol was completed, then

© All steps of the protocol occurred
© P could be reached by first running the protocol and then running
the remaining steps

@ A generic method for establishing other privacy properties
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Formal Model
Applied pi-calculus

Term u,v,w

Process P,Q,R
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Formal Model
Extended Processes

Extended Process A,B,C := P
A|B
vn.A
UX.A
{x =V} active substitution

@ Substitutions assumed to be acyclic

@ AIM/X] =vx.(A|{x =M})if x & fv(M)
@ For each bound variable x, assume exactly one active substitution.
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Formal Model
Equational Theory

A—B: {Na,Kalk

B A- { {Na,Ng, Kg }k, ifA € Sg
{N}k if A ¢ Sg

oYXruU=V

@ Encryption: {V }x

@ Decryption: decrypt(V,K)

o ¥ I decrypt({V}x,K )=V

Special functions: hello(Na, Ka), hello.0, hello.1, ack(Na, Ng, Kg),
ack.0, ack.1, ack.2

Often use pattern matching (derived construct)
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Formal Model
Operational Semantics and Bisimulation

@ Labeled Transitions: A < B

a=a(V) a(x).P L ux.(P | {x =V})
a = vi.a(V) av).p Y. p

@ Full definition in the paper

@ [Labeled Bisimulation] A R B if:

© A and B have the same top-level active substitutions

@ ifA— A, then B —* B’ and A’ R B’ for some B’

@ ifA S A, fv(a) C dom(A) and bn(a) Nfn(B) = ¢, then
B —*2—* B’ and A’ R B’ for some B’.

@ = is the largest labeled bisimulation
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Modeling the Protocol

Honest principal, Qa: two parallel components Up, Pa
Ua: User process (arbitrary)

Pa = Ia|Ra: Initiator protocol | Responder protocol
Ia: Initiator protocol (fixed)
Ra: Responder protocol (fixed)

Three channels: connecty, inity, accepty private to Py

U, as initiator:

1. Ua — a2 inita(B)

2. 15 runs protocol with Rg, obtaining secret K
3. Ia — Ua: connecta (B, K)

Rg as responder:
1. Rg — Ug: acceptg(A,K)
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Formal Model
Initiator and Responder

Pr = la|Ra
Ia = ||n|tA(B)1/NA (C_1<X10'1> | |’IA)
|/IA\ = C2(X2).

if X, = {ack(Na, vNg,B)}a using K, * then connecta (B, K ok )
R = lci(x1\¢).

if X, fresh and x; = {hello(vNa, vA)}p using Kz * and A € Sg

then vNg. (C2(X202) | acceptg (A, Kok )) else vNg.Ca(X203)

or = {x1={hello(Na,A)}s}
o2 = {Xz = {ack(NA, Ng, B)}A}
O'S = {XZ = NB}

oK = {K = h(NA, NB)}
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Formal Model
Configurations

@ Any number of honest principals in initiator/responder roles
@ Adversary modeled by evaluation context

C = set of honest principals
PKal] = vKi ({A=pk(Ky )} L)
P = HAeC PKA[PA]
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Formal Model
Feasibility

@ LetA,BeC
@ (Success) If P L P’ and A € Sg, then

P’ £~y P’ | uNp.{xs = N1} | UNo.{xo = Np} | UN.{K = N}
o (Failure) If P L P’ and A ¢ Sg, then

P/ “a P/ | UNp.{X; = N1} | vNo.{Xo = Ny}

w inita(B) wx1.Cr{x1) c1(x1)  , vX2.Ca(X2) Ca(X2)
= = —
vK.acceptg (A,K) connecta(B,K)
w™ inita(B) wx1.€1{x1) c1(x1)  , vX2.Ca(X2) Ca(X2)
- = — —
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Formal Model
Privacy and Key Freshness

@ LetABeC

o If P P” then A € Sg and
pP” ~ P | VNl.{Xl = Nl} | VNz.{Xz = Nz} | VN{K = N}

w inita(B) wx1.Cr{x1) c1(x1)  , vX2.Ca(X2) Ca(X2)

= = — —
vK.acceptg (A,K) connecta(B,K)

w™ inita(B) wx1.€1{x1) c1(x1)  , vX2.Ca(X2) Ca(X2)

- = — —
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Responder Authentication

@ LetABeC
o If P L P’ and connecta(B, K ) € n for some K, then

P 2., P’ for some permutation wn’ of n

w inita(B)  vX1.C1{x1) Ci(X1)  , vX2.C2{X2) Ca(X2)

= = — —
vK.acceptg (A,K) connecta (B,K)

w” inita(B)  vx1.Cr{x1) Ci(X1)  , vX2.C2{X2) Ca(X2)

— = — —
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Formal Model
More Privacy Properties

@ Paper describes a general way to prove privacy properties
involving user process Ua.

@ An example:

o Let
%

Ua
Ua,

o If vK.V1 =~ vK. Vs,

1

= Upeclinitp, acceptp, connectp }
= inita, (B1) | connecta, (B1,K).V;
= inita, (B2) | connecta, (B, K).V2

and V1, V, do not use channels in V, then

VV.(UA1 | 7)) ~| VV.(UA2 | 7))
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