Jamaal Gray

Fundamentals of Algorithms Fall 2010 HW 8
  DUE: November 22, 2010, 8 am
1. Use the method of repeated squaring to compute 99831 mod 1013

9982 mod 1013 = 9982 mod 1013 = 225

9984 mod 1013 = 2252 mod 1013 = 988
9988 mod 1013 = 9882 mod 1013 = 625
99816 mod 1013 = 6252 mod 1013 = 620
31 = 16 + 8 + 4 + 2 +1 => 99831 mod 1013

=(99816 mod 1013)(9988 mod 1013)(9984 mod 1013)(9982 mod 1013)(998 mod 1013)

= ((620)(625)(988)(225)(998)) mod 1013 = 85,968,967,500,000 mod 1013 = 36
2. Solve the following linear homogenous recurrence using the characteristic equation method

fn = 17fn-1 -66fn-2, f0=0,f1=5
The characteristic equation is [image: image2.png]



The roots of the characteristic equation are x = 6 and x=11

So the solution is [image: image4.png]
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11^n
Using our initial conditions [image: image10.png]
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=5 we get
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11^0 = 0
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11^1 = 5
Or
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= 0

-6[image: image26.png]
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 = 5
Solving for [image: image30.png]
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, we get [image: image34.png]


 = -1, [image: image36.png]


 = 1

So [image: image38.png]


 = – 6^n + 11^n
(Once you’ve obtained this, you can use induction to verify that it is true)

3. RSA is vulnerable to frequency analysis if we encrypt each letter individually. One way to avoid this attack is to encrypt several letters at a time. Encrypt the following message 5 letters at a time using the following encoding
A => 01, B=>02, … J=>10, …Z=> 26 and public key n = 9998000099, e=13.

THISMESSAGEISNOTVULNERABLETOFREQUENCYANALYSIS
(a) Write a program that reads the message from a file and outputs the cipher text to the screen.
*Must input text…

Encoded Text:

     11097572804902478495885403427364385968693758046854942204550140798595631452792

     27941456261520263385136572972588354742477856164601850552511914472291944995778

(b) Write a program that reads the cipher text from a file and outputs the message to the screen.
Decoded Text:

     THISMESSAGEISNOTVULNERABLETOFREQUENCYANALYSIS

Code used for parts (a) and (b)…

/*  Java includes a class BigInteger that provides all the capabilities

   necessary to implement the RSA public key encryption system.  */

import java.math.BigInteger;

import java.util.Random;

public class BigIntRSA {

   static int bits = 128;

   public static void main(String[] str) throws java.io.IOException {

      Random random = new Random();

      System.out.println("\n\nComputing public key (n,e) and private key (n,d):");

      // Choose two large primes p and q, let N  = pq, and let p1p1 = (p-1)(q-1).

      System.out.print("Computing p ... ");

      System.out.flush();

      BigInteger p = new BigInteger(bits, 50, random);

      System.out.println(p);

      System.out.print("Computing q ... ");

      System.out.flush();

      BigInteger q = new BigInteger(bits, 50, random);

      System.out.println(q);

      BigInteger N = p.multiply(q);

      System.out.println("n =       " + N);

      BigInteger p1 = p.subtract(BigInteger.ONE);

      BigInteger q1 = q.subtract(BigInteger.ONE);;

      BigInteger p1q1 = p1.multiply(q1);

      System.out.println("Totient is   " + p1q1);

      System.out.println();

      // Choose numbers e and d such that e is prime and ed = 1 mod N.

      BigInteger e = new BigInteger("" + 0x10001);

      System.out.println("Using e =       " + e);

      System.out.print("Computing d ... ");

      BigInteger d = e.modInverse(p1q1);

      System.out.println(d);

      /* The public key is the pair (n,d) and the private key

       * is the pair (n,e).  Do some encryptions and decryptions. */

      while (true) {

         System.out.println("\n\nEnter plaintext, press return to end: ");

         System.out.print("     ");

         StringBuffer b = new StringBuffer();

         while (true) {

            int ch = System.in.read();

            if (ch == '\n' || ch == -1)

               break;

            b.append((char)ch);

         }

         String s = b.toString();

         if (s.trim().length() == 0)

            break;

         BigInteger[] cyphertext = encode(s,N,e);

         System.out.println();

         System.out.println("Encoded Text:");

         for (int i = 0; i < cyphertext.length; i++)

            System.out.println("     " + cyphertext[i]);

         String plaintext = decode(cyphertext,N,d);

         System.out.println();

         System.out.println("Decoded Text:");

         System.out.println("     " + plaintext);

      }

      System.out.println();

   }

   /**

    *  Convert a string into a BigInteger.  The string should consist of

    *  ASCII characters only.  The ASCII codes are simply concatenated to

    *  give the integer.

    */

   public static BigInteger string2int(String str) {

      byte[] b = new byte[str.length()];

      for (int i = 0; i < b.length; i++)

         b[i] = (byte)str.charAt(i);

      return new BigInteger(1,b);

   }

   /**

    *  Convert a BigInteger into a string of ASCII characters.  Each byte

    *  in the integer is simply converted into the corresponding ASCII code.

    */

   public static String int2string(BigInteger n) {

      byte[] b = n.toByteArray();

      StringBuffer s = new StringBuffer();

      for (int i = 0; i < b.length; i++)

         s.append((char)b[i]);

      return s.toString();

   }

   /**

    *  Apply RSA encryption to a string, using the key (N,e).  The string

    *  is broken into chunks, and each chunk is converted into an integer.

    *  Then that integer, x, is encoded by computing  x^e (mod N).

    */

   public static BigInteger[] encode(String plaintext, BigInteger N, BigInteger e) {

       int charsperchunk = (N.bitLength()-1)/8;

       while (plaintext.length() % charsperchunk != 0)

           plaintext += ' ';

       int chunks = plaintext.length()/ charsperchunk;

       BigInteger[] c = new BigInteger[chunks];

       for (int i = 0; i < chunks; i++) {

          String s = plaintext.substring(charsperchunk*i,charsperchunk*(i+1));

          c[i] = string2int(s);

          c[i] = c[i].modPow(e,N);

       }

       return c;

   }

   /**

    *  Apply RSA decryption to a string, using the private key.  Each integer x in

    *  the array of integers is first decoded by computing  x^d (mod N).  Then

    *  each decoded integers is converted into a string, and the strings are

    *  concatenated into a single string.

    */

   public static String decode(BigInteger[] cyphertext, BigInteger N, BigInteger d) {

      String s = "";

      for (int i = 0; i < cyphertext.length; i++)

         s += int2string(cyphertext[i].modPow(d,N));

      return s;

   }

}

