Fundamentals of Algorithms Fall 2010 HW 6
  DUE: November 8, 2010, 8 am

[Solutions by Qi’Anne Knox]
1. Shift:  Tacuma Solomon is about to invade Grenada and he sends an encrypted message to one of his top commanders in St. George’s Grenada. Unfortunately his message is intercepted by the Grenadian Intelligence Service (GIS) and they come to you asking for help in decrypting the message. Here is the encrypted text:
CEXNKI

(a) Using your knowledge that this message was encrypted using a shift cipher decrypt this message.
With the understanding of a shift cipher, the original alphabet has been shifted by a certain amount of letters.  The following method explores multiple shift options and ultimately decrypts the code. 

Decryption: 

	Decryption Shift
	Plain text

	0
	CEXNKI

	1
	DFYOLJ

	2
	EGZPMK

	3
	FHAQNL

	4
	GIBROM

	5
	HJCSPN

	6
	IKDTQO

	7
	JLEURP

	8
	KMFVSQ

	9
	LNGWTR

	10
	MOHXUS

	11
	NPIYVT

	12
	OQJZWU

	13
	PRKAYXV

	14
	QSLBYW

	15
	RTMCZX

	16
	SUNDAY


After deciphering the message the Grenadians decide to send an impudent message to the hated despot Tacuma. They ask you to encrypt the message BUZZOFFJERK.

(b) Using the same cipher that Tacuma used, what ciphertext should be output to match this plaintext?

Using the same 16 shift method that Tacuma used, the message BUZZOFFJERK is encrypted as the following: 

	Encryption Shift
	Plain text

	0
	BUZZOFFJERK

	1
	ATYYEEIDQJ

	2
	ZSXXDDHCPI

	3
	YRWWCCGBOH

	4
	XQVVBBFANG

	5
	WPUUAAEZMF

	6
	VOTTZZDYLE

	7
	UNSSYYCXKD

	8
	TMRRXXBWJC

	9
	SLQQWWAVIB

	10
	RKPPVVZUHA

	11
	QJOOUUYTGZ

	12
	PINNTTXSFY

	13
	OHMMSSWREX

	14
	NGLLRRVQDW

	15
	MFKKQQUPCV

	16
	LEJJYPPTOBU


2. RSA:  After discovering the relative weakness of the shift cipher the Grenadians ask you to recommend a more secure cryptographic system for their use. You decide to teach them the RSA algorithm.

(a) Using the two prime factors p=11,q=13 construct a public key (n,e) and a private key (n,d) for the use of the Grenadians.

I) n = pq = 11 * 13 = 143

II) φ(pq) = (p – 1) (q – 1) = (11 – 1) (13 – 1) = 120 = totient

III) e  > 1 and is a coprime of 120; e = 11

IV)  de mod 120 = 1;


1*11 mod 120  = 11


2*11 mod 120  = 22


3*11 mod 120  = 33


4*11 mod 120  = 44


5*11 mod 120  = 55


6*11 mod 120  = 66


7*11 mod 120  = 77


8*11 mod 120  = 88


9*11 mod 120  = 99


10*11 mod 120  = 110


11*11 mod 120  = 1

V) Public key n = 143, e = 11

VI) Private key n = 143, d = 11

The Grenadians proclaim their public key far and wide and soon other nations desire to correspond with them.

The Jamaicans want to send the following message to the Grenadians:

HELPTACUMAISATTACKING

(b) Using the public key you chose in part (a) what is the corresponding cipher text to this plaintext? (Use the encoding (A=1, B=2, C=3, etc.)) You may want to write a program for this part.

The string as numbers:

8   5   12   16   20   1   3   21   13   1   9   19   1   20   20    1   3   11   9   14   7

Encode each number with the encryption transformation of me mod n = m11 mod 143
96  60  12  126  119  1  113  109  13  1  42   63  1  119  119   1  113  110  42  14  106

(c) Carefully show how the Grenadians would decode the ciphertext from part (b) using their private key.

96  60  12  126  119  1  113  109  13  1  42   63  1  119  119   1  113  110  42  14  106

Decryption transformation ce mod n = c11 mod 143
8   5   12   16   20   1   3   21   13   1   9   19   1   20   20    1   3   11   9   14   7

The previous calculations were done using WolframAlpha.com

3. Meanwhile Lord Tacuma has discovered monoalphabetic substitution ciphers. Decrypt the following ciphertext using frequency analysis. The plaintext is in English. Punctuation and spaces have not been encrypted.

ZKEL     WUKLO     XCY     WOTOC     QOXLW     XBK     KEL     ZXIVOLW     HLKEBVI     ZKLIV,     ENKC     IVPW     UKCIPCOCI,     X     COR     CXIPKC,     UKCUOPTOY     PC     GPHOLIQ,     XCY     YOYPUXIOY     IK     IVO     NLKNKWPIPKC     IVXI     XGG     DOC     XLO     ULOXIOY     OFEXG.

CKR     RO     XLO     OCBXBOY     PC     X     BLOXI     UPTPG     RXL,     IOWIPCB     RVOIVOL     IVXI     CXIPKC,     KL     XCQ     CXIPKC     WK     UKCUOPTOY,     XCY     WK     YOYPUXIOY,     UXC     GKCB     OCYELO.     

RO     XLO     DOI     VOLO     KC     X     BLOXI     HXIIGOZPOGY     KZ     IVXI     RXL.     

RO     VXTO     UKDO     IK     YOYPUXIO     X     NKLIPKC     KZ     PI     XW     X     ZPCXG     LOWIPCB     NGXUO     ZKL     IVKWO     RVK     VOLO     BXTO     IVOPL     GPTOW     IVXI     IVXI     CXIPKC     DPBVI     GPTO.     

PI     PW     XGIKBOIVOL     ZPIIPCB     XCY     NLKNOL     IVXI     RO     WVKEGY     YK     IVPW.

HEI     PC     X     GXLBOL     WOCWO     RO     UXC     CKI     YOYPUXIO     -     RO     UXC     CKI     UKCWOULXIO     -     RO     UXC     CKI     VXGGKR     IVPW     BLKECY.     

IVO     HLXTO     DOC,     GPTPCB     XCY     YOXY,     RVK     WILEBBGOY,     VOLO,     VXTO     UKCWOULXIOY     PI     ZXL     XHKTO     KEL     NKKL     NKROL     IK     XYY     KL     YOILXUI.     

IVO     RKLGY     RPGG     GPIIGO     CKIO,     CKL     GKCB     LODODHOL,     RVXI     RO     WXQ     VOLO,     HEI     UXC     COTOL     ZKLBOI     RVXI     IVOQ     YPY     VOLO.

PI     PW     ZKL     EW,     IVO     GPTPCB,     LXIVOL     IK     HO     YOYPUXIOY     VOLO     IK     IVO     ECZPCPWVOY     RKLJ     RVPUV     IVOQ     VXTO,     IVEW     ZXL,     WK     CKHGQ     UXLLPOY     KC.     

PI     PW     LXIVOL     ZKL     EW     IK     HO     VOLO     YOYPUXIOY     IK     IVO     BLOXI     IXWJ     LODXPCPCB     HOZKLO     EW     -     IVXI     ZLKD     IVOWO     VKCKLOY     YOXY     RO     IXJO     PCULOXWOY     YOTKIPKC     IK     IVXI     UXEWO     ZKL     RVPUV     IVOQ     VOLO     BXTO     IVO     GXWI     ZEGG     DOXWELO     KZ     YOTKIPKC     -     IVXI     RO     VOLO     VPBVGQ     LOWKGTO     IVXI     IVOWO     YOXY     WVXGG     CKI     VXTO     YPOY     PC     TXPC;     IVXI     IVPW     CXIPKC     WVXGG     VXTO     X     COR     HPLIV     KZ     ZLOOYKD;     XCY     IVXI     IVPW     BKTOLCDOCI     KZ     IVO     NOKNGO,     HQ     IVO     NOKNGO,     ZKL     IVO     NOKNGO,     WVXGG     CKI     NOLPWV     ZLKD     IVO     OXLIV.

Frequency of each letter: 

A = 0

B = 26

C = 76

D = 13

E = 20

F = 1

G = 40

H = 14

I = 124
J = 3

K = 91
L = 81
M = 0

N = 16

O = 165
P = 69

Q = 10

R = 27

S = 0

T = 23

U = 31

V = 79

W = 42

X = 100
Y = 54

Z = 25

The most common letters in this message are as follows: O, I, X, K, L

These letters are likely to represent the following: E, T, A, or O

Three letter word frequencies: 

RAL = 2

ACY = 6
ABK = 1

RVK = 2

DOC = 2

AYY = 1

KEL = 2

IVO = 10
ZKL = 5

CKI = 5

ZAL = 2

WAQ = 1

HEI = 2

UAC = 5

YPY = 1

COR = 2

ALO = 3

AGG = 1

CKR = 1

ACQ = 1

DOI = 1

Therefore, IVO is AND or THE and ACY is AND or THE.

IVO = THE  

ACY = AND

Therefore, 

X = A

O = E

I = T 

K = O

V = H 

A = A 

C = N 

Y = D 

R = W

D = M

G = L

V = H

L = R

Y = D

U = C

E = U

Z = F

W = S

T = V

Q = Y 

B = G

H = B

N = P 

P = I

F = Q

FOUR     SCORE     AND     SEVEN     YEARS     AGO    OUR    FATHERS     BROUGHT     FORTH,     UPON    THIS     CONTINENT,     A     NEW     NATION,     CONCEPTED     IN     LIBERTY,     AND     YEYPUAIEY     IK     THE     NLKNKWPIPKC     THAT    ALL     MEN     ARE    CREATED     EQUAL.

NOW     WE     ARE     ENGAGED     IN     A     GREAT     CIVIL     WAR,     TESTING    WHETHER     THAT    NATION,     OR     ANY     NATION     SO     CONCEIVED,     AND     SO    DEDICATED,     CAN     LONG     ENDURE.     

WE    ARE     MET     HERE     ON     A     GREAT     BATTLEFIELD     OF     THAT    WAR.     

WE    HAVE    COME     TO     DEDICATE     A     PORTION     OF     IT     AS     A     FINAL     RESTING     PLACE     FOR     THOSE     WHO     HERE     GAVE     THEIR     LIVES     THAT    THAT    NATION  MIGHT     LIVE.     

IT IS ALTOGETHER FITTING AND PROPER THAT WE SHOULD DO THIS. BUT IN A LARGER SENSE WE CAN NOT DEDICATE - WE CAN NOT CONSECRATE - WE CAN NOT HALLOW THIS GROUND.
THE BRAVE MEN, LIVING AND DEAD, WHO STRUGGLED, HERE,HAVE CONSECRATED IT FAR ABOVE OUR POOR POWER TO ADD OR DETRACT.
THE WORLD WILL LITTLE NOTE, NOR LONG REMEMBER, WHAT WE SAY HERE, BUT CAN NEVER FORGET WHAT THEY DID HERE.
IT IS FOR US, THE LIVING, RATHER TO BE DEDICATED HERE TO THE UNFINISHED WORK WHICH THEY HAVE, THUS FAR, SO NOBLY CARRIED ON.
IT IS RATHER FOR US TO BE HERE DEDICATED TO THE GREAT TASK REMAINING BEFORE US - THAT FROM THESE HONORED DEAD WE TAKE INCREASED DEVOTION TO THAT CAUSE FOR WHICH THEY HERE GAVE THE LAST FULL MEASURE OF DEVOTION - THAT WE HERE HIGHLY RESOLVE THAT THESE DEAD SHALL NOT HAVE DIED IN VAIN; THAT THIS NATION SHALL HAVE A NEW BIRTH OF FREEDOM; AND THAT THIS GOVERNMENT OF THE PEOPLE, BY THE PEOPLE, FOR THE PEOPLE, SHALL NOT PERISH FROM THE EARTH.
