Fundamentals of Algorithms Fall 2009 HW 5A
       DUE: November 5 4pm, 2009
1. (a) Breaking the Code I: A message is intercepted believed to be from “evildoers” allegedly containing the name of an American city that they wish to target. The message is believed to be encoded in Caesar type shift code with an unknown shift.  Your task as a cryptanalyst is to quickly decode the name of the city so that appropriate precautions may be taken. 
The ciphertext received is “FYQFSYF”

What is the corresponding plaintext?

A shift of 5 reveals the message “ATLANTA”

(b) Breaking the Code II: The evildoers from part (a) realize that their code can be broken and switch to public key cryptography. They announce their public key as n=221, e=17 and dare anyone to crack their messages. Believing the cipher to be secure other evildoers send them the following message:
1 37 37 1 139 215 140 139
Taking into account that the terrorists are most likely using the standard encoding (A=1, B=2, C=3, etc.) crack this code to decipher the message.
The first step is to factor the modulus 221 and we get 221 = 13*17.

We can use this to compute the totient = (13-1)(17-1) = 192.

Using our knowledge that e=17, we can then use this to determine that the secret key d=113.

Once we have the secret key it is easy to decrypt each number using m= cd mod n and we get

1 20 20 1 3 11 4 3

Using the standard encoding this translates to

“ATTACKDC”

2. (a) Modulus: Find the value of 123456789123456789 mod 1,111,111,111
              Using the repeated squaring algorithm we get 123456789123456789 mod 1,111,111,111 = 914,261,588
(b) Fermat: Use the Fermat primality test to determine if the following numbers are prime. If you determine they are not prime please give the prime factorization.

(i) 1,000,000,007
Yes, this is prime and passes the Fermat test for all bases.

(ii) 1,000,000,011
No this is composite and 1,000,000,011 = 3*29*11,494,253

(c) Suppose we do a Fermat test on a number n and we test 10 bases and n passes the test for each base. What is the probability that we are wrong and n is actually not prime?
A composite can pass each test with probability (1/2) so Prob[pass 10 tests] =(1/2)^10 = 1/1024
