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ABSTRACT

This paperdescribesin applicationthat enablesjuick reconstruc-
tion of interconnectedvents, sparselycapturedby one or more
suneillancecamerasUnlike relatedefforts, our approactdoesnot
requireindexing, advanceknowledgeof potentialsearchcriteria,
nor a solutionto the generalizebject-recognitiorproblem. In-
steadwe strat@ically pairtheintelligenceandskill of ahumanin-
vestigatorwith the speedand e xibility of a parallelimagesearch
enginethat exploits local storageand processingcapabilitiesdis-
tributed acrosslarge collectionsof video recordingdevices. The
resultis a systemfor fast,interactve, brute-forcevideo searching
whichis botheffective andhighly scalable.

Categoriesand Subject Descriptors

H.3.3[Information System$: InformationStorageandRetrieval—
InformationSeach andRetrieval; C.3[Computer SystemsOrga-
nization]: Special-PurposandApplication-BasedSystems].4.9
[Computing Methodologied: Image Processingand Computer
Vision—Applications

General Terms
Algorithms, HumanFactors,Performance

Keywords

videoretrieval, active storagejnteractize search

1. INTRODUCTION

As suneillancecameragroliferate,the resultingglut of video
posesa crippling datainterpretatiorchallenge Presentipproaches
to sunwillancevideoanalysisely on linearsearcheperformedoy
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humanbeingsto interpretandcorrelateobsened actiity between
multiple sourcesThistechniqueaapidly becomesntractableasthe
numberof deployedcamerasgncreasestor forensicreconstruction
of events,suchascrime scenestheseapproachesvill alwaysbe
too slow to provide real-timeguidanceo investigatorsin arapidly-
developingsituation.

Researchers a numberof ®eldsarepursuinga variety of par
tial solutionsto theabove problemsmary commerciakureillance
video recorderautilize extremetemporaland datacompressiorno
reducestoragerequirementsnd searchtime, but in doing so dis-
card potentially importantvideo framesfrom the outsetand pro-
vide no alternatve to linear humansearch. Sensometwork ap-
proache$9, 12,13] addresshe questionof adaptinga collectionof
datagatheringnodesor camerago look for particularpatternsput
arecontinuougjuerysystemsvhich do notarchive raw sourcedata
(video) nor provide facilities for ex postsearchingexceptasantic-
ipatedby prior queries. Content-baseimageretrieval [2, 5] and
objectdetectiontechniqued18, 20] offer a numberof potentially
interestingdomain-speci®classi®ersand recognizersthoughno
algorithmoffersagenerafesolutionto theobjectrecognitionprob-
lem, andmostalgorithmsaretoo computationallyexpensve to run
on every frameof suneillancevideo (e.g.,the Blobworld [2] im-
age segmentationalgorithm takes more than a minute to process
a single frame on modernhardware). Imageindexing in general,
whetherindicesarebuilt by machinesor by humanscanoffer fast
responseo queries,but only by increasingthe costof video ac-
quisition and only when potentialquery criteria canbe identi®ed
in advance. Recentresearctin video surwillanceand monitoring
(VSAM) [3,7] addressesnlineimageunderstandingybjectrecog-
nition, andtracking. In this paperwe focusinsteadon searching
raw videodata.Any advanceghataddsemantianformationto the
videodataasit is capturecarecomplementaryo our approachand
this additionalinformationhasthe potentialto malke our searches
moreef®cientandfruitful.

We proposeanen approacho sureillancevideoanalysiswvhich
combinesthe interactve use of a humaninvestigator's skill with
the speedand e xibility offeredby the automatedhighly parallel,
brute-forceapplicationof image processingechniques. Interac-
tion with a humaninvestigatoris essentiabecauséully-automatic
extraction of semanticcontentfrom imagesremainssigni®cantly
inferior to humanperformancedespitedecadesf researclin com-
putervision andimageprocessing For the foreseeabléuture, the
usershouldbe a key componenbf ary forensicvideoreconstruc-



tion system. Automaticimage processingcould bestbe usedto
eliminateclearly irrelevant data,reducingthe amountof informa-
tion presentedo the user and utilizing the humaninvestigator's
limited attentionmore effectively. Large-scaleparallelismis re-
quired in order to permit quick searchingof a large and grow-
ing numberof camerasandto enablea distributed searchto exe-
cutecloseto datastoragdocationswhereit will be unhinderedy
WAN/MAN/W irelessbandwidthlimitations. Finally, brute-foce
seach (asopposedoindexing) is unavoidablein sureillancevideo
analysisbecausesearchcriteriawill generallynot be known until
afteranincidenthasbeenrecorded We have implementecbur ap-
proachin VideoFerretanapplicationthatleveragesecentwork in
automatedhighly parallel,brute-forceimagesearch10]. Thisis
integratedinto a userinterfacethatemphasizes xibility, concur
rengy, fastresponsegimes,early presentatiorf partialresults,and
spatialandtemporalvisualizationtechniques.

This papers novelty lies notin its imageprocessinglgorithms,
norin ary ef®cient schemdor indexing the data,but ratherin the
ability to performuserde®nedqueriesonunstructuredguneillance
dataandto visualizeeventsthroughtime andacrosamultiple cam-
eras. Our approacho the forensicvideo reconstructiorproblem
enablesoth humanand computeresourceso tackleaspectghat
arebestsuitedto their abilities: the usercanfocuson interpreting
and correlatingsemanticinformation while the computertackles
thetedioustaskof searchandorganizinglargevolumesof raw data.

The remainderof this paperis organizedasfollows. Section2
explainsthe generalusescenariowhich hasmotivatedthe design
of VideoFerret.Section3 castsforensicvideo reconstructiorasa
distributedvideo searchproblemanddescribeur approactmore
formally. Sectiord describeourforensicvideoreconstructiorap-
plication in more detail. Section5 describeshe underlyingim-
plementation. Section6 presentspreliminary results. Section7
concludeghepaper

2. USAGE SCENARIO

Considerthe following scenario:A masked gunmancommitsa
violent bankrobberyandescapedn anunknovn getavay car be-
fore the police arrive on the scene. The crime was recordedon
the bank’s security camerasand nearbypublic areaswere pho-
tographedby numeroussureillance cameras. The police would
like to understandvhattook placeby analyzingthis data— hope-
fully quickly enoughto predictprobablecurrentlocationsof the
suspect.

Using currentapproachesall of the datawould be gatheredin
a centralizedocationandmanuallysearchedInvestigatorswould
®rst collectvideofrom camerasvhich may have recordedelevant
material— a processwhich might itself take days— and then
view eachvideo to attemptto manually reconstructhe chronol-
ogy of eventssurroundinghe crime. Evenwith acceleratedideo
playbackthis processwill never bequick enoughto offer real-time
guidanceo policeimmediatelyfollowing a crime.

This papemresentsa systemthatenablesnvestigatorsto search
sunweillancevideo using real-time, interactve, content-basedm-
ageretrieval techniquesvhich executein parallelacrossiumerous
active video storagedevices(eachconnectedo oneor moreasso-
ciatedcameras)This type of adaptve searchprovidestwo adwan-
tages:First,it makesmoreef®cientuseof aninvestigator'stime by
leveragingcomputervision techniquesand highly parallel brute-
force searcho eliminateirrelevantdata,enablinga morethorough
investication in the availabletime. Secondit allows moretimely
accesso relevantportionsof thesurnweillancedata,which canassist
policein respondingjuickly duringunfoldingevents.

Using our application, VideoFerret,the investigator scansthe

video taken at the bank and selectsa few imagesthat shav the
masledrobber Theseimagesareusedto build a queryfor the par
ticular clothing (color andvisualtexture) worn by the suspectand
this queryis sentto active storage devices[1, 11,15] attachedo
suneillancecamerasEachof thesedevicessearchedts recenthis-
tory of digitalimagesandvideofor peoplewhoseclothingmatches
the query Several respondquickly and the investigator brovses
the partial results,rejectingthosethat are unlikely to be the sus-
pect. Oneof thevideosfortuitously shavs the suspecgettinginto
anescapevehicle. Theinvestigatoris ableto createa secondcon-
currentqueryfor vehiclesof this type. Anothercameraspotsthe
samevehiclerunninga red light several miles away, andthis en-
ablestheinvesticatorto focusthe searchon a particularneighbor
hood. Meanwhile,the clothing searchhasreturnedthousandf
hits in the city. By focusingon the hits in the selectedheighbor
hood,theinvestigatoris ableto reducethenumberto amanageable
size.Severalof the peopleappearimilar to the suspectn sizeand
build (an evaluationmadeby the investigator, asit is too sophisti-
catedfor the systems$ imageprocessinglgorithms). Someof the
hits alsomatchthe vehiclepro®le,andfurthermanualexamination
shavs thata camerahasspottedhe suspectlightingfrom theget-
away car. Theinvestigatorabortsthe extraneousearchesinduses
VideoFerretto track this individual forward throughtime. Soon,
the investigator feelssuf®ciently con®dentto sendpolice vehicles
to the suspecs predictedocation.

3. DISTRIBUTED VIDEO SEARCH

The forensic video reconstructionproblem can be formulated
asfollows. A large numberof geographically-distristed sensing
nodescollect and storeimages. Eachsensingnodeconsistsof a
cameraa processofor executingsearchegpersistenstorageand
anetwork interface. The investigatoris equippedwith a computer
that runsthe VideoFerretapplicationand connectgo the sensing
nodes(seeFigurel). The queriesposedto the systemcannotbe
speci®eda priori because¢hey will dependn speci®cdetailsrele-
vantto the crime scene For example for onecrime scenejnvesti-
gatorsmay wish to searchfor a speci®ccar;for anotherthey may
wish to ®nd peopleloitering nearan ATM.

Traditionalimageretrieval approachepre-procesdataandbuild
indices. This is impracticalfor forensicvideo reconstructiorfor
severalreasonsFirst, mary algorithmscannotkeeppacewith the
rateatwhich new datais generatedSecondthemajority of images
will never be searchedeforethey expire, sothe effort involvedin
pre-processinghis datais wasted. Third, the high dimensionality
of the dataand lack of a priori knowledgeaboutthe query pre-
cludestheuseof mary indexing schemes.

To addresgheseissues,we employ brute-forcesearch{10] of
theraw datain conjunctionwith ary semantiattributesthatcanbe
computedasthe datais acquired.Brute-forcesearchhasreceved
little attentionbecauseof its perceved impracticality for perfor
mancereasonsWe have built aninfrastructure Diamond,thatad-
dressesnary performancechallengesassociatedvith brute-force
search. Diamondleveragesthe natural parallelismof the search
problemby executingapplication-speci®searctcodeat eachstor
agedevice insteadof processindhe dataat a centralizedsite. This
is detailedin Section5.2.

We believe thatforensicvideoreconstructiorsearcheshouldbe
interactive becausdully-automaticextractionof semanticcontent
from imagesemainsunattainablevith thecurrentstateof theartin
computervision andimageprocessingFor the foreseeabléuture,
the usershouldbe a key componenf ary forensicvideo recon-
structionsystem.However, imageprocessinganbeusedto screen
outclearlyirrelevantdata,reducingtheamountof informationpre-
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Figure 1: System Overview - the investigator executesthe
search onthe hostcomputer, which is connectedto a largesetof
active sensornodesover aWAN. Each sensomodeis connected
to oneor more surveillancecamerasand is equippedwith local
storageand processing

sentedto the user and utilizing the users limited attentionmore
effectively.

While Diamonddramaticallyacceleratebrute-forcesearchmost
realisticsearchesvill notcompletewithin secondslueto thelarge
volume of data. Sincethe users attentionis a preciousresource,
we have designedvideoFerreto utilize this resourceaseffectively
aspossible.Someof thesecriteriaaresummarizedelow.

Multiple ConcurrentSearches:A VideoFerretisercanini-
tiate additionalsearched®asedon the partial resultsfrom an
initial search,andyet continueto pursuethe ®rst searchas
well. For instanceanimageof the suspecmeetingwith ac-
complicescould be usedto de®neadditional searcheghat
look for thoseindividualsaswell. Thisis importantfor three
reasons.First, it allows the investigator to pursuenew in-
quirieswithout losing focus on the currentchain of events.
Secondby startinganadditionalsearchassoonaspossible,
resultscouldbeavailableby thetimetheinvestigatoris ready
to focusattentionon the new topic. Third, theinvestigatoris
ableto simultaneouslytestmultiple hypothesesy creating
severalconcurrensearches.

Useful Partial Search Results: VideoFerrepresentgartial
searchresultsto theuserasthey becomeavailable. This pro-
videsseveraladvantagesFirst, the useris ableto determine
thata particularqueryis fruitless (e.g.,dueto an excessof
falsepositives)without waiting for all of the datato be pro-
cessed.Secondthe usermay ®nd suf®cient evidencefrom
the partial resultsto suspendhe search(e.g.,the investica-
tor may ®nd a clearimageof the getavay car's licenseplate
earlyin the search).Third, partial resultscanbe usedasin-
put for additionalsearches Otherresearcton queriesover
large databasebasalsoarguedfor presentingpartial results
to theuser[8].

Special-Pumpose Visualizations: VideoFerretprovides vi-
sualizationinterfacesto enablethe investigator to organize
searchresultshothspatiallyandtemporally to facilitaterea-
soningabouteventsat the crime scene.For instance know-

ing that the getaway car left the bank at a particulartime
allows the investigator to discardmatchedor this vehicleat
the sametime from distantlocations. It alsoenableghein-
vestigatorto focusonimagesakenby camerastaparticular
location. Whenshaving matchesyVideoFerretanhighlight
theregionsin theimagethatsatisfythe searctcriteria, help-
ing theinvestigatorto understandvhy aparticulaimagewas
returnedand®netunethesearch.

Interactive Search Parameter Adjustment: VideoFerret
allows the investigator to interactively adjustsearchalgo-
rithm parameterge.g., distancemetricsand thresholds)}o
selectheappropriatdradeofs betweerprecisionandrecall.
For instancefor camerasn challengindighting conditions,
the investigator may chooseto uselower thresholdsandac-
ceptmary falsepositivesin exchangefor a chanceat catch-
ing a glimpseof the criminal. VideoFerretalsoprovidesvi-
sualfeedbackio help the investicator explore the impactof
changingparametersn samplemages.

Thesecriteriaenabletheuserto focusattentiononunderstanding
the semanticcontentof the video, while exploiting the computers
ability to performbrute-forceseachacrosdargecollectionsof data.
Thefollowing sectiondescribeghe interfacethat we have imple-
mentedn VideoFerreto addresgheseissues.

4. VIDEOFERRET INTERFACE

This sectiondescribeghe interfacefor VideoFerretthe foren-
sic videoreconstructiorsearchapplicationthat runson Diamond.
As describedabove, a key requiremenin VideoFerret designis
to maximizethe useof theinvestigator's attentionspan.Addition-
ally, we have the following requirementdor our searchapplica-
tion: aninvesticatorshouldbeableto de®nesearcheby providing
sampleimagepatchesVideoFerretshouldprovide a useful setof
content-basedearchalgorithms,andit shouldbe easyto extend
VideoFerreby addingnew imageretrieval algorithms.

Figure2 shavs a screenshotf VideoFerret.Theinterfaceis di-
videdinto threeregions. Thecamenr displayenablegheinvestica-
tor to selecta particularcameraandmanuallybrowseits recorded
video stream.The seach displayorganizesthe currentsetof con-
currentsearches Eachsearchallows the investigator to view the
hits matchingthe particularqueryandorganizetheresultsby cam-
era,time, etc. The mapdisplayhighlights,for eachhit, the corre-
spondingcamerdocation. This helpsthe investigatorto visualize
eventsat the crime scene,andtrack themacrossspaceandtime.
The following subsectionglescribeeachof thesecomponentsn
greaterdetail andhow their designmeetsour applicationrequire-
ments.

4.1 Cameradisplay

The cameradisplay allows the investicator to browse recorded
video from oneor moreselecteccameragseeFigure3). Thedis-
play supportstoggling betweenmultiple cameraviews to provide
differentviewpointsof the sameevent. Theinvestigator caneasily
jump to a particulartime, or manuallybrowse forward and back-
ward in time looking for clues. This is particularly valuablefor
caseshenthe investigator cannoteasily specifya query suitable
for content-based@mageretrieval algorithms. For instancea sus-
pectmay have depositeda stolenitem in a trashcanfor his ac-
complice. The investigatorwould lik e to trackthe persornwho re-
trieved the stolenitem. Ideally, one would like to automatically
®nd theimagescontainingthe stolenitem. Unfortunately this may
be challengingbecausef poorcameraesolution,occlusionor an



Figure 2: VideoFerret Screenshot- This gur e presentsthe main window of the forensicvideo reconstruction application. The
cameraview (upper left), displays video from a selectedcamera. The map view (upper right) shaws the physical locations of the
cameraswhere imagesmatching the seaich criteria were taken. The lower half of the screencontainsa regionfor eachof two active
searchesand displaysindividual imagesthat match eachof the queries.



Figure 3: Camera Display - A screenshotof the VideoFerret
cameradisplay. This display allows the investigator to browse
data captured by a speci c camera.

object’s nondescripor deformableappearanceUsing the camera
display the investigator can manuallyidentify key frameswhere
“interesting” eventsoccurred.

Onceframescontainingobjectsof interestarefound,theinvesti-
gatorcancreatea new searchusingtheidenti®edobjectsasexam-
plesto the content-baseimageretrieval algorithms.For example,
theinvestigatormayhighlightthe suspecs plaid shirtandinitiate a
color histogramsearchto ®nd regionsin otherimageswith similar
color distributions.

4.2 Searchdisplay

The searchdisplayenableghe investigatorto manageandview
resultsfrom multiple concurrensearchesEachsearchs allocated
a separatareaof the displaywith its own setof controls(seeFig-
ure4.

Searchmanagemenallows the userto startor aborta current
searchpr to re®nethecurrentsearcteriteria. A searctconsistof a
booleancombinationof predicateshatareusedto identify images
of interest.Eachpredicateconsistof analgorithmandthecon®gu-
rationstatefor thatparticularalgorithm,suchasparametesettings
(e.g.,threshold window size,distancemetric) andtraining exem-
plars(e.g.,coloror texturepatches)VideoFerreturrentlysupports
avariety of imageretrieval algorithmsbasedon color, texture and
shapédeaturesincludingtrainedobjectdetectorgdescribedn Sec-
tion 5.3.1);it alsosupportsqueriesbasedon non-imagemetadata
suchastime, geographidocation or camera-id. The investigator
can edit a searchby addingnew predicatesor changingthe pa-
rametersandexemplardor existing predicatesWheneditingthese
parametersthe investigator can visualize the effects of thesere-
®nementon a selectedsetof images(seeFigure5). This allows
theinvesticator to specializethe searchfor the desiredobject,and
to appropriatelytuneeachpredicates precision/recaltradeof.

Thesearchdisplayalsoprovidesinterfacedor organizingresults
from currently-eecutingsearchesThesepartialresultscanbedis-
playedusing several views: groupedby camera,sortedby time,
or arrangedby whetherthey have previously beenseen. As re-
sultsaredisplayed regionsthat matchthe selectedpredicatesare
highlightedin theimage.As theinvestigatorbrovsesimagesfalse

Figure 4: Search Display - This screenshotshows an active
search. The video frame displayed is one of the imagesre-
trieved by this search. The various buttons allow the investi-
gator to recon gurethe seaich and to control which imagesare
displayed.

Figure5: Re nement Window - The investigator usesthis win-

dow to adjust search parameters. Given a sampleimage, the
investigator can adjust the curr ent search parametersand see
which regionsmatch the adjusted predicate. In this case,the
image region marked with a white rectanglematchesthe cur-

rent search parameters.



Figure 6: Map Display - This window shovswhereimageshave
beenfound for the differ ent searches. Each color indicates a
different search. The marked regionscorrespondto the ap-
proximate areaviewed by eachof the matching images/ cam-
eraviews.

positives canbe taggedand discarded.Similarly, the investigator
canselectregions from theseimagesas additionalexemplarsfor
predicatesn the currentor othersearches.

4.3 Map display

The mapdisplay (seeFigure 6) shovs wherepotentialmatches
werefound in both time and space. Whenan matchis found in
one of the active searchesthe areaon the map correspondingo
thecameras marked. Theinvestigatorcancontrolwhich searches
aredisplayedaswell asselectingtime ranges.This allows thein-
vestigatorto visualizethetime-basedo w of the objectof interest
acrosghedifferentcameras.

Theinvestigatorusesthe mapdisplayto seewherepotentialhits
arefound. Using this map, eventsthat are falsepositives canbe
eliminatedbasedon additionaldomaininformation known to the
investicator For example,knowing thatthe suspecteft the crime
sceneon foot allows the investigator to safely eliminate potential
matcheghat®nd the suspectcrossown oneminutelater.

5. SYSTEM IMPLEMENT ATION

The forensicvideo reconstructiorsystemdescribedn this pa-
per consistsof three main components:(1) active sensomodes,
which collectandstorevideo datafrom the videocameras(2) the
Diamondinfrastructurewhich enabledistributed searchover the
storeddata;(3) theVideoFerretpplicationwhichencapsulatethe
the content-basedmageretrieval algorithmsand which provides
theuserinterface.Thefollowing sectionsxaminethesehreecom-
ponentsn moredetail.

5.1 Active SensorNodes

The active sensornodesconsistof a standardcomputercon-
nectedto one or morevideo cameras.Thesenodesare equipped
with local storageto archive sensordata. Ratherthansimply stor
ing theraw imagesfrom eachcamerayideoFerreemplo/s Multi-
Fidelity Storage(MFS) [14] to adaptvely compresghe incoming
video streamin anapplication-dependemanner This allows the
systemto more effectively utilize the limited storagecapacityat
eachnode. In particulay eachactive sensornode may electto
drop (or storeat reduced®delity) imagesbasedon anapplication-
speci®cinterestmetrics. For crime-scenaletection,VideoFerret
mayprioritize storagdor thoseframescontaininghumanfacesand

Active Storage Sysiss Host System

Assoc.DMA
Host
Runtime
SearchleAPI|

D
= EAl
Runtime

Back End
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Figure 7: Diamond Ar chitecture - The front end encapsulates
the domain-speci c application codeand the back end provides
a genericsearch infrastructur e.

traf®c actiity. The sensomodeis network-accessibl@andexports
aninterfacethatpermitsremotesearchingasdescribedn the next
section.

5.2 Diamond

VideoFerretiseghe Diamondsysten10] to ef®ciently perform
brute-forcesearchacrossthe distributed sensingnodes. The Di-
amondarchitecture(seeFigure 7) separateshe front end which
encapsulatedomain-speci®@pplicationcode,from the badk end
which consistsof a domain-independennfrastructure. By sepa-
ratingthesetwo componentsve hopeto build searchinfrastructure
thatcanbeusedfor awide rangeof searchapplications.

Diamondusesactive storagq1,11,15], whereprocessings cou-
pled with storage,to enableapplication-speci®xodeto be ex-
ecutedlocally on the storeddata. Remoteexecutionallows the
searchto be parallelizedproviding more aggregate computation
power thanin a centralizedsearch. Executingsearchcode near
wherethe datais storedalsoeliminatesthe costof transferringthe
datato a centralizedsite; this is importantin the forensicvideo
reconstructiorscenariowherethe differentcamerasnay be con-
nectedoverawide-areanetwork or wirelessinfrastructure Finally,
ascameragandcorrespondin@ctive storagedevices)areaddedo
a surwillancenetwork, the total computingpower availablein the
network increasesppropriately

A Diamondapplicationrunson the hostcomputerandinteracts
with the userto formulatea query Oncea queryhasbeenformu-
lated,theapplicationtranslateshe queryinto a setof machineexe-
cutabletasks(termeda seachlef) thatthe backendusesto discard
datathatdoesnot matchthe searckcriteria. The searchletontains
thedomain-speci®&nowledgenecessarjo ®lter outhopelesslata
andactsasaproxy of theapplication(andof theuser)thatexecutes
within the active storagedevicesat eachsensingnode.

A searchletconsistsof a setof Iter s and somecon®guration
state(e.g.,®lter parameteranddependenciesetweer®lters). For
example,a searchleto retrieve portraitsof peoplein darkbusiness
suits might containtwo ®lters: a color histogram®lter that ®nds
darkregionsandanobjectdetectorthatlocateshumanfaces.Each
of these®lters canindependentlydiscardan image. Imagesthat
passthroughall ®lters in a searchletare deemednteresting,and
madeavailableto thedomainapplicationthroughthesearchleAPI.

Diamondis designedor interactize searchand exploits several
simpli®cationsinherentto the searchdomain. First, searchtasks
only requirereadaccesgo data,allowing Diamondto avoid lock-
ing complitiesandto ignoresomesecurityissues Secondsearch
taskstypically permit storedimagesto be examinedin ary or-
der This orderindependenceffers several bene®ts: easyparal-
lelization within and acrossstoragedevices, signi®cant e xibility



in schedulingdatareads,andsimpli®ed migrationof computation
betweerthe active storagedevicesandhostcomputer Third, most
searchasksdo notrequiremaintainingstatebetweerimages.This
“stateless’propertysupportef®cientparallelizatiorandsimpli®es
the run-timemigrationof computationbetweenactive storagede-
vice andhostcomputer

TheDiamondsystemhandlesnary of the complexities of adis-
tributed system; communicatingwith multiple devices, optimiz-
ing theorderthe®lters areevaluated anddynamicallypartitioning
computatiorbetweerthe hostandstoragedevices. This separation
allows the applicationwriter to focuson algorithmsfor searching
theimages.

The domainapplicationmay performfurther processingn the
interestingmagedto seeif they satisfytheusersrequestBecause
suchprocessinganbe carriedout centrally atthe applicationhost
CPU, this additionalprocessinganbe moregeneralthanthe pro-
cessingperformedat the searchletevel. For instance the addi-
tional processingnayincludecross-imageorrelationsandquery-
ing auxiliary databasesOncethe domainapplicationdetermines
thatparticularimagematcheghe users criteria, thatimageis dis-
playedto theuser Whenprocessing largedataset,it is important
to presenthe userwith resultsassoonasthey appear Basedon
thesepartial results,the usermay chooseto re®nethe queryand
restartthe search. Query re®nementeadsto the generatiorof a
new searchletwhichis onceagain executedby the backend.

To increasanteractve performanceDiamondcachegheresults
of each®Iter to help answersubsequengueries. This cachingis
implementecby uniquelyidentifying each®Ilter andits dependen-
cies (attributesand alguments)without explicit supportfrom the
applicationor the applicationdeveloper The cacheprovidestwo
primary bene®tsfor improving interactve searchtime. First, the
cachereduceghe searchspaceby quickly eliminatingobjectsthat
will not passa ®lter that hasbeenpreviously executed. Second,
the cachereducesthe amountof computationper objectby stor
ing previously computedesults(e.g. featureextraction)insteadof
recomputinghemfor eachsearch.

5.3 VideoFerret Implementation

Our forensicvideo reconstructiorapplicationis a e xible, ex-
tensible applicationthatsupportsa variety of content-baseimage
retrieval algorithms detailedn Section5.3.1. Theprocesgor spec-
ifying a searchis describedn Section5.3.2,andour approactor
interactve re®nemenbf searchess givenin Section5.3.3.

5.3.1 Image Retrieval Algorithms

VideoFerretcurrently supportsregion- and object-basedmage
searchesAll of thesealgorithmslook for regionsthat containthe
speci®edeaturesnsteadof looking attheimageasawhole.

Color lters

VideoFerretsupportscolor-basedsearchesising histogramge,
19]. Unlike prior approacheso color-basedimageretrieval [4],
wherea®xedcolor representatiowasrequiredfor ef®cientindex-
ing, VideoFerrewffers the userthe e xibility to interactively ad-
justtheinternalrepresentatiofe.g.,numberof bins,color spaces),
region-basedsearctparameterge.g.,the searchstepsin bothscale
and space)and similarity metrics(e.g., Manhattan,Euclideanor
EarthMover's Distance[17]). Theeffect of changingheseparam-
eterscanbeimmediatelyvisualizedin VideoFerref{seeFigure5).
Theusercanspecifytargethistogramghatmatchthe desiredcon-
ceptby selectingpatchegrom otherimagessuchasthoseretrieved
in earliersearchesThis is a signi®cantimprovementover systems
thatrequirethe userto selectcolorsfrom a palettebecaus¢hetar

get histogramcan be multimodal, representingnultiple colorsin

the appropriateproportions(e.g., a plaid shirt). However, since
color histogramscannotmodelthe effectsof variationsin appear
ancedueto illumination andviewpoint effects, the usermay need
to addseveralexamplesof color patchedor certainconceptge.g.,
water).

Texture lters

VideoFerres interfacefor region-basedexture ®ltersis similar
to thecolor ®lter describedibore. Theusercanbuild a customized
®lter for the desiredvisual texture by providing a few examples.
The frequeng contentof the texture patchis representedising
standardechniguege.g.,usinga LaplacianPyramid[6]). As with
thehistogramsthe usercaninteractvely adjustthe searctparame-
tersandseetheir effect on somesampleimages.

Of ine-trained Object Detection

VideoFerretalsoemploys of ine-trained objectdetectorssuch
asfacedetectionalgorithms[16,18,20]. Theseclassi®ersarebest
suitedfor identifying semanticcontentthatis not userspeci®c be-
causethey typically mustbetrainedon large databasesf positive
and negative examplesusing machinelearningalgorithms. One
dravbackto thesealgorithmsis that they typically provide users
with little ability to adjusttheir performancegtheir trade-of be-
tweenfalse-positre andfalse-ngative rateis typically determined
attrainingtime). VideoFerrecanmitigatethis to somedegreeby
supportingmultiple classi®ersfor the sameconcept,eachtrained
for a particularchoiceof runningtime andclassi®catioraccurag.

5.3.2 Specifyinga Seach

When startinga new search the investigator mustmap his/her
semantiadequesbntoavailablealgorithms.This is doneby select-
ing oneor moreof theretrieval algorithmsdescribedn theprevious
section. Oncean algorithmis identi®ed, the investicator createsa
predicateusingthatalgorithmandsetsits appropriatgparameters.
For mostalgorithmstheseincludethresholdswindow size,stride,
scale,etc.; settingtheseparametersan enablethe userto trade
speedor searchaccurag.

For an example-basedalgorithm (e.g., color or texture match-
ing), the investigator must provide somesampleimage patches.
Theinvestigatormayselectsuchexamplesby highlightingrelevant
regionsin thecameradisplayor otherimagesource.

Oncethe userhasde®nedsomepredicateshe/sheconstructsa
searchby combiningthesepredicatesisingbooleanoperators.A
searchreturnsall picturesthat passthesepredicatege.g., com-
bining a red and blue histogramwill returnimagesthat contain
both red andblue regions). Whenthe investigator startsa search,
VideoFerretgenerates searchlethat correspondgo the de®ned
searchparametersindpassest to the Diamondsystem.Diamond
evaluatesthis searchlebn eachobjectin the datasetandreturns
thoseobjectsthat are agged by the searchleto VideoFerretfor
displayto theuser

5.3.3 Searh Re nement

As discusseckarlier a importantfeatureof VideoFerretis the
ability to interactvely re®neasearctbasednpartialresults.While
aVideoFerresearchs running,matchingimagesarepresentedo
the userasthey becomeavailable. The usercanlook at theseim-
agesanddecidewhetherthecurrentqueryis producingthedesired
results. If it is, thenthe usercanscanthe resultsuntil the desired
imagesarelocated.A morelikely scenarids theresultsdonotpre-
cisely matchwhatthe userhadin mind. In this casethe usermay
re®nethe searchby addingpredicatesr adjustingparametersA



Search| Cameras|| Avg Time | Std.Dev. || TransferTime
(secs) (secs)
S1 1 81.70 0.33 291
S1 4 84.87 2.12 1164
S1 8 85.01 3.93 2328
S1 12 84.67 0.33 3492
S2 1 81.74 2.59 291
S2 4 83.85 0.96 1164
S2 8 82.20 0.89 2328
S2 12 83.04 0.51 3492

Table 1: Search times - This table presentsthe averagetime

neededto search archivedvideoframeson avarying number of
cameras(and correspondingactive storagedevices).Eachcam-
era stored 1028video frames. We report the averagetime and

standard deviation over 3 runs. Search S1looked for images
with a speci ¢ color distrib ution and a human face and search

S2looked for two differ ent color distrib utions in the sameim-

age. The last column is estimatedtime to move the data to a
centralized placeover a 10Mbps network.

key to successfute®nements providing theuserwith visualfeed-
backon how ary potentialchangewill affecttheresults.

Whentheresultsarereturnedo theuser VideoFerretighlights
the regions of the imagethat matchthe currentquery This pro-
vides feedbackon why the currentimagesmatch. Additionally,
VideoFerretllowstheuserto evaluatedifferentpredicate®n sam-
ple images(returnedresultsor from other sources)and visually
highlight thoseimageregionsthat matchthe currentpredicateset-
tings. Theusercanthenre®nethe predicatesothatthe searchcan
includeor omit speci®cimages.

6. PRELIMIN ARY RESULTS

We have performedsome preliminary experimentsto validate
the feasibility of our approachor searchingarchived sunweillance
video. In theseexperimentswe executedsearchen a varying
numberof camerago seeif we could searchdatain a reasonable
time frame andto demonstratehat our approachscaleswith the
numberof cameraadded.

To getdatafor theseexperimentswe loggedvideofrom a cam-
eraat a rate of 1 frame per second(640x480resolution)for ap-
proximatelyl7 minutes(1028frames)andthenreplicatedhis data
on eachof the cameranodes. In theseexperimentsour camera
nodescontainedl.2 GHz Intel R PentiumR 1ll processorsvith
512MB RAM and73GB SCSildisksandthehostsystencontained
a3.06GHzIntel R PentiumR Xeon™processqr2 GB RAM, and
a120GB IDE disk. Thehostandthecameranodeswvereconnected
usinga 10 MbpsEthernet.

Using this testsetupwe executedtwo differentsearchesvhile
varying the numberof cameradnvolved in the search. The ®rst
search(S1) looked for a speci®ccolor distribution and a human
face. The secondsearch(S2) looked for two differentcolor dis-
tributionsto occurin the sameimage. We executedeachsearch
over the selectedcamerasand measuredhe time requiredto the
searchall the datal Table1 reportsthe averagecompletiontime
andstandardieviation over threerunsof thesearch.

Theseresultsshav thateachsearchakesaround31-85seconds.
Both searchesake approximatelythe sametime becausehey are

1in practicethetime until the®rst resultis deliveredis amoreprac-
tical metricsinceit re ectstheusersidle time; howvever, accurately
measuringhis requiredarge numbersf realqueriesanddata.

limited by the time neededo readthe dataoff the disk andnot by
the computation(we expectto improve on this in later versionsof
Diamond).We alsoseethataddingmorecameraso thesearctdoes
notsigni®cantlychangethetime neededor eachof thesearches.

In contrastthelastcolumnof Table1 shavs thetime necessary
to transferall theimagesto a centralizedsite usinga 10Mbpsnet-
work (we assumehe datais compressethut we do not reducethe
resolution).Thistime is thelower boundfor searchinghevideoat
acentralizedsite. As expected performingthe computatiorwhere
the datais storedoffers signi®cantperformanceadwantagesand
thesebene®tshecomemorepronouncedisthe numberof cameras
increases.

7. CONCLUSION

A lack of goodad hoc video searchtechniquegrecludeseal-
time analysisof historicaland currentdatain large-scalesuneil-
lance systems. Linear humansearchis too slow, and automated
searchis typically inadequat@ueto theabsencef agenerakolu-
tionto theobjectrecognitionproblem.Indexing andattribute-based
approachesall shortbecauselatavolumesare so high, potential
interestingcharacteristicso varied, and searchcriteria cannotbe
known in adwance.

We have describedn this papera new approacho surweillance
video analysis: VideoFerretblendshumanstrengthsin choosing
searchstratgieswith highly parallelizedautomatedmagesearch
capabilities. Key to our approachis the useof active storagede-
vicesassociatedvith eachsunweillancecamera.Theseactive stor
agedevicescanquickly eliminateclearlyirrelevantmaterialduring
a searchandthusreducecommunicatiorbottlenecksandsimplify
scaling. VideoFerretfurther speedsthe interpretationof results
by including facilities which help aninvesticator visualizesearch
resultsin temporal,geographicandimagecontt. VideoFerret
offers a systemfor fast, interactve, brute-forcevideo searching
which is effective, highly scalable,and can permit suneillance
recordsto be usefulduring a responsdo an incidentratherthan
daysor weeksafterthefact.
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