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ABSTRACT
Mostcurrentsensornetwork researchexplorestheuseof extremely
simplesensorson smalldevicescalledmotesandfocuseson over-
comingthe resourceconstraintsof thesedevices. In contrast,our
researchexploresthechallengesof multimediasensorsandis mo-
tivatedby the fact that multimediadevices,suchascameras,are
rapidly becominginexpensive, yet their usein a sensornetwork
presentsanumberof uniquechallenges.For example,thedatarates
involvedwith multimediasensorsareordersof magnitudegreater
thanthosefor sensormotesandthisdatacannoteasilybeprocessed
by traditionalsensornetwork techniquesthat focuson scalardata.
In addition,the richnessof thedatageneratedby multimediasen-
sorsmakes them useful for a wide variety of applications. This
paperpresentsanoverview of IRISNET, asensornetwork architec-
ture thatenablesthecreationof a planetary-scaleinfrastructureof
multimediasensorsthatcanbesharedby a largenumberof appli-
cations.To ensuretheef�cient collectionof sensorreadings,IRIS-
NET enablestheapplication-speci�cprocessingof sensorfeedson
thesigni�cant computationresourcesthataretypically attachedto
multimediasensors.IRISNET enablesthe storageof sensorread-
ingscloseto their sourceby providing a convenientandextensible
distributed XML databaseinfrastructure. Finally, IRISNET pro-
videsanumberof multimediaprocessingprimitivesthatenablethe
effectiveprocessingof sensorfeedsin-network andat-sensor.

Categoriesand SubjectDescriptors
D.2.11[SoftwareEngineering]: SoftwareArchitecture—Domain-
speci�c Architectures; I.4.9 [Computing Methodologies]: Image
ProcessingandComputerVision—Applications
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1. INTRODUCTION
The increasingavailability of commoditymultimediasensors,

suchas microphonesand cameras,and the acceleratedtrend to-
ward ubiquitousInternetconnectivity provide new opportunities
for Internet-scaleapplications. TheseInternet-scalemultimedia
sensingapplicationscouldprovideseveraladvantagesoverexisting
“mote-based”[24] sensingapplications[8,17,26,40,43,46,48], that
instrumentrelatively-smallareaswith large numbersof resource-
constrainedscalarsensors.First, in multimediasensing,a richer
setof sourcedatacanbeconsidered,includinghigh bit-ratevideo
andaudiothatcannotbehandledby motedevices.Second,multi-
mediasensorscanpassively monitorthephysicalspacewhereit is
not possibleto closelyinstrumentthe physical objectsof interest.
Third, they arecheap—asingle inexpensive digital camera(such
asthosebeingdevelopedfor cell phones,PDAs, andwebcams)can
replacedozensof discretesensornodesfor applicationssuchasve-
hicle presencedetection,velocity/positionsensing,anddepthmap
estimation. Finally, typical multimediasensorplatformsare not
subjectto the constraintsfacedby mote-classsensors(e.g., con-
nectivity, processing,memoryandpower constraints),andcanbe
deployedonaglobalscale.

However, Internet-scalemultimedia sensingapplicationspose
a new set of challenges. Multimedia sensorsprovide high bit-
ratedata,requiringcompute-intensive processingalgorithms.The
Internet-scaleof the applicationsrequiresdistributedstorageand
indexing of the sensordata,alongwith algorithmsfor processing
expressivequeriesonthatdata.Theapplicationsfrequentlyrequire
capabilitiessuchasnearreal-timeretrieval of useful information,
correlationof datacollectedfrom multiple differentsensors,trig-
gersassociatingsensedeventswith pre-speci�edtasks,protection
of privacy of sensitive informationandarchival of sensordata.Ad-
ditional requirements,genericto all distributed systems,include
fault-toleranceandload balancing.Theserequirementsmake de-
velopmentof a new applicationa dauntingtask,evidencedby the
currentlackof suchapplicationsin therealworld.

ThispaperdescribesIRISNET (Internet-scale,Resource-intensive
SensorNetwork Services)[3,18], the�rst generalpurpose,shared
software infrastructurethat simpli�es the taskof developingnew
Internet-scalemultimediasensingapplications.Toaddressthechal-
lengesdiscussedabove, IRISNET implementsnecessaryprimitive
mechanismsthatnew applicationscanuseasbuildingblocks.More-
over, it providesa simpleway for a developerto customizetheuse
of thegenericfunctionalities(e.g.,how datashouldbe indexed in
theglobalstorage)andtospecifytheadditionalapplication-speci�c
functionalitiesfor processingsensorfeeds. Thus, the application
developerneedsto write only a small amountof codeto createa
new application.IRISNET achievesscalabilitythroughapplication-



speci�c �ltering of sensordataneartheirsourcesandby organizing
the datain hierarchies.It achievesgeneralityby storingdatain a
distributedXML databaseandby supportinga standard,yet exten-
sible, queryprocessinglanguage.Finally, IRISNET enablesgood
performanceby sharingresourcesamongtheconcurrently-running
applications.

1.1 Applications
Rich sensingof theworld usingmultimediasensorscanenable

a wide rangeof applications.Onepotentialapplicationdomainin-
cludesreal-time,physical“congestionavoidance”servicesthatof-
fer traf�c routingadvice,�nd destination-proximalavailablepark-
ing spaces,or provide time-in-lineindicationsfor popularservices
(e.g.,postof�ce, amusementpark ride). Anotherapplicationarea
would include “silent witness” devices that can infer and record
potentiallyrelevantactivities (e.g.,caraccidents)for futurequery.
Scienti�c habitatand environmentalmonitoring may be another
areaof application,wherevisual information can often be used
bothfor directobservationsaswell asto indicatewhena resource-
constrainedobservation,suchasemploying oneof a �nite supply
of samplecontainers,might be fruitfully-applied. Additional ap-
plicationsincludea BusAlert thatnoti�es userswhento leave for
thebusstop,a Lost-and-Foundservicethatreportsthemostrecent
locationrecordedfor a missingobject,anda Family Monitor that
watchestheuser's childrenor agingrelatives.

Therich dataprovidedby multimediasensorscanbeinterpreted
using different algorithms,enablingthe samesensorto be em-
ployed for a wide variety of applications.For instance,a camera
observingaparkinglot couldsupportapplicationsthatreportpark-
ing spaceoccupancy, vehiclevelocities,detectedcollisionsor the
currentweather, dependinguponthe deployed software. A setof
�e xible sensornodesdeployedin awideareacanserveamultitude
of sensingapplicationsandservices.Suchapublicsensingnetwork
couldspurthedevelopmentof a world-widesensorweb in which
theresourcesof amultitudeof sensornodesareavailable(eitheron
a free or a commercialbasis)to many independententitiesdevel-
opingsensornetwork applications.Justas“network effects” have
spurredthedeploymentof e-mail,Web,andinstantmessagingby
providing increasingreturnsto scale,socould Internetscalesens-
ing expandtherangeof sensornetwork applications.Furthermore,
we canimaginea future in which sensornetwork applicationscan
take advantageof myriad,semantically-rich,real-timeandhistor-
ical datastreamsusingcomposablesetsof services— permitting
Web-likeservicesof todayto beappliedto senseddatastreams.

1.2 DesignPrinciples
Thedesignof IRISNET is guidedby thefollowing principles.
Shared infrastructur e: Themostimportantprincipleunderly-

ing thedesignof IRISNET is thatof infrastructuresharing.There
are several implicationsof this principle: First, the systemmust
provide the functionality requiredby typical sensingapplications
suchthat they canemploy IRISNET asa building block (e.g.,data
collection, storageand query processing).Second,new applica-
tionsmustbeableto reuseexisting deployedsensorresourcesand
existing applicationcomponents.Reuseenablesdevelopersto fo-
cusonly on themissing,domain-speci�ccodefor thenew applica-
tions,signi�cantly acceleratingthe developmentprocess.Finally,
IRISNET mustoptimizeCPUutilizationacrossapplicationsby de-
tectingthecasewhentwo applicationsrequestthesamesequence
of (computationallyexpensive) multimediaprocessingstepsand
caching/reusingthoseintermediateresults.

Thisemphasisonbuilding amulti-applicationsharedinfrastruc-
turecontrastswith thesingle-purposedeploymentsof most“mote-
based”sensornetworks.

Lar gecollection of high bit-rate sensors:IRISNET targetsap-
plicationsthat employ numerousglobally-distributedsensorsthat
observe thephysicalworld. Becauseof thevery largevolumesof
datacollectedandthe potentialneedfor historicalaswell ascur-
rentsensordatain someapplications,IRISNET storesobservations
neartheir sourcesand transmitsthemacrossthe Internetonly as
needed.This resultsin a dramaticreductionin the global band-
width requirementsof amultimediasensornetwork.

Data asa singlequeriable unit: IRISNET enablesusersto view
a collectionof sensorsasa singleunit that supportsa high-level
querylanguage.Eachqueryoperateson datacollectedacross(po-
tentially) theentireglobalsensornetwork, just asa singleGoogle
searchquery encompassesmillions of Web pages. But beyond
straightforwardkeywordsearch,IRISNET supportsrich queriesin-
cludingarithmetic,aggregation,andotherdatabaseoperators.

Privacy: Useof multimediasensorsoften raisesimportantpri-
vacy concerns;e.g.,camera-basedapplicationscanpotentiallyvio-
latetheprivacy of theobservedindividuals. IRISNET aimsto pro-
vide usefulmechanismsfor addressingtheseconcerns.IRISNET

distinguishesbetweenprivilegedandnon-privilegedalgorithmsin
the context of a given sensorfeed: privilegedalgorithmscanac-
cesstheraw sensordata,while unprivilegedalgorithmscanaccess
only the subsidiarydata�ows resulting from applying privileged
algorithms. The privilegedalgorithmscanusea variety of tech-
niquesto block sensitive information(e.g.,humanfaces)or distill
theraw sensorfeedinto asemantically-restrictedform thatincludes
only non-sensitive information(e.g.,returninga bitmaprepresent-
ing parkingspaceoccupancy ratherthanan imageof the parking
lot).

Ease of application development: Finally, IRISNET greatly
simpli�es the task of developing new applicationsby providing
high-level abstractionsof the sensinginfrastructurethat hide the
complexitiesof theunderlyingdistributed-data-collectionandquery-
processingmechanisms.This is crucial to fosteringsystemadop-
tion andproliferationof new applications.

The remainderof the paperis organizedasfollows. Section2
providesageneraloverview of theIRISNET architecture.Section3
detailssomemultimediafunctionalitiesprovided to IRISNET ap-
plications.Section4 describesseveralapplicationsthathave been
developedusingthe IRISNET infrastructure.Section5 surveys a
selectionof therelatedwork. Section6 concludesthepaper.

2. SYSTEM ARCHITECTURE
IRISNET is designedto provide a shared,Internet-scale,long-

livedsoftwareinfrastructurethatmakesit easyto developandde-
ploy sensorapplications. The infrastructuresits on top of a po-
tentially vastcollectionof sharedsensors,which canbe addedor
removed on the �y . The sensorscanbe a heterogeneousmix of
imaging and non-imagingsensors(cameras,microphones,RFID
readers,photo detectors,etc.)—theonly assumptionis that each
sensorfeedis fed to anInternet-connectedmachinewith suf�cient
computingpower andstorage(i.e.,PDA-classor better).IRISNET

makesit easyfor applicationdevelopersto createsensorapplica-
tions, by exporting relatively simple interfacesto applicationde-
velopersandby transparentlyperforminga wide variety of chal-
lenging taskson behalfof applications.This sectionpresentsan
overview of the IRISNET systemarchitecture,thestepsto develop
anapplicationusingIRISNET, andthetasksIRISNET performson
behalfof applications.

2.1 SAsand OAs
IRISNET providesatwo-tierarchitectureof SensingAgents(SAs)

for datacollectionand�ltering andOrganizingAgents(OAs) for
datastorageandquerying,asdepictedin Figure1.
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Figure 1: I RI SNET architecture. The shadedregionsdenote
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SensingAgents(SAs)aresoftwaremodulesthatcollectand�lter
sensorfeeds.Thesemodulesrunon themachinesconnectedto the
raw sensorfeeds,whichwetermSAhosts. Multiple sensorsof var-
ioustypesmayfeedinto thesameSA host;thesefeedsarebuffered
within theSA. Becausemultimediasensorscanproducevastquan-
tities of datain a shortperiodof time, IRISNET enablesrunning
application-speci�c�ltering modules,calledsenselets, at the sen-
sornodeitself. A senseletis typically usedto distill raw datato the
semanticinformationneededby a speci�c application.For exam-
ple,ourparkingspace�nder (PSF)application(seeSection4) uses
a PSF-speci�csenseletthat reducesthe rich video feedoverlook-
ing parkingspacesdown to a few bytesof per-spaceavailability
datapertimeperiod.Thissigni�cantly reducesnetwork bandwidth
consumptionbecauseonly theoccupancy informationis sentonthe
network. SAs provide a commonruntimeenvironmentfor sense-
lets,acrosstheentiresensornetwork. An applicationdevelopercan
thuswrite asinglesenselet(e.g.,thePSFsenselet)thatis uploaded
andexecutedon all of the desiredsensorfeeds(e.g.,all cameras
overlookingparking spaces).Becausea separateinstanceof the
senseletis concurrentlyrunoneachmachinereceiving araw sensor
feed,senseletprocessingscaleswith thenumberof suchmachines.

Figure 2 depictsthe executionenvironmentof an SA running
on an SA host. In the �gure, the webcamfeed is �rst placedin
the raw sensorbuffer, whereit can only be readby “privileged”
senselets.Privacy �lters are also run, with the output placedin
the processedsensorbuffer (privacy �lters are discussedin Sec-
tion 3). Applicationsenselets(suchasthePSFsenselet)canaccess
the privacy-processedfeeds. A sharedmemorypool is provided
for useby applicationsenseletsasworkingspacefor theirprocess-
ing. To ensurethata maliciousor buggyapplicationdoesnot use
excessive resourcesor compromiseanSA host,senseletsaresand-
boxed within a virtual machineon the host [36]. Multiple appli-
cationsenseletscanprocessthe samefeedconcurrently, e.g., the
samevideofeedcanbeusedby bothaPSFapplicationandaLost-
and-Foundapplication.To helpalleviate the loadon theSA host,
the SA identi�es opportunitiesto sharecommonprocessingsteps
acrosssenselets,in orderto eliminateduplicatecomputationandto
avoid storingmultiple copiesof thesamepartial results.In partic-
ular, eachSA includesthe OpenCVcomputervision library [11].
TheSA usesa memoizationprocessthatenablesit to detectcases
whereanidenticalsequenceof OpenCVfunctionshasalreadybeen
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Figure2: SA architecture

appliedto agivenimageframe(e.g.,backgroundsubtraction,edge
detection)[36]. In suchcases,the existing result (residingin the
sharedmemorypool) is usedin lieu of recomputingtheresult. To
keepnetwork bandwidthin check,eachsenseletsendsonly thedis-
tilled informationto theOAs.

OrganizingAgents(OAs) aresoftwaremodulesthatcollectively
provide a distributed databasefor eachapplication. Thesemod-
ules run on Internet-connectedmachines. The mappingof OAs
to machinesis transparentto IRISNET applicationdevelopersand
users,andcanbe adjustedby IRISNET to achieve varioussystem
performanceandavailability goals.EachOA hasa local database
for storingthedistilled informationproducedby individual sense-
lets,aswell asany aggregatedinformationon thedata,asdesired.
Thesetof local databasesfor anapplicationcombineto constitute
anoverall databasefor theapplication.Unlike many previousso-
lutions, IRISNET supportswidely-distributeddatabases,to ensure
scalabilitydespitethehighsensorfeedvolumes(asdiscussedin the
introduction).Oneof thekey challengesis to divide theresponsi-
bility for theoverall databaseamongtheparticipatingOAs. IRIS-
NET relieson a hierarchicallyorganizeddatabaseschema(using
the XML datarepresentation)and on correspondinghierarchical
partitionsof the overall database,in order to de�ne the responsi-
bility of any particularOA [16]. ApplicationscanuseXPath[5], a
standardXML querylanguage,to querythesensordatabase.

2.2 Developingan application using IrisNet
Givena deploymentof IRISNET on a (vast)collectionof avail-

ablesensors,thereare just threestepsrequiredto develop a new
sensor-basedapplication. First, the applicationdevelopercreates
thesensordatabase(XML) schemathatde�nes theattributes,tags
andhierarchiesusedto describeandorganizedistilled sensordata.
For example,in our IRISLOG application(discussedin Section4),
the databasehierarchy consistsof a root node,with two children
(USA andnon-USA),eachwith multiple regions,eachwith multi-
ple sites,etc.,asdepictedin Figure3. Associatedwith eachnode
in this hierarchy areattributesand�elds for storingdistilled data
pertinentto the node(e.g., storing the currentmemoryusageby
user-1 onCMU-2). Second,theapplicationdeveloperwritessense-
let codefor theSAs, for converting raw sensorfeedsinto updates
on thedatabasede�ned by theschema.Third, theapplicationde-
veloperprovidesanapplication-speci�cfront endfor endusersto
accessthe application. The front endconvertsuserrequestsinto
XPathquerieson thedatabasede�ned by theschema.Thesethree
application-speci�ccomponentsarehighlightedin Figure1.

In this way, IRISNET makes it easyto createand deploy new
sensor-basedapplications. IRISNET seamlesslyhandlesmany of
the commontaskswithin suchapplications,as discussedbelow.
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Notethatthedevelopmentprocessasdescribedabovepermitsappli-
cation-speci�ccodewithin individual SAsbut not within theOAs.
For applicationsthat require specialprocessingwithin the OAs
(e.g.,specializedaggregation or fusion acrossgeographicallydis-
persedsensorfeeds), IRISNET provides an extensibility mecha-
nismfor de�ning suchfunctionsandseamlesslyincorporatingthem
within thesystem[13]. An example,for stitchingimages,is given
in Section3.

2.3 IrisNet features
IRISNET transparentlyperformsa wide variety of commonyet

challengingtaskson behalfof applications.For scalability, IRIS-
NET supportsdistributeddatacollection,processingandstorage.
IRISNET shieldsapplicationdevelopersfrom themany challenging
complexitiesof distributedsystems.Considereachof theapplication-
speci�c componentsdescribedabove. The databaseschemais a
logical hierarchy, independentof any actualdistributionof thedata.
In fact, from the application's perspective, it canbe viewed asa
monolithiccentralizeddatabase.Thefront endqueriesthedatabase
as if it were centralized,using a standardXML query language
(XPath) thatassumesthedatabaseis centralized.Similarly, sense-
letsandany application-speci�caggregationor fusionfunctionsare
tailoredto thelogicalhierarchy, independentof theactualdistribu-
tion of thedata.

Someof the key innovationswithin IRISNET are in its tech-
niquesto supportacentralizeddatabaseabstraction.Previouswork
did not supportthe richnessof XML in sucha transparentway
(seeSection5). IRISNET transparentlymanagesthe distributed
databasefor eachapplication,including:

� partitioningthedatabaseamongtheOAs, andadjustingthis
partitioningon-the-�y to balanceloadamongtheOAs,

� replicatingthedataacrossmultiple OAs (for fault tolerance)
andkeepingthereplicasup-to-date,

� pushingqueriesinto thenetwork andout to theedgeswhere
thedataresides,

� routingqueriesdirectly to therelevantOAs,

� cachingdata at the OAs to opportunisticallyalleviate hot
spotsandavoid network latencies,

� handlingall networkingaspects,and

� managingcontinuousqueriesandtriggers.

Additional detailsareavailablein [13,16,37]. IRISNET alsopro-
videsa varietyof featuresparticularlyrelevant to multimediasen-
sors,asdescribedin thenext section.

3. MULTIMEDIA COMPONENTS
Ashighlightedabove,IRISNET offersavarietyof technicalcom-

ponentsthat simplify the developmentanddeploymentof sensor
network applications.This sectionfocuseson thosethathave par-
ticular relevanceto multimediasystems,suchasimageandvideo
sensors.

3.1 Cameracalibration
Sensorcalibrationrefersto the problemof mappingmeasure-

mentsin sensorspaceto the real world, suchasdeterminingthe
region in the world correspondingto a particularpixel in a cam-
era's image. For cameras,calibrationis traditionallydecomposed
into two aspects:(1) intrinsic calibration,which is concernedwith
modelingtransformsthat arecamera-speci�c,suchas the effects
of lensdistortion;and(2) extrinsic calibration,which is concerned
with the physical positionandorientationof the camerawith re-
spectto the scene.The former is independentof cameralocation
while the latter is independentof the camerainternals. In IRIS-
NET, theintrinsiccalibrationfor eachcamerais independentlyper-
formed(in advanceof deployment)usingtheroutinesprovided in
OpenCV[10,11]. Severalimagesof acheckerboardcalibrationtar-
get in variousorientationsarecapturedusingthe camera,andthe
intrinsicparametersarerecoveredautomatically.

Extrinsic calibrationcan only be performedon site, once the
camerashave beendeployed. In the simplestcase,the usercan
manuallyspecifycorrespondencesbetweenknowngloballandmarks
andpoints in a cameraimage. Correspondencesbetweenobjects
visible in differentcameraviews canalsoenableIRISNET to in-
fer the relative mappingbetweencameras.Manualcalibrationof
suchsystemsclearly doesnot scale,particularlybecause,in real
deployments,cameraposecanshift over time. IRISNET employs
techniquesderived from recentwork in multi-view geometry[22]
to automaticallycalibratecameranetworks.For instance,whenthe
sceneof interestcanbe approximatedby a planarsurface(e.g.,a
typical outdoorparking lot or an oceansurface),the relationship
betweentheimagecoordinatesof ascenepointviewedby multiple
camerasis conciselydescribedby theclassof projectivetransforms
(also termeda homography). The homography betweentwo im-
agescanbe recoveredfrom asfew asfour point correspondences
usingstandardtechniques.Sceneswith signi�cant 3-D structure
requiremorecomplicatedmethodsfor wide-baselinestereo. For
all of thesealgorithms,an importantchallengeis to automatically
identify correspondencesbetweenimages,despitechangesin ap-
pearancedueto differing viewpoint. For example,giventwo cam-
eraswatchinga coastline,IRISNET needsto determinethat the
lighthousevisible in thecornerof oneimageis thesamelighthouse
thatis in thecenterof thesecondimage.Wedescribeourapproach
to thisproblemin Section3.2.

3.2 Keypoints
IRISNET employs distinctive interestpointsor keypointsto au-

tomaticallyidentify correspondencesbetweenimages.Thesehave
beenan active areaof recentresearch,and keypoints have been
successfullyemployed in a variety of applicationsincluding ob-
ject recognition[32], imageretrieval [28], andautomaticpanorama
generation[12]. The basic idea can be summarizedas follows.
Eachimageis processedusingan interestoperatorto identify re-
gionsthatarehighly-distinctive andstableto local changes.IRIS-
NET employs thescale-invariantfeaturetransform(SIFT) interest



Figure 4: Finding correspondencesusing PCA-SIFT. Corr ect
correspondencesare denotedby white lines and incorr ect ones
with black dotted lines. 9/10of the correspondencesin the left
sceneare correct,while 10/10of the onesin the right sceneare
correct.

operator[32] to �nd stablelocaloptimain scale-spaceof theimage
(intuitively, theseare “blobs” that are somewhat robust to view-
point and illumination changes).The local imageneighborhood
aroundeachinterestpoint is representedusingthePCA-SIFT[27]
descriptorthatwe developed,generatinga 36-dimensionalfeature
vector. Featurevectorscorrespondingto the sameregion in the
scenetendto mapto nearbypoints in featurespace,even if they
wereimagedat differentscalesandviewedfrom slightly different
camerapositions. The PCA-SIFTrepresentationis somewhat ro-
bust to illumination effects and perspective distortion, making it
well-suitedasa meansfor �nding correspondencepointsbetween
images.Figure4 shows two examplesof PCA-SIFTon an indoor
andan outdoorscene. In each�gure, ten point correspondences
werematchedbetweenthe two views; PCA-SIFTonly madeone
error.

3.3 Imagestitching
Fusinginformationcollectedfrommultiplesensors,suchascam-

eraswith partially-overlapping�elds of view, is animportantcom-
ponentof large-scalesensornetworks. The keypoint technique
describedin Section3.2 enablesIRISNET to automaticallydetect
overlappingregionsandto generatepanoramicviews from multi-
ple cameras.As is well-known [22], suchpanoramasarepossible
for arbitraryscenesonly if all of thecameracentersarecollocated,
or when the sceneis intrinsically planar. Fortunately, for many
commonIRISNET applications(e.g.,parkinglot or coastlinemon-
itoring), thelatteris approximatelytrue.

Figure5 showstwo cameraviewsof aparkinglot andIRISNET's
automatically-generatedpanorama.Severalkeypointsin theover-
lap region areautomaticallyidenti�ed asbeingcommon,andare
usedto generatea transformbetweenthe two views. In regions
wheremultiple camerasview the samescene,IRISNET usespix-
elsfrom thecamerathathasahigherresolutionview of thatscene.
Regionsthatarefar from a cameraareimagedat lower resolution.
For imagesrelatedby a homography, the relationshipbetweenar-
easin theoverheadview andareasin a particularsourceimageis
givenby A(x;y) = jJ(X;Y)j a(X;Y), whereJ is theJacobeanof the
transformationand A(x;y) and a(X;Y) are the areasof pixels in

Figure 5: Views fr om two cameras (top) are automatically
mergedinto a singlepanoramic view (middle). Keypointsin the
overlap regionare matchedto generatethe appropriate image
warp to fusethe two images.The fusedimageis usedby Park-
ing SpaceFinder to detectunoccupiedand occupiedspaces(de-
noted by light and dark triangles respectively). The distilled
data (bottom) is sentto the OAs.

the sourceimageandthe overheadview, respectively. The park-
ing space�nder (PSF)application(seeSection4) analyzesthese
panoramasto determineemptyandoccupiedparkingspaces.

Similar imagewarpingtechniquescanalsobe usedto generate
overhead(recti�ed) views of planarscenes,suchas a bird's eye
view of a coastline.Thesetransformsareparticularlyusefulin the
context of oceanography applications,asdiscussedin Section4.

3.4 Techniquesfor pri vacyprotection
Thereis increasingconcernaboutthe potentialfor privacy vi-

olation generatedby a wide-scaledeploymentof sensornetwork
technology, particularlyin thecaseof imagesandvideo. IRISNET

eschews prescribingparticularprivacy policies.Rather, theinfras-
tructureis designedto support(andhelpenforce)privacy policies
as they are developed. Policies for privacy enforcementcan be
categorizedasthosebasedon technologicalmechanismsor social
contracts.While the IRISNET infrastructurecannotguaranteethat
sensordatacannotbemisusedby malicioussenselets(or malicious
operators),it reducestherisk for privacy violation in thefollowing
ways.

First, wherepossible,IRISNET encouragesthe useof senselets
that digest the sensordata into symbolic form, at the collection
point—eliminatingthepropagationandstorageof raw imagesand
video wherepossible. For instance,in the PSFapplication,the
senseletsprocessthevideostreamandoutputonly a binaryvector
of �lled andemptyparkingspaces.However, this by itself can-
notpreventsenseletsfrom sendingraw imagesor (moredeviously)
steganographically-encodingsensitive imagecontentin thesense-
let'soutput.



Figure 6: Parking SpaceFinder application fr ont-end showing
dir ectionsto nearestavailable parking space.

Second,IRISNET supportsasetof privacy-preserving�lters that
processthe sensordatabeforeit is madeavailable to application
senselets. For instance,for the PSF application, IRISNET cur-
rently pre-processescameraimagesby �nding humanfaces[47]
andreplacingeachfacewith a black box—makingit moredif�-
cult to identify pedestriansin theseimages. A licenseplate de-
tectorcould be similarly employed to anonymize vehicles. Such
privacy-preserving�lters will becomemorepowerful asautomatic
techniquesfor moresophisticatedobjectdetectionandsceneanal-
ysis aredeveloped.The architecturefor privacy-preserving�lters
is shown in Figure 2. Raw video datais available only to a set
of privileged senselets, suchas thosethat the owner of a camera
maydeploy for personaluse.Theanonymizeddatais sharedwith
standardIRISNET applicationsenselets.TheSA runtimeemploys
cryptographicsignaturesto verify the identity of privilegedsense-
letsbeforeexecution.

4. PROTOTYPE DEPLOYMENTS
The IRISNET framework hasbeenappliedto andtestedin sev-

eraldifferentapplicationdomains,includingimage-basedoceanog-
raphy and network monitoring. Theseapplicationsillustrate the
�e xible natureof the IRISNET system,in particularits ability to
work with bothimagingandnon-imagingsensors.Threesuchpro-
totypeapplicationsareoutlinedbelow.

4.1 Parking SpaceFinder
TheParkingSpaceFinder(PSF)is intendedto providetheuseful

serviceof locatingavailableparkingspacesneara desireddestina-
tion anddirecting the driver to sucha space(seeFigure6). The
systemutilizes a setof camerasconnectedto IRISNET SAs run-
ning senseletsto (1) detectthe presenceof carsin spacesand(2)
updatethedistributeddatabasewith this high-level semanticinfor-
mation.Thedatabaseitself is organizedaccordingto a geographic
hierarchy, and is logically divided by region, city, neighborhood,
block,etc. This hierarchy �ts well with theapplication,asany up-
datefrom a givencameraor queryfrom a givendriver is likely to
touchonly smallsubtreesof thedatabase,improving thescalability
of thedistributedsystem.

ThePSFfront-endis aweb-basedinterfacethattakesasinputthe
desireddestinationandcurrentlocation.It queriesIRISNET for the

Figure 7: Images fr om the I RI SNET Coastal Imaging proto-
type. On the left, raw video frames. On the right, temporally
smoothedimagesrevealing the sandbars.

closestspotto thedestinationthatis notoccupied,andthatmatches
otheruser-speci�ed parameters,e.g.,whethercovered,if a permit
is required,maximumhourly rate, etc. The front-endthen uses
Yahoo!R
 Mapsonlineserviceto generatedriving directionsto the
availableparkingspot.Weimaginethatin thefuture,this front-end
canbeintegratedinto acar'snavigationsystem,andwouldbeable
to getcurrentlocationanddestinationdirectlyfrom thesystem,and
makeuseof thebuilt-in mappingto generatedriving directions.

The PSFis able to handlesomereal-world constraintson de-
ployedcamerasystems.For example,a singlecameramaynot be
ableto cover a particularparkinglot. Our currentPSFsenseletis
able to usefeedsfrom multiple, obliquecameraviews andstitch
themtogetherto produceanimagethatcoverstheentirelot (asin
Figure5), beforerunningcardetectionroutines.Thedetectoruses
varianceof pixel intensityin imageregionsto determinewhether
a parkingspaceis occupied.A moresophisticateddetectorcould
employ machinelearningtechniquesto acquirevisual modelsof
emptyspaces,or employ techniquesto directlydeterminethepres-
enceof cars.

4.2 CoastalImaging
In collaborationwith oceanographersof theArgusproject[1] at

OregonStateUniversity, we have developeda coastalimagingap-
plicationon IRISNET. SAs connectedto camerasdeployedalong
theOregoncoastlinerunsenseletsto detectandmonitornear-shore
phenomena,suchasriptidesandthe formationof sandbars.The
systemcan captureand storestill and temporallysmoothedim-
ages,essentiallyraw data,andalsodistilled,high-level information
processedthroughsenselets.SeeFigure7. Using IRISNET sense-
lets, the applicationallows oceanographersto run their detection
algorithmsat theremotesite. This permitsa greater�delity of ob-
servation(moreimagescanbeexamined)thanis possiblethrough
previous efforts that collectedraw dataover low-bandwidthmo-
demandlong-rangeradio links for centralizedprocessing.Users
candynamicallychangeparametersof thesenselets,varydatasam-
pling rates,andeven install new processingalgorithmsto the re-
motecamerasites,without interruptingserviceor makinga trip to
thecoast.

Oneimportanttypeof oceanographicimage-basedsensoris the
pixel stack[25]. Thesedetectorstrack time-varying intensitiesof
seriesof small regions of interest(ROIs) in coastalimages,and
correlatethesechangeswith variousphenomena.An importantas-
pectof using thesedetectorsis the correctassociationof regions
in the imageswith real-world locationsandcoordinates.Extrinsic
calibrationtechniquesappliedin IRISNET (Section3), alongwith
a few known groundtruth points,canbeusedto accuratelydeter-
minethecorrespondencesbetweenimageregionsandglobalcoor-



dinates.Furthermore,wehave implementedatechniqueto provide
a compositeoverheadview of thecoastline,by projectingmultiple
cameraimagesontoglobalcoordinatesandstitchingthemtogether
(Section3.3). Sucha recti�ed, compositeimageis designedto as-
sist in the instrumentingof pixel sensors,permitting the user to
selectlocationsbasedon a world or mapcoordinateframe,which
thesystemcanautomaticallyconvert to ROIs in thesourceimages.

4.3 IrisLog
IRISLOG [2] is a distributedinfrastructuremonitor thatdemon-

stratesthe scalability of IRISNET, as well as its useoutsidethe
context of image-basedsensing. IRISLOG is deployed in Planet-
Lab[4,38],anopen,globallydistributedinfrastructurefor Internet-
scalenetwork services. Currently, IRISLOG monitors over 500
PlanetLabhostsat270sitesspanning5continents,andis thelargest
IRISNET deploymentto date. Ratherthanusingphysical sensors,
this applicationusesmachinestatistics,e.g.,CPUloador network
bandwidthconsumption,andsystemlogs assensorinputs. It al-
lows ef�cient queryingof both individual andaggregatemachine
statisticsandresourceutilization acrossthe PlanetLabinfrastruc-
ture.

The databaseschemausedin IRISLOG employs a geographic
XML hierarchy, asliceof which is shown in Figure3. At eachhost
machine,a setof monitoringtools is executedperiodicallyto log
machineanduserstatistics,whichareusedto updatelocally-hosted
fragmentsof thedistributeddatabasecorrespondingto themachine.
Fragmentscorrespondingto higherlevelsof theXML treeareauto-
maticallydistributedamongvariousmachines,basedonqueryload
andperformance,andreplicatedfor fault tolerance.Comparedto a
systemthatstreamslog informationfrom eachhostto acentralized
monitoringstation,IRISLOG both distributesthe processingload
for handlinguserqueries,andreducestotalbandwidthfor handling
statisticsupdates.

5. RELATED WORK
In this section,we explorerelatedefforts in the following areas

of work: sensornetworks, multi-camerasystems,anddistributed
databases.Note that while eachof theserelatedefforts addresses
a subsetof the issuesin creatingsensor-basedapplications,only
IRISNET providesa completesolutionfor enablinga wide variety
of suchapplications.
SensorNetworks. SensornetworksandIRISNET sharethegoalof
makingrealworldmeasurementsaccessiblebyapplications.Viewed
broadly, specializedsensornetworkshave beenusedfor yearsfor
homesecurity, buildingmonitoring,etc.Networksof sensor“motes”,
smallnodescontainingasimpleprocessor, a little memory, awire-
lessnetwork connectionanda sensingdevice, have beenusedfor
studyinghabitatandenvironment(e.g.,behavior of birdsat Great
Duck Island[46], populationof CaneToadsin Australia[26], im-
pactof climateon ecosystemsat UC JamesReserve [8]), for mon-
itoring structural integrity of buildings [48], and for addressing
several problemsin the areaof agriculture[17], health[40], ed-
ucation [43], etc. In contrastwith theseprevious deployments,
we believe that IRISNET is the �rst work that considerssensor
networkswith intelligentsensornodes,high bit-ratesensorfeeds,
globalscale,andinfrastructuresupport.

Earlierkey contributionsin theareaof sensornetworks include
designsfor tiny operatingsystems[24] and low-power network
protocols[30]. Existingsystemshave reliedon techniquessuchas
directeddiffusion [23] to direct sensorreadingsto interestedpar-
ties or long-runningqueries[9] to retrieve the neededsensordata

to a front-enddatabase.Othergroupshave exploredusingquery
techniquesfor streamingdataandusingsensorproxiesto coordi-
natequeries[33–35]. Thesedesignsare most relevant to sensor
networks thatuseresource-constrainedsensormotes.As a result,
many of the proposedtechniquesare not applicableto the envi-
ronmentthat IRISNET considers. Recentefforts have begun to
explore sensornetworks that mix moteswith morepowerful mi-
croservers [19]. However, theseefforts still do not addressother
aspectsof IRISNET's targetenvironment.

Multi-Camera Systemsand Algorithms. Therehasbeensigni�-
cantresearchin theareaof networkedmulti-camerasystems,such
asVideoSurveillanceandMonitoring (VSAM) [15]. Muchof that
work hascenteredon the developmentof algorithmsfor detect-
ing objectsof interestandtrackingthemwithin andbetweencam-
eras.Theautomaticcalibrationof large-scalecameranetworkshas
also beenthe subjectof recentresearch,suchas Lee et al. [31]
and Stauffer and Tieu [44]. Theseefforts are complementaryto
IRISNET'sfocusonwide-areascalingandapplicationdevelopment
tools.

Distrib uted Databases. The distributed databasecomponentof
IRISNET sharesmuchin commonwith avarietyof large-scaledis-
tributed databases.Harrenet al. [21] have investigatedpeer-to-
peerdatabasesthatuseenhanceddistributedhashtables(DHTs) to
provide a rich queryingmodel. Distributeddatabasessupporting
a full queryprocessinglanguagesuchasSQL area well-studied
topic [42], with thefocuson supportingdistributedtransactionsor
otherconsistency guarantees(c.f. [6, 7,14,20,29,39,41]). None
of thepreviouswork addressesthedif�culties in distributedquery
processingover a hierarchicallyorganized,XML document.Su-
ciu presentedef�cient queryevaluationalgorithmsfor a collection
of XML documentson differentsitesthat areconnectedthrough
links [45]. Unlike this work, IRISNET maintainsa single logical
XML document,keepingtheunderlyingfragmentationanddistri-
butionof thedocumenttransparentfrom theusers.

6. CONCLUSION
Despitethe availability of low-cost multimediasensors,wired

andwirelessnetworkinghardware,andcheapcomputers,therehas
beena dearthof real-world, wide-areamultimediasensingappli-
cations. This is due in large part to the dif�culties in building
large-scaledistributedsystemsandthe challengesof dealingwith
largevolumesof data.IRISNET hasbeendesignedto enablesucha
classof Internet-scaleapplications,which utilize largecollections
of high bit-rate sensors.The systemprovides core servicesthat
permit ef�cient processingand�ltering of dataat the source,the
sharingandreuseof large sensordeployments,ef�cient querying
andupdatesof collecteddata,replicationandfault tolerance,and
multi-sensorcalibration. Overall, the IRISNET framework eases
the developmentof Internet-scalesensingapplicationsby shield-
ing developersfrom many of the complexities of implementing
anef�cient distributedsystem,thusenablingthemto focuson the
domain-speci�caspectsof their task.
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