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ABSTRACT

Mostcurrentsensonetwork researchexploresthe useof extremely
simplesensor®n smalldevicescalledmotesandfocuseson over
comingthe resourceconstraintof thesedevices. In contrast,our
researctexploresthe challenge®f multimediasensorandis mo-
tivatedby the fact that multimediadevices, suchas camerasare
rapidly becominginexpensve, yet their usein a sensornetwork
presentganumberof uniquechallengesFor example thedatarates
involved with multimediasensorsare ordersof magnitudegreater
thanthosefor sensomotesandthis datacannoteasilybeprocessed
by traditionalsensometwork techniqueghatfocuson scalardata.
In addition, the richnessof the datageneratedy multimediasen-
sorsmalkes them useful for a wide variety of applications. This
papempresentanoverview of IRISNET, asensonetwork architec-
turethatenableghe creationof a planetary-scalinfrastructureof
multimediasensorghat canbe sharedby a large numberof appli-
cations.To ensurgheef cient collectionof sensoreadings)Ris-
NET enableghe application-speci cprocessingf sensofeedson
the signi cant computatiorresourceshataretypically attachedo
multimediasensors.IRISNET enableghe storageof sensoread-
ingscloseto their sourceby providing a corvenientandextensible
distributed XML databasenfrastructure. Finally, IRISNET pro-
videsanumberof multimediaprocessingrimitivesthatenablethe
effective processin@f sensoifeedsin-network andat-sensaor
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1. INTRODUCTION

The increasingavailability of commodity multimediasensors,
suchas microphonesand camerasand the acceleratedrend to-
ward ubiquitousInternetconnectwity provide new opportunities
for Internet-scaleapplications. Theselnternet-scalemultimedia
sensingapplicationcouldprovide severaladvantage®ver existing
“mote-based]24] sensingapplicationg8,17,26,40,43,46,48], that
instrumentrelatively-smallareaswith large numbersof resource-
constrainedscalarsensors.First, in multimediasensing,a richer
setof sourcedatacanbe consideredincluding high bit-ratevideo
andaudiothatcannotbe handledby motedevices. Secondmulti-
mediasensorganpassvely monitorthe physicalspacewhereit is
not possibleto closelyinstrumentthe physical objectsof interest.
Third, they are cheap—asingle inexpensve digital camera(such
asthosebeingdevelopedfor cell phonesPDAs, andwebcamsgan
replacedozenf discretesensonodedor applicationsuchasve-
hicle presencaletection velocity/positionsensingand depthmap
estimation. Finally, typical multimediasensorplatformsare not
subjectto the constraintsfacedby mote-classsensorge.g., con-
nectvity, processingmemoryand power constraints)andcanbe
deployedon aglobalscale.

However, Internet-scalemultimedia sensingapplicationspose
a new setof challenges. Multimedia sensorsprovide high bit-
rate data,requiringcompute-intensie processinglgorithms. The
Internet-scaleof the applicationsrequiresdistributed storageand
indexing of the sensordata,alongwith algorithmsfor processing
expressve querieonthatdata. Theapplicationsrequentlyrequire
capabilitiessuchas nearreal-timeretrieval of usefulinformation,
correlationof datacollectedfrom multiple differentsensorstrig-
gersassociatingsensedventswith pre-speci edtasks,protection
of privag of sensitve informationandarchial of sensodata.Ad-
ditional requirementsgenericto all distributed systems,include
fault-toleranceandload balancing. Theserequirementsnake de-
velopmentof a new applicationa dauntingtask, evidencedby the
currentlack of suchapplicationsn therealworld.

Thispaperescribe$rISNET (Internet-scaleResource-intensg
SensomMNetwork Services)3, 18], the rst generalpurposeshared
software infrastructurethat simpli es the task of developing new
Internet-scalenultimediasensingapplicationsTo addresshechal-
lengesdiscussedibore, IRISNET implementsnecessarprimitive
mechanismghatnew applicationcanuseasbuilding blocks.More-
over, it providesa simpleway for a developerto customizeheuse
of the genericfunctionalities(e.g.,how datashouldbeindexedin
theglobalstoragepndto specifytheadditionalapplication-speci ¢
functionalitiesfor processingsensorfeeds. Thus, the application
developerneedsto write only a small amountof codeto createa
new application.|RISNET achievesscalabilitythroughapplication-



speci ¢ Itering of sensodataneartheir sourcesandby organizing
the datain hierarchies.It achieresgeneralityby storingdatain a
distributed XML databas@ndby supportinga standardyet exten-
sible queryprocessindanguage.Finally, IRISNET enableggood
performancéy sharingresourcesimongthe concurrently-running
applications.

1.1 Applications

Rich sensingof the world usingmultimediasensorsanenable
awide rangeof applications Onepotentialapplicationdomainin-
cludesreal-time,physical“congestionavoidance”serviceghat of-
fertrafc routingadvice, nd destination-proximadvailable park-
ing spacesor provide time-in-lineindicationsfor popularservices
(e.g.,postof ce, amusemenparkride). Anotherapplicationarea
would include “silent witness” devices that can infer and record
potentiallyrelevantactiities (e.g.,caraccidentsfor future query
Scienti ¢ habitatand ervironmentalmonitoring may be another
areaof application,where visual information can often be used
bothfor directobserationsaswell asto indicatewhenaresource-
constrainedbsenation, suchasemplgying oneof a nite supply
of samplecontainersmight be fruitfully-applied. Additional ap-
plicationsincludea Bus Alert thatnoti es userswhento leave for
thebusstop,a Lost-and-Bundservicethatreportsthe mostrecent
locationrecordedfor a missingobject,anda Family Monitor that
watchegheusers childrenor agingrelatives.

Therich dataprovided by multimediasensorganbeinterpreted
using different algorithms, enablingthe samesensorto be em-
ployed for a wide variety of applications.For instancea camera
observinga parkinglot couldsupportapplicationghatreportpark-
ing spaceoccupany, vehiclevelocities,detecteccollisionsor the
currentweather dependinguponthe deployed software. A setof
e xible sensonodesdeplo/edin awide areacansene amultitude
of sensingpplicationsandservices Suchapublicsensinghetwork
could spurthe developmentof a world-wide sensomweb in which
theresourcesf amultitudeof sensonodesareavailable(eitheron
afree or a commercialbasis)to mary independenéentitiesdevel-
oping sensometwork applications.Justas“network effects” have
spurredthe deploymentof e-mail, Web, andinstantmessagindy
providing increasingreturnsto scale,so could Internetscalesens-
ing expandtherangeof sensomnetwork applications Furthermore,
we canimaginea futurein which sensometwork applicationscan
take adwvantageof myriad, semantically-richreal-timeand histor
ical datastreamsusingcomposablesetsof services— permitting
Web-like servicesf todayto be appliedto sensedlatastreams.

1.2 DesignPrinciples

Thedesignof IRISNET is guidedby thefollowing principles.

Shared infrastructur e: The mostimportantprinciple underly-
ing the designof IRISNET is thatof infrastructuresharing. There
are several implicationsof this principle: First, the systemmust
provide the functionality requiredby typical sensingapplications
suchthatthey canemplay IRISNET asa building block (e.g.,data
collection, storageand query processing). Second,nen applica-
tionsmustbe ableto reuseexisting deployed sensoresourcesand
existing applicationcomponents Reuseenablesdevelopersto fo-
cusonly on themissing,domain-speci ccodefor thenew applica-
tions, signi cantly acceleratinghe developmentprocess.Finally,
IRISNET mustoptimizeCPU utilization acrossapplicationdy de-
tectingthe casewhentwo applicationsrequesthe samesequence
of (computationallyexpensive) multimediaprocessingstepsand
caching/reusinghoseintermediateesults.

Thisemphasi®n building amulti-applicationshaedinfrastruc-
ture contrastswith the single-purposeleploymentsof most“mote-
based’sensomnetworks.

Lar gecollection of high bit-rate sensors:IRISNET targetsap-
plicationsthat employ numerougglobally-distributed sensorghat
obsere the physicalworld. Becauseof the very large volumesof
datacollectedandthe potentialneedfor historicalaswell ascur-
rentsensodatain someapplications)RISNET storesobsenations
neartheir sourcesand transmitsthem acrossthe Internetonly as
needed. This resultsin a dramaticreductionin the global band-
width requirement®f a multimediasensomnetwork.

Data asa singlequeriable unit: IRISNET enablesiserso view
a collection of sensorsas a single unit that supportsa high-level
querylanguage Eachqueryoperate®n datacollectedacrosgpo-
tentially) the entireglobal sensometwork, just asa single Google
searchquery encompassenillions of Web pages. But beyond
straightforvardkeyword search) RISNET supportgich queriesn-
cludingarithmetic,aggreation,andotherdatabaseperators.

Privacy: Useof multimediasensoroftenraisesimportantpri-
vagy concernsg.g.,camera-baseapplicationsanpotentiallyvio-
late the privacy of the obsenedindividuals. IRISNET aimsto pro-
vide usefulmechanismdor addressingheseconcerns.IRISNET
distinguishedetweerprivilegedandnon-priilegedalgorithmsin
the contet of a given sensorfeed: privileged algorithmscanac-
cesstheraw sensowdata,while unpriilegedalgorithmscanaccess
only the subsidiarydata ows resultingfrom applying privileged
algorithms. The privileged algorithmscan usea variety of tech-
niguesto block sensitve information (e.g.,humanfaces)or distill
theraw sensofeedinto asemantically-restrictefbrm thatincludes
only non-sensitie information(e.g.,returninga bitmaprepresent-
ing parking spaceoccupang ratherthananimageof the parking
lot).

Ease of application development: Finally, IRISNET greatly
simpli es the task of developing new applicationsby providing
high-level abstractionf the sensinginfrastructurethat hide the
compleitiesof theunderlyingdistributed-data-collectioandquery-
processingnechanismsThis is crucial to fosteringsystemadop-
tion andproliferationof new applications.

The remainderof the paperis organizedasfollows. Section2
providesagenerabverview of thel RISNET architecture Section3
detailssomemultimediafunctionalitiesprovided to IRISNET ap-
plications. Section4 describeseveral applicationghathave been
developedusingthe IRISNET infrastructure. Section5 suneys a
selectionof therelatedwork. Section6 concludeghe paper

2. SYSTEM ARCHITECTURE

IRISNET is designedo provide a shared,Internet-scalelong-
lived softwareinfrastructurethatmakesit easyto develop andde-
ploy sensorapplications. The infrastructuresits on top of a po-
tentially vastcollectionof sharedsensorswhich canbe addedor
removed on the y. The sensorscan be a heterogeneoumix of
imaging and non-imagingsensorgcamerasmicrophonesRFID
readers photo detectors etc.)—theonly assumptioris that each
sensoifeedis fed to anInternet-connectethachinewith sufcient
computingpower andstorage(i.e., PDA-classor better).|IRISNET
malesit easyfor applicationdevelopersto createsensorapplica-
tions, by exporting relatively simple interfacesto applicationde-
velopersand by transparentlyperforminga wide variety of chal-
lengingtaskson behalfof applications. This sectionpresentsan
overview of the IRISNET systemarchitecturethe stepsto develop
anapplicationusingl RISNET, andthetasksIRISNET performson
behalfof applications.

2.1 SAsand OAs

IRISNET providesatwo-tierarchitecturef SensingAgents(SAs)
for datacollectionand Itering and OrganizingAgents(OAs) for
datastorageandquerying,asdepictedn Figurel.
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Figure 1. IRISNET architecture. The shadedregionsdenote
application-speci ¢ components.

SensingAgents(SAs)aresoftwaremoduleshatcollectand Iter
sensoffeeds.Thesemodulesrun onthemachinesonnectedo the
raw sensoffeedswhichwe term SAhosts Multiple sensor®f var-
ioustypesmayfeedinto thesameSA host;thesefeedsarebuffered
within the SA. Becausenultimediasensorganproducevastquan-
tities of datain a shortperiod of time, IRISNET enablesrunning
application-speci c ltering modulescalled senseletsat the sen-
sornodeitself. A senselets typically usedto distill raw datato the
semantidnformationneededdy a speci ¢ application. For exam-
ple,ourparkingspacender (PSF)application(seeSectiord) uses
a PSF-speci csenselethat reducesherich video feed overlook-
ing parking spacesdown to a few bytesof perspaceavailability
datapertime period. This signi cantly reducesietwork bandwidth
consumptiorbecausenly theoccupang informationis sentonthe
network. SAs provide a commonruntime ernvironmentfor sense-
lets,acrosgheentiresensonetwork. An applicationdevelopercan
thuswrite asinglesenselefe.g.,the PSFsenselet}hatis uploaded
andexecutedon all of the desiredsensorfeeds(e.qg.,all cameras
overlooking parking spaces).Becausea separaténstanceof the
senseleis concurrentlyrun oneachmachinereceving araw sensor
feed,senseleprocessingcaleswith the numberof suchmachines.

Figure 2 depictsthe executionervironmentof an SA running
on an SA host. In the gure, the webcamfeedis rst placedin
the raw sensorbuffer, whereit canonly be readby “privileged”
senselets.Privagy lters are alsorun, with the output placedin
the processedsensorbuffer (privacy Iters arediscussedn Sec-
tion 3). Applicationsenselet§suchasthe PSFsenseletfanaccess
the privagy-processedeeds. A sharedmemorypool is provided
for useby applicationsenseletasworking spaceor their process-
ing. To ensurethata maliciousor buggy applicationdoesnot use
excessie resource®r compromisean SA host,senseletaresand-
boxed within a virtual machineon the host[36]. Multiple appli-
cationsenseletgan procesghe samefeed concurrently e.g., the
samevideofeedcanbeusedby botha PSFapplicationanda Lost-
and-Foundapplication. To help alleviate the load on the SA host,
the SA identi es opportunitiesto sharecommonprocessingsteps
acrosssenseletdn orderto eliminateduplicatecomputatiorandto
avoid storingmultiple copiesof the samepartial results.In partic-
ular, eachSA includesthe OpenCVcomputervision library [11].
The SA usesa memoizatiorprocesghatenablest to detectcases
whereanidenticalsequencef OpenCVfunctionshasalreadybeen
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Figure 2: SA architecture

appliedto agivenimageframe(e.g.,backgroundubtractionedge
detection)[36]. In suchcasesthe existing result(residingin the
sharedmemorypool) is usedin lieu of recomputingheresult. To
keepnetwork bandwidthin check,eachsenselesendsonly thedis-
tilled informationto the OAs.

OrganizingAgents(OAs) aresoftwaremodulegthatcollectively
provide a distributed databasdor eachapplication. Thesemod-
ulesrun on Internet-connectedhachines. The mappingof OAs
to machineds transparento |RISNET applicationdevelopersand
users,andcanbe adjustedby IRISNET to achieve varioussystem
performanceandavailability goals. EachOA hasa local database
for storingthe distilled informationproducedby individual sense-
lets,aswell asary aggrgatedinformationon the data,asdesired.
The setof local databasefor anapplicationcombineto constitute
anoverall databasdor the application. Unlike mary previous so-
lutions, IRISNET supportswidely-distrituted databasegp ensure
scalabilitydespitethehigh sensofeedvolumes(asdiscussedh the
introduction). Oneof the key challengess to divide the responsi-
bility for the overall databas@mongthe participatingOAs. IRIs-
NET relieson a hierarchicallyorganizeddatabaseschema(using
the XML datarepresentationfind on correspondinghierarchical
partitionsof the overall databasein orderto de ne the responsi-
bility of ary particularOA [16]. ApplicationscanuseXPath[5], a
standardXML querylanguageto querythe sensodatabase.

2.2 Developing an application using IrisNet

Givenadeplgymentof IRISNET on a (vast)collectionof avail-
able sensorstherearejust three stepsrequiredto develop a new
sensothasedapplication. First, the applicationdevelopercreates
the sensomatabas€XML) schemahatde nestheattributes,tags
andhierarchiesusedto describeandorganizedistilled sensodata.
For example,in our IRISLOG application(discussedn Section4),
the databasenierarcly consistsof a root node,with two children
(USA andnon-USA),eachwith multiple regions,eachwith multi-
ple sites,etc.,asdepictedin Figure3. Associatedvith eachnode
in this hierarcly areattributesand elds for storingdistilled data
pertinentto the node (e.g., storing the currentmemoryusageby
userl onCMU-2). Secondtheapplicationdeveloperwritessense-
let codefor the SAs, for corvertingraw sensoifeedsinto updates
on the databasele ned by the schema.Third, the applicationde-
veloperprovidesan application-speci cfront endfor endusersto
accesghe application. The front end converts userrequestsnto
XPath querieson the databasele ned by the schemaThesethree
application-speci ccomponentarehighlightedin Figurel.

In this way, IRISNET makesit easyto createand deploy nev
sensotbasedapplications. IRISNET seamlesslyhandlesmary of
the commontaskswithin suchapplications,as discussedelow.
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Figure3: XML hierarchy usedby IRISLOG

Notethatthedevelopmenprocesssdescribedibore permitsappli-
cation-speci ccodewithin individual SAsbut not within the OAs.
For applicationsthat require special processingwithin the OAs
(e.g.,specializedaggreation or fusion acrossgeographicallydis-
persedsensorfeeds), IRISNET provides an extensibility mecha-
nismfor de ning suchfunctionsandseamlesslincorporatinghem
within the system[13]. An example for stitchingimagesis given
in Section3.

2.3 IrisNet features

IRISNET transparentlyperformsa wide variety of commonyet
challengingtaskson behalfof applications.For scalability IRiIs-
NET supportsdistributed datacollection, processingand storage.
IRISNET shieldsapplicationdeveloperdrom themary challenging
compleities of distributedsystemsConsidereachof theapplication-
speci ¢ componentsiescribedabose. The databaseschemais a
logical hierarcly, independentf ary actualdistribution of thedata.
In fact, from the applications perspectie, it canbe viewed asa
monolithiccentralizediatabaseThefront endquerieghedatabase
asif it were centralized,using a standardXML query language
(XPath) thatassumeshe databasés centralized.Similarly, sense-
letsandary application-speci caggreationor fusionfunctionsare
tailoredto thelogical hierarcly, independensf the actualdistribu-
tion of thedata.

Someof the key innovationswithin IRISNET arein its tech-
niguesto supportacentralizedlatabasabstractionPreviouswork
did not supportthe richnessof XML in sucha transparentvay
(seeSection5). IRISNET transparentlymanagedhe distributed
databaséor eachapplication,ncluding:

partitioningthe databas@mongthe OAs, andadjustingthis
partitioningon-the- y to balancdoadamongthe OAs,

replicatingthe dataacrossmultiple OAs (for faulttolerance)
andkeepingthereplicasup-to-date,

pushingqueriesinto the network andoutto the edgeswhere
thedataresides,

routingqueriedirectly to therelevant OAs,

cachingdata at the OAs to opportunisticallyalleviate hot
spotsandavoid network latencies,

handlingall networking aspectsand

managingcontinuougjueriesandtriggers.

Additional detailsareavailablein [13,16,37]. IRISNET alsopro-
videsa variety of featuregparticularlyrelevantto multimediasen-
sors,asdescribedn thenext section.

3. MULTIMEDIA COMPONENTS

As highlightedabore, IRISNET offersavarietyof technicakcom-
ponentsthat simplify the developmentand deploymentof sensor
network applications.This sectionfocuseson thosethathave par
ticular relevanceto multimediasystemssuchasimageandvideo
Sensors.

3.1 Cameracalibration

Sensorcalibrationrefersto the problem of mappingmeasure-
mentsin sensorspaceto the real world, suchasdeterminingthe
region in the world correspondindo a particularpixel in a cam-
eras image. For camerascalibrationis traditionally decomposed
into two aspects(1) intrinsic calibration,whichis concernedvith
modelingtransformsthat are camera-speci csuchasthe effects
of lensdistortion;and(2) extrinsic calibration,whichis concerned
with the physical position and orientationof the camerawith re-
spectto the scene.The formeris independenbf cameraocation
while the latter is independenbdf the camerainternals. In IRIS-
NET, theintrinsic calibrationfor eachcamerds independentlyper
formed(in advanceof deployment)usingthe routinesprovidedin
OpenCV[10,11]. Severalimagesof acheclerboarccalibrationtar
getin variousorientationsare capturedusingthe cameraandthe
intrinsic parameterarerecoseredautomatically

Extrinsic calibration can only be performedon site, oncethe
camerashave beendeplgyed. In the simplestcase,the usercan
manuallyspecifycorrespondencdgetweerknownn globallandmarks
andpointsin a cameraimage. Correspondencdsetweenobjects
visible in differentcameraviews canalsoenablelRISNET to in-
fer the relative mappingbetweencameras.Manual calibrationof
suchsystemsclearly doesnot scale,particularly becausein real
deployments,cameraposecanshift over time. IRISNET emplo/s
techniqueslerived from recentwork in multi-view geometry[22]
to automaticallycalibratecameranetworks. For instancewhenthe
sceneof interestcanbe approximatedy a planarsurface(e.g.,a
typical outdoorparkinglot or an oceansurface), the relationship
betweertheimagecoordinate®f ascengointviewedby multiple
camerass conciselydescribedy theclassof projective transforms
(alsotermeda homograpl). The homograpl betweentwo im-
agescanbe recoreredfrom asfew asfour point correspondences
using standardechniques. Sceneswith signi cant 3-D structure
requiremore complicatedmethodsfor wide-baselinestereo. For
all of thesealgorithms,animportantchallenges to automatically
identify correspondencdsetweenimages,despitechangesn ap-
pearancealueto differing viewpoint. For example,giventwo cam-
eraswatchinga coastline,IRISNET needsto determinethat the
lighthousevisiblein thecornerof oneimageis the samdighthouse
thatis in thecenterof thesecondmage.We describeour approach
to this problemin Section3.2.

3.2 Keypoints

IRISNET employs distinctive interestpointsor keypointsto au-
tomaticallyidentify correspondencdsetweernimages.Thesehave
beenan active areaof recentresearchand keypoints have been
successfullyemployed in a variety of applicationsincluding ob-
jectrecognition[32], imageretrieval [28], andautomatigpanorama
generation[12]. The basicidea can be summarizedas follows.
Eachimageis processedisingan interestoperatorto identify re-
gionsthatarehighly-distinctve andstableto local changesIRis-
NET employs the scale-ivariantfeaturetransform(SIFT) interest



Figure 4: Finding correspondencesising PCA-SIFT. Correct
correspondencesire denotedby white lines and incorrectones
with black dotted lines. 9/10 of the correspondence#n the left
sceneare correct, while 10/100f the onesin the right sceneare
correct.

operatof32] to nd stablelocal optimain scale-spacef theimage
(intuitively, theseare “blobs” that are somavhat robust to view-
point and illumination changes). The local image neighborhood
aroundeachinterestpointis representedsingthe PCA-SIFT[27]
descriptorthatwe developed,generatinga 36-dimensionafeature
vector Featurevectorscorrespondingo the sameregion in the
scenetendto mapto nearbypointsin featurespace.evenif they
wereimagedat differentscalesandviewed from slightly different
camerapositions. The PCA-SIFT representatiois somevhat ro-
bust to illumination effects and perspectie distortion, making it
well-suitedasa meandor nding correspondencpointsbetween
images.Figure4 showvs two examplesof PCA-SIFTon anindoor
andan outdoorscene. In each gure, ten point correspondences
were matchedbetweenthe two views; PCA-SIFT only madeone
error.

3.3 Image stitching

Fusinginformationcollectedfrom multiple sensorssuchascam-
eraswith partially-overlapping elds of view, is animportantcom-
ponentof large-scalesensornetworks. The keypoint technique
describedn Section3.2 enabled RISNET to automaticallydetect
overlappingregionsandto generatgpanoramicviews from multi-
ple camerasAs is well-known [22], suchpanoramasire possible
for arbitraryscene®nly if all of thecameracentersarecollocated,
or when the sceneis intrinsically planar Fortunately for mary
commonlRISNET applicationge.g.,parkinglot or coastlinemon-
itoring), thelatteris approximatelytrue.

Figure5 shavstwo cameraviews of aparkinglot andIRISNET's
automatically-generatgganorama.Several keypointsin the over
lap region are automaticallyidenti ed asbeingcommon,andare
usedto generatea transformbetweenthe two views. In regions
wheremultiple cameras/iew the samescene,|RISNET usespix-
elsfrom the camerahathasa higherresolutionview of thatscene.
Regionsthatarefar from a cameraareimagedat lower resolution.
For imagesrelatedby a homograplg, the relationshipbetweenar-
easin the overheadview andareasin a particularsourceimageis
givenby A(x;y) = jI(X;Y)j a(X;Y), where] is the Jacobeawf the
transformationand A(x;y) anda(X;Y) arethe areasof pixelsin
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Figure 5. Views from two cameras (top) are automatically
mergedinto a singlepanoramic view (middle). Keypointsin the
overlap regionare matchedto generatethe appropriate image
warp to fusethe two images.The fusedimageis usedby Park-
ing SpaceFinder to detectunoccupiedand occupiedspacegqde-
noted by light and dark triangles respectvely). The distilled
data (bottom) is sentto the OAs.

the sourceimageandthe overheadview, respectiely. The park-
ing space nder (PSF)application(seeSection4) analyzeshese
panoramaso determineemptyandoccupiedparkingspaces.
Similar imagewarpingtechniquesanalsobe usedto generate
overhead(recti ed) views of planarscenessuchasa bird's eye
view of a coastline.Thesetransformsareparticularlyusefulin the
contet of oceanographapplicationsasdiscussedn Sectiond.

3.4 Techniquesfor privacy protection

Thereis increasingconcernaboutthe potentialfor privagy vi-
olation generatedy a wide-scaledeployment of sensometwork
technologyparticularlyin the caseof imagesandvideo. IRISNET
eschavs prescribingparticularprivagy policies. Rathertheinfras-
tructureis designedo support(andhelp enforce)privagy policies
asthey are developed. Policiesfor privagy enforcemenican be
catgorizedasthosebasedon technologicaimechanism®r social
contracts.While the IRISNET infrastructurecannotguarantee¢hat
sensodatacannotbe misusedy malicioussenseletgéor malicious
operators)it reducegherisk for privagy violationin thefollowing
ways.

First, wherepossible,|RISNET encouragethe useof senselets
that digestthe sensordatainto symbolic form, at the collection
point—eliminatingthe propagtion andstorageof raw imagesand
video where possible. For instance,in the PSF application,the
senseletprocesghevideo streamandoutputonly a binary vector
of lled andempty parking spaces.However, this by itself can-
notpreventsenseletfrom sendingaw imagesor (moredeviously)
steganographically-encodingensitve imagecontentin the sense-
let's output.



Figure 6: Parking SpaceFinder application front-end showing
dir ectionsto nearestavailable parking space.

Second]RISNET supportsasetof privag/-preservinglters that
procesghe sensordatabeforeit is madeavailableto application
senselets. For instance,for the PSF application, IRISNET cur
rently pre-processesameraimagesby nding humanfaces[47]
andreplacingeachfacewith a black box—makingit more dif -
cult to identify pedestriansn theseimages. A licenseplate de-
tector could be similarly employed to anorymize vehicles. Such
privacy-preservinglters will becomemorepowerful asautomatic
techniquedor moresophisticateabjectdetectionandsceneanal-
ysis aredeveloped. The architectureor privagy-preservinglters
is shavn in Figure2. Raw video datais available only to a set
of privileged senseletssuchasthosethat the owner of a camera
may deplgy for personaluse. The anorymizeddatais sharedwith
standard RISNET applicationsenseletsThe SA runtimeemplo/s
cryptographicsignatureso verify theidentity of privilegedsense-
letsbeforeexecution.

4. PROTOTYPE DEPLOYMENTS

The IRISNET framavork hasbeenappliedto andtestedin sev-
eraldifferentapplicationdomainsjncludingimage-basedceanog-
rapty and network monitoring. Theseapplicationsillustrate the
e xible natureof the IRISNET system,in particularits ability to
work with bothimagingandnon-imagingsensorsThreesuchpro-
totypeapplicationsareoutlinedbelow.

4.1 Parking SpaceFinder

TheParkingSpacd-inder(PSF)is intendedo provide theuseful
serviceof locatingavailableparkingspacesieara desireddestina-
tion anddirectingthe driver to sucha space(seeFigure6). The
systemutilizes a setof camerasonnectedo IRISNET SAs run-
ning senseletso (1) detectthe presencef carsin spacesand(2)
updatethe distributeddatabasevith this high-level semantidnfor-
mation. The databaséself is organizedaccordingto a geographic
hierarcly, andis logically divided by region, city, neighborhood,
block, etc. This hierarcly ts well with the application,asary up-
datefrom a given cameraor queryfrom a givendriver is likely to
touchonly smallsubtree®f thedatabasemproving thescalability
of thedistributedsystem.

ThePSFfront-endis aweb-basedhterfacethattakesasinputthe
desireddestinatiorandcurrentlocation.|t queries RISNET for the

Figure 7: Imagesfrom the IRISNET Coastal Imaging proto-
type. On the left, raw video frames. On the right, temporally
smoothedimagesrevealing the sandbars.

closesspotto thedestinatiorthatis notoccupied andthatmatches
otheruserspeci ed parameterse.g.,whethercovered,if a permit
is required,maximumhourly rate, etc. The front-endthen uses
Yahoo!R Mapsonlineserviceto generatalriving directionsto the
availableparkingspot.We imaginethatin thefuture,thisfront-end
canbeintegratedinto a car's navigationsystemandwould beable
to getcurrentiocationanddestinatiordirectly from thesystemand
male useof thebuilt-in mappingto generatalriving directions.

The PSFis able to handlesomereal-world constraintson de-
ployed camerasystems.For example,a singlecameramay not be
ableto cover a particularparkinglot. Our currentPSFsenselets
ableto usefeedsfrom multiple, oblique cameraviews and stitch
themtogetherto produceanimagethat coversthe entirelot (asin
Figureb), beforerunningcardetectiorroutines.The detectoruses
varianceof pixel intensityin imageregionsto determinewhether
a parkingspaces occupied.A moresophisticatedletectorcould
emplgy machinelearningtechniquesto acquirevisual modelsof
emptyspacesor emplgy techniqueso directly determinghepres-
enceof cars.

4.2 Coastallmaging

In collaborationwith oceanographersf the Argusproject[1] at
Orggon StateUniversity, we have developeda coastaimagingap-
plicationon IRISNET. SAs connectedo cameragleplo/ed along
theOregoncoastlinerun senseletto detectandmonitornearshore
phenomenasuchasriptides and the formation of sandbars.The
systemcan captureand store still and temporally smoothedim-
agesgssentiallyaw data,andalsodistilled, high-level information
processedhroughsenseletsSeeFigure7. Using IRISNET sense-
lets, the applicationallows oceanographer® run their detection
algorithmsat theremotesite. This permitsa greaterdelity of ob-
senation (moreimagescanbe examined)thanis possiblethrough
previous efforts that collectedraw dataover low-bandwidthmo-
demandlong-rangeradio links for centralizedprocessing.Users
candynamicallychanggparametersf thesenseletsjary datasam-
pling rates,andeveninstall new processingalgorithmsto the re-
motecamersasites,without interruptingserviceor makinga trip to
thecoast.

Oneimportanttype of oceanographignage-basedensots the
pixel stack[25]. Thesedetectordrack time-varying intensitiesof
seriesof small regions of interest(ROIs) in coastalimages,and
correlatethesechangesith variousphenomenafn importantas-
pectof usingthesedetectorss the correctassociatiorof regions
in the imageswith real-world locationsand coordinates Extrinsic
calibrationtechniquesappliedin IRISNET (Section3), alongwith
a few known groundtruth points,canbe usedto accuratelydeter
minethe correspondencdsetweerimageregionsandglobal coor



dinates.Furthermorewe have implementedatechniqueo provide
acompositeoverheadview of the coastline by projectingmultiple
cameramagesontoglobalcoordinategndstitchingthemtogether
(Section3.3). Sucharecti ed, compositémageis designedo as-
sistin the instrumentingof pixel sensorspermitting the userto
selectlocationsbasedon a world or mapcoordinateframe,which
thesystemcanautomaticallycorvertto ROIsin thesourceimages.

4.3 lIrisLog

IRISLOG [2] is adistributedinfrastructuremonitorthatdemon-
stratesthe scalability of IRISNET, aswell asits useoutsidethe
context of image-basedensing. IRISLOG is deplg/edin Planet-
Lab[4,38],anopen globallydistributedinfrastructurefor Internet-
scalenetwork services. Currently IRISLOG monitors over 500
PlanetLalhostsat270sitesspanning continentsandis thelargest
IRISNET deploymentto date. Ratherthanusingphysical sensors,
this applicationusesmachinestatisticse.g.,CPUload or network
bandwidthconsumptionand systemlogs as sensorinputs. It al-
lows ef cient queryingof both individual and aggrgate machine
statisticsand resourceutilization acrossthe PlanetLabinfrastruc-
ture.

The databaseschemausedin IRISLOG emplo/s a geographic
XML hierarcly, asliceof whichis shavnin Figure3. At eachhost
machine,a setof monitoringtools is executedperiodicallyto log
machineanduserstatisticswhichareusedto updatdocally-hosted
fragmentf thedistributeddatabaseorrespondingo themachine.
Fragmentgorrespondingo higherlevelsof the XML treeareauto-
maticallydistributedamongvariousmachinesbasedn queryload
andperformanceandreplicatedfor faulttolerance Comparedo a
systenthatstreamdog informationfrom eachhostto a centralized
monitoring station, IRISLOG both distributesthe processindoad
for handlinguserqueriesandreducegotal bandwidthfor handling
statisticsupdates.

5. RELATED WORK

In this section,we explorerelatedefforts in the following areas
of work: sensometworks, multi-camerasystems and distributed
databasesNote that while eachof theserelatedefforts addresses
a subsetof the issuesin creatingsensotbasedapplications,only
IRISNET providesa completesolutionfor enablinga wide variety
of suchapplications.

SensorNetworks. SensonetworksandlRISNET sharethegoal of
makingrealworld measurementsccessibldy applicationsViewed
broadly specializedsensometworks have beenusedfor yearsfor
homesecurity building monitoring,etc. Networksof sensofmotes”,
smallnodescontaininga simpleprocessara little memory awire-
lessnetwork connectioranda sensingdevice, have beenusedfor
studyinghabitatand ervironment(e.g.,behaior of birds at Great
Duck Island[46], populationof CaneDadsin Australia[26], im-
pactof climateon ecosystemat UC JamesResere [8]), for mon-
itoring structuralintegrity of buildings [48], and for addressing
several problemsin the areaof agriculture[17], health[40], ed-
ucation[43], etc. In contrastwith theseprevious deployments,
we believe that IRISNET is the rst work that considerssensor
networks with intelligent sensomodes high bit-rate sensorfeeds,
globalscaleandinfrastructuresupport.

Earlierkey contritutionsin the areaof sensometworksinclude
designsfor tiny operatingsystems[24] and low-power network
protocols[30]. Existingsystemshave relied ontechniquesuchas
directeddiffusion [23] to direct sensoreadingsto interestedpar
ties or long-runningqueries[9] to retrieve the neededsensordata

to a front-enddatabase Other groupshave explored using query
techniquedor streamingdataand using sensomroxiesto coordi-

nate queries[33-35]. Thesedesignsare mostrelevantto sensor
networks that useresource-constrainezensomotes. As a result,
mary of the proposedtechniquesare not applicableto the envi-
ronmentthat IRISNET considers. Recentefforts have begun to
explore sensometworks that mix moteswith more powerful mi-
croserers[19]. However, theseefforts still do not addressther
aspect®f IRISNET'stargetenvironment.

Multi-Camera Systemsand Algorithms. Therehasbeensigni -
cantresearchn the areaof networked multi-camerasystemssuch
asVideo SunweillanceandMonitoring (VSAM) [15]. Much of that
work has centeredon the developmentof algorithmsfor detect-
ing objectsof interestandtrackingthemwithin andbetweerncam-
eras.Theautomaticcalibrationof large-scaleeameranetworkshas
also beenthe subjectof recentresearchsuchasLee et al. [31]
and Staufer and Tieu [44]. Theseefforts are complementaryto
IRISNET'sfocusonwide-areascalingandapplicationdevelopment
tools.

Distrib uted Databases. The distributed databasecomponentof

IRISNET sharesnuchin commonwith avariety of large-scalelis-

tributed databases.Harrenet al. [21] have investicated peerto-

peerdatabasethatuseenhancedlistributedhashtables(DHTSs) to

provide a rich queryingmodel. Distributed databasesupporting
a full queryprocessinganguagesuchas SQL are a well-studied
topic [42], with the focuson supportingdistributedtransactionsr

other consisteng guaranteegc.f. [6, 7,14,20,29,39,41]). None
of the previouswork addressethe dif culties in distributedquery
processingover a hierarchicallyorganized, XML document. Su-
ciu presentecf cient queryevaluationalgorithmsfor a collection
of XML documentsn differentsitesthat are connectedhrough
links [45]. Unlike this work, IRISNET maintainsa singlelogical

XML documentkeepingthe underlyingfragmentatioranddistri-

bution of thedocumentransparentrom the users.

6. CONCLUSION

Despitethe availability of low-cost multimediasensorswired
andwirelessnetworking hardware,andcheapcomputerstherehas
beena dearthof real-world, wide-areamultimediasensingappli-
cations. This is duein large part to the dif culties in building
large-scaldistributed systemsandthe challengeof dealingwith
largevolumesof data.|RISNET hasbeendesignedo enablesucha
classof Internet-scal@pplicationswhich utilize large collections
of high bit-rate sensors. The systemprovides core servicesthat
permitef cient processingand ltering of dataat the source the
sharingandreuseof large sensordeployments,ef cient querying
andupdatesof collecteddata,replicationandfault tolerance and
multi-sensorcalibration. Overall, the IRISNET frameavork eases
the developmentof Internet-scalesensingapplicationsby shield-
ing developersfrom mary of the compleities of implementing
anefcient distributedsystem thusenablingthemto focuson the
domain-speci caspect®f theirtask.
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