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ABSTRACT

We introducea systemfor nearduplicatedetectionandsub-image
retrieval. Sucha systemis usefulfor nding copyright violations
and detectingforged images. We de ne nearduplicatesas im-
agesalteredwith commontransformationsuchaschangingcon-
trast,saturationscaling,cropping,framing,etc. Our systembuilds
a parts-basedepresentatiomf imagesusingdistinctivelocal de-
scriptors which give high quality matchesvenundersereretrans-
formations. To copewith the large numberof featuresextracted
from theimageswe emplay locality-sensitivéhashingto index the
local descriptors. This allows us to make approximatesimilarity
queriesthat only examine a small fraction of the database.Al-
thoughlocality-sensitve hashinghasexcellenttheoreticalperfor
manceproperties a standardmplementationwould still be unac-
ceptablyslow for thisapplication.We show that,by optimizinglay-
outandaccesso theindex dataondisk,we canef ciently queryin-
dicescontainingmillions of keypoints. Our systemachiezesnear
perfectaccurag (100%precisionat99.85%recall)onthetestspre-
sentedin Meng et al. [16], and consistentlystrongresultson our
own, signi cantly morechallengingexperiments.Querytimesare
interactie evenfor collectionsof thousand®f images.
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1. INTRODUCTION

Nearduplicateimagedetectiorandsub-imageetrieval is anim-
portantproblemwith severalapplications Our systems motivated
by two practical scenarios: nding (potentially modi ed) copy-
rightedimageq1] anddetectingforgedimaged6].

As moreimagesarepublishedon the Web,andasimagemanip-
ulationsoftwarebecomesnorepowerful anduserfriendly, pirating
imageds becomingncreasinglyeasy Althoughdigital watermark-
ing techniquesxist, theseschemesrevery dif cult to designand
thereis aninherenttrade-of betweenthe robustnesof the water
mark andthe amountof degradationinducedin theimage. To cir-
cumwentdigital watermarkingthe piratedimagesareoftenaltered
slightly — for instance by croppingandrescaling. The problem
of matchinga slightly alteredphotographto its original is termed
nearduplicateimage detection A photopublishingageng could
usea systemlik e oursto automaticallyidentify potentialcopyright
violationsanddispensewith digital watermarksaltogether

A moreinsidiousform of imagemanipulation,onethatis be-
comingincreasinglypopularin propa@nda,is the creationof fake
photographdyy cutting and pastingpiecesextractedfrom differ-
entoriginal sources.For instance pnecould crop political gures
from two different photographsand createa fake compositeim-
ageshawving themshakinghands gventhoughtheindividualsmay
never have metin reality [6]. Figurel shavs anexamplewherea
girl' sheadfrom onepaintingwasgraftedinto a scendrom another
painting. The problemof matchinga small portion of oneimage
to its original is termedsub-imaye retrieval. If the originalimages
werestoredin our systemwe could detectqueryimagesthatwere
compositesandaccuratelyidentify the exact sourcesusedin their
creation.

We believe that practical systemsthat addresghe applications
discussedbove shouldsatisfythe following requirements:

1. High recall. All imagesin the databasehat containsub-
imagesthatarepresenin the queryimageshouldbe found,
even if the sub-imageonly occupy a small portion of the
original.

2. High precision.If the databasémagesandthe queryimage
do not have sub-imagesn common,thenthey shouldnot
be matched. This is importantbecauséncorrectly- agged
imageswill wastetheuserstime.

3. Efciency. Thetime neededo query animageshouldbe
small,enablingthe systemto scaleto very large databases.

Nearduplicateémagedetectiorandsub-imageetrieval have both
beenstudiedextensvely in recentyears[3,6,12,14,16,19]. How-
ever, previous work hastypically castthe taskinto a traditional
content-baseiimageretrieval (CBIR) context, which tendsto suf-
fer from thefollowing two problems First,mary techniquegalcu-
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Figure 1: Example of sub-imageretrieval applied to forgery
detection. Giventhe top (forged)imageasa query, our system
correctly retrievesthe bottom two (source)images,without any
false matches,from a databasecontaining 6100imagesof sim-
ilar paintings. Note that the query image containsonly a very
small portion from eachsourceimage,and that theseportions
have beencropped,resizedand rotated.

lateandstoreglobalstatisticsfor eachimage ,whichis ef cient but

insufciently accurate:recall cansuffer whena signi cant trans-
formationperturbsglobal statistics;and precisioncanbe poor be-

causeglobal statistics,suchashistogramgthat arerobustto geo-
metrictransforms)tendto generatenary falsepositives. Second,
thosesystemsthat computelocal statisticsof animage(e.g., by

partitioninganimageinto smallerpieces)ansuffer from low pre-

cision[14,19]. Thisis becausehey typically concatenatall of an

images local statisticsinto a single featurevectordescribingthe
image. They mustthenrelax the matchingthresholdin orderto

matchsmall partsof the featurevectors,which makesthe vectors
lessdistinctive.

We amue that, insteadof using a single featurevectorto de-
scribean entireimage,one shouldidentify andindependentlyn-
dex a large numberof local featureseachof which is highly dis-
tinctive, while beingrobustto typical imagetransforms.Suchan
approachwould selectvely identify local featuresthat matchex-
tremely well, ratherthan seekingloose partial matchesbetween
complicatedglobal image features. Unlike existing techniques,
sucha schemewould be highly resistantto occlusionsand crop-
ping, both of which candestry a signi cant fraction of the fea-
tures. The main dravbackof the proposedapproachis thata sin-
gle image could generatehousandsf local features,and a sin-
gle query would require the systemto searchfor eachof these
featuresin a databasecontainingmillions or billions of features.
Sincefeatureswould not generateexact matchesgachof the in-
dividual searchesvould becomea similarity queryin a very high-
dimensionalfeaturespace. Consequentlysuchapproachesave
previously beendismissedas computationallyimpractical. How-
ever, this papershavs thattheseideascanbecomethe foundation
for nearduplicateand sub-imageretrieval systemthatis both ex-
tremelyaccurateandthatscaleswell to largeimagecollections.

Theresearctihatis mostsimilar to oursis [1], wherelocal fea-
turesareextractedfrom imagesandmatchedusinganapproximate
similarity search.Our systemdiffers signi cantly in the following
respects.First, we usescale-and rotation-irvariantinterestpoint
detectorsmoredistinctive local descriptorsandperformgeometric
veri cation onthe matchedeatures.Secondjnsteadof anad hoc
approximatesimilarity searchwe emplg locality-sensitve hash-
ing [7], an algorithmwith provable performancebounds. These
contributeto thedramatiamprovementsn accurag shovnin Sec-
tion 5.1. Third, we build of ine indicesthatareoptimizedfor disk
accessandsearchfor all of the querylocal descriptorgn a single
pass.Thisenablesisto querylargeimagecollectionsin interactve
time.

The remainderof this paperis organizedasfollows. Section2
reviewstherelevantresearclior eachof ourcomponentsSection3
describesour systemandgivesimplementatiordetails. Section4
detailsour evaluationmetrics,experimentaimethodologyandthe
differentdatasets.Section5 presentgesultsof our systems re-
trieval accurag andexplorestheimpactof individual optimizations
onexecutiontime. Finally, we discussomeimitationsof ourwork
in Section6 andconcludein Section?.

2. BACKGROUND

We rst introducethe threebuilding blocksof our system:dis-
tinctive interestpoints,locality-sensitve hashingandef cient lay-
out of dataon disk. Using distinctive interestpointsallows usto
achieve highrecallandprecisionwhile usinglocality-sensitve and
ef cient datalayoutgivesour systeminteractve querytimes.

2.1 Distinctive Inter estPoints

Interestpoints[8, 13,21] arecommonlyemplo/edin a number
of real-world applicationssuchasobjectrecognition[4] andimage
retrieval [17] becausahey canbe computedef ciently, areresis-
tantto partialocclusionandarerelatively insensitie to changesn
viewpoint. Therearethreeconsideration$o usinginterestpoints
in theseapplications.First, the interestpointsshouldbe localized
in positionandscale. Typically, interestpointsareplacedat local
peaksin a scale-spacsearch,and Itered to presere only those
thatarelikely to remainstableover transformations.Secondthe
neighborhoodsurroundingeachinterestpoint shouldbe modeled
by a local descriptor Ideally, this descriptionshouldbe distinc-
tive (reliably differentiatingone interestpoint from others),con-
cise,andinvariantover expectedgeometricandphotometridrans-
formations. Finally, the matchingbetweenlocal descriptoramust
beaccurateandcomputationallyef cient (discussedurtherin Sec-
tion 2.2).

For interestpoint detectionwe useLowe's Differenceof Gaus-
sian[13] (DoG) detectorbecausét hasbeenshavn to be robust
and efcient. The DoG detectorconsistsof three major stages:
(1) scale-spac@eakselection;(2) interestpoint localization; (3)
orientationassignment.In the rst stage potentialinterestpoints
areidenti ed by scanningheimageover locationandscale. This
isimplementecef ciently by constructinga Gaussiampyramidand
searchindor localpeakstermecdkeypoints in aseriesof difference-
of-Gaussiarimages. In the secondstage candidatekeypointsare
localizedto sub-pivel and sub-scaleaccurag, and eliminatedif
foundto be unstable.The third stageidenti es the dominantori-
entationgor eachkeypointbasednits localimagepatch.Theas-
signedorientation(s) scaleandlocationfor eachkeypoint enables
usto constructa canonicaliew for thekeypointthatis invariantto
similarity transformsFor a 640x480pixel image wetypically nd
hundredgo thousandsf keypointsin theimage,dependingnthe
compleity of the image. Figure 2 shavs the keypointsfound in



(a) Originalimage

(b) Rotated scaledandsheared

Figure 2: The keypoints located in this pair of imagesare
shown aswhite circles, with lines denoting dominant orienta-
tions and radius denoting scale. Note that the keypoints are
found at the samelocationsin eachimage,enabling usto accu-
rately match the transformed imageto the original. Note that
the size and orientation of the keypointsre ects how the im-
agewasscaled,rotated and sheared. For illustration purposes,
keypointswith a very small scaleare not shown.

two imagesof a plant. Oneimageis a rotated,scaledandsheared
versionof theother Noticehow the sizeandorientationof thekey-
points are consistentwith the appliedtransform. Although some
of the smallerkeypointsfrom Figure2(a) are not detectedn Fig-
ure 2(b), our systemcanstill reliably matchthelargerkeypoints.

For interestpoint representationye use PCA-SIFT[11], a lo-
cal descriptorthathasbeenshavn to be both moredistinctive and
compacthantheoriginal SIFT [13] descriptor Giventhelocation,
size,and orientationof a keypoint, PCA-SIFT extractsa 41 41
pixel patchat the given scaleandrotatesit to a canonicalorien-
tation. The extractedpatchcoversan areain the original image
proportionatto the sizeof the keypoint. PCA-SIFTthengenerates
its compactfeaturevectorby computingthe local gradientimage
of the patch, normalizingit, and projectsit onto a precomputed
eigenspaceAs describedn [11], thiseigenspaces generatednce
(off-line) from alarge numberof keypointsextractedfrom images
of naturalscenesandis not speci c to ourimagecollection. The
top 36 componentof the projectedvector are usedas the local
descriptor

The useof local descriptorshasseveral characteristicshat are
idealfor solvingthe nearduplicateimagedetectionproblem.First,
the interestpointsare scaleandrotationinvariant. This allows us
to detectand matchthe samesetof interestpoints even afterim-
ageshave beenarbitrarily rotatedor scaled.Our approacthis also
robustto deformationsuchasGaussiarblurring, median Itering,
andtheadditionor removal of noise which candegradeor destry
the high frequeng contentof the original image. This is because
a subsetof interestpointsin the original imagewill continueto
matchthoseinterestpointsthatencoddower frequeng contentin
thetransformedmage(correspondingdo largerimageareas).Sec-
ond,thedescriptorarerobustto imagedeformationsuchasaf ne
warp, changesn brightnessandcontrastetc. FurthermorePCA-
SIFT ignorescolor andoperate®n gray-scalémages makingthe
algorithmimmuneto transformsthat manipulatethe color content
of theimage,suchassaturatiorandcolorization. Finally, because
we uselocal descriptorspur systemcan nd matchesvenif there
is signi cant occlusionor croppingin theimages.The systemre-
quiresasfew as ve interestpoints(out of hundreds}o matchbe-
tweentwo imagesin termsof descriptorsimilarity andgeometric
constraints.Despitethe small numberof interestpointsneededo
match,we maintaina low falsepositive ratebecausehe local de-

scriptorsarehighly distinctive andthegeometricconstraintgurther
discardmary falsepositives.In practice thesmallessub-imageve
canreliably matchbetweertwo imagess approximately100 100
pixels. This techniquds alsowell suitedto approximatesimilarity
searchalgorithms whereoneachiezesa muchfasterquerytime at
the costof missedmatchesnotethatalthoughrecallmay suffer at
the keypoint level, the overall recall of the systemcancontinueto
bevery high becausesofew keypointmatchesareneeded.

Becausef thelarge numberof keypointspresentn eachimage,
it is costprohibitive to do a linear searchthroughthe databasdor
eachquery Thereforeywe emplgy anapproximatesimilarity search
thatis well suitedfor high dimensionabata.

2.2 Locality Sensitve Hashing

Locality-sensitve hashing(LSH), proposedby Indyk & Mot-
wani[10], is anapproximatesimilarity searchtechniquehatworks
efciently evenfor high-dimensionatata. Traditionaldatastruc-
turesfor similarity searchsuffer from the curse of dimensional-
ity, in thatthey scalepoorly for datawith dimensiongreaterthan
20, wherethey performno betterthanan exhaustve linear search
throughtheentiredatabaselt hasbeenshavn thatLSH out-performs
tree-basedtructuressuchasthe Sphere/Rectangle-trSR-tree)
by atleastan orderof magnitude.Giventhat our dataconsistsof
mary, high-dimensiona{36-dimensionaljeaturevectors LSH be-
comesanattractie indexing scheme.

Locality-sensitve hashingsolvesthefollowing similarity search
problem, termed(r; €)-NN, in sub-lineartime. If, for a point q
(query)in d-dimensionaspacethereexistsanindexedpointp such
thatd(p;q) r, thenLSH will, with high probability returnanin-
dexedpointp®suchthatd(p®q)  (1+ e)r. If noindexedpointlies
within (1+ e)r of g, thenLSH will returnnothingwith high prob-
ability. Thisis accomplishedisinga setof specialhashfunctions
that satisfythe intuitive notionthatthe probability of a hashcolli-
sionfor two pointsbe relatedto the similarity (distance)etween
the points. By usingmultiple suchhashfunctionsin parallel,LSH
reducegherateof falsenegatives.

A popularalgorithmfor LSH, introducedby Gionis et al. [7]
conceptuallytransformseachpoint p into a binary vectorby con-
catenatingthe unary representatiorof each(discretized)coordi-
nateof p. Theresultingbit stringis a pointin a high-dimensional
HammingspacewherelL 1 distancedbetweerpointsin theoriginal
spacearepresered. Hashfunctionsthatsimply selecta subsebof
thebitsthatsatisfythedesiredocality-sensitve properties Theal-
gorithmbuilds a setof | suchhashfunctions,eachof which selects
k bits from the bit string (eachfunctionusesa different,randomly-
selectedsetof k bits). Thesek bits are hashedoncemoreto in-
dex into the bucketsin our hashtable,anda 32-bit checksunhash
valueis also generated.The two parametersk and| enablethe
designerto selectan appropriatetrade-of betweenaccurag and
runningtime. Our implementationof this algorithmis described
in Section3. In our experimentswe usek=450and|=20, based
on performanceon a separatevalidationdataset.As seenin Sec-
tion 5.2, our choiceof (k;1) favors executionspeedover similarity
pointrecall; giventhateachimagecontainshundredf keypoints,
we arewilling to risk missinga signi cant fraction of themin ex-
changéfor speed.

2.3 Efcient Disk Access

Locality-sensitve hashingwasoriginally designedo work ef -
cientlyin memory whererandomaccesss fast. For large datasets,
one muststorethe databasen disk, anda naive implementation
of LSH fails miserably This is becauseandomaccesn disk is
expensve, on the orderof 10msper seek. Multiple queriesinto a



hashtable,by de nition, requiresandomseeksondisk. Ourinitial

experimentsrevealedthat queryingour databasédor the keypoints
from just oneimagetook several minutes,indicatingthatthe stan-
dardLSH implementatiorcouldneverbepracticalfor ourproblem.

The key differencebetweenour systemand other systemghat
useLSH for otherapplicationsis thatall of our queriesoccurin
batchesof hundredor thousandgcorrespondingo all of the key-
pointsin thequeryimage).We extractthekeypointsfrom thequery
image,andsearclontheentiresetof keypointsto determinef ary
of themmatchthe keypointsin thedatabaseAn earlierdisk-based
implementatiorof LSH by Gionisetal. [7] wasdesignedor ef -
cientsinglepoint queriesratherthanthe batchqueriesrequiredby
our system.Sincedisk seektimesarethe bottleneckour approach
relieson organizingthebatchqueriessoasto minimizethe motion
of thedisk heads.We do this by precomputingall of the hashbins
thatwe needto accesssortingthem,andaccessinghemin sequen-
tial order Reducingthedisk headmotionin this mannerranslates
to a dramaticimprovementin effective seektime — cuttingit to
approximatelylmsperseek.Gioniset al. alsosuggestedhlining
thedatain the hashtableinsteadof storingonly the pointersasone
would for anin-memoryimplementation.Their goalwasto halve
thenumberof seekdbecausenewould notneedto follow apointer
to theactualdata.However, for our application,inlined dataled to
amassve increasen requireddisk spaceg20x for our datasetpnd
actuallyslowedour search.Sinceour searcheslo not requireran-
dom seekswe achieve betterperformanceéby emplagying a small
hashtablewith anauxiliary keypoint databas€¢andscanningboth
in-order)ratherthanalarge hashtablewith inlined data.

All of thesecomponentarerequiredto make our systempracti-
cal. Theuseof robustinterestpoint detectorsanddistinctive local
descriptorenableausto queryimageswith high recalland preci-
sion,asshavn in section5. By usinglocality-sensitve hashingand
optimizingthedatalayouton disk, we achieve interactve response
timesfor queries.

3. IMPLEMENT ATION

This sectiondescribesheimplementatiordetailsof our system.
Our algorithmconsistsof two stages First, in theindex construc-
tion phase,we processthe imagecollectionandindex all of the
extractedkeypoints. Then,in the databasequery phase the user
canissuequeriesto nd nearduplicatesor to performsub-image
retrieval. Thesearesummarizedn Figure4 anddetailedbelow.

3.1 Index Construction

Given the collection of imagesto be indexed, we rst usethe
SIFT DoG detectorto locateall of the interestpoints. Then,we
usePCA-SIFTto build local descriptorsisinga smallimagepatch
centeredaroundeachinterestpoint. The sourcecodefor thesetwo
stepswasdownloadedrom thewebandthe default parametersor
eachalgorithmwereemployed.

We createthreedisk-basedatastructureswhich are carefully
laid sequentiallyon disk! The datastructuresstorea list of le
nameg(FT), alist of keypointsfrom all the images(KT), andthe
locality-sensitve hashtableof pointersto the keypoints(HTs). We
constructhedatastructuresillustratedin Figure3, asfollows.

First,wecreatehe le nametable(FT) usingalist of x ed-sized
recordson disk. Eachrecordis 256 bytesin length,wherethe rst
byte denotesthe length of the le nameandthe restare usedto
storethestring. Implicitly, theid of eachle isitsindex locationin
thenametable.

Lin practice,it is dif cult for a userprogramto control the data
layouton disk; we startwith adefragmentedisk.

File Name Byte1 | Byte 2 Byte 256

Table (FT) ID Len File name

1 XXX File 1

2 XXX File 2

Keypain v o [ o [ o
Table (KT) - -
ID FileID | X Y Size Orien. | Local Descr.
1 aaa
2 bbb
Layout of one ?ﬁes gges Bg)fllezs ?ﬁg

hash table (HT) Keypoint 1 Keypoint 2

Bucket | Key Hash Key Hash
ID ID Val ID Val

1

2

Figure 3: Format of the disk-baseddata structur es.

Similarly, we createthe keypoint table (KT) using x ed-sized
records. Eachrecordstoresone keypoint and consistsof a le id
(wherethe keypoint camefrom), its x andy location, orientation,
scale,andits local descriptor In total, eachrecordis 92 bytesin
length. Assumingthattherearea thousandeypointsperimage,it
takes approximately90MB to storethe keypointsfrom onethou-
sandimages. Wherever possible,our implementationoptimizes
diskreadaccessFor instancegivenalist of keypointsthatneedto
bereadfrom disk,we rst sortthelist by keypointid, thusordering
thediskreadgo beef cient, andtherebyreducingtheaverageseek
time.

Finally, we createthe locality-sensitve hashtables(HTs). Re-
call thatthe LSH algorithmbuilds | independenbashtables,each
with its own hashfunction. Below, we describethe layout of just
one of thesehashtables. All of the independenhashtablesare
concatenatedndstoredsequentiallyon disk. The hashtablesare
of x edsize,sothenumberof keypointsthatwe needto storemust
be determinedbeforewe createthe hashtables. Eachhashtable
consistsof B buckets, whereeachbucket can storeup to m key-
points. With a utilization valueof a, we needB = n=(am) buckets
to storen keypoints. A highera will leadto betterspaceutiliza-
tion, with anincreasedisk thatsomekeypointswill notbeindexed
dueto full buckets. A smallerbucket size m will leadto faster
searchtimes, but alsoa higherrisk of droppedkeypoints. For our
experimentswe setm = 20 anda = 0.5. Two itemsarestoredper
keypoint: the keypointid anda checksumhashvaluethatenables
the systemto avoid verifying every keypoint in the samebucket.
Thereforethe systemutilizesapproximatelyl6MB of storageper
independenhashtable, per million keypoints. One of our major
systenperformanceptimizationds thateachhashtableis created
separatelyandentirelyin memorybeforebeingwritten to disk. It
would beimpracticalto createhehashtableotherwise Thisis fea-
siblebecausave're only storingpointersto keypoints,andthuswe
caneasilyaccommodatelatabasesf 50 million keypoints (from
50thousandmages)n 1GB of mainmemory



3.2 Databasequery

Oncetheindex is createdon disk, we canissuequerieson nev
imagesusinga parallelsetof operations.First, we locateinterest
pointsin the queryimageandbuild local descriptorsasdescribed
above. Then,we calculatethe bucket id's of eachkeypoint using
thelocality hashfunctionswithoutaccessinghe disk If we were
to readdatafrom the hashbuckets (from HTs) aswe hashecdcach
keypoint, thenthis would be equivalentto doing randomseekson
disk andwould be unfeasiblyslow. Insteadwe sortthe bucketid's
andreadthebucketsin order which correspondso alinearseekon
disk. We readall of thekeypointswithin abucketandcon rm that
the checksumhashvaluesmatch. All of the candidatekeypoints
arestoredin alist sortedby keypointid.

Finally, we readthe keypoint data (location, orientation, size,
anddescriptor)from the keypoint table (KT) in orderto generate
alist of candidatematchedor the querykeypoints. Becausd.SH
only returnsapproximatematcheswith respecto theL1 (Manhat-
tan) norm,we needto checkbothfor falsepositivesandfor points
outsidethe thresholddistanceunderthe L2 (Euclidean)horm. We
discardfalsematchedy checkingthatthe distanceébetweerthelo-
caldescriptor®f thequerykeypointandthe candidat&keypointsis
within thethresholddistanceunderL2.

At this point, we look up the le id (in FT) correspondingo
matchedkeypoints and separatehem accordingto le id. The
greaterthe numberof matchesfound per le, the morelikely it
is thattheimageis a nearduplicate.However, it is still likely that
therearesigni cant falsepositvesat the keypoint matchphaseIn
otherwords,althoughsomekeypointsarewithin thethresholddis-
tancethey belongto patcheof imageghatarenotnearduplicates.
We do af ne geometricveri cation usingRANSAC [5] to elimi-
natesuchoutliers. The afne transformatiorbetweenwo images
canbe derived usingthreepairs of matchedkeypoints. RANSAC
veri es whetherthe majority of the othermatchedkeypointssup-
port this transformanddiscardsary outliers. The remainingpairs
of matchedkeypointscorrespondo thetargetimageunderanaf ne
warpfrom thequeryimage.Theaf ne transformatiorincludesro-
tation, scale,and shearingalong the axes. The remainingset of
imagesare discardedf fewer thang matchesarefound, whereq
is an adjustablgparametethat controlsthe recall-precisiorof the
system.

4. EVALUATION METHODOLOGY

We presentanumberof experimentdo shawv theeffectivenesof
our system. For our initial experimentswe usethe methodology
from [16] sothatourresultscanbecomparedA directcomparison
shouldideally testboth algorithmson the samedataset.Unfortu-
nately neithertheir sourcecodenortheirimagedatabasavasavail-
able. Therefore,we have createda very similar datasety using
identicalimagetransformationgor our experimentsandcompare
our algorithmagainstMengetal.'s publishedresults[16].

The experimentsemplagy a small setof queryimages(probes)
anda muchlarger setof testimages(gallery). Thegalleryis com-
posedof transformedrersionsof the probeimages,augmentedy
alargenumberof similarlooking randomimageghatsene asdis-
tractors. We usethe transformationslescribedn [16] andbuild a
gallery with the samefraction of distractors.

We alsocreateda signi cantly morechallenginggallery by ap-
plying dif cult transformationgo the probe imagesto gain ad-
ditional insight into the performanceof our algorithms. All of
our datasetaredetailedbelow, andthey canbe downloadedfrom
http://www.cs.cmu.edu/"yke/retrieval/

Index Construction

1. For eachimagein thegallery:
Find keypointsusingDoG detector
Build PCA-SIFTlocal descriptorgor eachkeypoint
. Build andstore le nametable(FT)
. Build andstorekeypointtable(KT)
. For eachof thel hashtables(HTs):
For eachkeypoint:
Hashkeypointandstoreid in table(in memory)
Storehashtable(HT) ondisk

©ONDUAWN

DatabaseQuery

. Find keypointsin queryimageusingDoG detector
. For eachkeypoint:

Build its PCA-SIFTlocal descriptor
Computethel LSH hashedor the descriptor

. Sorthashesy bucketid, scanhashtables(HTs)

. Sortreturnedkeypointids andscanKT linearly

. For eachreturnedmage:

Determinebestaf ne transformusingRANSAC
Discardif avalid transformwasnotfound

. Printmatchedle namesby readingFT

COONOUTAWNR

=

Figure 4: Summary of our algorithm.

4.1 Evaluation Metrics

In orderto evaluateour systems$ performancewe measurehe
recallandprecisionof our algorithm. Intuitively, we wantto max-
imize the numberof correctpositvesandminimize the numberof
falsepositives. A correct positiveis de ned asa matchbetween
a probeimageandone of its transformedversionsin the gallery.
Recallandprecisionarede ned as:

numberof correct-positives

recall= —
total numberof positives

and
numberof correct-positives
total numberof matchegcorrector false)

precision=

4.2 Experimental setup

For our rst experiment,our image databaseonsistsof 6261
imagesof ne artdownloadedfrom anonline art gallery [2]. We
resizeeachimageso that the size of its larger dimensionis 512
pixels. Werandomlyselectl50imagedo betheprobesandusethe
restareaddedto the gallery asdistractors.Eachprobeis modi ed
accordingo thefollowing 40transformationsandthese5000near
duplicatesareaddedto the gallery to createa datasewith 12,111
images.

UsingtheDifferenceof Gaussiatinterestpointdetectorweiden-
tify 13.6million keypointsin theimages,andapply PCA-SIFTto
build local descriptors Thereare 1100keypointsperimageon av-
erage althoughsomeimagesgenerateasfew as67 keypointsand
othersasmary as3000,dependingn the compl«ity of theimage
content. We uselocality-sensitve hashingto index all of the key-
pointswith parameterg=450andl=20. We de ne two PCA-SIFT
descriptorsas matchingif their L2 distanceis within 3000. The
minimum matchthresholdq is 5 for our experiments. Thesepa-
rametewvalueswereempiricallyselectedisingtestsonasmallval-
idationset. All of0ure<perimentsuseaSGHzInteIR PentiumR 4



machinewith 1GB of memoryrunningLinux 2.4. Thealgorithms

areimplementedn C++.

As discussedbore, ourimagetransformsareidenticalto those
describedin [16], and are implementedusing ImageMagick[9].
Thesed0 transformsaredescribedelon. The numberin braclets
next to eachoperatiordenoteshenumberof nearduplicateimages
generatedby thatparticularoperatior?

1. Colorizing[3]: Tint the (a) red, (b) green,or (c) blue chan-

nelsof theimageby 10%.

2. Changingcontrast [2]: (&) Increaseor (b) decreasémage

contrastusingdefault parameters.

3. Cropping[4]: Croptheimageby (a) 5%, (b) 10%, (c) 20%,
or (d) 30%, preservingthe centerregion. Resizecropped
imageto original size.

. Despekling [1]: ImageMagicks despeckl@peration.

. Downsampling[7]: Downsample(without Gaussiarnblur-
ring) the imageso that its size is reducedby (a) 10%, (b)
20%, (c) 30%,(d) 40%, (e) 50%, (f) 70%,0r (g) 90%.

6. Changingformat[1]: Corvert JPEGsourceimageto GIF
format. This compressethe color spaceto a paletteof 256
colors.

7. Framing[4]: Add an outerframeto the image,wherethe
sizeof theframeis 10% of the framedimage. Fourimages
areproducedeachwith aframeof arandomcolor.

. Rotating[4]: Rotateimageby (a)90 , (b) 180, or(c) 270 .

. Scaling[6]: Scalethesizeof imageup by (a) 2, (b) 4, (c) 8
times;or downby (d) 4, (e) 4, (f) 8 times. Thescaledmage
is resizedto theoriginal size.

10. Changingsaturation [5]: Changeimage saturationampli-

tudeby (a) 70%, (b) 80%,(c) 90%, (d) 110%,o0r (e) 120%.

11. Changingintensity [4]: Changeimageintensityamplitude

by (a) 80%, (b) 90%,(c) 110%,o0r (d) 120%.

[0

©

Notethatbecauseve userotation-,scale-andillumination-irvariant

grayscaldocal descriptorswe areinherently robust to all of the
above transforms(con rmed by resultsin Section5). To exam-
ine where our systemcould fail, we constructeda secondset of
moredif cult experimentswith larger datasets. We randomlyse-
lected 15,582 photosfrom the MM270K [15] databaseand ran-
domly chose314 of them as query images. We appliedthe fol-
lowing moredif cult transformationso boththeartandMM270K
databases:

12. Cropping[3]: Croptheimageby (a) 50%, (b) 70%, or (c)
90%, preservinghe centerregion. Resizecroppedmageto
original size.

13. Shearing[3]: Apply anafne warp alongthe x axis by (a)
5,()10,o0r(c)15.

14. Changingintensity[2]: Changehe brightnesof theimage
by (a) 50%or (b) 150%.

15. Changingcontrast [2]: (a) Increasecontrastby 3x, or (b)
decreaseontrast3x.

Figure5 shavs a smallsubsebf thesetransformations.

Our lastseriesof experimentsveri es thatour systemcanapply
sub-imageretrieval to detectforgedimages. For the rst test,we
manuallygeneratethreefakeimagesy carefullytracingandpast-
ing imagesof peoplefrom six sourcephotographsUsingthefake
imagesas probes,our systemcorrectlyidenti es all of the source
imageswith nofalsepositives. Thesecondestusedautomatically-
generatedompositdmagesasqueries.Eachcompositewasgen-
eratedby drawing a pair of randomimagesfrom a gallery of 1000
images,andthe center10% region from oneimagewas selected
andpastedn to the other We createda probesetof 1000images,

20ur testsdo not includethe ipping transform;thoseare easily
matchedusingmirroredversionsof the probeimages.

Table 1: Recall-Precisionfor standard transformations.

recall precision
Baseline- select40random images
0.3% 0.01%
Weighted Sampling Thr esholdmethod fr om [16]
90% 67%
100% 6%
Our methodon art databaseof 12,000images
99.85% 100%

Table 2: Recall-Precisionfor dif cult transformations.

recall  precision
Art databaseof 7,611images

98.40% 99.86%
MM270K databaseof 18,722images
Original 96.78% 88.78%
Samescengemored 96.78% 96.12%

andjudgedthe systems responseo be correctonly if both of the
sourceimagesdfor thatquerywerecorrectlyretrieved.

5. RESULTS

We now preseniurimageretrieval accurag resultsandthe ef-
fect of our designchoiceson runningtime performance.

5.1 Retrieval results

Tablel shawvstheresultsonthe rst experimentusingthe setof
transformationgrom [16] on 12,111images.We seethatwe per
form extremelywell onboththerecallandprecision.Thereare150
gueryimagesgeachwith 40 nearduplicatesn the databaseThere-
fore, thereare 6000possibletotal correctmatches.For g = 5, our
systemonly failsto nd 9/6000nearduplicatesandgenerategero
falsepositives. By comparisona baselinestratgy that randomly
selected40 imagesfrom the gallery to matcheachprobewould
have arecall of 0.3%anda precisionof 0.01%.Mengetal.'s sys-
temachievesarecallof 90%with a precisionof 67% (asshavn by
the ROC plotspublishedn [16] ontheir dataset).

Table2 shavs theresultsfor the secondsetof experimentsThe
accurag remainsvery high, despitethe morechallengingransfor
mationsusedto generatdhe nearduplicates.For the art database,
we usedl50queryimagesandfor theMM270K databaseye used
314 queryimages.Eachqueryimagehasl10 nearduplicatesn the
database Althoughtherecallis high for both databaseghe pre-
cisionis signi cantly lower for the MM270K databaseThedrop
in precisionis dueto the fact that this databaseontainsseveral
imagesthat are slightly-different views of the samescene taken
from the samelocation,at the sametime. A manualinspectionof
the false positives shavs themto be pannedor zoomedversions
of othersin this databaseor photosof the samescenetaken with
a differentcolor lter. If thesephotosof the samesceneare not
penalizedasfalsepositives, our systems precisionremainsabore
95%.

Finally, Table3 shavstheresultsof queryingthe 1000composite
“forged” imagesto detecttheir sources. Again, our systemdoes
extremelywell.

5.2 Running time results

While the previous sectionfocusedon the accurag of our near
duplicatedetectoywe now turn to the systemdesignandshaow that



Original 5(g): Downsampling90%

12(c): Crop90% 13(c): Shearx-axis15

14(a): Brightnesb0% 14(b): Brightnessl50%

15(a): Increasecontrast3x | 15(b): Decreaseontrast3x

Figure5: Examplesof automatically-generatednear-duplicates.

Table 3: Recall-Precisionfor compositeimages.
recall precision
98.85% 99.65%

Table 4: Ef ciency of LSH versuslinear search.

linearsearch LSH
Runningtimein sec.(s) 80.3(0.06) 0.97(0.04)
Pairsof keys checled 268million 2656
Pairs of keys matched 5464 1611

eachof our optimizationswerenecessaryn orderto make our ap-
proachpractical. All of the following experimentswere doneus-
ing a smalltestsetof 200 randomimagescombinedwith 10 near
duplicatesof the queryimagefrom the dif cult testset,for atotal
of with 265,000extractedkeypoints. Thereare 1010keys in the
gueryimage.

First, we comparethe executiontime of locality-sensitve hash-
ing versusan exhaustve linear searchthroughthe keypoints, for
the selected.SH parameters.Table 4 shavs the performanceof
searchingor matchesf 1010keys in the database We give the
runningtime andthe numberof keys checledby each.We seethat
LSH, dueto the approximatenatureof its search,missesa very
largefraction(71%)of keysthatwerecorrectlymatchecdby the ex-
haustve search Ontheotherhand,our executionspeeds fasterby
two ordersof magnitude Despitethe large numberof keys missed
by LSH, our systemstill performswell becausewve extract hun-
dredsof interestpoints perimage,while requiringasfew asg=5
matchingkeys to identify nearduplicates.

Recall that our implementationof LSH assumed.1 (Manhat-
tan) distancein the analysisof nearneighborswhile PCA-SIFT
requiresL2 (Euclidean)distanceto be calculatedduringthe actual
matchingof keypoints. Our algorithmmakestheimplicit assump-
tionthatusingL 1 in theLSH stagedoesnotforceusto examineand
discardtoo mary pointsduringthe PCA-SIFTmatchingstage Our
next experimentguanti estheinef ciency inducedby thisassump-
tion. Table5 shawvs thatmostof the keys (94%) thatarechecled
but not matchedunderL2 are due to hashtable collisions. The

Only 7 out of 50transforms are shown; all were correctly identi ed.

Table5: Inef ciency dueto L1 assumption.

No. of keys
Checledby LSH 2656
MatchedunderL1 (d  18000) 1674
MatchedunderL2 (d  3000) 1611
Checledbecausef hashtablecollision 982
MatchedunderL1 but notL2 63

Table 6: Importance of building hashtable in memory.
Runningtimein sec.(s)
325(1.8)
48(0.1)

Build directly ondisk
Build in memory streanmto disk

numberof keys matchedunderL1 but not L2 only accountfor 2%
of thetotal keys checled. Thereforethe L1 distanceassumptioris
acceptabldor our data.

While the useof LSH givesus tremendougheoreticalgainsin
performance careful systemdesignis requiredto realize LSH's
bene ts for our application. When creatingthe hashtables,we
build theindependenihashtablesin memory andthenstreanthem
sequentiallyto disk. Table6 compareghe runningtime of build-
ing the hashtablein memoryand directly on disk. We seethat
eliminatingtherandomseekgo disk reducegherunningtime by a
factorof 7.

For querieswe mustalsolinearizethe disk accesset remove
asmary randomseeksaspossible By sortingthe hashbucketid's
andkeypointid's beforereadingthemfrom disk, we getadramatic
improvementin runningtime. Table7 shaws thatthis optimization
resultsin a 20x speed-up.

Table 7: Importance of linearizing disk accessem queries.
Runningtimein sec.(s)
65(1.8)
3.4(0.1)

Unoptimizeddisk reads
Sorteddisk reads




It is only by combiningall of theseoptimizationghatwe areable
to createa practicalnearduplicateandforgery detectorthatscales
to largeimagedatabases.

6. LIMIT ATIONS

While our experimentsshav excellentresultsin retrieving near
duplicatesand sub-imagesthereare limitations to our technique.
Oursystencanmatchsimilarimagesof thesamescenesvenif they
were not nearduplicatesnor forgedimages,asin our MM270K

databaseThisscenariaouldoccurif thecopyrightedimagedatabase

containspicturesof famouslandmarks,wherethereare likely to
be mary picturesof the samelandmarkson theweh Our system
may nd similarkeypointsonthelandmarksandincorrectlymatch
them. Othershave exploited this propertyas a featureto detect
imagesof the samesceneakenfrom differentcamerdocationsas
in [17,18,20]. To informally testthe performanceof our system
undersuchconditions,we gathereds9 picturesfrom the Web of
Big Ben Eiffel Tower, andHalf Dome andqueriecthemagpinst18
professionapicturesof the samelandmarks.We were pleasedo
seeonly onematch(i.e., falsepositive) amongthe 59 queries.The
reasorwhy we donotaccidentallyidentify similar scenessforged
imagesmorefrequentlyis dueto well-known limitationsin apply-
ing currentinterestpoint detectorgo recognizeeal-world objects.
They includethe instability of the DoG interestpoint detectoron
threedimensionalbbjectsand appearancehangesiueto self oc-
clusionor shadaving. For example,duringthe courseof the day,
Big Ben's appearancehangessigni cantly dueto self-shadws.
Similarly, Half Dome's appearancearieswith seasonalegetation.
The sensitvity of keypointsto theseappearanceariationsis seen
asa limitation in the objectrecognitiondomain. However, for our
application this inability to generalizes a bene t. Sinceour goal
is to detectperturbation®f animage,we cansetour systems ap-
pearancenatchingand geometricveri cation thresholds¢o much
tighter bounds. This allows us to detectsimple manipulationso
copyrightimageswhile rejectingdifferentviews of thesamescene.

7. CONCLUSION

The primary contrikutions of our paperarethe synthesisof re-
centadwancesn robustinterestpoint detection(DoG detector))o-
cal descriptorrepresentatiofPCA-SIFT),and ef cient similarity
searchof high-dimensionablata(LSH). By using a robust inter-
estpoint detectorand distinctive local descriptorswe accurately
solve the nearduplicateandsub-imageetrieval problem.Because
we usea parts-basedpproach,our systemis highly resistantto
cropping,scaling,andothercommontransformghattraditionalap-
proachesasedon global featurescannot copewith. A potential
dravbackin usinga parts-basedpproachs thatthe systemneeds
to queryhundredgo thousandsf featuresatatime,whichcouldbe
slow. We make our systemtheoreticallyef cient throughlocality-
sensitve hashing. Further we make our systempracticalthrough
carefuldataplacementindbatchedlisk accesset minimizeran-
domseeks We shav experimentallythatour systemhasnearper-
fectaccurag (99.85%recalland100%precision)onastandardest
set. For futurework, we planto furtheroptimizethedatastructures
to gainadditionalqueryperformancendfurtherimprove accurag.
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