
15-744 Computer Networks

Homework 1

Due: October 3rd, 2012, 3:00 PM (in class)
Name:

Andrew: ID

A Short Answer

1. Give two reasons the Internet is an internetwork (rather than one massive, homogeneous network).

2. Why was the original TCP/IP protocol split into two separate protocols, TCP and IP?

3. Explain how the NAT on the router in your home network violates fate sharing.

4. You are in charge of managing your organization’s Ethernet and your boss asks you to double its length
to accommodate users in a newly constructed extension to your building. What are the two things you
can change to ensure that collisions are still detected?
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B The Basics

5. Suppose a 1-Gbps point-to-point link is being set up between the Earth and a new lunar colony. The
distance from the moon to the Earth is approximately 385,000 km and data travels over the link at the
speed of light (3 × 108 m/s).

(a) Calculate the minimum round-trip time (RTT) for the link.

(b) Using the RTT as the delay, calculate the bandwidth × delay product for the link. (For simplicity,
assume 1MB = 106 bytes.)

(c) What is the significance of the bandwidth × delay product computed in (b)?
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(d) A camera on the lunar base takes pictures of the Earth and saves them locally. Suppose Mission
Control on Earth wishes to download the most current image, which is 25 MB (again, assume 1MB
= 106 bytes). What is the minimum amount of time that will elapse between when the request for
the picture goes out and the transfer is finished? (Assume that the size of the request is so small
that its transmission time over a 1 Gbps link is negligible.)

C BGP

6. Suppose a hacker obtains control of all the BGP-speaking routers in several different Autonomous Sys-
tems (ASes). Our hacker has each AS “hijack” several IP blocks. That is, each AS under his or her
control announces via BGP that it owns IP blocks for which it does not. For example, our hacker has
AS (CMU) announce a one-hop path to the IP block 18.0.0.0/8 (MIT).

(a) Assuming that the AS graph still converges to a stable state, can this attack cause routing loops to
form? Explain why or why not.
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(b) Suppose the ASes under attack are identified. Can other ASes change their routing policies to
ensure that their traffic still reaches the hijacked IP blocks? Explain.

(c) In response to this attack, suppose all ASes agree to check a central registry for IP block ownership
before a path is considered valid. That is, whenever an AS receives a route to a prefix P , it checks
that the last AS in the route actually owns P . For example, upon receiving a path to 18.0.0.0/8
(MIT), an AS will check that the last AS in the route is 3 (MIT). Can a hacker still hijack IP address
blocks belonging to ASes he or she does not control? (i.e., can he or she cause traffic destined to
those IP blocks to be routed to the ASes he controls?) Explain.

(d) Suppose a solution was devised where IANA hosted a server on the Internet that was able to validate
all AS paths. Assume that this server is always trustworthy and paths are valid if and only if the
server says so.

True or false: With this solution an AS can always check the validity of a BGP path advertisement
it receives.
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D Topology

7. Why do we need to infer ISP relationships? Why is this information not publicly available?

8. Why would ISPs choose to have peering relationships if it means they transport packets for free?

9. Why do ISPs attempt to ensure valley-free routes?

10. Despite the fact that ISPs have set relationships (ie. provider/customer, peering, etc) based on con-
tractual agreements, execution and management of these policies is not simple. A single misconfigured
router within an AS (ie. one with incorrect import and/or export rules) can break these policies. What
is a possible solution for this?
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11. Give two reasons there aren’t any real-world networks in the top right section of the likelihood-performance
plane described in the HOT paper (pictured above).
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