
15-441: Computer Networks

Homework 2

Assigned: Sep 29, 2013

Due: Oct 10, 2013 1:30 PM in class

Name: Andrew ID:

1 Forwarding

1. Suppose a router has built up the routing table as shown in following table. The router can deliver the
packets directly over interface 0 and 1, or it can forward packets to routers R2, R3, or R4. Assume the
Router does the longest Prefix Match. Describe what the router does with a packet addressed to each
of the following destinations:

SubnetNumber SubnetMask NextHop

128.96.170.0 255.255.254.0 Interface 0
128.96.168.0 255.255.254.0 Interface 1
128.96.164.0 255.255.252.0 R2
128.96.166.0 255.255.254.0 R3
default R4

(a) 128.96.171.92

(b) 128.96.167.151

(c) 128.96.163.151

(d) 128.96.169.192

(e) 128.96.165.121
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2. The figure below shows how two private, physically disconnected IP networks are connected by an IP
tunnel. Neither network advertises routes so they are not reachable from the general Internet. For each
router interface, we show the IP address plus the datalink layer address (e.g., an IEEE 48-bit address
for Ethernet or virtual circuit identifier for ATM).

In the image below, let H1 be the host with MAC address 1 and H2 be the host with MAC address 12.
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A packet sent from H1 to R1 (the left most router) has the following contents:

Ethernet DL 1 DL 2

IP 125.3.8.13 125.3.8.19

Data

Hdr Type Src Dest
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(a) Fill the table below with the header types and source/destination addresses for each layer 2 and
layer 3 header in packet 1 marked on the figure. If a header has no source and/or destination
address, please briefly explain what other information in the header is used to forward the packet.
The packet is in transit from H2 to H1. (Note that the table has more spaces for headers than you
will need.)

Data

Hdr Type Src Dest

(b) Same question for packet 2, which is in transit from H1 to H2.

Data

Hdr Type Src Dest
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2 Fragmentation

Assume the following network topology with the given MTU between each link.

Host A Host B

Router A Router B

MTU = 2500

MTU = 4000

MTU = 2000

Host A transmits 3600 bytes of data in a single IP packet to host B through the above links. Assume an
IP header size of 20 bytes (i.e., the initial packet is 3620 bytes long). There is no path MTU discovery.

3. Fill in the following pieces of information for the fragments sent from host A to router A. Fill in offset
in BYTES, rather that octets. M is the more fragments flag. You may use as many of the below boxes
as you require.

Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________

Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________
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Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________

Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________

4. Fill in the following pieces of information for the first two fragments sent from router B to host B.
Again, fill in offset in BYTES.

Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________

Length = ____________   M = _______   Offset = _______________

Header
IP 

IP Data

Data length = ______________
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3 NATs

5. Sally Student runs a large network at her house and wants to subnet it to separate her work computers
from the network that controls her toaster and fish tanks. She has purchased a NAT box, and divided
her network up as follows:

InternetNATR1

H1

H1H2

H3

H4

Subnet 1

Subnet 2
c

b

a

Subnet 3

i o

Her ISP has given her an IP address that she assigns to NAT-o (the outside or “o” interface on the NAT
box). Sally knows that RFC1918 specifies three different address ranges that she could use for private
addresses inside her home:

10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

(a) Assign addresses to the subnets, routers, and NAT box inside her house. Use addresses from the
10.x netblock.

Subnet Number Netmask

Subnet 1

Subnet 2

Subnet 3

Interface IP Address

H1

H2

H3

H4

R1a

R1b

R1c

NAT-i
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(b) Give one reason that wide-spread deployment of IPv6 would let Sally get rid of her NAT device.

(c) Give one reason that Sally might want to continue using her NAPT even if she could use IPv6.

(d) Assuming that the NAT box has no special support for any protocols, and merely translates TCP
and IP ports and addresses, give an example of an application that would not work through this
NAT, and very briefly explain why.
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4 Routing

6. Imagine the Internet is divided into the Autonomous Systems shows below. A packet is being sent from
Host H1 to Host H2. The packets takes the following route: H1 −→ R1 −→ R2 −→ R3 −→ R4 −→ R5
−→ R6 −→ H2

Assume:

• Subnetting and CIDR are not used.

• Each AS contains 3 class C networks.

• R2, R3, R4, and R5 are gateway (border) routers.

• There are many routers within each AS that are not shown.

• There are NO default entries in any routers.

AS

AS

AS

AS

AS

AS

R2
R1

R3
R4

R5

H1

H2

R6

AS

(a) Which of the labeled routers above likely use the BGP routing algorithm to create their forwarding
tables?

(b) How many entries does R1’s forwarding table have?

(c) How many entries are there in R2’s forwarding table?

(d) Assume that R1 is host H1’s first-hop router and H1’s IP address is 205.96.17.172. What can we
say about the IP address of R1?
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(e) Give an example of an entry in R1’s forwarding table (don’t leave out any fields).

7. For this problem, consider the following network topology:

G

A B D

C E F

Suppose that the routers are running RIP, and are all turned on simultaneously. Recall that in RIP, the
weight assigned to each link is one. You can also assume that if RIP identifies multiple paths of equal
cost, it picks one randomly.

The initial routing table at node A is:

Destination Cost Next Hop
B 1 B
C 1 C
D ∞ —
E ∞ —
F ∞ —
G ∞ —

(a) Fill in the following tables to show the initial routing table at node F:

Destination Cost Next Hop

A

B

C

D

E

G
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(b) Now show the contents of the routing table after one iteration of the algorithm:

Destination Cost Next Hop

A

B

C

D

E

G
(c) After two iterations:

Destination Cost Next Hop

A

B

C

D

E

G

8. In some failure situations, the administrator notices that it takes an exceptionally long time for the
routing protocol to stabilize in this network.

(a) What problem with RIP is the cause?

(b) The administrator is told that BGP does not suffer from this problem. What prevents BGP from
having this problem?
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5 DNS

In the following questions, you will learn to use two useful tools for querying for Domain Name System
(DNS) information: nslookup and dig.

The nslookup program queries Internet domain name servers (DNS). Entering the command nslookup will
give you the name of the name server your system knows and its IP address. The list of name servers used
by a Unix machine can usually be found by looking at the file /etc/resolv.conf. Read the man page for
nslookup and answer the following questions.

9. What is the IP address of the school’s web server (www.cs.cmu.edu)?

10. What are the hostnames and IP addresses of the machines used to process mail sent to somebody@cmu.edu?
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dig is another program that allows you to query DNS servers. For the purpose of this question, you should
use the following format to invoke dig

dig +norecurse @<name.of.dns.server> <record-type><domain-name>

where

• <name.of.dns.server> is the hostname of the DNS server you wish to query such as A.ROOT-SERVERS.NET

• <record-type> is the type of DNS record you wish to retrieve, such as ANY, MX, etc.

• <domain-name> is the name of the host or domain you seek information on.

The DNS is a distributed architecture that uses hierarchical delegation. At the top of the system are the root
name servers, which know which DNS server is responsible for each second-level domain (such as cmu.edu).
If you send a root server a query for a particular machine, you will receive a reply listing the servers that
have been delegated authority for that machine’s second-level domain. It is common for a large domain such
as cmu.edu to further delegate to departmental or workgroup DNS servers, which you discover by querying
the second level servers.

In order to discover the chain of delegation in use at Akamai, run a series of NS queries for a1793.x.akamai.net.
You may wish to start with any of the 13 root servers ([a-m].root-servers.net), and you should continue
your sequence of queries until you stop getting new delegations (in some domains this is indicated by a DNS
server returning you a delegation pointing to itself, and in other domains this is indicated by a DNS server
returning you a SOA record instead).

As an example here is the delegation chain for aol.com:

Server queried NS delegates to
B.ROOT-SERVERS.NET D.EDU-SERVERS.NET

D.EDU-SERVERS.NET NSAUTH{1,2}.NET.CMU.EDU
NSAUTH1.NET.CMU.EDU AC-DDNS-{1,2,3}.NET.cs.cmu.edu
AC-DDNS-3.NET.cs.cmu.edu PLANISPHERE.FAC.cs.cmu.edu

11. Generate the delegation chain for a1793.x.akamai.net. Present your results in the table form shown
above. Each NS query will typically return two or more answers: choose among them at random. If you
query a server and get a timeout, choose an alternate server.
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DNS is also used for reverse lookup, i.e. to translate IP addresses into hostnames. Again, the database is
distributed in a hierarchical fashion, with a wrinkle. The most-specific part of a domain name is on the
left (i.e. ux1 in ux1.sp.cs.cmu.edu), but the reverse is true of IP addresses (i.e. in 128.2.198.101, 128 is
top-level, 128.2 is Carnegie Mellon in general and 128.2.198 belongs to the Computer Science Department.
Thus, address-to-name mappings are discovered by reversing the bytes of the IP address and making queries
in a special domain. To turn 128.2.198.101 into a hostname, various servers are sent queries seeking PTR
records for 101.198.2.128.in-addr.arpa. The first query would be:

dig @a.root-servers.net PTR 101.198.2.128.in-addr.arpa

You will know when you’re done when your query gives you back a PTR record in addition to (or instead
of) NS record.

12. Fill in a table like the one above showing a query chain for the IP address 128.2.198.61. What is the
host name?
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